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Abstract: The rapid advancement of technological innovations has led to the pervasive digitization infiltrating every
aspect of modern life, often termed as Industry 4.0. This transformative paradigm incorporates digital technologies
within professional environments, engendering the emergence of “smart factories” and fundamentally altering
conventional manufacturing methodologies. Consequently, the establishment of robust Occupational Health and
Safety (OHS) protocols has become imperative in the digital era to ensure the welfare of the workforce. Indoor Air
Quality (IAQ) assumes a pivotal role in OHS, given that substandard air quality presents considerable health hazards
to individuals in occupational settings. This paper describes the RDSA (Risk Detection and Safety Assistance)
system, an integrated framework that leverages the Internet of Things (IoT) and artificial intelligence (AI) to monitor
hazardous conditions in real time and proactively assess risks. The RDSA system combines cost-effective IoT
sensors with cloud-based dashboards to aggregate and clarify environmental data, while machine learning algorithms
predict indoor air quality (IAQ) levels and facilitate early identification of pollution spikes. In addition, a
convolutional neural network (CNN) is used for instant face mask detection to promote compliance with safety
measures. Among the models examined for IAQ prediction, logistic regression, decision tree, and random forest
classifiers showed the highest effectiveness, each achieving 99.9% accuracy on the evaluation dataset. In the context
of face mask detection, the CNN model achieved an accuracy of 0.99. The proposed system demonstrates strong
performance for all classifiers and significantly improves workplace safety by promoting data-driven decision-
making. The empirical results validate the effectiveness and scalability of the RDSA system for practical industrial

implementation.

Keywords: occupational health and safety (OHS); Industry 4.0; Internet of Things (I0T); artificial intelligence (Al);
indoor air quality (IAQ); industrial safety

1. Introduction

Digitization has become a fundamental aspect of the remarkable progress made by technology,
extending its influence across all aspects of life. Virtually every aspect of modern life is influenced by it,
promoting innovation, efficiency, and connectivity, while presenting new opportunities and challenges
in the digital age [1]. The emergence of the fourth industrial revolution (Industry 4.0) refers to the
integration of digital technologies into industrial processes to create “smart factories” and replace
traditional manufacturing methods. The latter has fundamentally transformed the nature of work
environments in multiple industrial sectors. This transformative change encompasses the assimilation of
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cutting-edge technologies, including Internet of Things (IoT), Artificial Intelligence (Al), Big Data
Analytics and Automation, into various aspects of industrial operations [2]. The transformation of
occupational health and safety (OHS) practices is a necessary step in the context of digitization and
technological advancement [3]. It is essential for ensuring the health, safety, and well-being of workers
in the digital age. OHS, as a proactive and multidisciplinary field, plays a critical role in protecting
workers from occupational hazards and promoting a safe and healthy work environment. By identifying
risks, implementing control measures, ensuring compliance, and fostering employee involvement, OHS

professionals contribute to the well-being and productivity of workers across industries. The main
objectives of occupational health and safety (OHS) programs are to prevent occupational injury and
illness, anticipate and recognize hazards, evaluate and control them, fit workers to suitable work, prevent
professional diseases and injuries through proper control of working conditions, conserve worker health
through medical supervision and education, and restore the health of workers suffering from diseases or
injuries [4]. Exposure to pollutants, toxic compounds, and gases is one of the most significant
occupational hazards faced by workers in various industries. This exposure poses a significant threat to

the health and safety of workers, and requires robust measures to mitigate these risks. Especially in high-

risk industrial environments like oil and gas plants, refineries, and chemical industries, the risk to workers’
health and safety is more pronounced. In closed workplaces, the concentration of hazardous substances

can accumulate, exacerbating the potential dangers to workers. In manufacturing facilities, warehouses,

and confined spaces, the importance of indoor air quality becomes paramount. Indoor air quality (IAQ)

is a critical aspect of occupational health and safety, and poor air quality can have severe effects on
workers’ health, ranging from headaches and dizziness to asthma, cardiovascular diseases, cancer, and
even death [5]. Harnessing the capabilities of advanced technologies from Industry 4.0, including IoT,

Smart Personal Protective Equipment (PPE), Al, and sensor networks, can significantly enhance OHS

initiatives [6]. By using these technologies, industries can create a robust system for real-time monitoring
and detection of hazardous conditions in the workplace. Early detection of toxic gases, particulate matter,

low oxygen levels, and elevated CO; concentrations enables timely interventions to protect workers’

health and safety. Additionally, Al-driven analytics enhance the accuracy and effectiveness of hazard
detection, allowing industries to proactively address air quality concerns and prevent workplace accidents

and injuries. In this article, we explore the transformative potential of IoT and Al in revolutionizing toxic

substance monitoring and control systems in industrial environments. We delve into the capabilities of
IoT-enabled sensors to provide real-time insights into environmental conditions, coupled with the
analytical prowess of Al algorithms to identify patterns, detect anomalies, and predict potential hazards.

Furthermore, we examine how these technologies enable early warning alerts, rapid response actions,

and data-driven decision-making, empowering organizations to safeguard worker safety and well-being.

This article is organized as follows. Section 2 discusses the Related Work; Section 3 presents the

selection of air quality parameters and their indices; Section 4 describes the architecture of the System;

Section 5 provides the Methods and Implementation with a detailed explanation of each method in the

proposed architecture. In Section 6, the experimental results are discussed; Section 7 concludes with
limitations and considerations of future work.

2. Related Work

These works aim to ensure the safety and well-being of workers by maintaining healthy indoor
environments. In this section, we describe both IoT and Al proposals for monitoring risks in the
workplace. Firstly, we present systems that use IoT technologies to prevent and/or identify risks related
to environmental conditions in workplaces. Secondly, we introduce proposed systems that utilizes both
IoT and Al The studies have been selected based on a similarity criterion with the proposal of this work
regarding the technologies. The work conducted by authors in [7] addresses critical safety concerns in
high-risk workplaces, particularly those where exposure to toxic compounds poses a threat to human
health. Their approach involves the implementation of a distributed sensing system to monitor air quality.
This system is designed to measure the concentration levels of various hazardous gases including CO,
NO,, Oxygen, and CO,. In sum, the key aspects of their system include Sensor Utilization (the system
employs commercially available low-cost sensors), Monitoring Scope (sensors are strategically deployed
to monitor the presence of toxic compounds both indoors and outdoors), and Targeted Monitoring
(specifically, the system focuses on monitoring the emissions from a melting furnace). Continuous
Monitoring (The system operates continuously, providing real-time data on gas concentrations) and data
Analysis and Trending (the system offers capabilities for long-term data analysis and trending).

The authors in [8] proposed an IoT-based indoor air quality monitoring system designed to ensure
the health and safety of office environments, particularly during the COVID-19 pandemic. The system
employs a BMEG68O0 air quality sensor, a NodeMCU ESP-12 microcontroller, and ThingSpeak IoT cloud
platform to track real-time air temperature, humidity, pressure, IAQ index, carbon dioxide levels, and
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VOCs. The data is accessible through a web application on computers or smartphones, allowing remote
monitoring from anywhere at any time, the proposed system is not designed for industrial workplaces.
Another system presented by authors in [9] a complete air quality monitoring infrastructure based on the
monitoring of IoT systems in industrial environments, which includes the development of two highly
precise compact devices to facilitate the real-time monitoring of the concentrations of particles and
pollutants in the air. Machine learning techniques, specifically Gaussian Process Regression, have been
applied to the collected data to predict safety levels and improve accuracy. The results show that Gaussian
Process Regression has the highest accuracy among the air quality data sets gathered by the devices. This
is an excellent system that can be applied to indoor industrial workplaces.

The system proposed by authors in [10] offers a practical solution for monitoring air quality in
industrial settings by leveraging IoT technology. The device’s ability to measure temperature, humidity
and carbon dioxide levels, as well as PM»s and PMjo particles, makes it a comprehensive tool for
assessing environmental conditions. The NodeMCU (ESP8266) serves as the controller and a printed
circuit board (PCB) for integrating all hardware components to ensure efficient operation and compact
design. One of the notable advantages of this system is its low power consumption, which is crucial for
continuous monitoring applications. The authors make a case for scalability and widespread adoption of
their proposed solution by utilizing affordable and readily available hardware components. This
affordability factor could allow the deployment of sensors in various workstations within a factory
environment, facilitating comprehensive air quality monitoring.

The research conducted by authors in [11] proposed a prototype of an intelligent helmet designed to
monitor environmental conditions in workers’ surroundings and conduct a near real-time assessment of
risks. By integrating sensors into the helmet, such as those measuring temperature, humidity, air quality,
and possibly other relevant parameters depending on the specific application, the device provides
valuable data to both workers and supervisors. This device aims to protect operators from impacts while
simultaneously monitoring light, humidity, temperature, atmospheric pressure, gas presence, and air
quality. Alerts are conveyed to the operator through sound beeps, while an LED strip on the helmet uses
color codes to indicate environmental anomalies.

A real-time surveillance helmet for mine workers using IoT technology introduced by authors in [12].
The proposed prototype is designed with a three-tier architecture. The initial tier utilizes Arduino Uno
and various sensors to assess health and environmental metrics such as temperature, humidity, gas
concentration, dust level, heartbeat, and fire incidents. The second tier is comprised of a fuzzy classifier
that sorts environmental circumstances based on the parameters from the first tier. Lastly, the third tier
produces the health status report of the miner and is in charge of notifying the monitoring and rescue
team during emergencies. Furthermore, a built in GPS tracker is included to aid in monitoring the current
location of the worker. The three-tier architecture combines sensor technology, data processing, and
communication systems to create a comprehensive surveillance and safety solution for mine workers,
improving their protection and allowing a timely response to potential hazards or emergencies.

The authors in [13] presented the development of a low-power scenario for an IoT-based indoor air
quality monitoring system in the workplace. The system measures parameters such as CO, COp, PM2.5,

temperature, and humidity, and sends the data wirelessly via IEEE 802.11 b/g communication. Sensor
nodes are designed to send data periodically to reduce power consumption, and can also handle
emergencies such as fire. The results show that the controlled transmission interval can decrease power
consumption and allow effective monitoring of air quality remotely through a web application.

The authors in [14] present the development of an indoor industrial environment monitoring system
using wireless sensor networks (WSN) for a digital assembly plant in Kenya. The system utilizes sensors,
Zigbee, Raspberry Pi, and Arduino Uno to collect data on environmental parameters such as carbon
monoxide, temperature, humidity, and dust. The collected data is transmitted to the Raspberry Pi, which
acts as a base station and then displayed on a GUI. The system employs Zigbee technology for the
transmission of SMS and email notifications to registered users. Extensive testing was performed on the
newly implemented system across multiple plant sectors, ultimately leading to the successful
identification of specified parameters. Consequently, alerts were sent out through email and SMS to
update users on the findings.

A proposed monitoring system aimed at improving the safety of workers in factories, described by
authors in [15]. The system utilizes a NodeMCU microcontroller connected to three sensors: a
temperature and humidity sensor (DHT sensor), an ultrasonic sensor (HC-04), and a smoke sensor (MQ-
2 sensor). These sensors continuously monitor the working environment and transmit the data to the
Losant [oT Platform. This platform facilitates data visualization and analysis, offering information on
workplace safety conditions. Implementation of such a system can aid in averting mishaps and
safeguarding the well-being of employees in industrial settings.

The authors in [16] proposed an IoT-based system that monitors and controls industrial environments
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using sensor and control units, where the control unit is based on the NodeMCU development kit. The
sensor unit incorporates gas and temperature sensors for assessing toxic gas concentrations and
temperature levels. An integrated buzzer facilitates alerts in hazardous situations. The system automates
air conditioning and fan systems based on measured parameters. A mobile application on the Blynk
platform allows authorized personnel to wirelessly monitor and control the environment. The IoT system
provides both automatic and manual control capabilities, thereby enhancing overall monitoring and
control in industrial environments.

The authors in [17] aimed to develop and validate a predictive model for respirable dust (RD) using
low-cost sensors and Al algorithms. Various low-cost sensors are integrated into an RD sensor module
and installed on a portable aerosol monitor for a duration of two weeks. The best performing model,
random forest regression, demonstrated robust prediction capability and was validated against traditional
sampling methods, yielding closely aligned results with a strong positive correlation. The developed
sensor module showcased exceptional predictive performance, data stability, and accuracy, making it
well suited for exposure assessments in workplace environments.

The authors of [18] presented a real-time air pollution monitoring and forecasting system designed
for the chrome plating industry, using IoT sensors and Al technologies. It constantly detects dangerous
pollutants, like hexavalent chromium and volatile organic compounds (VOCs), which are a big health
risk for workers. With its real-time data analysis and forecasting capabilities, the system improves the
ability to effectively monitor indoor air quality, enabling rapid response to protect the health and safety
of industrial workers in highly polluted work environments.

The authors of [19] have presented an IoT-based real-time air quality monitoring system designed to
protect the health of industrial workers. System uses an ESP32 microcontroller (MCU), an MQ-135 gas
sensor, an SDS011 optical dust sensor, a BME280 sensor to monitor pollutants such as sulfur dioxide,
carbon monoxide, and particulates. It assesses the AQI and displays the results on the ThingSpeak
platform. If harmful gas concentrations exceed predefined thresholds, the ESP32 activates fans to
maintain safe pollution levels, improving worker safety in industrial environments.

Authors in [20] examines air quality monitoring in automotive workshops to improve occupational
health and ensure regulatory compliance. This paper presents an environmental monitoring system based
on IoT and Al using DHT11 and MQ-135 sensors to measure temperature, humidity, and toxic gases.
Data is transmitted in real time to the ThingSpeak platform via the MQTT protocol. Machine learning
models (linear regression, decision trees, and SVM) analyze the data to calculate an air quality index
using Gaussian functions. System effectively detects pollution spikes and sends automatic alerts, thereby
improving workplace safety. The system's implementation has led to better regulatory compliance and
reduced occupational risks. The case study demonstrates that integrating IoT and Al offers a practical
and scalable solution for environmental monitoring in industrial settings.

In addition to the literature review, this paper also presents a comparative analysis of representative
systems based on IoT and Al mentioned in the literature is presented in Table 1 below. These overview
systematically reviews representative [oT and Al based systems mentioned in the literature, focusing on
their technological frameworks, application domains, monitoring environmental parameters, algorithmic
approaches, user interfaces, integration level, functional strengths, and identified limitations. Including
this comparative overview allows for a critical evaluation of existing methodologies and places the
proposed Risk Detection and Safety Assistance (RDSA) system in the broader context of contemporary
researchers. RDSA stands out in particular for its integration of multiparameter, machine learning based
air quality prediction, computer vision for mask compliance monitoring, and cloud storage with real-time
visualization, offering a low-cost, scalable platform for industrial safety applications.

Table 1. Overview and Comparison of Intelligent Air Quality Monitoring Solutions in Industrial
Contexts.
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3. Air Quality Parameters

The subsequent sections outline the reasons for selecting the key parameters crucial for assessing
Indoor Air Quality in industrial workplaces.

3.1. Particulate Matter

Particulate matter is composed of minuscule solid and liquid particles that are dispersed in the
atmosphere, as described by the United States Environmental Protection Agency [21]. Although some
particles, such as dust, are visible to the naked eye, others require a microscope for observation. These
particles vary significantly in size and shape and originate from various sources, including direct
emissions such as fires, unpaved roads, and industrial activities.

Particulate matter is generally categorized by aerodynamic diameter into:
e  PM,: particles with an aerodynamic diameter < 10 um (micrometers),
e  PMys: particles with a diameter < 2.5 pm.

These pollutants are typically measured in micrograms per cubic meter (ng/m?®), which quantifies the
mass of particles present in one cubic meter of air. Fine particles like PM, 5 can penetrate deep into the
lungs and even enter the bloodstream, increasing the risk of respiratory and cardiovascular diseases.

Many studies have utilized monitoring systems to track particulate matter (PM), encompassing PM> s
and PM10 concentrations across various industries [22-26]. The measurements conform to established
indoor and outdoor air quality regulations regarding particulate matter pollutants, with exposure to PM
identified as a significant risk to the health of workers [27-32].
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3.2. Carbon Dioxide

Carbon dioxide (CO,) is a colorless gas formed from the combination of one carbon atom and two
oxygen atoms. Its production stems from the metabolic processes of aerobic organisms as they break
down carbohydrates and lipids, alongside emissions from geological phenomena like volcanoes and hot
springs. As a predominant constituent of the atmosphere, CO, is vital to maintain various forms of life.
Additionally, its diversity extends to a wide range of industrial applications, making it an important
resource in industrial processes. Moreover, elevated indoor carbon dioxide levels correlate with
diminished work performance and increased health symptoms [33]. According to the American Society
of Heating, Refrigerating, and Air-Conditioning Engineers (ASHRAE) recommend maintaining the
concentration below 700 ppm as shown in Figure 1. While excessively high CO; levels can lead to loss
of consciousness and even death, lower concentrations can still induce dizziness and sleepiness,
adversely affecting work efficiency [34].

Level
Accepted by
ASHRAE

Healthy and general indoor air

Figure 1. Levels of COz and their Effects on the human body.

3.3. Thermal comfort

According to (ASHRAE Standard 55-2017) standard [35], thermal comfort is defined as the level of
satisfaction with the ambient thermal conditions, assessed subjectively based on individual perceptions.
It is influenced by several factors, such as clothing, air temperature, relative humidity, and air movement.
In addition, occupant expectations play an important role in shaping their thermal experience. Improving
indoor air quality in workplaces not only enhances productivity but also fosters a healthier environment
[36]. Therefore, maintaining the indoor environment within acceptable temperature and humidity levels
is crucial to controlling indoor air quality. ASHRAE guide lines [35] suggest maintaining a relative
humidity (RH) of 30% to 60%, along with specific temperature ranges, for optimal indoor comfort. In
winter, the recommended temperature range is between 68°F and 74°F (approximately 20°C to 23°C),
while in summer, it’s between 72°F and 80°F (approximately 22°C to 27°C).

3.4. Indoor Air Quality Standards

Indoor quality standards for the levels of CO, (carbon dioxide) and PM (particulate matter) in the
workplace can vary depending on organizations or jurisdictions. Table 2, presents a comparison of indoor
air quality (IAQ) standards for permissible concentrations of PM, s, PMio, and CO, as defined by four
major organizations: ASHRAE, OSHA (Occupational Safety and Health Administration), EPA
(Environmental Protection Agency), and WHO (World Health Organization). These organizations were
selected because of their authority and global influence in setting occupational health and environmental
standards. ASHRAE provides technical guidelines for acceptable IAQ in buildings, OSHA sets
regulatory exposure limits for workplace safety in the United States, EPA offers guidance on
environmental and public health issues, and WHO provides internationally recognized public health
references. However, we opted for the updated version of general guidelines provided by ASHRAE
Standards 62.1 and 62.2 are the recognized standards for ventilation system design and acceptable indoor
air quality (IAQ). Expanded and revised for 2022, both standards specify minimum ventilation rates and
other measures in order to minimize adverse health effects for occupants [37]. Which recommends
maintaining CO; levels below 700 parts per million (ppm) for high-level comfort, 65 ug/m? for PMy s,
and 150 pg/m? for PM10 for a 24-hour average.
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Table 2. 1AQ standards of PM and CO, by ASHRAE, OSHA, EPA, and WHO.

PM» 5 PM10 CO, Organization Ref
0-65 pg/m® (for a 24-h | 0-150 pg/m? (for a 24-h | No more than 700 | ASHRAE 62.1-
average) average) ppm 2022 [37]
- 3 - _ 3 - -
0-5000 pg/m? (for an 8- | 0-150 pg/m? (for a 24-h | 600-1000 OSHA [38]
h average) average) (preferred)
60 pg/m® (for an 8-h | 0-150 pg/m? (for a 24-h | 800ppm
EPA [39]
average) average) (Acceptable)
_ 3 _ _ 3 -
0-25 pg/m?® (for a 24-h | 0-50 pg/m?® (for a 24-h 1000 ppm WHO [40]
average) average)

4. Architecture of the RDSA System

4.1. Overview of the System Architecture

This section introduces the architecture of the proposed system named the Risk Detection and Safety
Assistance (RDSA) system. Designed to enhance occupational safety in industrial workplaces, the RDSA
system combines IoT and Al technologies to enable IAQ monitoring and face mask compliance detection.
The system comprises two key components: the loT-Environmental Node for environmental sensing and
the loT-Facemask Node for visual compliance monitoring. Data collected from each workplace zone is
transmitted via the MQTT protocol to a ThingSpeak cloud dashboard for centralized analysis and real-
time alerting. Figure 2 depicts the global architecture of the system.
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9]
Extraction ROT \ o

Figure 2. General Architecture.

4.2. Division of Industrial Zones

To enable localized monitoring and intervention, the industrial environment is divided into distinct
zones. Each zone is equipped with its own IoT-Environmental Node and IoT-Facemask Node, allowing
the system to independently monitor and respond to conditions in different work areas. This zone-based
design enhances scalability, precision, and responsiveness in managing safety risks.

4.3. loT-Environmental Node

1. SDSO011 PM Sensor (Nova Fitness Ltd.) Principle: Laser scattering (optical detection).

Operation: A fan maintains airflow; a photodiode detects scattered light, and an MCU converts pulses
into PM» 5/PM19 mass concentrations (range: 0.0-999.9 pug/m?, min. particle size: 0.3 um) [41,42].

2. MQ-135 Gas Sensor

Detects: NHs, benzene, CO2_ smoke, and nicotine.

Interface: Analog (PPM output) and digital pins (TTL 5V). Validated for reliability in [43].

3. DHT22 Temp/Humidity Sensor
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Mechanism: Capacitive humidity sensor + thermistor.

Range: 40°C to 80°C (temp.), 0-100% (humidity). Operates at 3.3-6V; widely used in IoT.

4. NodeMCU (ESP8266) Microcontroller

Features: Wi-Fi connectivity, low power, programmable via Arduino IDE/Lua/MicroPython.
Role: Aggregates sensor data and transmits to the cloud via MQTT (lightweight IoT protocol)

4.4. loT-Facemask Nodes

The proposed system for facemask detection uses the Raspberry Pi 4 Model B which is a highly
versatile single-board computer renowned for its compact form factor and robust performance. Equipped
with a Broadcom BCM2711 quad-core Cortex-A72 processor running at 1.5GHz, it offers significant
processing power for a wide range of applications. The Raspberry Pi 4 supports dual displays with
resolutions up to 4K and features multiple USB ports, Gigabit Ethernet, dual-band wireless networking,
and Bluetooth connectivity.

* The Camera Module V1.3: specifically designed for Raspberry Pi boards, enhances the system’s
capabilities by enabling high-quality imaging and video capture. With a fixed-focus lens and a resolution
of up to 5 megapixels, this camera module is ideal for computer vision projects.

* Local Processing: The system uses Face Detection and Extraction ROI for computer vision
techniques to locate faces within the image/video feed and isolate them as Regions of Interest (ROI)
Classification Convolutional Neural Network (CNN): A specialized deep learning model analyzes the
facial ROIs and classifies them as "With Mask" or "Without Mask".

4.5. Cloud Platform

The NodeMCU collects environmental data from sensors and transmits it to the ThingSpeak cloud
service over Wi-Fi. This service stores the data in graphs and numerical values, enabling it to be viewed
instantly and analyzed in real time. In addition, the data can be exported to an Excel spreadsheet for data
analysis. ThingSpeak was selected for this project due to its open-source nature and advanced IoT
functionality. It offers an intuitive dashboard for viewing data and enables live analysis of information
collected by devices connected to the cloud. In addition, a single API key makes it easy to upload millions
of data to the ThingSpeak cloud.

4.6. Data Analysis

The IoT environmental node was successfully used to gather IAQ measurements, and after that, raw
data were downloaded from the cloud, labeled and ready for modeling and prediction using machine
learning classification models to understand the indoor environment.

4.7. User Interface and Notifications
Web and Mobile Platform Dashboard offers an interface to visualize:

- Current air quality conditions in each zone.

- Mask compliance status;

- Historical data and potential predictions

- HSE Manager: The primary user interacts with the dashboard and receives critical alerts.

- Notification Alert: The system proactively issues alerts (email, SMS, or push notifications) about
dangerous air quality levels and instances of cases of non-compliance with the use of masks.

5. Method and Implementation

The goal of the Risk Detection and Safety Assistance (RDSA) system is to enhance occupational
health and safety in industrial workplaces by monitoring indoor air quality and enforcing mask
compliance in real time. In line with this objective, our research focuses on developing an integrated web
platform and mobile application for visualizing environmental data collected from IoT sensors. This
interface simplifies complex datasets, supporting informed decision-making and improving worker well-
being. Furthermore, Al-based models are implemented to perform real-time face mask detection and
classify air quality levels, enabling proactive safety measures.

The global hardware connectivity of the system and components are illustrated in Figure 3. The
system integrates multi-sensor modules (SDS011, MQ-135, DHT22) with a NodeMCU (ESP8266)
microcontroller, which serves as the central hub for data acquisition and wireless transmission.
Additionally, the Raspberry Pi 4 processes video streams for mask detection.
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Figure 3. Connection of hardware components.

5.1. Development of Web Platform and Mobile App for Data Visualization

Our idea is to install the hardware system in different industrial zones (ZONE 1, ZONE 2, ZONE 3,
ZONE 4, etc.) as it is illustrated in Figure 4. Currently, during preliminary laboratory tests, one remote
module was employed to control only ZONE 2.

ZONE Monitoring

WeZONES TvPE sEveRmTY DETAILS STATUS ALERT HVAC SWITCH

uuuuu

RDSA Semsor

Figure 4. Industrial Zone Monitoring via Web Platform.

The developed Web Platform (RDSA) aimed to enable HSE managers to monitor air quality and face
masks, the fundamental application infrastructure running on the local server that managed all incoming
data from the IoT nodes. Real-time data management and visualization is the primary focus of web
platform development. As illustrated in Figure 5, this involves representing incoming data from
ThingSpeak cloud storage using a variety of information graphics of various air quality characteristics.
Although ASHRAE Standard 62.1-2022 provides recommendations on acceptable thresholds for indoor
pollutant concentrations, such as keeping PM> s below 65 pg/m?, PMo below 150 pg/m3, and CO: below
700 ppm on average over 24-hours, as shown in Table 2, these limits are primarily intended for assessing
long-term exposure. Furthermore, the proposed RDSA system is designed for real-time monitoring and
risk classification, which requires a more detailed understanding of short-term variations in indoor air
quality. Therefore, to improve immediate interpretability and enable proactive intervention, color-coded
hazard levels have been implemented on the ThingSpeak dashboard as shown in Figure 5, based on the
TIAQ index thresholds referenced by the US EPA [44]. In addition, in Figure 4, the color-coded values
displayed in each zone area visually represent the real-time air quality status: green for (Good), yellow
for (moderate), orange for (unhealthy), and red for (very unhealthy). These visual cues facilitate rapid
identification of air quality deterioration and support real-time decision-making.

Furthermore, it is useful to access the raw values to get a detailed view of all the parameters reported
by the system. In addition, the Web platform is designed to receive notification alerts regarding instances
of compromised if poor air quality is detected and instances where workers are found not wearing face
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masks, as shown in Figure 6.

Upon detection of such incidents, the HSE manager is empowered to activate the HVAC (Heating,
ventilation, and air conditioning) system and send SMS alerts directly from the mask monitoring web
page to the respective workers in question to a smartphone, as shown in Figure 6, and Figure 7. Thus,
ensuring timely intervention and adherence to safety protocols.

Moreover, in Figure 8, a mobile application is developed for workers/HSE to display the data in real-
time with some supportive info-graphics.

Dashboard  ™me/ "™ e @ HSE ADMIN
"

Indoor Environment ZONE 2

CO2 (PPM)

PM 2.5 ug/m’*

PM 10 ug/m’

Temperature C*

k 15

Humidity %

%/ 57

Figure 5. Real-time air quality dashboard.

ZONE Monitoring

ZONE3

Figure 6. Notification Alerts about potential risks
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Figure 7. (a) Mask Monitoring Notification; (b) SMS Alert to worker
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Figure 8. Mobile application showing air quality in real time

5.2. Facemask Detection using Artificial Intelligence

The cameras are used to capture images from different zones, the proposed web platform system
processes these images to detect the workers without face masks. Mask detection is achieved using a
deep learning algorithm that utilizes Convolutional Neural Network (CNN) Classification. For mask
detection (classifying whether a worker is wearing a face mask or not), a Convolutional Neural Network
(CNN) is commonly used due to its effectiveness in image-based tasks. CNN are a type of artificial neural
network specialized in the interpretation of pixel-based input, as depicted in Figure 9 CNN are
extensively utilized in the fields of image recognition and analysis [45].

fc_3 fc 4
Fully-Connected Fully-Connected
Neural Network Neural Network
Conv_1 Conv_2 RelU activation
Convolution Convolution | (—M
(5 ;.‘:J ke;rlml Max-Pooling [5;"5) kde;r.ml Max-Pooling (with
valid padding 2x2) valid padding 2x2) o]
— @ @o
o 01
3'- ® e
INPUT nlchannels n1l channels n2 channels n2 channels E ‘. 9

(28x28x1) (24 x 24 x n1) (12x12 xnl) (8x8xn2) (4x4xn2) / OUTPUT

n3 units

Figure 9. Convolutional Neural Network (CNN) for classification

The proposed model generally comprises convolutional layers, which serve the purpose of feature
extraction, and dense layers that are employed for classification. The model is trained using Keras and
TensorFlow software libraries, with the algorithm consisting of five main steps. Dataset Collection, Pre-
processing, Splitting, Training, and Testing/Evaluation. The prediction model proceeds to identify the
mask and subsequently transmits an alert to the system If the captured image lacks a face mask, it is
automatically triggered to the RDSA platform and an SMS alert is immediately sent to both the workers
concerned and the HSE manager to take the necessary actions. In order to initiate the development of a
custom face mask detector, we split our project into two distinct phases, each with its respective sub-
steps, as shown in Figure 10. The first phase, which we will refer to as the training phase, involves loading
our face mask detection dataset from disk, training a model on this dataset using Keras/TensorFlow, and
finally serializing the face mask detector to disk. The second phase, which we will call the deployment
phase, will begin once the face mask detector has been trained. In this phase, we will load the mask
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detector, perform face detection, and then classify each face as either "with mask" or "without mask".

Serialize
F \
Classifier to Disk

Train FaceMask
Classifier

Load Dataset

Train FaceMask Detector

Apply FaceMask Extract Each Face Detection Laod FaceMask
| Classifier Face lrom- from
m o =
Apply FaceMask Detector

Figure 10. Overall Architecture Diagram of Facemask Detection
5.2.1. Data Collection

The images utilized for the training and testing of the model were procured from the internet, the
dataset used in this project consists of 4095 images, divided into two distinct classes: 2165 images that
include masks and an additional 1930 images that exclude masks, as shown in Figure 11. The sample
images were collected from a variety of sources including the Bing search API, Kaggle datasets, and the
Real-World Masked Face Dataset (RMFD) [46]. We used 80% of the data to train the model and 20% to
validate its performance.
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Figure 11. Facemask Dataset
5.2.2. Evaluation Metrics

In the present research, we employed a range of performance metrics to evaluate the effectiveness of
the proposed framework, including accuracy, recall, precision, and the Fl-measurement, which are
concisely elaborated on in [47] and presented in Equations (1)-(4):

TP+TN

Accuracy - TP+TN+FP+FN (1)
Recall = 22— (2)
TP+FN
Precision = — 3)
TP+FP
F1 — Measure = 2 X (PrecisionxRecall) (4)

(Precision+Recall)
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where TP, TN, FP, and FN refer to the True Positive, True Negative, False Positive, and False Negative
samples, respectively, as derived from a confusion matrix.

5.3. Indoor Air Quality Classification using Artificial Intelligence

In the proposed system, the indoor air quality data is obtained from an lIoT-environmental node
installed for testing inside the laboratory, defined as ZONE 2 in our results. The data from the various
sensors are generated at a high temporal resolution. The system provides data every 30 seconds for six
successive days (from January 17, 2023 to January 22, 2023), resulting in a rich dataset containing 6201
samples for each pollutant, which is available online [48]. The real-time graphical analysis is shown in
Figure 12, where in Figure 13, the data regarding the range of each air pollutant, along with its level of
taxonomy, are depicted below. For processing and analysis, various classification models are applied to
the acquired data to predict indoor air quality and assess the risk to workers based on CO», PM» 5, PMi,
Temperature, and relative Humidity. Moreover, Figure 14 illustrates the overall architecture of the
general steps, and the detailed descriptions of each processing step provided in following subsections.
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PM10 Level Over Dates(ZONE2)
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Figure 12. Variation in Concentration of CO,, PM, 5, PM,,, Temperature, and Humidity over 6 days.

CO2 Concentration Categories by Day
CO2 Category: GOOD

2023-01-19 IIII I
2023-01-20 IIII
2023-01-21 IIII
2023-01-22 III

2023-01-17

count
<]
g 2

Date

CO2 Category: Moderate

Count

~ o o ° o o
- - ot o N N
= & & & o &
2 e I3 e e I3
& - & & & &
2 a by I I by
S S g S S g
S 8 & & & &

Date
CO2 Category: Unhealthy
30
20

€

3

8

10
o

~ o o ° o o

- - ot a o N

= o & o o &

2 2 o 2 S o

& & & & & &

a a a a a a

g S 8 g S 8

] & & ] ] &

Date

719



PM2,5 Concentration Categories by Day
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Figure 13. Concentration by range of CO,, PM, 5, and PM,, over 6 days.

5.3.1. Data Pre-processing

In our data pre-processing phase, we first collected a total of 6201 instances for each feature over six
days. Following this, we conducted several steps to ensure the quality of the data and prepare it for
modeling. This involved cleaning the data, handling missing values and outliers, and formatting it
appropriately. Furthermore, as part of our pre-processing strategy, we categorized the data into four levels:
Good, Moderate, Unhealthy, and Very Unhealthy, based on the pollutant levels. Our objective is to utilize
these categorized pollutant levels as features for prediction. Specifically, our goal is to predict whether
there is a risk to workers (1) or not (0) based on these features. To ensure that our features are on a similar
scale and have similar magnitudes, we applied feature scaling. This involved using the MinMaxScaler
given in the following equation (5):

Xscated = ——2min_ (max — min) + min ®)

Xmax = Xmin
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where X represents the original value of each feature, X min and X max denote the minimum and

maximum values of each feature in the dataset, min and max represent the minimum and maximum
values of the desired scale range, typically set to 0 and 1, respectively. This pre-processing step ensures
that our features are appropriately prepared and standardized for modeling, enabling us to effectively
train our machine learning algorithms, including Logistic Regression, Decision Trees, Random Forest,
Support Vector Machines (SVM), and K-Nearest Neighbors (KNN).

IndoorAir Quality Dataset |{um— y

|

PreProcessing

]

Split the Dataset

Training Dataset ‘ Testing Dataset

L} ]

Classification ML |- Best Accuracy Model

| !

Prediction
Result

Figure 14. Overall architecture of IAQ Classification

5.3.2. Splitting the Dataset

In order to evaluate the performance of machine learning models, the dataset comprising 6,201
instances was divided into two parts: 80% for training and 20% for testing. This 80-20 split is widely
accepted in supervised learning, offering a reliable balance between sufficient training data and the ability
to generalize on unseen data. With 4,961 instances allocated to model training and 1,240 to testing, this
split ensures a robust statistical evaluation while minimizing the risk of overfitting [49].

6. Results and Discussion
6.1. Model Selection Prediction and Evaluation Results of IAQ

Commonly used supervised machine learning is applied to the dataset such as Logistic regression,
Decision tree, Random Forest, Support Vector Machines (SVM), and K-nearest neighbors (KNN). To
assess the effectiveness of the classifier, we employed a range of evaluation metrics. These encompass
precision, Fl-score, recall, and accuracy, which were calculated using specific Equations (1)-(4) as
mentioned before. Table 3. shows the precision, Fl-score, accuracy, and recall metrics for each
classification algorithm applied to the dataset. All the results of the performance evaluation of these
classification models are listed in Table 2. All classifiers are observed to show strong performance with
high accuracy rates. The SVM classifier exhibited comparatively lower performance relative to other
classifiers, although still recommendable. Specifically, the SVM classifier excelled when confronted
with large datasets characterized by substantial variability and numerous features.
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Table 3. Model Performance Evaluation of the Classifiers

Model Accuracy (%) F1-Score (%) Precision (%) Recall (%)
KNN 99.7 1.00 1.00 1.00
RF 99.9 1.00 1.00 1.00
SVM 954 1.00 1.00 1.00
LR 99.9 1.00 1.00 1.00
D Tree 99.9 1.00 1.00 1.00

The result of the confusion matrix in Figure 15 shows that our model performed well in classifying
safe instances (class 0) and risk instances (class 1). There were 1686 true positive instances that the model
correctly classified as Safe (0). On the other side, there were 173 true negative instances, which indicate
that the model correctly classified as Risk (1). The number of instances of false positives is just 1 that
the model incorrectly classified as risky when they were safe conversely, there were no occurrences
where the model misclassified risky air quality as safe. This absence of false negatives signifies an
optimal outcome, indicating the model’s ability to accurately discern all hazardous cases.

Confusion Matrix

1600
1400
1200

1000

True labels

- 400

-200

| '
0 1
Predicted labels

Figure 15. Confusion Matrix of the Performance Classification.

Figure 16 shows the report of the percentage of risky and safe indoor air quality detected in Zone 2
from the stored dataset over six days that can be analyzed by the HSE manager via the RDSA platform.
Various previous machine learning algorithms are employed on the collected and stored dataset in the
cloud to study the global status pattern to take the necessary actions to reduce the risks. From the tested
dataset, 90.1% of the indoor air quality is found to be safe, and 9,9% is found to be risky. The safe and
risky environments are detected by just taking a single instance of detecting good/poor air quality.

In addition, an IAQ time series analysis was performed to assess the robustness of the system during
the continuous monitoring period. The results in Table 4, expressed in terms of RMSE, MAE, and MAPE,
demonstrate the model's prediction accuracy for each pollutant: CO, (RMSE = 273.17, MAE = 67.54,
MAPE = 7.49%), MA2.5 (RMSE = 16.03, 89%), MA2.5 (RMSE = 16.03, 89%), MA26 = 44,757.76%).
These results indicate that CO2 concentrations actually reached high levels with low percentage errors,
while PM s and especially PM;o showed large percentage errors due to their low mean values and high
variability, a common problem in quantitative determination.
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Table 4. Extended Time-Series Evaluation (RMSE, MAE, MAPE) of IAQ Prediction Models for CO,
PM2.5, and PM10

Pollutant | RMSE | MAE (%) | MAPE

CcOo2 | 273.170612 | 67540818 | 7.493027

PM2.5 | 16.028346 | 6.806210 | 72.999945

PM10 | 44.257464 | 38.928630 | 757.759690
Distribution of ZONE 2 Status

0.0

Figure 16. Safe vs Risk Air Quality in Zone 2.

6.2. Results of Facemask Model

In Figure 17, the line graph illustrates the training and validation performance of the proposed model
over 20 epochs. It is evident that the model achieved high accuracy in both training and validation phases
while minimizing loss throughout the epochs. The results in Figure 18 demonstrate the model’s strong
performance on a separate validation dataset.

The model achieved an overall accuracy of 0.99 (both weighted and macro averages), correctly
classifying 99% of the images in the validation set. The evaluation metrics provide further insights into
class-specific performance:
e  Precision: For both the "with_mask" and "without mask" classes, the precision is 0.99,
indicating that when the model predicts a particular class, it is 99% likely to be correct.
e Recall: The recall also reaches 0.99 or higher, meaning the model successfully identifies 99%
of images belonging to each class.
e Fl-score: Close to 0.99 for both classes, reflecting an excellent balance between precision and
recall.
e  Support: The validation set includes 433 "without_mask" and 386 "with _mask" samples.

Figure 19 presents the confusion matrix, offering a visual representation of these results. It shows that
the model correctly classified all 433 "with_mask" samples and 382 of the 386 "without mask" samples,
misclassifying only 4 instances. This confirms the model’s robustness and reinforces the quantitative
metrics discussed above.
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Figure 17. Training Loss and Accuracy.
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Figure 19. Classification Report.

Figure 20 depicts the test outcomes concerning the model’s efficacy in identifying individuals
wearing face masks, achieving a detection rate of 100%. When a mask is detected, the face is encased
within a green rectangular box. Figure 21 shows the result of the model’s performance in detecting
individuals (workers) without face masks, achieving a detection rate of 100%. In instances where a mask
is not detected, the alert message is displayed and the microcontroller sends an instant notification to the
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RDSA platform. Overall, the results show that the model is extremely effective in distinguishing between
images of workers with and without masks. It makes very few mistakes, and it’s consistent in its
performance regardless of whether the worker is wearing a mask or not.

r
[ ] Frame

L

Figure 20. Result with Mask.
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Figure 21. Result without Mask.

6.3 Latency Evaluation

The latency of the proposed system was evaluated across sensor data acquisition, cloud
communication, processing, and alert mechanisms.
Sensor Response Time:

The SDS011 (PM> s/PM; sensor) exhibits a fast response time (200 ms -1.5 s), making it suitable for
real-time air quality monitoring. The MQ-135 (gas sensor) and DHT22 (temperature/humidity) require
1-2 s for stable readings due to their inherent response characteristics [50].

Cloud Communication (MQTT + ThingSpeak): Data transmission via MQTT to ThingSpeak
achieves < 1s latency for single channel updates under stable network conditions [51]. Multi-channel
updates or high server load may introduce additional delays.

Machine Learning Inference:

Models (Decision Tree, SVM, KNN, Logistic Regression, Random Forest) complete inference in 1-
2s on moderately sized datasets when processed on edge/cloud platforms.

Notification Latency:

ThingSpeak dashboard updates reflect changes in < Is.

SMS alerts experience 2-5 s latency due to telecom gateway delays (not sub-second).

Face Mask Detection Module:

Image capture (Raspberry Pi 4 + V1.3 camera) and CNN inference achieve a mean latency of 0.5-1.5
s in real-time video streams. The optimized CNN model sustains < 1s detection speed, ensuring prompt
alerts for non-compliance.

In total the system integrated demonstrate a low-latency performance (sensors: 200 ms - 2 s, cloud:
< 1 s, ML: 1-2 s, mask detection: 0.5-1.5 s) ensures real-time risk identification and compliance
monitoring, enhancing its suitability for industrial safety application.

7. Conclusion Limitations and Future Work
The rapid integration of Industry 4.0 technologies, including the Internet of Things and artificial
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intelligence, offers considerable potential for improving occupational health and safety practices,
particularly in indoor air quality monitoring in industrial environments. This study presented the Risk
Detection and Safety Assistance (RDSA) system, a comprehensive solution leveraging IoT sensors and
Al algorithms for continuous monitoring of airborne harmful substances and mask compliance.

Extensive experimental evaluation demonstrated consistently high classification performance across
multiple models, with minimal false positives and no false negatives. Confusion matrix analysis
confirmed the model's ability to accurately differentiate safe from unsafe conditions, enabling rapid
interventions. Furthermore, the system achieved exceptional performance in real-time mask detection,
thereby strengthening compliance with workplace safety regulations.

The results of the practical deployment indicate that the RDSA system is a valuable tool for OHS
managers, enabling centralized and efficient monitoring while facilitating informed decision-making.
This research highlights the transformative role of Industry 4.0 in creating safer industrial environments
and underscores the importance of combining IoT and Al for proactive risk management.

7.1. Limitations

Although the proposed RDSA system exhibits robust real-time monitoring capabilities, some
limitations remain:

Privacy concerns: The use of camera-based mask detection, even in limited deployment scenarios,
may raise concerns about the privacy of worker data. Ensuring compliance with data protection
regulations requires robust anonymization techniques, secure data processing, and transparent
communication with employees.

Latency Sensitivity: Although designed for low-latency performance, delays in sensor data
acquisition, cloud communication, and Al inference could impact the timeliness of alerts in high-risk
environments. Even minimal latency could reduce the system's ability to prevent exposure to hazardous
conditions or enforce mask use.

Industrial Data Constraints: Due to confidentiality agreements with industrial partners, validation in
real-world industrial environments was limited, potentially limiting the range of operational scenarios
tested.

7.2. Future Work

To advance the RDSA system, future research will focus on:

Extended Industrial Validation: Conducting long-term tests at multiple industrial sites to assess
scalability, robustness, and adaptability under various operational conditions, once authorization from
industrial partners has been obtained.

Automated alerting mechanisms: Implementation of a fully automated notification system that
directly alerts workers via SMS or wearable devices, while providing the HSE manager with a real-time
status dashboard.

Advanced predictive models: As part of this work, we have already performed extended time series
evaluations (RMSE, MAE, MAPE) for indoor air quality forecasting. Future work will enhance this
capability by integrating ensemble learning and transformer-based time series forecasting models to
further improve forecast accuracy.

Privacy-preserving Al: Integration of privacy-enhancing technologies, such as edge Al inference and
federated learning, to ensure data privacy while preserving system performance.
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