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Abstract: With the rapid development of industrial Internet of Things (IoT) and real-time data processing
technologies, edge computing, as an emerging computing paradigm, has garnered significant attention. This paper
addresses the challenges of high bandwidth consumption and latency in traditional cloud computing networks by
employing multi-source heterogeneous data collection, cloud-edge collaboration, and low-latency data transmission
technologies to optimize real-time data processing efficiency. Through performance tests, transmission error rates,
and packet loss rates, the experimental results show that the average response time, throughput, and CPU utilization
rate are all below 32%. The overall error rate of edge computing is approximately 0.01133%. When the
communication distance reaches 150 meters, the packet loss rate is only 0.041%. Therefore, the edge computing
framework architecture in this paper demonstrates excellent communication capabilities, low packet loss rates, and
high data transmission security.
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1. Introduction
Industrial Internet of Things (IIoT) is a significant trend in the current industrial sector. It connects

devices, sensors, controllers, computers, and other related equipment within factories and manufacturing
ecosystems, forming a vast network that enables the monitoring, identification, and transmission of data
[1-4]. Data processing in IIoT requires efficiency, accuracy, and real-time capabilities, and edge
computing technology, as an emerging technology, can play a crucial role in achieving these objectives
[5-6].

Data processing is a critical component of industrial IoT, requiring the processing, analysis, and
storage of data collected from sensors and other devices [7-8]. Given the massive volume of data
involved, traditional cloud computing methods are inefficient for handling big data, consume significant
bandwidth resources during data transmission, and fail to adequately meet the real-time requirements of
industrial production [9-11]. Therefore, the industrial Internet of Things requires new data processing
methods, and edge computing is considered a solution that has matured and continued to develop in
recent years [12-13]. Edge computing is a computing model that pushes computation and data storage to
the network edge, with its primary characteristic being the processing of data at the location closest to the
user to reduce data latency [14-16]. Edge computing also pushes computational resources to the device
edge, enabling faster data processing and better meeting the real-time requirements of devices [17-18].
Compared to cloud computing, edge computing offers faster processing speeds and higher security. The
application of edge computing in industrial IoT primarily manifests in factory intelligence,
human-machine collaboration, workshop automation, smart warehousing, and supply chain management
[19-22]. By establishing IoT devices and computing terminals at edge nodes, industrial equipment data
can be processed more effectively [23-24]. For example, adding edge computing modules to machinery
enables real-time data processing and tracking [25]. In logistics operations, edge computing can be used
to track goods, monitor warehouse capacity, and prevent inventory errors, helping industrial enterprises
improve production efficiency, reduce production costs, enhance customer experience, and generate new
revenue streams [26-29].

mailto:liweibing0756@163.com
mailto:chenhaiyan@bpu.edu.cn


2

Reference [30] introduces the application of industrial cyber-physical systems (ICPS), points out the
shortcomings of edge computing (EC), and proposes a real-time transmission optimization scheme
aimed at accelerating EC. Simulation results validate the effectiveness of the above scheme, which is
conducive to the deployment of EC in ICPS. Reference [31] emphasizes the growing attention on smart
factories and proposes an adaptive transmission architecture for industrial IoT (IIoT) based on
centralized software-defined networking (SDN) and EC. Through evaluation of this scheme, its
effectiveness is revealed, providing a better solution for IIoT data transmission. Literature [32]
introduces the application of EC in industry, aiming to promote flexible connectivity, real-time control,
and data optimization, while supporting smart applications and ensuring security and privacy. Literature
[33] describes the positive impact of advancements in the field of mobile edge computing (MEC) on IIoT
and proposes an online algorithm named “Energy-Aware Resource Scheduling” (ERS), which
demonstrates superior performance compared to other benchmark solutions. Reference [34] develops a
conceptual model aimed at facilitating the realization of Industry 5.0, which is based on edge computing
support to simultaneously achieve big data protection and optimization, and validates the model's
effective application in industry. Reference [35] highlights the immense potential of Industry 4.0 and its
innovative technologies, as well as the challenges faced by enterprises, and proposes developing
real-time predictive models using small datasets within an EC environment, validating the effectiveness
of the proposed model. Literature [36] leverages the concept of the “information age” to study
information freshness in the Industrial Internet of Things (IIoT), with results indicating that the proposed
method has superiority and significant improvements over benchmark methods. Literature [37]
introduces the integration of wireless power transmission (WPT) and MEC to enable wireless power
supply for mobile edge computing, and proposes an integrated architecture for wireless power supply
mobile edge computing applicable to IIoT, verifying the feasibility of the architecture through case
studies. Reference [38] proposes an EC architecture suitable for IoT-based manufacturing, analyzes the
role of EC from aspects such as edge devices and network communication, and achieves proactive
maintenance through case studies, providing a reference for the deployment of EC in smart factories.
Reference [39] examines the impact of EC on real-time data processing and analysis. Based on research
into the basic principles of EC, it compares traditional methods and reveals the advantages of EC in
real-time data processing. Literature [40] utilizes unmanned aerial vehicles (UAVs) as edge servers to
assist in IIoT data processing. Simulation results indicate that this approach can strictly ensure system
stability while reducing energy consumption. Literature [41] describes research progress on EC in IIoT,
analyzes the opportunities and challenges of EC in IIoT based on 5G edge communication and edge
intelligence, and introduces typical application scenarios of EC in IIoT. Reference [42] notes that few
studies have explored the importance of EC in Industry 5.0. To address this gap, it investigates the
importance of EC in the Industry 5.0 architecture and examines various technologies that can be used to
implement and support this new industrial model. Literature [43] proposes an EC-based sensor anomaly
detection algorithm. Addressing data issues in IIoT terminal devices, it employs edge technology to
optimize sensor data compression and evaluates the effectiveness of the aforementioned methods. The
aforementioned studies systematically introduce EC, elucidate its applications and impacts in IIoT, and
emphasize that EC effectively promotes real-time data processing and optimization in IIoT.

This paper adopts a current technological development perspective to explain the basic concepts of
the Internet of Things (IoT) and edge computing, and proposes a real-time data processing and
optimization method for IoT based on edge computing. A four-layer edge intelligence real-time analysis
framework is constructed, comprising an application interface layer, an analysis engine layer, a
preprocessing layer, and a data access layer. By employing an improved YOLO algorithm, multi-source
heterogeneous data collection technology, edge intelligence real-time analysis technology, and
edge-cloud collaborative scheduling technology, this framework effectively addresses issues related to
data transmission rates and processing efficiency, enabling rapid target detection and real-time data
processing. Performance testing was conducted in a test environment to validate the reliability of the
methods proposed in this paper.

2. Overview of Edge Computing Environments
2.1. Analysis of the advantages of edge computing in real-time data processing

Edge computing is a distributed computing architecture that shifts computing and data processing
capabilities from centralized cloud environments to edge devices or nodes closer to the data source. Its
core principle is to leverage the computational resources of edge devices for rapid processing and
response at the point of data generation. Compared to traditional cloud computing, edge computing
places greater emphasis on real-time processing, low latency, and localized processing, thereby reducing
network transmission pressure while enhancing data processing efficiency and system response speed.
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Edge computing technology is based on a distributed network architecture, integrating device nodes,
edge gateways, and cloud collaboration to form an integrated solution for data collection, processing, and
storage. Its characteristics include ensuring rapid data processing while reducing the load on central
nodes, and enhancing system robustness and stability through distributed storage and fault-tolerant
mechanisms. In an edge computing environment, local nodes possess basic computing, storage, and
analysis capabilities, enabling autonomous operation of certain functions. This distributed and
autonomous nature grants edge computing broad applicability and scalability in complex scenarios [44].

The primary advantages of edge computing in real-time data processing are improved data processing
speed, reduced network resource consumption, and enhanced data security. Since data processing occurs
directly at edge nodes close to the data source, edge computing can significantly reduce data transmission
latency from devices to the cloud, enabling millisecond-level real-time responses and meeting the high

real-time requirements of industrial production and electrical systems. Edge computing alleviates
network bandwidth pressure, reduces data transmission costs and cloud resource consumption when
processing large-scale, multi-source data, and optimizes the overall system's resource utilization. In
terms of data security, edge computing enhances system privacy protection by processing sensitive
information locally, thereby reducing the risk of data leakage during transmission and centralized storage.
The edge computing architecture also supports distributed data synchronization and inter-node
collaboration, ensuring the continued operation of basic functions even in the event of node failures or
network outages.

2.2. Edge Computing Architecture
The edge computing architecture primarily consists of edge devices, edge servers, and the cloud,

which work together in a collaborative manner. Edge devices are primarily used for data generation and
collection, while edge servers perform preliminary data processing and analysis near the devices. The
cloud provides higher-level computing power and larger storage resources to support more complex data
processing and analysis tasks. The three components communicate via efficient protocols to enable
smooth data transmission and collaborative processing, thereby constructing a flexible and responsive
edge computing architecture.

2.3. Data Characteristics in Edge Computing Environments
Data in edge computing environments is characterized by its temporal nature and high frequency.

Real-time data is generated by various sensors and devices, such as temperature sensors and cameras.
Data is transmitted via wireless communication (e.g., Wi-Fi, Bluetooth) and wired communication. To
ensure data accuracy and integrity, it is necessary to effectively handle outliers and duplicate values, and
to ensure the authenticity and integrity of data during transmission, in order to support real-time data
analysis in edge computing environments [45].

2.4. Application scenarios of real-time data analysis in edge computing
Real-time data analysis has a wide range of applications in edge computing, including smart cities

and industrial IoT. In smart cities, real-time data analysis can optimize intelligent traffic management,
environmental monitoring, and urban safety. In industrial IoT, real-time data analysis can be used for
equipment health monitoring, production process optimization, and predictive maintenance to improve
production efficiency. These application scenarios demonstrate the diversity and importance of real-time
data analysis in edge computing environments, providing effective technical support for enhancing urban
intelligence and industrial production efficiency [46].

2.5. Real-time data analysis algorithms
Real-time data analysis algorithms are a core component of edge computing devices, specifically

designed to operate under limited computational resources. The algorithms must be lightweight and
efficient to accommodate the device's constraints. To achieve this goal, researchers will conduct in-depth
studies on real-time data analysis algorithms suitable for edge computing environments.

Considering the device constraints, researchers will focus on optimizing algorithm structures and
reducing computational complexity. These measures include streamlining algorithms to minimize
memory usage and computational overhead, ensuring accurate analysis results while meeting real-time
requirements. In resource-constrained edge devices, efficient real-time data analysis algorithms not only
meet system performance requirements but also enhance the overall response speed and efficiency of the
edge computing system. By conducting in-depth research on these algorithms, researchers can provide
innovative and feasible solutions for real-time data analysis in edge computing environments.
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3. Edge computing optimization strategies for real-time data processing in
industrial IoT
3.1. Multi-source heterogeneous data collection technology

The data access layer enables unified access to multiple data sources. For video analysis scenarios, an
improved YOLO algorithm is used for object detection. For equipment monitoring, an anomaly detection
algorithm with a sliding time window is employed. The analysis engine supports dynamic model updates
and optimizes processing efficiency through compression and quantization techniques [47].

Data collection technology in an edge computing environment distinguishes local traffic based on
dedicated APNs to implement a traffic diversion mechanism. High-performance gateways configured on
edge nodes enable the integration of multi-source heterogeneous data. In project practice, the system
deployed data collection gateways supporting multi-protocol conversion, achieving unified data
collection from various types of terminals such as smart security cameras, drone monitoring, and
industrial IoT. The data collection architecture employs a distributed message queue as a data buffer
layer to ensure smooth processing of sudden large-volume data. For real-time data streams, the system
uses a priority-based data scheduling algorithm, with the data priority P calculated as follows:

P RT DU PR        (1)
Among these, RT represents real-time requirements, DU denotes data utilization value, PR indicates

processing resource utilization rate, and ,  and  are weighting coefficients. This technology
employs a dynamic load balancing mechanism to allocate data collection tasks across different edge
nodes, enabling a single node to achieve a data throughput capacity of 20 Gbps. The data collection
gateway supports protocol adaptation conversion, including industrial Ethernet and mainstream
industrial protocols such as Modbus and OPC UA, ensuring seamless integration and preprocessing of
heterogeneous data sources.

3.2. Edge Intelligence Real-time Analysis Technology
Edge intelligence real-time analysis technology is used in projects involving video stream analysis

and equipment status monitoring. The edge intelligence real-time analysis framework architecture is
shown in Figure 1. The system has constructed a four-layer analysis framework, including the
application interface layer, analysis engine layer, preprocessing layer, and data access layer. The
application interface layer provides external services through an API gateway. The analysis engine layer
is based on a microservice architecture design for a distributed inference engine. The preprocessing layer
is responsible for data cleaning and filtering.
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Figure 1. Edge intelligent real-time analysis framework.

3.3. Edge-Cloud Collaborative Scheduling Technology
Edge-cloud collaborative scheduling technology achieves dynamic allocation of computing tasks by

constructing a layered resource pool. In project practice, the system uses Docker container technology to
achieve elastic scheduling of computing resources and supports collaborative management of edge nodes
and cloud resources. The scheduling system adopts a two-layer architecture, with the edge layer
responsible for local real-time task processing and the cloud layer responsible for global resource
coordination. A task migration evaluation model was designed to address load balancing requirements.
The resource scheduling efficiency RE calculation formula is:

( ) / ( )RE WT PP MT RP TC MC     (2)
Where WT is the workload transmission volume, PP is the processing performance parameter, MT is

the migration time, RP is the resource performance parameter, TC is the transmission cost, and MC is the
migration cost. The system implements a threshold-based dynamic scaling mechanism. When the load on
the edge node exceeds the preset threshold, task migration or resource expansion is automatically
triggered. The collaborative scheduling mechanism classifies and grades tasks to ensure the real-time
requirements of critical business, while achieving optimal configuration of computing resources.

3.4. Low-latency data transmission technology
Low-latency data transmission technology is built on 5G networks, achieving end-to-end low-latency

data transmission through rational network topology planning and optimized transmission protocols. In
the practical application at Zhangjiang Artificial Intelligence Island, the system leverages SDN
technology to establish programmable data transmission channels, enabling dynamic optimization of
transmission paths. The transmission layer employs an enhanced TCP protocol, with improvements in
congestion control algorithms and cache management mechanisms, significantly reducing data
transmission latency. The system pre-configures QoS policies for different business types and uses 5G
network slicing technology to provide deterministic network services for critical business applications.
Intelligent routing gateways are deployed at the network edge, utilizing nearby access and local traffic
diversion mechanisms to reduce the number of network hops in data transmission. The transmission
system integrates data compression and redundancy elimination technologies to enhance transmission
efficiency while ensuring data integrity. For scenarios involving massive small data packet transmission,
data aggregation technology is employed to reduce network load, achieving a performance metric of
transmission latency below 4.5 milliseconds.

4. Experimentation and performance verification
4.1. Test Environment Setup

To ensure that edge computing technology can operate normally in different environments, testing is
an indispensable step. The focus of testing is to verify whether the system can be deployed and run
smoothly on servers with different configurations, including different configurations of resources such as
CPU, memory, and storage. Additionally, it is necessary to verify the system's performance in different
network environments and its ability to handle large data streams. Through testing, the system's
performance under high-load conditions, such as response time and processing speed, can be evaluated to
ensure that the system can operate stably even under extreme conditions. Key testing items include the
system's load capacity, particularly its requirements for CPU and memory, and whether the system can
operate stably across different server configurations.

Furthermore, testing of edge computing technology must also focus on its long-term stability and
whether the system can handle continuous data streams. This requires testing to not only focus on
immediate performance but also observe the system's performance after continuous operation over an
extended period. Through such long-term testing, potential issues with the system can be identified and
addressed promptly. The test server configurations are shown in Table 1.

In actual testing, automated testing is achieved by deploying CronJobs in a Kubernetes cluster.
CronJobs are a resource type in Kubernetes that can execute tasks on a scheduled basis. Through
CronJobs, the system's operation in a real-world environment can be simulated, such as simulating
continuous data input to verify the system's performance and stability when processing these data
streams.

Table 1. Test server configuration table.
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Server IP Operating
system CPC memory Hard disk Network

bandwidth
Server A 139.198.18.137 CentOS 7 3 5GB 500GB 120MB
Server B 139.198.18.138 CentOS 7 3 5GB 500GB 120MB
Server C 139.198.18.139 CentOS 7 3 5GB 500GB 120MB
Server D 172.20.31.3 CentOS 7 5 9GB 100GB 120MB
Server E 172.20.31.4 CentOS 7 3 5GB 500GB 120MB

Server F 172.20.31.5 CentOS 7 3 5GB 500GB 120MB

Server G 192.168.0.4 CentOS 7 2 3GB 200GB 120MB
Server H 192.168.0.9 CentOS 7 1 3GB 200GB 120MB

In edge computing, testing is divided into two main parts: functional verification and performance
evaluation. Functional verification aims to confirm the accuracy and reliability of the system's critical
operations. Considering that the backend support for edge storage does not provide a frontend user
interface, its interaction with edge containers is primarily achieved through coding logic to ensure data
persistence. Therefore, this part of the testing primarily relies on writing specific test scripts to simulate
various operations via the command-line interface and monitor the logs displayed on the terminal to
determine whether the functional modules perform as expected. If errors occur, the relevant exception
information will also be exposed through the terminal logs. Functional testing will cover key functional
tests such as edge agent components, data distribution and reorganization, resource scheduling, and
container drivers. For performance evaluation, considering the dynamic nature of the edge computing
environment, testing focuses on verifying the response speed of data persistence when faced with node
failures or other unforeseen events. Performance testing will be conducted in a simulated environment,
comparing with existing distributed storage solutions such as Sheepdog and Ceph to assess data
processing speed and system response time to determine the efficiency of edge computing. The following
sections will further detail the testing plans and results for both functional and performance aspects of
edge computing.
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4.2. Performance Testing
Using the client, design message transmission experiments for the three QoS service quality levels.

After each successful connection, immediately send the corresponding QoS level test message. A total of
6,000 messages were sent during the test period. The average time interval from message transmission to
reception for each QoS level was calculated, with the results shown in Table 2.

As shown in the table, QoS 0 has the shortest delay because QoS 0 does not require acknowledgment
and does not guarantee message delivery, resulting in the shortest time interval. In contrast, messages for
QoS 1 and QoS 2 require feedback acknowledgment to ensure message delivery and validity, leading to
extended time intervals and increased delay. QoS 2 ensures that each message is received only once,
requiring a more complex handshaking mechanism, resulting in the highest delay but also the highest
security. The overall message processing delay is less than 1 second, meeting the system communication
delay requirements in practical applications.

Table 2. Different qos message delay test table.
Qos level The average time is (ms) Standard deviation (ms)
Qos 0 245 11
Qos 1 366 28
Qos 2 552 45

This test simulated 100 users with increasing concurrent requests. To ensure the accuracy of the test
results, multiple tests were conducted, and the average value was used as the final test result. The specific
test results are shown in Table 3.

Table 3. User concurrent test table.
Concurrent
number 100 200 300 400 500 600 700 800 900 1000

Average response
time/ms 85 112 124 148 186 225 302 336 370 400

Throughput/TPS 104 168 305 378 487 579 680 762 815 930
Cpve share/% 6.91 8.74 10.56 12.68 14.75 17.46 20.42 22.48 23.46 24.30

As shown in Figure 2, the average response time, throughput, and CPU utilization all increase as the
number of concurrent connections increases. However, CPU utilization levels off once it reaches a
certain threshold, remaining below 32% and fluctuating within normal ranges. After the number of
concurrent connections exceeds 700, the growth rate of average response time flattens out, with response
times consistently remaining below 1 second, thereby meeting the concurrent connection requirements
for devices in an industrial IoT environment under industrial production conditions. Therefore, the edge
computing method designed in this paper demonstrates strong performance and can meet the expected
requirements.
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Figure 2. User concurrent test diagram.

4.3. Transmission Error Test
In Ethernet communication, communication quality is affected by transmission errors. The error rate,

as a key indicator of data transmission quality, directly impacts the reliability of the transmission channel.
Understanding the error rate and transmission time is crucial for evaluating and optimizing Ethernet
communication performance. The error rate is typically represented by the bit error rate (BER). In
Ethernet communication, signal transmission may be interfered with by factors such as electromagnetic
noise and transmission medium loss, which can cause signal distortion or loss, leading to transmission
errors. By conducting real-time BER tests through multiple transmissions of different data, the test
results are shown in Table 4.

As shown in the table, as the number of bytes increases, the overall transmission time also increases.
However, the average BER remains consistently at 0.01133%. This indicates that the communication
system can provide reliable data transmission, ensuring high levels of data accuracy and integrity during
data processing.

Table 4. Test results.
Test frequency Send bytes (bit) Receive bytes

(bit)
Average time (ms) Error rate%

1 1436 1437 0.977 0
2 2059 2060 1.602 0
3 2869 2870 2.211 0
4 3684 3685 2.725 0
5 4478 4478 3.079 0.023
6 5617 5617 3.498 0.02
7 6357 6357 4.09 0.018
8 7484 7484 4.633 0.013
9 8002 8002 5.989 0.028

4.4. Packet Loss Rate Test
By testing the packet loss rate of the system under different communication distances, the packet loss

rate detection can verify the stability of the system's data transmission. Through multiple rounds of
sending and receiving the same data at different distances to conduct real-time packet loss rate tests, the
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test results are shown in Table 5.
As shown in the table, when the communication distance is within 100 meters, the number of packets

sent and received remains completely consistent, with no packet loss observed. Once the communication
distance exceeds 100 meters, a discrepancy arises between the sent and received quantities. Specifically,
at a communication distance of 150 meters, the packet loss rate is only 0.041%. Experimental data
confirm that the system has excellent communication capabilities, a low packet loss rate, and high data
transmission security. In summary, the communication latency in the system described in this paper
meets the system's performance requirements.

Table 5. Loss packet rate test.
Test distance (m) Transmitter (bit) Receive at (bit) Loss allowance%

10 2600 2600 0
20 2600 2600 0
30 2600 2600 0
40 2600 2600 0
50 2600 2600 0
60 2600 2600 0
70 2600 2600 0
80 2600 2600 0
90 2600 2600 0
100 2600 2498 0.039
150 2600 2493 0.041

5. Conclusion
Edge computing, as an emerging computing paradigm, has garnered significant attention due to its

advantages in low latency, high efficiency, and strong privacy protection when processing large volumes
of distributed data. This paper optimizes real-time data processing in industrial IoT systems by
integrating improved YOLO algorithms, multi-source heterogeneous data collection techniques, edge
intelligence real-time analysis technologies, and edge-cloud collaborative scheduling technologies.
Experimental results show that the overall CPU utilization remains below 32% and fluctuates within
normal ranges. This meets the system's communication latency requirements in practical applications.
The system maintains high levels of data accuracy and integrity throughout the data processing process,
thereby fulfilling the system's communication latency demands.
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