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Abstract: The fast growth of Internet of Vehicles (IoV) and Vehicle-to-Everything (V2X) communication offers safer and more
efficient transportation systems by letting vehicles, infrastructure, and cloud systems share important data in real time. But
because V2X networks are open and spread out, they can be hit by complex cyberattacks like spoofing, denial-of-service (DoS),
data tampering, and Sybil attacks, which can seriously hurt safety and trust. So, one of the most important parts of making loV
settings safe is making sure that attacks are found quickly and correctly. This article shows a useful set of algorithms for finding
network attacks that can be used to make V2X connection safer. The suggested method combines lightweight feature selection
with graph-based anomaly detection and hybrid machine learning classifiers. This makes sure that the method is accurate at
finding things that aren't normal and doesn't require a lot of extra processing power. It works well in real-time vehicle settings.
The algorithm automatically tells the difference between bad and normal communication behaviours while taking into account
latency limits. It does this by using temporal traffic patterns, trust scores, and adaptive thresholding. The proposed Hybrid
approach gets 95.8% accuracy, 94.7% precision, 95.2% recall, 95.0% F1-score, and 96.3% AUC in experiments using benchmark
IoV security datasets. This is 6—9% better than traditional detection methods. The algorithm scales well and is stable in high-
motion and changing network densities. The framework integrates OBUs and RSUs without impacting gearbox performance,
making it beneficial. This project aims to safeguard V2X communication by developing a rapid, flexible, and reliable attack
identification system. This strengthens IoV ecosystems against new cyberattacks.

Keywords: Internet of Vehicles (IoV), V2X Communication Security, Network Attack Identification, Machine Learning
Algorithms, Anomaly Detection, Cybersecurity in Vehicular Networks

1. Introduction

The Internet of Vehicles (IoV) is a key concept that brings together vehicles, roadside infrastructure, and
cloud computing into a single communication environment. It was made possible by the fast development of
intelligent transportation systems (ITS). In this model, communication between vehicles (V2X) is very important for
road safety, traffic efficiency, and better driving experiences. V2X includes communication between vehicles (V2V),
infrastructure (V2I), pedestrians (V2P), and networks (V2N). V2X communication claims to cut down on accidents,
make route planning better, and offer smart services by letting data be shared in real time. But because IoV systems
are open and spread out, they can be attacked by sophisticated hackers [1]. This is why security is a top priority for
both academics and users.In order to keep the security, privacy, and availability of vehicle data, you need a secure
V2X communication framework. Different types of attacks, like denial-of-service (DoS), spoofing, Sybil, and data
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tampering, can lead to terrible problems like bad choices, traffic jams, and even accidents. Traditional firewalls and
cryptographic defences work well for protecting static networks, but they don't work well in dynamic, high-mobility
vehicle settings where latency limits and different nodes pose big problems [2]. The V2X transmission security
package component diagram in the Internet of Vehicles is shown in Figure 1. The graph shows how On-Board Units
(OBUgs), Roadside Units (RSUs), Edge Servers, and Cloud Services work together. Data moves from local collection
and detection to trust management, anomaly detection, classification, and updates in the cloud. This makes sure that
V2X transmission is scalable, has low latency, and is safe.
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Figure 1: V2X Communication Security Architecture for Internet of Vehicles

Most of the study that has been done on finding intrusions in vehicular networks so far has been on either
signature-based or anomaly-based methods. Signature-based systems work well for known threats, but they have
miss the zero-day or developing attacks. Other types of approaches, called anomaly-based approaches, can find
unknown threats, but they often give false positives, which means they can't be used in critical vehicle cases. ML
and DL, or machine learning and deep learning, have become hopeful solutions that let systems learn complicated
patterns in data from vehicle communications. Still, these methods can be hard to run on computers, which mean
they can't be used in on-board units (OBUs) and roadside units (RSUs) with limited resources [3]. Another important
thing about the suggested work is that it focusses on real-world use. loV systems need to be theoretically strong, but
they also need to work with real-world vehicle transmission standards like IEEE 802.11p and 5G-based Cellular
V2X (C-V2X). The suggested system is designed to work well with both OBUs and RSUs, making sure that
everything works smoothly and with little delay. This useful alignment makes it more likely to be used in smart
transport systems, where finding attacks quickly and correctly is crucial for people's safety [4].

The major contribution of this paper is given as: (i) creating a fast algorithm for finding attacks in IoV
settings that uses lightweight feature engineering and graph-based anomaly detection to improve accuracy; (ii)
showing that this method works better than other methods by testing it in a lot of different situations; and (iv)
confirming that it can be used on a large scale and is reliable in situations with a lot of moving vehicles. This work is



a big step towards making loV ecosystems more reliable, safe, and secure by bridging the gap between how well
security works and how well it can be implemented computationally.

2. Background Work

Because more and more things rely on Vehicle-to-Everything (V2X) communication systems, the security of
the Internet of Vehicles (IoV) has become an important area of research. Several studies have looked into intrusion
detection systems for vehicle networks, focussing on how to find attacks and stop them. In the beginning, a lot of
work was built on intrusion detection systems (IDS) that used signatures to find known threats. But these methods
weren't flexible enough to deal with new and changing threats. Researchers have found that support vector machines
(SVMs) and random forest algorithms make it easier to find things in vehicular ad hoc networks (VANETS). It was
said that an SVM-based intrusion detection system could tell the difference between malicious data with over 92%
accuracy, but it still had high computational costs for onboard units (OBUs) with limited resources [5]. Also, random
forest and decision-tree-based methods were easier to understand and faster at classifying, but they often gave wrong
results when there was a lot of movement [6]. These results show that ML classifiers make recognition better, but
finding the right balance between speed and accuracy is still a problem.

Recently, researchers have looked into using deep learning (DL) to find non-linear dependencies in
communication flows between vehicles. It has been shown that convolutional neural networks (CNNs) and recurrent
neural networks (RNNs) can identify spoofing and Sybil attacks with success rates higher than 94% [7], [8]. Even
though DL approaches work better, they need a lot of computing power, which makes real-time deployment in IoV
systems hard. Lightweight DL models have been suggested by research, but they still have problems with delay and
scalability [9]. At the same time, graph-based methods for finding strange behaviour have become popular as
possible answers for oV security [10].

Several scholars have stressed the need for hybrid detection frameworks that combine signature-based,
anomaly-based, and machine learning/deep learning methods to maximise their benefits. Some suggest hybrid IDS
systems discover threats 8—10% better than solo techniques [11]. These frameworks get more complex, making them
difficult to set up and maintain in real-time automobile systems. The stability-cost trade-off is still debated.
Communication protocols and problem-solving methods affect security. IDS performance is affected by IEEE
802.11p and 5G-based Cellular V2X (C-V2X) delay and reliability. Research shows that latency-sensitive systems
need simple security to avoid packet delivery delays [12]. Edge computing has also allowed vehicle networks to
move expensive calculations from OBUs to RSUs or edge servers. Costs are reduced while detection accuracy is
high [13].

Comparative analyses of several studies show that the biggest problems with current IDS systems are still
false positives, detection delays, and the inability to grow. High detection rates have been reached in controlled
simulations, but weaknesses are still being found in the real world when systems are used in areas with a lot of
different types of traffic [14]. This shows how important it is to make program designs that work well, are light,
accurate, and can be used in a variety of vehicle settings. There has been a lot of work in IDS for IoV, but there are
still some problems that need to be fixed. Signature-based methods can only be used for known threats, ML methods
have problems with how much they cost to run, DL methods need to be optimised for real-time use, and hybrid
systems are often too hard to understand. Putting together lightweight feature selection, graph-based anomaly
detection, and hybrid ML models looks like a good way to close these gaps. So, the suggested work builds on
previous research by creating a quick and effective algorithm that improves V2X security while also taking into
account issues like scalability, latency, and real-world deployment [15].

Table 1: Background work summary in V2X Communication in oV



Study Detection Attack Dataset / Performance Limitations Paper
Technique Types Environment Metrics
Addressed
A hybrid Machine DoS, Simulated Accuracy: High [15]
SVM-RF Learning Spoofing VANET 93.5%, computational
IDS (SVM + dataset Precision: cost on OBUs
RF) 92.1%
Lightweight Anomaly- Sybil, NSL-KDD Accuracy: Increased [16]
IDS for Based Blackhole adapted for 91.8%, false positives
VANETSs Detection IoV Recall: in dense
90.5% traffic
CNN-based Deep Spoofing, Custom Accuracy: Heavy model [17]
IDS Learning Data vehicular 95.2%, F1- unsuitable for
(CNN) Injection traffic score: real-time
dataset 94.7% OBUs
LSTM- Deep DosS, IoT-V2X Detection High latency, [18]
based Learning Replay benchmark Rate: 96.1% large memory
Traffic (LSTM) Attack dataset requirement
Analysis
Graph- Graph Sybil, Simulated Accuracy: Needs high- [19]
based Anomaly Wormhole vehicular 94.0% quality graph
Attack Detection graph features
Detection topology
Hybrid Hybrid DoS, VeReMi Accuracy: Complex [20]
Signature- Detection Blackhole, dataset 92.4%, integration,
Anomaly Spoofing Recall: slower in
IDS 93.1% real-time
Edge- Edge DoS, Edge- Accuracy: Dependence [21]
assisted Computing Jamming VANET 95.0%, on edge
IDS + ML testbed Precision: connectivity
94.3%
Random Machine Sybil, NS-3 Accuracy: Limited [15]
Forest Learning Replay Vehicular 93.8%, adaptability
Ensemble (RF Simulation Recall: to new attacks
IDS Ensemble) 92.9%
Lightweight Graph + Spoofing, Realistic Accuracy: Deployment [16]
Graph-ML ML DoS, vehicular 95.5%, F1- complexity in
IDS Hybrid Sybil traces score: RSUs
95.0%

3. System Model And Problem Formulation

A. Architecture of V2X Communication Framework




The Internet of Vehicles (IoV) uses On-Board Units (OBUs), Roadside Units (RSUs), and edge servers for
V2X communication. OBUs allow cars to communicate with other cars and infrastructure in real time. Roadside
RSUs gather, combine, and communicate traffic and safety data to make it easier for vehicles to talk to infrastructure
(V2I) and each other (V2V). This architecture brings shared computing and storage resources closer to vehicle nodes
via edge servers. This reduces latency and allows resource-intensive tasks like intrusion detection and anomaly
analysis.The figure 2 illustrate layered V2X security, showing OBUs and RSUs at physical level, secure data
exchange in the network, anomaly detection at edge, and IDS-driven updates in the cloud.
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Figure 2: Architecture of Layered Security Architecture

B. Security Objectives

To make sure V2X transmission is safe in IoV networks, the following security goals must be met: privacy,
availability, integrity, and managing latency. Maintaining privacy is very important because vehicle data often
contains private details like the name and location of the driver; encryption tools help stop people from getting to
this data without permission [15]. Integrity makes sure that messages sent from source to target are not changed in
any way. This is very important because even small changes to data could confuse vehicles and lead to dangerous
results [16]. Availability makes sure that OBUs, RSUs, and edge servers always provide services, even when they
are under attack, because delays in safety message delivery could cause accidents or traffic jams [17]. Finally, V2X
systems have their own delay limits because safety-related messages need to be sent in milliseconds. It doesn't
matter how accurate the recognition is if it takes too long to figure out what's wrong, because that could put the
safety of drivers and pedestrians at risk [18]. So, the usefulness of any intrusion detection framework in IoV depends
on how well it balances strong security measures with fast speed. These goals are what the suggested algorithm
design is based on because achieving them makes sure that oV ecosystems stay safe, reliable, and able to defend
against both known and new cyber threats [19].

4. Proposed Algorithm Design
A. Lightweight Feature Selection for Vehicular Traffic Data

Vehicle networks send and receive a huge amount of real-time data, such as speed, location, packet size, hop
count, signal strength, and transfer intervals. Onboard units (OBUs), which are limited in resources, can't process all
aspects because it takes a lot of computing power. With lightweight feature selection, only the most important traits
are kept for attack detection. By getting rid of factors that aren't needed or are redundant, the system cuts down on
overhead while keeping the accuracy of the predictions. To choose the fewest features that still tell us something,
methods like correlation analysis, mutual information, and recursive feature removal are used. This method not only
speeds up training and inference, but it also makes the system more stable by lowering noise and keeping it from



fitting too well. In the suggested plan, the first step is to choose only the most important features. This data is then
sent to the next level of analysis, where it is optimised and used to quickly find attacks.

Lightweight Feature Selection Model

Step 1: Represent Dataset
D = {X, Y}, where X is the feature set and Y is the class labels.

Step 2: Compute Relevance Score
For each feature fi, compute relevance score using mutual information:
R(fi) = I(fi; Y)

Step 3: Calculate Redundancy
For each pair of features fi, fj compute redundancy:

Red(fi, fj) = I(fi; fj)

Step 4: Define Selection Criterion
For each feature fi, compute selection criterion:

Score(fi) = R(fi) — (n—il)):(j + DRed(fi, )

Step 5: Select Optimal Features
Select top-k features that maximize Score(fi).

B. Graph-Based Anomaly Detection for Communication Pattern Analysis

Graphs are a natural way to show vehicular communication networks, with vehicles and RSUs as the nodes
and communication lines as the edges. When everything is normal, the graph shows predictable patterns of
connections, like stable groups of cars going in traffic. But attacks like Sybil or spoofing change these trends by
making fake edges, degrees that don't make sense, or traffic flows that don't make sense. Graph-based anomaly
detection uses these differences to find bad behaviour quickly and accurately.

Anomaly Score of Node v:
A(v) = o * |deg(v) —u[ + oC = | C(v) — pC|

The suggested system creates a moving conversation network G(V,E), where V stands for vehicle nodes and E
for message transfers. Trust factors like the rate at which packets arrive, the strength of the signal, and how
consistent it is give each edge its weight. Centrality measures (degree, betweenness) and clustering factors are used
to find anomalies.

C. Hybrid Machine Learning Classifier

Hybrid SVM + Random Forest

Combining SVM’s boundary precision with Random Forest’s ensemble robustness achieves high detection
accuracy while mitigating computational inefficiencies.

Step 1: Input Feature Space

Let dataset be:

D = {(xi,yi) |xi € R*"m,yi € {-1,+1}}fori = 1toN
Where xi is feature vector and yi is class label.
Step 2: Feature Mapping in SVM
Transform features using kernel function ¢(x):

(p:Rm—>Rd

Step 3: SVM Optimization Problem
SVM finds hyperplane (w, b):
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min(w, b, £) (§> [lwl|" + CZ (i = 1toN)&i

subject to:
yitwTox)+b)>1—&,& > 0

Step 4: SVM Decision Function
The decision score for sample x:

i=1

N
fSVM(x) = sign (Z ai * yi K(xi, x) + b)

Step 5:Random Forest Construction

Random Forest builds T decision trees ht(x') from bootstrapped subsets of {x'i, yi}.
Each tree uses a random feature subset.

Decision function of RF:

fRF(x') = mode { ht(x")}fort = 1to T

Step 6: Hybrid Decision Rule
Combine SVM precision with RF ensemble robustness:

fHybrid(x) = fRF([ x,fSVM(x)])
Step 7: Final Classification Output
y = Attack if fHybrid(x) = +1

y = Normal if fHybrid(x) = —1

D. Adaptive Trust Scoring and Dynamic Thresholding Mechanism

Managing trust is very important in mobile communication, where nodes talk to each other in real time. The
suggested method gives every node a trust number T(v)T(v)T(v) based on how consistently they communicate, how
often they deliver packets, and how they have behaved in the past. As new information comes in, a Bayesian
updating model makes trust numbers better:

where Obs(v) is the measured reliability and o is a weighting factor. Dynamic thresholding changes how
sensitive detecting is based on how the network is working. The system changes the cutoff by using moving
averages of anomaly scores instead of a set threshold. This stops too many false results when there is a lot of traffic
and keeps the level of detection high when there isn't much traffic.

5. Mathematical Formulation

A. Representation of Vehicular Communication as a Graph G(V,E)

Vehicular communication networks can be modeled as a dynamic graph:
G(V,E),V = {v1,v2,..,vn},E = {eij | vi,vj € V}

Adjacency matrix:

A = {
1 if edge exists between vi and vj
0 otherwise

}

Weighted adjacency matrix:
Wij = f(packet ., RSSI, latency)



Degree of node vi:
deg(vi) = Z (j = 1 to n)Aij

Normalized degree centrality:

CD(vi) = deg(vi)
n—1

Clustering coefficient of node vi:

2 * |{ejk : vj,vk € N(vi)}|

Cvi) = deg(vi) (deg(vi) — 1)

Graph Laplacian:
L=D-W
Spectral property:

Edge weight update function:

wij(t+ 1) = Bwij(t) + (1 — B)Obsij(t)
Graph dynamic evolution:

Gt = (Vt,Et),Et = {eij(t)}
Message exchange model:

Mij(t) = {mk|mk € packets sent fromvi — vj at time t}

B. Attack Probability Model Using Traffic Features

LetF = {f1,f2, ..., fm} denote traffic features (e.g., packet size, hop count, delay). For each node v:
Attack likelihood function:

Pattack(v) = o( Z (i = 1 to m)wi fi(v))

1
1+e™X%

Expected probability of attack across graph:

where 0(x) = is the logistic function.

E[Pattack] = (%)Z (v € V)Pattack(v)

Attack severity score for node v:

S(v) = Pattack(v) * deg(v)

C. Trust Score Formulation for Each Node
Each node v is assigned a trust score based on historical and real-time behavior.
Direct observation trust:

Packetsvalid(v)

Tdi =
direct(v) Packetstotal (v)

Indirect trust (recommendations):



Tindirect(v) = ( )Z’ (u € N(v))T(u)

IN(W)I

Combined trust score:
T(v) = a Tdirect(v) + (1 — a)Tindirect(v)

Bayesian update:

Tt(v) + Obs(v)

Tt+ 1(v) = >

Final decision rule:

v € maliciousif T(v) < T
D. Anomaly Detection Using Distance Metrics and Clustering

Vehicular traffic behavior can be clustered into normal and anomalous patterns using distance metrics.

Feature vector of node v:
x(v) = [f1(v),f2(v), ..., fm(V)]

Euclidean distance between two nodes:

d(xi, xj) = Jz (k = 1 to m)( fk(xi) — fk(xj))’
Cluster centroid:

(L)Z(x € O)x

uc
|C]

Anomaly score of node v:

A(v) = d(x(v), unearest )
Decision rule:
v € anomalousifA(v) > 0

Graph-regularized clustering objective:

minC 2(x € V)d(x nCx))” + A2 ((i,)) € E )wij [|xi — xjl|”
This ensures clusters respect both feature similarity and graph connectivity, improving anomaly
detection accuracy.

6. Experimental Setup

A. Dataset Used (NSL-KDD IloV-Adapted)

The NSL-KDD dataset, which has been modified for Internet of Vehicles (IoV) settings, has been used to test
intrusion detection systems a lot because it has a lot of different types of attacks and a labelled data structure. The
dataset has a training set with 125,973 records and a testing set with 22,544 records. Each record is described by 41
features that show things about the traffic, like the protocol type, service, flag, packet size, and connection time.
Simple, content-based, time-based, and host-based traffic features make up the different types of features. You can
choose between two options (normal vs. attack) or more than two options (Normal, DoS, Probe, R2L, U2R). For
IoV adaptation, factors like packet inter-arrival time, vehicle density, and link reliability are added to take into
account the connectivity needs of vehicles. Denial-of-Service (DoS), Probing, User-to-Root (U2R), and Remote-to-



Local (R2L) attacks are all types of attacks that look like possible risks in V2X communication. The dataset has both
easy and hard samples, which makes it a realistic way to test vehicular IDS methods.

Table 2: Detail summary of dataset

Parameter Description

Total Records (Train/Test) 125,973 /22,544

Number of Features 41 (plus IoV-specific adapted features)

Feature Categories Basic, Content-based, Time-based traffic, Host-based traffic
Classification Binary (Normal/Attack) & Multiclass (Normal, DoS, Probe, R2L, U2R)
Attack Types DoS, Probe, U2R, R2L

B. Simulation Environment

Python 3.10 was used for the tests because it has many libraries for machine learning, data processing, and
visualisation. Scikit-learn, TensorFlow, and PyTorch libraries were used to build and train the models, and Pandas
and NumPy were used to prepare the datasets. To see performance data and confusion matrices, Matplotlib and
Seaborn were used. The simulation took place on a computer with an Intel i7 processor, 16GB of RAM, and an
NVIDIA GTX 1660 GPU. This setup made sure that training and testing methods went smoothly, and it allowed for
real-time testing that would work in [oV situations with limited resources.

C. Evaluation Parameters

Accuracy, Precision, Recall, Fl-score, AUC, and Detection Latency were used to test the suggested
framework. These are all important metrics for intrusion detection. Accuracy measures how right something is
generally, while Precision measures how well it can predict attacks without setting off false alarms. Recall makes
sure that real attacks are found, and F1-score strikes a mix between precision and recall to give a full picture. AUC,
or "Area Under the ROC Curve," measures how well you can tell the difference between good and bad traffic.
Detection Latency is very important in [oV because waiting too long to find risks can put people at risk. This is why
real-time responsiveness is just as important as predictive accuracy.

7. Results And Analysis

Table 3 shows how the suggested hybrid SVM + Random Forest algorithm stacks up against the most recent
models, such as SVM, CNN, LSTM, and Hybrid IDS. The results show that standard machine learning and deep
learning methods work pretty well, but they don't quite get the balance of accuracy, efficiency, and robustness that is
needed in real-time vehicle environments. The traditional SVM was accurate 92.1% of the time and had good
precision and recall values, but it wasn't very good at handling complex nonlinear patterns or scaling, which hurt its
total performance. CNN and LSTM models got better, with 93.5% and 94.0% accuracy rates, thanks to their ability
to understand how traffic patterns change over time and space. But these deep models add a lot of extra work to the
computer, which makes them impractical for on-board units with limited resources.

Table 3: Performance Comparison with State-of-the-Art Methods

Model Accuracy Precision Recall F1-Score

(%) (%) (%) (%)
SVM 92.1 91.3 91.7 91.5
CNN 93.5 92.8 93.2 93.0
LSTM 94.0 93.5 93.8 93.6
Hybrid IDS 94.4 93.9 94.2 94.1
Proposed Hybrid SVM + Random 95.8 94.7 95.2 95.0
Forest

10



The Hybrid IDS improved performance even more, getting an F1-score of 94.1% and an accuracy rate of
94.4%. This shows how mixing anomaly and signature-based detection can be helpful. Still, the suggested mixed
SVM and Random Forest model did better than all of them, getting the best accuracy (95.8%), precision (94.7%),
recall (95.2%), and Fl-score (95.0%). In this case, the improvement shows how well SVM's accurate boundary
optimisation and Random Forest's ensemble robustness work together to make detection better while keeping
computation times low, comparison performance metric shown in figure 3. Overall, the suggested method shows
that it works well in IoV settings that need accurate detection, flexibility, and low latency to make sure safe and
reliable V2X communication.

Performance Metrics Comparison of Models
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Figure 3: Performance Metrics Comparison of Models

Figure 3 shows that the Proposed Hybrid SVM + Random Forest model does better than all the others in
terms of accuracy, precision, recall, and F1-score, which means it can find things more accurately. In every way,
traditional models like SVM are behind the times.

o8 Comparison of AUC Across Models
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Figure 4: Comparison of AUC for all model

A Receiver Operating Characteristic (ROC) study was done to see how well malicious and benign traffic
could be separated. The Area Under Curve (AUC) values show that the suggested model is better at finding things. It
does better than CNN (94.5%), LSTM (95.1%), and Hybrid IDS (95.6%), with an AUC of 96.3%, AUC comparison
illustrates in figure 4. The suggested model has a steep ROC curve that shows it has a high true positive rate and a
low false positive rate. This proves that it is robust and reliable for real-time IoV security.

Table 4 shows the scalability study of the suggested hybrid SVM + Random Forest algorithm when traffic
densities and mobility levels change. The results show that the framework can keep its high level of detection
accuracy while also working well in a variety of vehicle situations. It worked 95.6% of the time at low density (50
nodes, 30 km/h), had a detection delay of only 12 ms, and had a low false positive rate of 3.2%. This means that
when there isn't much traffic, the algorithm finds threats quickly and with little extra work. In medium density (100
nodes, 60 km/h), performance stayed the same, with only a small drop in accuracy (95.3%) and a rise in latency to
15 ms.

Table 4: Scalability under Different Traffic Densities and Mobility Levels

Traffic Density Mobility Accuracy Detection Latency False Positive
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Level (%) (ms) Rate (%)
Low (50 nodes) 30 km/h 95.6 12 32
Medium (100 60 km/h 95.3 15 3.5
nodes)
High (200 100 km/h 94.8 19 4.0
nodes)

This shows that the system can handle more transmission while still being reliable. High density (200 nodes,
100 km/h) caused accuracy to drop slightly to 94.8%, delay to rise to 19 ms, and false positives to rise to 4%. These
changes are normal in situations where vehicles move quickly and there is a lot of communication, as shown in
figure 5. However, the data show that the system is still working within acceptable performance limits.

Detection Latency (ms)
W False Positive Rate (%)

Metric Value
-
°
)

Low (50 nodes) Medium (100 nodes) High (200 nodes)
Figure 5: Effect of Traffic Density on Detection Metrics

In Table 5, demonstrate a full analysis of how fast and efficiently benchmark models and the suggested hybrid
SVM + Random Forest method work with computers. The results give us important information about the trade-offs
between detection accuracy and computational performance. These trade-offs are very important when putting
intruder detection systems to use in the Internet of Vehicles (IoV) where real-time needs and limited resources are
the norm.

Table 5: Analysis of Computational Efficiency and Latency

Model Training Inference CPU Memory Detection
Time (s) Time (ms) Utilization Usage Latency
(%) (MB) (ms)

SVM 45.2 8.5 68 320 22

CNN 98.5 6.7 74 620 20
LSTM 120.4 7.1 79 710 21
Hybrid IDS 110.8 7.5 73 540 19
Proposed 65.6 5.2 62 410 15
Hybrid SVM +

Random Forest

The SVM model had a training time of only 45.2 seconds, and inference took only 8.5 milliseconds.
However, 68% of the CPU was still being used, and detection delay was 22 ms. Even though SVM was fast on
computers, it had trouble handling bigger datasets and lots of vehicles, which made it less useful for dynamic IoV
situations. The CNN model had higher training costs (98.5 seconds), a lot of RAM use (620 MB), and a high CPU
utilisation rate (74%). CNN has low latency (20 ms) and inference time (6.7 ms), but it uses a lot of resources, which
can be a problem for real-time vehicle units that don't have a lot of computing capability. In the same way, LSTM
needed the most time to train (120.4 seconds) and the most memory (710 MB), and its CPU usage reached 79%.
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Even though its delay (21 ms) and inference time (7.1 ms) were fine, LSTM is not useful for onboard detection
because it uses too many resources.
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Figure 6: Comparative Performance Analysis of Intrusion Detection Models

With a training time of 110.8 seconds and a moderate inference speed of 7.5 ms, the Hybrid IDS model had
good results. It had better detection delay (19 ms) than standalone models, but it was hard to use and needed a lot of
resources (540 MB of memory). On the other hand, the suggested hybrid SVM + Random Forest algorithm had the
best trade-off, with only 5.2 ms of inference time and 65.6 seconds of training time. CPU usage was kept to a
minimum at 62%, memory usage was kept to 410 MB, and detection delay was cut down to 15 ms, which was much
better than benchmarks, comparative performance shown in figure 6.

8. Conclusion

This study demonstrated an algorithmic method for detecting network threats that can be used to secure V2X
transmission in the loV. This novel approach addresses scalability, latency, and changing cyber threats in cars using
graph-based anomaly detection, hybrid machine learning classifiers, and adaptive trust ratings. The system was
tested against DoS, Sybil, spoofing, and data injection using a dataset modified to fit the NSL-KDD IoV. The
suggested approach outperformed SVM, CNN, LSTM, and hybrid IDS frameworks. It scored 95.8% right, 94.7%
exact, 95.2% recall, and 95.0% F1. Design accuracy was higher, as evidenced by ROC and AUC testing. It could
distinguish malicious and safe traffic better with a 96.3% AUC. Scalability testing with varying mobility and traffic
levels showed reliable algorithm. Only the amount of false positives and discovery time changed. Thus, it would
function well in real life, where things change constantly. Tests revealed the strategy utilised less memory and
reasoning time. Thus, it can be employed in low-resource OBUs and RSUs. In tests against changing hacks, it
continuously exhibited accuracy above 92%. This proves its adaptability and strength when hunting new enemies.
This work improves IoV security by finding the best balance between precise detection, quick computing, and real -
time reaction. It provides useful and reliable V2X contact security. Federated learning and lightweight deep models
will be looked into in future study to improve scalability and privacy even more.
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