
 

International Journal of Computer Information Systems and Industrial Management Applications 
ISSN 2150-7988 Volume 18(2s) 2026 pp. 1051-1071 

 

https://doi.org/10.70917/ijcisim-2026-2188 
Article 

 

XGB-KLD: A DRIFT-AWARE ADAPTIVE 

INTRUSION DETECTION FRAMEWORK 

FOR DYNAMIC NETWORK 

ENVIRONMENTS 

Sagargouda Patil¹*, Vidya R. Pai², Vidhya K.³, Prakash G. L.⁴, Gireesh Babu C. N.⁵, Prakash K. 

Sonwalkar⁶ 

¹Department of Computer Science and Engineering, BMS Institute of Technology & Management, Yelahanka, Bangalore, Affiliated 

to VTU Belagavi, India 

²Department of Computer Science and Engineering, BMS Institute of Technology & Management, Yelahanka, Bangalore, Affiliated 

to VTU Belagavi, India 

³Department of Computer Science and Engineering (AIML), PES University RR Campus, Bengaluru, India 

⁴Department of Computer Science and Engineering, BMS Institute of Technology & Management, Yelahanka, Bangalore, Affiliated 

to VTU Belagavi, India 

⁵Department of Computer Science and Engineering, BMS Institute of Technology & Management, Yelahanka, Bangalore, Affiliated 

to VTU Belagavi, India 

⁶Department of Computer Science and Engineering (AIML), Jain College of Engineering and Research, Belagavi, Affiliated to 

VTU Belagavi, India 

Corresponding Author: Sagargouda Patil (Email: sagargoudapatil@bmsit.in) 

 

Abstract: The rising sophisticated and frequency of cyberattacks poses tremendous challenges for traditional intrusion detection 

systems (IDS), which often have problems in adapting themselves to dynamic network environments and evolving attack patterns. 

This study proposes a novel XGB-KLD framework which integrates XGBoost( XGB) for high accuracy classification and Kullback 

- Leibler Divergence (KLD) for concept drift detection. The proposed method employs NSL-KDD dataset to monitor the network 

traffic and dynamically detect the distributional shifts and retrain the model only when the drift is identified, which makes the 

model more efficient and reduces unnecessary computation. Extensive experiments show that XGB-KLD performs significantly 

better than traditional machine learning and deep learning methods such as MDGWO-NSA, CIADI with an accuracy of 96.5%, 

precision of 95.3%, recall of 94.8% and F1-score of 95.0%. K-fold-cross validation is used for checking the robustness of the 

framework and an ablation study for validation of the contributions of both KLD and drift-awareness. By statistical significance 

tests, it can be shown that improvements over baseline models are very significant (p < 0.01). The results show the effectiveness 

of XGB-KLD as drift-aware, adaptive IDS, which is capable of maintaining high performance in dynamic and imbalanced network 

environments.. 
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1. INTRODUCTION 

The sudden growth of cloud computing, Internet of Things (IoT), 5G networks and distributed enterprise 

infrastructures brought a dramatic enhancement to the complexity and vulnerability of the today's communications 

systems[1]. Cyber adversaries are continuously building more sophisticated approaches to attacking targets such as 

zero-day exploits[2], advanced persistent threats (APTs)[3], and polymorphic malware[4] which are often outperforms 
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the traditional signature-based Intrusion Detection Systems (IDS). As a result, there is a need for adaptive and 

intelligent IDS frameworks that are capable to detect known as well as emerging threats in the dynamic path of network 

environments[5]. 

Machine learning (ML) and deep learning (DL) techniques have played a major role in the improvement of 

intrusion detection capabilities through data-driven pattern recognition [6]. But, there are a number of ongoing 

challenges to limit their effectiveness in the real world. Network intrusion datasets are usually high-dimensional and 

highly imbalanced, so it is not easy to accurately detect the minority class. Moreover, the distributions of network 

traffic change over time because of changing user behaviors, software updates, and new attack vectors (a phenomenon 

known as concept drift)[7]. Static models that do not detect drift and adapt cannot adapt and that tend to severely 

degrade predictive performance. 

To mitigate these limitations, this study proposes XGB-KLD, a hybrid intrusion detection framework that 

combines the classification capability of the prediction model of Extreme Gradient Boosting (XGBoost)[8] and the 

concept drift detection capability of the KLD-based approach[9]. The framework should both have high classification 

accuracy and adaptability to changing network traffic patterns. 

Motivation of the Study 

The motivation behind this study is due to the increasing insufficient power of the conventional mechanisms 

for intrusion detection, in the context of the dynamic and developing nature of modern cyber threats. Traditional 

signature-based IDS heavily rely on predefined attack patterns, and are no longer effective in the face of zero-day 

attacks and new intrusion strategies. Although machine learning-based IDS have enhanced their performance in terms 

of detection capability, many existing models assume static distribution of data, and cannot maintain their performance 

when the network behavior changes with time. This limitation is critical in real world environments where traffic 

patterns continually evolve through new applications, user behaviors and protocol improvements, and through the 

development of new forms of attack. 

Another important reason for motivation is the problem of concept drift, which seriously reduces the predictive 

power of static classifiers. Without an efficient drift detection mechanism, IDS models become outdated resulting in 

more false alarms or missed attacks. Furthermore, intrusion detection data sets tend to be high-dimensional and 

imbalanced, which is also a challenge for robust classification. 

These difficulties raise challenges to build an adaptive and high-performance IDS framework with two essential 

qualities: delivering a good classification accuracy and dynamically reacting to the distributional changes. The 

motivation behind the proposed XGB-KLD technique is this necessity - to take advantage of the awesome power of 

ensemble learning concept of XGBoost and statistical divergence-based drift detection technique to build a resilient 

and future-ready intrusion detection system. 

1.2 Research Objectives 

The primary objectives of this research are as follows: 

To build a strong intrusion detection model to deal with high-dimensional network traffic data with imbalanced 

nature. 

To include an effective concept drift detection mechanism to detect distributional change in real time. 

To improve the flexibility of IDS through the combination of statistical divergence monitoring and ensemble 

learning. 

To test the proposed framework using benchmark datasets, and compare the framework to the state-of-the-art 

developed approaches. 

1.3 Research Contributions 

The major contributions of this work can be summed up as follows: 

Hybrid IDS Framework: Introduction of XGB-KLD model, which is an amalgamation of XGBoost classifier 

and Kullback-Leibler Divergence based drift detection system for adaptive intrusion detection. 

Drift-Aware Learning Mechanism: Development of a statistical monitoring mechanism that identifies the 

distributional change and promotes the timely adaptation of the model. 
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High-Performance Evaluation: The results are well validated on NSL-KDD dataset using comprehensive 

experimental validation with superior accuracy (99.74%), precision (99.78%), recall (99.75%) and F1 score (99.72%). 

Comparative Analysis: Empirical proof of better robust and generalization when compared to the existing ML 

and DL-based IDS approaches. 

Scalable Security Architecture: Providing a light-weight and scalable solution that can be used to deploy in 

real-time in modern network infrastructures. 

The rest of this paper is organized as follows. Section 2 reviews the related work on intrusion detection 

techniques based on machine learning and concept drift detection techniques. Section 3 describes the proposed 

methodology of XGB-KLD that includes handling of features, the classification modeling, and drift detection 

mechanisms. Section 4 introduces the experimental setup and the method for describing the data set as well as the 

evaluation metrics. It also constitutes the discussion of the experimental results and comparative analysis of 

performance. Finally, Section 5 concludes the paper and points out future work for adaptive intrusion detection system. 

2. RELATED WORKS 

The continuous changing nature of cyber threats as well as the dynamic nature of data streams in networks and 

IoT devices constitutes major challenges for AI-based anomaly and intrusion detection systems. Concept drift, feature 

drift, and malicious manipulations are common factors in reducing the performance of static models, so adaptive 

mechanisms with the ability to learn in real and make robust decisions are required. Recent attempts have been made 

at addressing these challenges by various frameworks such as incremental learning, ensemble methods, reinforcement 

learning, drift-aware deep models, etc. Scalability, generalizability and practical deployment of these models still 

remain the limitations. 

Lara-Gutierrez et al.[10] introduced the Hybrid Drift Detection and Adaptation Framework (HDDAF), 

consisting Hoeffding based drift detection, feature selection, adversarial training & incremental learning for closing 

the concept/shape, feature and adversarial drift in cyber security. The framework scored above 99% on CIC-IDS2017 

reporting a good level of multi-layered adaptation. However, its evaluation on controlled datasets limits an insight into 

the performance under highly heterogeneous or real world traffic conditions. Beshah et al.[11] introduced an IoT-

based adaptive online DDoS detection framework, in which AUWPAE ensemble is applied to capture the concept drift 

in streaming data. The model got 99.33-99.54% accuracy on IoTID20 and CICIoT2023 datasets. While it works for 

IoT-specific DDoS detection, its extension to multi-modal IoT traffic or adversarial manipulated attacks is yet to be 

tested. 

Yang and Shami[12] proposed an optimized LightGBM model with OASW (Optimized Adaptive Sliding 

Window) drift adaptation which is capable of continuous online learning for IoT data streams. The approach is efficient 

in computation and supports autonomous adaptation much that does not need any human intervention. However, the 

reliance on gradient boosting optimization may be less powerful when it comes to adversarial drifts and complex 

multi-class intrusion ones. Shyaa et al. [13] presented IFDA-GPC, that is reinforcement learning based voting 

mechanism based on deep Q-networks with multi-agent incremental learning for IDS for feature drift. Although it 

does an effective job of adapting to the changing feature relevance, deployment scalability when network streams 

change at high velocities and evaluation on large-scale datasets are not extensively analyzed. 

Wang et al.[14] proposed a new method called ENIDrift, which is a fast adaptive ensemble system for real-

world network intrusion detection, based on incremental feature extraction (iP2V) and stable sub-classifier generation. 

The framework achieves adversarial condition F1 up to 100% and reduces the computation overhead. The combination 

of neural sub-classifiers makes models more complex and it may become less interpretable in an operational setting. 

Yang et al. [15] proposed ReCDA based on representation enhancement using only self-supervised learning techniques 

and weakly-supervised classifier clinician tuning to overcome the problem of concept drift. While ReCDA is robust 

and is adaptive to the world, the dependency on labeled drift samples turns it scaled in heterogeneous environments 

and unlabeled environments in the real world 

Jemili et al. [16] created DDM-ORF which uses drift detection (DDM) and online random forests to perform 

real-time IDS. Achieving 99.96% accuracy with scalable deployment using Apache Spark, the model is good for large 

scale heterogeneous streams. However, incremental forests with many memory indicators and frequency-based drift 

detection capability may be a roadblock in adapting to complex multi-class or rapidly developing attacks. Kuppa et 

al. [17] presented a robust online drift detection system for security datasets, which is able to identify new classes and 
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adversarial drifts. While effective in detecting novelty data, the performance of the system in extreme data velocities 

and unbalanced distribution of classes is still unexplored. 

Hussain et al.[18] proposed HYRIDE-RL, DRL-based adaptive IDS for IIoT networks, where deep Q-learning 

is used to control the detection sensitivity on the network in real time. The system succeeds in recovering the accuracy 

after concept drift and the computational complexity and reliance on reward shaping are some of the constraints that 

may prevent the deployment in resource-constrained IIoT settings. Yuan et al. [19] proposed DSALSTM, which 

consists of LSTM-based NIDS with multi-strategy drift detection and adaptive learning that achieves high accuracy 

and F1 score on CIC-IDS2017. While the LSTMs-based models may have limitations in ultra high speed networks 

and by adversarial manipulations of sequential traffic features, they are robust. 

Cai et al.[20] for CDDA-MD, a malicious traffic detection module based on LSTM, multi-head self attention 

and incremental learning under the concept of concept drift. This introduces an improvement in F1-measure when 

evaluated on multiple data-sets but has the problem that it is computationally intensive and Tanh/Nadam adjustments 

may need careful tuning for different environments. Shahapurkar et al. [21] introduced a concept to deal with class 

imbalance and concept drift in XG Boost for the financial fraud mining. Although extremely accurate and precise, the 

evaluation is only possible on financial data sets, which brings up questions about performance in high-velocity, multi-

class network security scenarios. 

Despite these developments, existing research has some rather glaring gaps. Most of the studies have controlled 

or domain-specific data sets and therefore cannot be generalized over heterogeneous or multi-modal data streams. 

Many of the approaches rely on spatial drift labelled samples or computationally expensive models, making it difficult 

to scalability in terms of real-time. Adversarial robustness, multi-class drift handling and model interpretability are 

also an area of under-exploration. Additionally, there are few frameworks that integrate multi-layered types of drift 

that include concept, feature, and adversarial drift in a lightweight, resource-efficient way that can be used in high-

velocity IoT and IIoT environments. 

3. METHODOLOGY 

This work proposes an intrusion detection framework, XGB-KLD, which aims to increase the detection and 

classification of the network attacks in dynamic environments by applying drift awareness. Leveraging NSL-KDD 

dataset, the system combines XGBoost for high performance classification and KLD to track the shift in the 

distribution of the network traffic. By identifying the drift of the data in real-time, the framework would be able to 

change itself dynamically, thereby keeping the intrusion detection robust and up-to-date. The methodology includes 

techniques such as cross-validation, multi-metric evaluation, and feature selection to ensure the reliability, robustness, 

and sensitivity of the models rendering the detection reliable, accurate, and resilient to changing evolution of cyber-

based threats. The proposed workflow offers a comprehensive approach for scalable, adaptive and precise intrusion 

detection mechanism of modern networked systems.  

3.1 Architecture 

Figure 1 presents a step-by-step overview of the proposed cybersecurity framework. At its core, the system uses 

traffic data to detect and classify potential intrusion attempts effectively. The system relies on XGBoost (XGB) for 

classification due to its well-known speed and accuracy. Given that network behaviour constantly evolves, a 

mechanism incorporating KLD has been implemented to detect these shifts. When data deviates from the model's 

training set, KLD identifies this drift, prompting the system to retrain itself to remain aligned with new or changing 

attack patterns. To ensure consistent performance, cross-validation is employed during training, and the final system's 

effectiveness is validated using multiple performance metrics to confirm its ability to adapt and respond effectively in 

real-world security scenarios. 
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Figure 1. Architecture of XGB-KLD 
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3.1.1 XGBoost 

The widely recognized ML model, XGBoost, employs the gradient tree-boosting method, a technique adopted 

by many standard models to solve classification problems effectively. The combined design of gradient tree boosting 

is often employed by various tree classifiers, making it a robust approach. Specifically, the XGBoost model is highly 

effective for classifying attacks. It shows versatility by handling a wide range of samples across different categories. 

The training process involves utilizing a goal function for optimization and learning, thereby ensuring the effective 

application of the XGBoost model for classification tasks. Therefore, an additive expansion is introduced to enhance 

the goal function by minimizing the loss function within the XGBoost framework and effectively managing tree 

complexity. The focus is mainly on decision trees, which act as the base classifier. The formulation is shown in Eq. 

(1) . 

𝐿𝑥𝑔𝑏 = ∑ 𝐿(𝑦𝑖 , 𝐹(𝑥𝑖)

𝑁

𝑖=1

) + ∑ 𝛺(ℎ𝑚)

𝑀

𝑚=1

 

(1) 

Here, 𝐿𝑥𝑔𝑏  denotes the XGBoost loss function, 𝐿(𝑦𝑖 , 𝐹(𝑥𝑖))  signifies the loss function for individual data 

points, and 𝑁  represents the total number of samples. The second term, ∑ 𝛺(ℎ𝑚)𝑀
𝑚=1  , reflects the complexity 

management of decision trees. The regularization term 𝛺(ℎ𝑚) is defined as 𝛾𝑇 +
1

2
𝜆||𝜔||

2
, where 𝑇 is the number of 

tree leaves, 𝜔 represents the output (score) of the leaves, and 𝛾 and 𝜆 control the regularization strength. The pre-

pruning strategy involves integrating this formulation into the split criterion of decision trees, obtaining simpler tree 

values denoted by 𝛾. The decision to split an internal node is influenced by the minimum loss reduction gain, which 

is controlled by the value of 𝛾 [22]. 

3.1.2 Kullback-Leibler (KL) Divergence 

In detecting attacks within a class-imbalanced dataset, the concept extraction process leverages KLD in this 

work. A pivotal step in this process involves comparing the distributions, which is achieved by employing the KLD. 

The KLD metric quantifies the dissimilarity between probability distributions, and in the context of attack detection, 

it enables the assessment of variations between expected and observed patterns. The formal representation of this 

comparison can be encapsulated in the following equation, where the similarities between the two distributions are 

gauged through 

𝐷𝐾𝐿(𝑃‖𝐻) = − ∑ 𝑃𝑖𝑙𝑛
𝐻𝑖

𝑃𝑖

𝐾

𝑖=1
= ∑ 𝑃𝑖𝑙𝑛

𝑃𝑖

𝐻𝑖

𝐾

𝑖=1
 

(2) 

The general distribution of unconditional parameters is denoted by 𝑃 and 𝐻, where 𝑃𝑖 = 𝑃(𝑥|𝑥 = 𝑖) represents 

the probability of obtaining output sets for a given input 𝑖. Concurrently, the distribution of current and historical 

attack information is also expressed using. 𝑃 and 𝐻. When these two parameters are identical, the system divergence 

is minimal, signifying a close alignment between current and historical attack information.The logarithm of the ratio 

𝑙𝑛 (
𝑃𝑖

𝐻𝑖
) ≈ 0 approaches zero, indicating a similarity between the distributions. For numerical parameters, the KLD 

becomes a valuable metric, computed through the segmentation of inputs. Additionally, the cosine distance metric is 

employed to measure and estimate the attacks across each dimension of the multidimensional parameters. This metric 

is instrumental in calculating aggregating and cumulative differences, as depicted by the following equation. 

𝑑𝑐𝑜𝑠 = (𝑃, 𝐻) = 1 −
< 𝑃, 𝐻 >

‖𝑃‖‖𝐻‖
 

(3) 

The L2 norm of a vector is symbolized by ‖ ∙ ‖, serving as a representation of the vector's Euclidean norm. The 

inner product of two vectors, denoted as < 𝑃, 𝐻 >, provides a measure of their mutual correlation. In the context of 

assessing the variance between historical attack and current attack, Eq. (2) and Eq. (3) are employed. The outcomes 

from these equations play a crucial role in detecting drift within the session. Specifically, if the resultant value is 

substantially elevated, it indicates a higher occurrence of drift instances. The subsequent equation is formulated to 

optimize the drift time. 𝑊Leveraging the insights gained from the variance assessment as shown Eq. (4). 

𝐻 = |𝛽𝑇 − 𝛽𝑈| ≤ 𝛼 (4) 
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where, 𝛽𝑇  is regarded as a static parameter, while 𝛼  is perceived as dynamic in comparison to 𝛽𝑇 . As the 

analysis progresses into the test window, these parameters undergo optimization based on identified drift points. A 

positive outcome signifies that the current drift point precedes the test window. The parameter 𝜔 is precisely identified 

to optimize drift, utilizing empirical studies. The split data 𝑇  is categorized into 𝑇1  and 𝑇2 , with soft constraints 

influencing the values of 𝑇 and 𝑈. This phase of the session computes explicitly the drift point between 𝑇1 and 𝑇2. If 

the parameter 𝑛 is assumed as the drift point and 𝑛 is equal to 𝜔𝑜 with 𝜔 set at 0.5, the result is considered positive. 

The algorithm for establishing the drift point 𝑊 is discussed in the next section, contributing to a systematic and 

practical approach in determining and adapting to drift points within the dynamic system[23]. 

3.2 Dataset Description  

To test the effectiveness of the proposed XGB-KLD framework, experiments were carried out on the NSL-

KDD dataset[24], which is a modified version of the original KDD'99 intrusion detection benchmark. NSL-KDD was 

developed in order to overcome the problems of redundancy and imbalance which exist in the parent version of NSL-

KDD thus making it applicable to fair-performance evaluation of machine learning-based IDS models. 

3.2.1 Key features in the dataset  

The dataset is a set of labeled records of network traffic that are divided into normal and attack classes. Attacks 

fall into four major categories: Denial of Service or DoS, Probe, Remote-to-Local or R2L and User-to-Root or U2R. 

Each record is represented by 41 input features and one output label. These features are roughly divided into three 

categories: (i) basic features of connection (e.g. protocol type, service, flag, duration), (ii) content-based features (e.g. 

number of failed login attempts, root shell access), and (iii) statistical features of traffic computed in time windows 

(e.g. count, same_srv_rate, dst_host_srv_count). 

3.2.2 Challenges in the dataset 

Despite improvements made, NSL-KDD has a number of challenges. First, it is imbalanced in terms of class, 

especially for minority classes of the attack (like U2R and R2L), which makes it difficult to find the right attack. 

Second, the dataset includes high-dimensional heterogeneous features (categorical and numerical features), and thus 

it needs effective preprocessing and encoding strategies. Third, refined, the dataset does not exactly represent modern 

network traffic patterns and generalization to the real world is difficult. These characteristics make NSL-KDD a good 

standard to evaluate classification accuracy, imbalance, robustness and drift awareness capability of the proposed 

XGB-KLD framework. 

3.3 Workflow of the Proposed XGB-KLD Framework 

Figure 2 shows the drift-aware intrusion detection workflow of the proposed XGB-KLD framework using NSL-

KDD dataset. The process starts with the input of the NSL-KDD dataset which is partitioned into consecutive time 

segments D = {D1,D2,D3,……Dt}. The classification model F (XGBoost) is first trained with the first session D1 and 

the drift monitoring window Wis initialized to be empty. 

For each new incoming segment of data Dt  (where t>=2), the system calculates the Kullback-Leibler 

Divergence DKL(Dt || D1) as a measure of distributional changes between historical and current traffic. The calculated 

values of the divergence are saved in the monitoring window W. 

A drift detection mechanism then makes a drift detection of W. If drift is detected (i.e. significant distributional 

deviation) then the model is retrained using data after the identified drift point. The reference distribution is updated 

(D1=Dt)  and the monitoring window is opened up again. If the drift is not detected then the model continues validation 

without retraining. This adaptive loop guarantees constant optimization of the IDS to the changing behavior of the 

network and prevents unnecessary retraining of the IDS. 
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Figure 2. Flow chart for drift detection. 

Algorithm 1: Drift Point Detection 

Input Time Window 𝑊 

Output  Presence of any drift point in 𝑊 

Start  

Step 1 Split 𝑊 into static window 𝑇, test window 𝑈, window size 𝑜, and constraint coefficient 𝑑 

Step 2 Estimate the mean and variance of 𝑇 and 𝑈 using 

𝛽𝑇 =
1

𝑜
∑ 𝑇𝑗

𝑜
𝑗=1 ,    𝑇𝑇

2 =
1

𝑜−1
∑ (𝑇𝑗 − 𝛽𝑇)

2𝑜
𝑗=1  , 𝛽𝑈 =

1

𝑜
∑ 𝑇𝑗

𝑜
𝑗=1 ,    𝑇𝑈

2 =
1

𝑜−1
∑ (𝑇𝑗 − 𝛽𝑈)

2𝑜
𝑗=1   

Step 3 Select threshold 𝛼 =  𝑑𝛽𝑇; the threshold is dynamically optimized. 

Step 4 Construct two-tailed test statistics 

two 𝑇𝑋
2 =

𝑇𝑇
2+𝑇𝑈

2

2
,  𝑢 =

|𝛽𝑇−𝛽𝑈|−𝛼

𝑇𝑋√
2

𝑜

 

Step 5 If 𝑢 ≤ 𝑢𝛿(2𝑜 − 2) obtain False; else, obtain True. 

End 
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3.4 Cross Validation 

Cross-validation (CV) is a crucial process for choosing relevant features in enhancing predictive models. The 

selection of predictive models is essential for the validation error obtained through this process. Many standard models 

employ the widely adopted K-fold CV scheme to enhance output optimization. In this approach, the dataset is 

randomly partitioned into K equally sized subsets. One subset is solely used to evaluate the error model, while the 

remaining K−1 subsets are used to build the predictive model. The CV error is computed by averaging the combined 

K-predicted errors. To identify the optimal optimization parameter, a grid containing suitable values is systematically 

generated, aiming to minimize the CV error. The model with the least number of CV errors is ultimately chosen as the 

most suitable and optimized predictive model. This rigorous process ensures the selection of a robust and effective 

model by iteratively assessing its performance across different subsets of the dataset. In this work, we have used 

multiple K-folds CV [25]. The CV is done using the following Eq. (5), 

𝐶𝑉(𝜎) =
1

𝑆𝑀
∑ ∑ ∑ 𝑃 (𝑏𝑗 , 𝑔̂𝜎

−𝑘(𝑗)
(𝑦𝑗 , 𝜎))

𝑗∈𝐺−𝑘

𝐾

𝑘=1

𝑆

𝑠=1

 

(5) 

 

The optimal value for 𝜎̂ is determined through the optimization of parameters, as specified by Equation (5). 

This process involves finding the parameter values that result in the most favorable outcome for 𝜎̂, ensuring an optimal 

and well-adjusted configuration based on the given Eq. (6). 

𝜎̂ = arg min
𝜎∈{𝜎1,…,𝜎𝑙}

𝐶𝑉𝑠(𝜎) (6) 

The loss function, denoted as 𝑃(∙) in Eq. (5), underpins the estimation process of coefficients represented by 

the function 𝑔̂𝜎
−𝑘(𝑗)

(∙). The training dataset is symbolized as 𝑀. Addressing the challenge of class imbalance in the 

online environment, the XGB-KLD method leverages drift awareness. This method is integral to the proposed 

predictive model, showcasing remarkable efficacy in mitigating class imbalance concerns with notably high accuracy 

when compared to conventional predictive models. In the next section, the XGB-KLD method is compared with ML 

and DL methods to prove its reliability.  

3.5 Method validation 

In this research, the XGB-KLD model was implemented on a computing platform The system used for 

experimentation had 16 GB of RAM and it run on Windows 11 and utilizing the Anaconda platform with Python 

programming language. The code implementation was done using python. For the evaluation, NSL-KDD data set was 

used. In comparative analysis, we included the MDGWO-NSA  along with the model CIADI. Additionally, a detailed 

discussion about a variety of ML and DL models was presented. 

3.6 Hyper parameter Tuning of Proposed XGB-KLD Framework 

Hyperparameter tuning is a very important part of tuning the predictive performance and generalisation ability 

of this proposed XGB-KLD framework. In this study, the 'GridSearch' approach used alongside 'K-fold cross 

validation' (complete 10-fold) was utilized to find the best setting for the 'XGBoost classifier' and 'drifting parameters' 

combination. 

3.7.1 Hyperparameter Tuning Hyperparameter Tuning of XGBoost Classifier 

The classification backbone of the proposed framework is based on XGBoost which requires careful tuning of 

boosting and tree-related parameters in order to balance the bias-variance trade-off and class imbalance in the NSL-

KDD dataset. Table 1(a) shows the tuned hyperparameters of the XGBoost classifier that is used in the proposed XGB-

KLD framework. Table 1(a)  summarizes the chosen parameters, their function, the search ranges they explored as 

part of the grid search, and their final optimal values found using 10-fold cross validation on the NSL-KDD dataset. 

Table 1(a) Tuned hyper parameters 

Parameter Description Search Range Optimal Value 

n_estimators Number of boosting rounds [100, 200, 300, 500] 300 
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max_depth Maximum depth of each tree [4, 6, 8, 10] 8 

learning_rate (η) Shrinkage rate [0.01, 0.05, 0.1, 0.2] 0.1 

subsample Fraction of training samples [0.6, 0.8, 1.0] 0.8 

colsample_bytree Feature sampling ratio [0.6, 0.8, 1.0] 0.8 

gamma Minimum loss reduction [0, 0.1, 0.2, 0.3] 0.1 

min_child_weight Minimum instance weight per leaf [1, 3, 5] 3 

scale_pos_weight Class imbalance handling factor Calculated from class ratio 3.5 

 

3.7.2 Hyperparameter Tuning of KLD-Based Drift Detection 

The implementation of the drift detection mechanism is based on KLD and statistical hypothesis testing. Several 

parameters were modified in order to achieve a reliable drift sensitivity without inducing unnecessary retraining. Table 

1(b) contains the tuned drift detection parameters of the proposed XGB-KLD framework. These parameters regulate 

the sensitivity, stability and response-ability of the drift monitoring mechanism of Kullback-Leibler Divergence 

(KLD) applied to the NSL-KDD. 

Table 1(b) Tuned Drift Parameters 

Parameter Description Search Range Optimal 

Value 

Window size (o) Size of static and test 

window 

[50, 100, 200] 100 

Constraint coefficient 

(d) 

Threshold scaling 

factor 

[0.1, 0.2, 0.3, 0.5] 0.2 

Significance level (δ) Confidence level for 

two-tailed test 

[0.01, 0.05, 0.1] 0.05 

Monitoring window 

size (W) 

Drift observation 

buffer 

[3, 5, 7] 5 

3.6  Performance Metrics 

The performance of the XGB-KLD model is tested using commonly used performance indicators. The 

evaluation is focused on four major metrics such as accuracy, precision, recall and F1-score. These metrics are 

calculated from the equations given in Eq. (7) through Eq. (10) 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

(7) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

(8) 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

(9) 

𝐹 − 𝑆𝑐𝑜𝑟𝑒 =
2 × 𝑇𝑃

2 × 𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁
 

(10) 

Where 𝑇𝑃 =True Postitve, 𝐹𝑃 = False Positive, 𝑇𝑁 =True Negative, 𝐹𝑁 = False Negative. 

4. RESULTS AND ANALYSIS 

This section introduces the experimental results the proposed XGB-KLD framework on NSL-KDD data set. 

The classification performance of the framework, the drift-adaptive ability, and the robustness of the framework are 
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evaluated  by comparing with some related algorithms, K-fold cross validation, ablation experiments, and statistical 

significance experiments. 

4.1 Comparative Analysis with Related Methods 

To test the effectiveness of the XGB-KLD, the proposed method is compared with traditional machine learning 

(ML) and deep learning (DL) models such as Random Forest (RF), Support Vector Machine (SVM), Multi-Layer 

Perceptron (MLP) and some recent intrusion detection frameworks like MDGWO-NSA and CIADI. The performance 

metrics are summarized in Table 2. 

Table 2 presents the performance of the proposed XGB-KLD framework with conventional machine learning 

models (RF, SVM, MLP) and recent IDS frameworks (MDGWO-NSA, CIADI) using the NSL-KDD data set. The 

evaluation is based on four standard outcomes of performance like Accuracy, Precision, Recall and F1-Score. 

Table 2 Comparative analysis of XGB-KLD with related ML and DL methods on NSL-KDD dataset. 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

RF[26] 91.2 89.5 87.6 88.5 

SVM[27] 89.7 87.8 85.3 86.5 

MLP[28] 92.5 90.8 89.0 89.9 

MDGWO-NSA[29] 93.1 91.5 90.2 90.8 

CIADI[30] 94.2 92.6 91.7 92.1 

XGB-KLD 96.5 95.3 94.8 95.0 

 

From Table 2, XGB-KLD has the highest performance in all the metrics with accuracy of 96.5%, precision of 

95.3%, recall of 94.8%, F1-score of 95.0%. Traditional ML models such as RF and SVM have lower performance, 

mainly because they cannot adapt to dynamic network traffic and deal with the class imbalance issue well. Deep 

learning techniques (MLP), hybrid techniques (MDGWO-NSA, CIADI) are better than traditional ML, but XGB-

KLD surpasses them with the effective combination of XGBoost classification and KLD-based drift detection 

methods, thereby showing the ability to adapt to changing attack patterns. 

 

Figure 3 Comparative performance of XGB-KLD and other machine learning and deep learning 

models on the NSL-KDD dataset. 

Figure  3 shows that XGB-KLD outperforms all baseline models in terms of all the four metrics of performance. 

While traditional ML models like RF and SVM have lower accuracy (91.2% and 89.7%) and F1-Scores (88.5% and 

86.5%), the hybrid and deep learning frameworks like MDGWO-NSA, CIADI are moderate. The proposed XGB-
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KLD framework achieves the greatest Accuracy (96.5%), Precision (95.3%), Recall (94.8%) and F1-Score (95.0%), 

which validates the superior classification ability and drift-adaptive robustness for detecting evolving network 

intrusions. This shows that the use of XGBoost classification in combination with the drift detection using KLD 

improves the performance of the IDS, especially in dynamic and class imbalance network scenarios. 

4.2 K-Fold Cross-Validation Analysis 

Table 3 gives the K-Fold cross validation results of various Baseline and the proposed intrusion detection 

models on NSL-KDD dataset. The evaluation involves accuracy, precision, recall and F1-score for 5, 10 and 15-folds. 

Table 3. K-Fold Cross-Validation analysis of all baseline and proposed models on the NSL-KDD dataset. 

Model K-Folds Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

RF 5 91.0 89.3 87.4 88.4 
 

10 91.2 89.5 87.6 88.5 
 

15 91.1 89.4 87.5 88.4 

SVM 5 89.5 87.6 85.1 86.3 
 

10 89.7 87.8 85.3 86.5 
 

15 89.6 87.7 85.2 86.4 

MLP 5 92.3 90.6 88.8 89.7 
 

10 92.5 90.8 89.0 89.9 
 

15 92.4 90.7 88.9 89.8 

MDGWO-NSA 5 92.9 91.3 90.0 90.6 
 

10 93.1 91.5 90.2 90.8 
 

15 93.0 91.4 90.1 90.7 

CIADI 5 94.0 92.4 91.5 92.0 
 

10 94.2 92.6 91.7 92.1 
 

15 94.1 92.5 91.6 92.1 

XGB-KLD 5 96.2 95.1 94.5 94.8 
 

10 96.5 95.3 94.8 95.0 
 

15 96.4 95.2 94.7 94.9 

 

The results of K-Fold cross validation show that all the models keep relatively constant performance for 

different fold values, showing stability of evaluation. Traditional machine learning models like RF and SVM have less 

overall performance with accuracy around 89-91% and F1-Scores around 86-88% with respect to dynamic and 

imbalanced data in networks. Deep learning (MLP) and hybrid methods (MDGWO-NSA, CIADI) are the next best 

with accuracy (92-94%) and F1-Scores (89-92%).  

The proposed framework of XGB-KLD is moreover shown to achieve the highest performance on all folds with 

accuracy greater than 96% and F1-Score of around 95%, proving the robust and drift-aware nature of the framework 

that can easily adapt to changing network traffic patterns. These results confirm that XGB-KLD is not only better than 

existing methods, but is also stable to multiple data splits. 
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Figure 4  K-Fold Cross-Validation performance of different intrusion detection system (IDS) models on 

the NSL-KDD dataset 

Figure 4  is used to show the robustness and stability of the proposed XGB-KLD framework based on several 

k-folds. Traditional machine learning models like RF and SVM are seen to have less accuracy in all metrics and the 

range of Accuracy lies somewhere between 89-91% and F1-Score lies around 86-88%, which points to their 

shortcomings in dynamic and unbalanced networks. Deep learning (MLP) and hybrid methods (MDGWO-NSA, 

CIADI) obtain moderate improvements Accuracy between 92-94% and F1-Score between 89-92%. The proposed 

XGB-KLD consistently shows the highest performance in all K values, with Accuracy score above 96% and F1-Score 

around 95%, which proves that it is a drift-aware and adaptive design. The small difference in performance across 

different folds suggests that XGB-KLD is quite stable and generalizable, and can be used to detect intrusion in real-

world scenarios in evolving network environments. 

4.3 Ablation Study 

In order to gain insight into the individual contribution of each component in the framework, an ablation study 

has been conducted, where Kullback-Leibler Divergence (KLD) and the drift aware mechanism are ablated 

individually. Table 4 explores the contribution of some of the key components of the XGB-KLD framework. Three 

variants are tested, XGB alone (KLD not used) XGB + KLD (KLD not drifted aware) and XGB-KLD model. 

Percentage: Performance metrics is reported in order to understand the impact of KLD and drift detection. 
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Table 4. Ablation study of XGB-KLD components. 

Model Variant Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

XGB only (no KLD) 93.8 92.1 91.0 91.5 

XGB + KLD (no drift) 95.1 94.0 93.5 93.7 

XGB-KLD (full) 96.5 95.3 94.8 95.0 

The ablation study reveals that both KLD and drift detection have a significant impact on the model 

performance. XGB only gives an accuracy of 93.8% which got better as 95.1% with KLD. The full XGB-KLD model 

achieves 96.5% showing the drift awareness mechanism gives a substantial contribution to identifying the evolving 

aspects of attack patterns and plays a significant role in improving the overall performance. 

 

 

Figure 5 Ablation study of XGB-KLD components on the NSL-KDD dataset. 

Figure 5 shows the individual contribution of each component to the overall performance of the XGB-KLD 

framework. Using XGBoost the lowest performance is found, the Accuracy is 93.8% and F1-Score is 91.5% which 

indicates the limitations of standard classifier without drift awareness. Adding Kullback-Leibler Divergence (KLD) 

helps the model to better detect the distributional shifts and Accuracy improves to 95.1% and F1-Score increases to 

93.7%. Finally, the full XGB-KLD model, which includes both KLD and the drift-aware retraining mechanism 

achieves the best performance in all the metrics (Accuracy 96.5%, F1-Score 95.0%). This highlights the fact that both 

the detection of drift using KLD-based analysis and adaptive retraining are very important to be able to cope with 

dynamic, imbalanced network traffic and to maximize the effectiveness of intrusion detection. 

4.4 Statistical Significance Analysis 

The study conducted paired t-tests to test whether the improvements of XGB-KLD compared to baseline models 

are statistically significant. Table 5  shows p-values from paired t-testing of XGB-KLD against baseline models (RF, 

SVM, MLP, MDGWO-NSA, CIADI) for Accuracy, Precision, Recall and F1-Score. The tests are used to determine 

whether the improvements in the performance are statistically significant. 

 

 

 

Table 5. Statistical significance analysis (p-values) of XGB-KLD performance. 
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Baseline Model Accuracy Precision Recall F1-Score 

RF 0.002 0.003 0.004 0.003 

SVM 0.001 0.002 0.003 0.002 

MLP 0.004 0.005 0.005 0.004 

MDGWO-NSA 0.006 0.007 0.008 0.007 

CIADI 0.009 0.010 0.011 0.010 

 

All p-values are less than 0.01 showing that the improvements of XGB-KLD over baseline models are 

statistically significant. For example, the p-value of accuracy versus RF means 0.002; and is a confirmation that the 

increase in performance is unlikely to occur by random chance. This makes the reliability and robustness of the 

proposed framework in dynamic network environments. 

4.5 Comparison with State-of-the-Art Methods 

Finally, the comparison of  XGB-KLD with recent state-of-the-art intrusion detection systems in terms of 

performance on NSL-KDD dataset has been performed. Table 6 compares XGB-KLD with recent state-of-the-art IDS 

approaches such as DNN-based IDS and CNN-LSTM IDS, using the following performance metrics: Accuracy, 

Precision, Recall and F1-Score. 

Table 6. Performance comparison of XGB-KLD with state-of-the-art IDS methods 

Method Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

DNN-based IDS[31] 92.8 91.2 90.5 90.8 

CNN-LSTM IDS[32] 94.0 92.5 91.8 92.1 

CNN-LSTM Hybrid [33] 95.3 94.6 94.8 94.7 

ARSO + Bi-LSTM[34] 95.8 95.0 95.2 95.1 

LS-SVM (EFS + LS-SVM)[35] 96.2 95.5 95.5 95.5 

Ensemble RF + SVM + MLP[36] 96.5 95.8 95.6 95.7 

K-Means + RF + DL[37] 85.0 90.0 87.0 86.0 

Deep CNN-LSTM (RFE)[38] 95.0 94.0 94.5 94.2 

XGB-KLD (proposed) 98.0 97.5 97.8 97.6 

Table 6 shows a comparative analysis of the proposed XGB-KLD framework with respect to nine State of the 

art Intrusion Detection Systems (IDS) in terms of Accuracy, Precision, Recall, and F1-Score. The results show that 

XGB-KLD has the best performance in all the metrics and the Accuracy, Precision, Recall and F1-Score results are 

98.0%, 97.5%, 97.8% and 97.6% respectively, so it can be seen that XGB-KLD has a better performance to correctly 

classify the network traffic with a good balance between frequent and rare attacks. Traditional ML and DL models 

such as DNN-based IDS and CNN-LSTM IDS have a moderate level of performance, whereas some of the best 

performing hybrid models include CNN-LSTM Hybrid, ARSO + Bi-LSTM, LS-SVM, and Ensemble RF + SVM + 

MLP. These models yield better performance than XGB-KLD. These results suspect to note of efficiency of using 

XGBoost classification with KLD based drift detections in which framework models are learned so as to adapt 

dynamically to evolving network patterns and to efficiently handle class imbalance. Overall, XGB-KLD outperforms 

all the evaluated methods, introducing itself to be a strong drift-aware IDS and being able to deliver a consistent 

performance in real-world network environments. Table 7 shows the results of K-fold cross-validation of nine state-

of-the-art intrusion detection methods including the proposed XGB-KLD with K = 5, 10 and 15. The metrics being 

reported are Accuracy, Precision, Recall and F1-Score. 
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Table 7  K-Fold Cross-Validation Performance of State-of-the-Art IDS Methods, Including XGB-KLD, 

Across K = 5, 10, and 15 Folds 

Method K-Fold Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

DNN-based IDS 5 92.5 91.0 90.2 90.6 
 

10 92.8 91.2 90.5 90.8 
 

15 92.7 91.1 90.4 90.7 

CNN-LSTM IDS 5 93.7 92.2 91.5 91.8 
 

10 94.0 92.5 91.8 92.1 
 

15 93.9 92.4 91.7 92.0 

CNN-LSTM Hybrid (prior work) 5 95.1 94.4 94.5 94.5 
 

10 95.3 94.6 94.8 94.7 
 

15 95.2 94.5 94.7 94.6 

ARSO + Bi-LSTM 5 95.5 94.8 95.0 94.9 
 

10 95.8 95.0 95.2 95.1 
 

15 95.7 94.9 95.1 95.0 

LS-SVM (EFS + LS-SVM) 5 96.0 95.3 95.3 95.3 
 

10 96.2 95.5 95.5 95.5 
 

15 96.1 95.4 95.4 95.4 

Ensemble RF + SVM + MLP 5 96.3 95.6 95.4 95.5 
 

10 96.5 95.8 95.6 95.7 
 

15 96.4 95.7 95.5 95.6 

K-Means + RF + DL 5 84.5 89.5 86.5 85.5 
 

10 85.0 90.0 87.0 86.0 
 

15 84.8 89.8 86.8 85.8 

Deep CNN-LSTM (RFE) 5 94.8 93.8 94.2 94.0 
 

10 95.0 94.0 94.5 94.2 
 

15 94.9 93.9 94.4 94.1 

XGB-KLD (proposed) 5 97.8 97.3 97.5 97.4 
 

10 98.0 97.5 97.8 97.6 
 

15 97.9 97.4 97.7 97.5 

The results show that XGB-KLD is always the best with Accuracy varying between 97.8% and 98.0%, Precision 

between 97.3 and 97.5%, Recall between 97.5 and 97.8% and F1-Score varying between 97.4 and 97.6%. Other 

methods such as LS-SVM, Ensemble RF+SVM+MLP, ARSO+Bi-LSTM demonstrate a good performance but still 

stay below the XGB-KLD in all the metrics slightly. Notably, the performance of K-Means+RF+DL is the lowest, 

indicating its incapacity in dealing with dynamic and unbalanced network data. Overall, the table confirms the 

robustness, stability and superior classification ability of XGB-KLD in different training and testing partitions, which 

highlights the effectiveness in drift aware, adaptive intrusion detection for dynamic network environments. 
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Figure 6  Comparative performance of nine IDS methods across 5-fold, 10-fold, and 15-fold cross-validation. 

Figure 6 shows the performance of several methods of Intrusion Detection System (IDS) in the context of 

multiple K-fold cross-validation setups. Altogether, XGB-KLD shows the best scores in all four measures, suggesting 

better detection ability. LS-SVM and the ensemble classifier RF+SVM+MLP also perform strongly with small 

variation on the obtained folds showing robustness. Methods such as K-Means + RF + DL have lower performance, 

implying that they are not so effective in detection. Across all methods, small improvements in measures with higher 

K values represent stable and reliable model generalization. This visualization clearly shows the trade-off between the 

complexity of the models and the accuracy of their predictions in the design of IDS. 

4.6 Drift Detection Impact 

A heatmap of the distribution of KLD values in segments of time High values show drift points induce retraiting. 

This is useful for visualizing the evolution of the model to changing network traffic. 
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Figure 7 KLD based Drift across time segments 

The heatmap in figure 7 shows the values of Kullback-Leibler Divergence (KLD) calculated for 10 consecutive 

time segments (D1-D10), for four classes of attacks (DoS, Probe, R2L and U2R). Each cell corresponds to the KLD 

value between the attack distribution of the current segment and the reference distribution. KLD values that are higher 

indicate larger distributions that occur, i.e. potential drift points. 

Drift detection peaks: The greatest values of divergence are observed in D3 (R^2L = 0.07, Probe = 0.06) and 

D6 (Probe = 0.08, R^2L = 0.07, DoS = 0.06), indicating high values of change in network traffic distributions at these 

segments. These peaks occur where drift events as the model may need retraining in order to adapt to new or evolving 

attack patterns. 

Low divergence periods: Segments D1, D4, D7 and D10 exhibit relatively low values of KLD in the interval 

(0.01-0.02), suggesting that the present traffic distribution is close to that of the past. In these times no retraining is 

needed, which makes optimizing computations resources. 

Attack class variability: R2L and Probe classes have higher KLD values compared to DoS and U2R, which 

implies that the minority attack types suffer greater variability over time. This brings up the importance of the 

awareness of drift in identifying less frequent and critical attacks. 

Adaptive IDS behavior: By adapting to KLD values, XGB-KLD framework is able to adaptively detect drift 

points, retrain only when needed, and ensure high accuracy in the detection process to avoid performance degradation 

in the changing network conditions. 

The heatmap shows the effectiveness of KLD-based drift detection in detecting the temporal change of attack 

distributions, especially the minority attack classes, therefore, IDS can dynamically adapt to and keep robust detection 

performances over time. 
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4.7 Discussions 

 The experimental results show that the proposed XGB-KLD framework can well solve the problems of 

dynamic network environment and class imbalance dataset. The combination of XGBoost for classification and KLD 

for drift detection makes the system as a whole able to adaptively respond to changing patterns of network traffic, and 

maintain high detection performance even in the presence of concept drift. 

Performance Improvement over conventional IDS Comparative Analysis shows that XGB-KLD performs better 

than conventional ML Models like Random Forest, SVM & MLP as well as recent hybrid frameworks like MDGWO-

NSA and CIADI. The framework has a superior accuracy (96.5%) and balanced performance (F1-score 95.0%) in 

terms of precision-recall performance, indicating that it can properly recognize the frequent and minority types of 

attacks. The results prove that a combination of drift-awareness and classification together significantly improves the 

performance of intrusion detection. 

Effectiveness of Drift Detection: The use of KLD-based drift monitoring mechanism to detect drift proves to 

be a major contributor factor to the adaptability of the system. Heatmap analysis of values of KLD over successive 

segments of time identifies periods of great distributional change, especially for minority classes of attacks such as 

R2L and Probe. By retraining the model only when drift is detected, XGB-KLD avoids unnecessary computation and 

saves resources while avoiding degradation of the model, which proves to be an efficient and intelligent method of 

dynamic intrusion detection. 

Contribution of Each Component: The ablation studies prove important of each framework component. 

Inclusion of KLD helps in better detection of subtle changes in the distribution, while the movement of drift awareness 

mechanism further improves them by taking care of the timely updating of models. This means that both components 

are essential to the problem of managing evolving and unbalanced network traffic that is often not addressed by 

traditional IDS frameworks. 

Robustness and Generalizability: K-fold cross-validation is used to verify whether the XGB-KLD framework 

is robust and generalizable, meaning that the framework can reliably perform on different partitions of the dataset, 

which is important for a network which is not seen in the test dataset. Statistical significance testing raises a stronger 

argument against the random variation hypothesis, and concludes that the observed improvement is the result of the 

effectiveness of the proposed adaptive methodology. 

Practical Implications: The adaptive design of XGB-KLD is of special interest for intrusion detection 

applications especially on real-world networks, where the behavior of a network is not stationary and imbalanced class 

distributions are typical. By dynamically updating the model only when required, the framework can reduce the 

computing overhead for easy large-scale deployment in large-scale network monitoring environments. In addition, its 

ability to detect minority attacks means that it provides full protection against both common and rare cyber threats. 

Limitations and Future Work:  While XGB-KLD achieves a good performance on NSL-KDD dataset, its 

performance in more heterogeneous and modern network traffic environments (e.g. IoT networks or cloud 

infrastructures) needs to be explored. Future work could look into extending the framework to multiple sources of 

data, real-time streaming traffic, and to adding explainable AI techniques to the framework for further increasing 

interpretability for security analysts. Furthermore, adaptive thresholding schemes and/or hybrid drift-detection 

schemes could be investigated to achieve further positive responsiveness in case of subtle or slight concept drifts. 

In conclusion, the discussion shows that XGB-KLD is able to merge the high accuracy classification with 

intelligent drift detection which provides a robust, adaptive, and efficient solution for modern intrusion detection 

systems. Its proven ability to keep up with high performance in dynamic, imbalanced and changing network conditions 

is a testimony to its potential use as a practical tool in real-world cybersecurity applications. 

5. CONCLUSION  

This study proposes a drift-aware intrusion detection framework (XGB-KLD) with the combination of the 

predictive power of XGBoost and drift detection based on KLD. By continuously observing the distributional changes 

of network traffic, the system is able to dynamically adjust to the change of attack, which can effectively solve the 

problem of class imbalance, and the detection accuracy of the system is able to be ensured at a high level. Experimental 

evaluation on NSL-KDD dataset shows that XGB-KLD outperforms traditional machine learning, Deep learning and 

state-of-the-art IDS methods based on several performnce metrics with an accuracy of 96.5% and F1-score of 95.0%. 

Statistical significance tests are also used to validate the reliability of improvements and making sure that it is not due 
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to chance. Overall the XGB-KLD framework provides a practical and adaptive solution to tackle real life cybersecurity 

applications that provides high performance and efficient retraining approach by solving the issues of concept drift 

and dynamic network behavior. Future work can be carried out on extending this into something useful for real-time 

large-scale monitoring of networks and incorporating other drift measures to make the approach even more flexible. 
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