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Abstract: Wireless Sensor Networks (WSN) have become a crucial technology in various areas. They are adopted across a wide
range of distributed and data-driven applications. Due to the decentralized and resource-constrained nature of WSN, these systems
are vulnerable to various security threats. These systems are susceptible to multiple forms of malicious activities that disrupt
communication and degrade network performance. Traditional methods are unable to recognize the intricate temporal and spatial
patterns found in network traffic data. So, these systems frequently fail to detect advanced threats. For effective intrusion detection,
this paper presents a hybrid deep learning framework that combines Convolutional Neural Networks (CNN), Long Short-Term
Memory (LSTM), and an attention mechanism. High-level spatial features are extracted from network traffic via the CNN
component. Additionally, temporal dependencies between sequential data are captured by the LSTM. By giving important time
steps adaptive priority, the attention mechanism improves the model's detection accuracy for dynamic attack behaviors. The WSN-
DS dataset is used in this experiment. The model obtains an overall accuracy of 98.75% along with high performance in other
metrics across several attack classes. The research results show that the proposed design performs noticeably better than both
independent Deep Learning (DL) models and traditional Machine Learning (ML) techniques.
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1. INTRODUCTION

There are Several security threats occurring from the rapid growth of Wireless Sensor Networks (WSNs)
deploying in various applications (Sekhar & Sarvabhatla, 2012). WSN are very vulnerable to different network
security threats like jamming, spoofing, sinkhole, and blackhole attacks because they are tiny, energy-constrained
sensor nodes that communicate wirelessly (Pundir & Sandhu, 2021). Due to the resource constraints and distributed
nature of the WSNs, traditional security systems like encryption and authentication are typically insufficient to protect
these networks from advanced attack types (Pourrahmani et al., 2023) Because they can identify only known attacks.
So the network security threat detection systems, or IDS, are essential to secure WSN.

In the network security threat detection systems, deep learning techniques have boosted up the efficiency of
security threat detection systems by enabling the efficient and precise detection of threats (Aldhaheri et al., 2024).
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Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM) model can be a great system for
detecting security threats. The LSTM system enable the detection of temporal dependencies in sequential data, while
the CNN are primarily useful for extracting high-level spatial features (Yamashita et al., 2018). So this hybrid model
can be the best model as the use of a hybrid model is the best way to comprehend WSN traffic behaviour, particularly
when various attack types are present (Al-Selwi et al., 2024).

In order to address these limitations, this study proposes an enhanced deep learning-based intrusion detection
framework that focuses on improving the intrinsic learning capability of the model rather than relying on external
preprocessing techniques. The proposed approach integrates a multi-scale convolutional feature extraction mechanism
with a Long Short-Term Memory network to capture both spatial and temporal characteristics of WSN traffic.
Additionally, an attention mechanism is incorporated to dynamically focus on critical temporal features. Here a focal
loss function is employed to improve the learning of hard-to-classify instances. This combination enables the model
to effectively detect complex and stealthy attacks in WSN environments. SIGNIFICANCE AND CONTRIBUTION

The major contributions of this research are summarized as follows:

a) A hybrid CNN-LSTM IDS with an attention mechanism is proposed for WSN environments.

b) Sequential feature structuring is employed to preserve temporal relationships in WSN traffic data.
c¢) The attention mechanism enhances temporal feature prioritization for improved attack detection.
d) Comprehensive experimental analysis is performed using the WSN-DS dataset.

e) Comparative evaluation demonstrates superior performance over conventional machine learning and existing
deep learning approaches.

2. RELATED WORK

For cybersecurity, the network security threat detection systems have been extensively developed to protect
WSN from a variety of cyber-related attacks (Sivagaminathan et al., 2023). This section reviews the current
developments and state-of-the-art methods of IDSs along with the recent advancements of deep learning-based
approaches.

2.1 TRADITIONAL INTRUSION DETECTION APPROACHES

The traditional IDSs for WSNs were primarily signature-based or anomaly-based (Khraisat & Alazab,
2021).Signature-based IDSs (SIDS) recognise attacks by applying pre-designed signatures or rules. SIDSs have high
accuracy in recognising known attacks; however they do not discover unknown attacks (Asad et al., 2024). Anomaly-
based intrusion detection systems (AIDS) use statistical models or machine learning models to identify differences
from typical network behaviour (Kushal et al., 2024). and efficient in discovering zero-day attacks. Since WSN traffic
is changing on a regular basis, the basic problem with AIDS is the high false-positive rate. (Bhavsar et al., 2023).

Many machine learning techniques have been developed for anomaly detection, such as Support Vector
Machines (SVM) (Akpinar et al., 2021), Random Forest (RF) (Pekar & Jozsa, 2024), and K-Nearest Neighbors (KNN)
(Halder et al., 2024). The basic problem with these models discussed is

that they were primarily designed and developed using hand-crafted features, limiting their designed
adaptability to address advancements.

2.2 DEEP LEARNING-BASED IDS

Implementation of DL techniques in network security threat detection systems has been an area of recent
research. It uses neural networks to automatically extract important features from network traffic data. The CNN,
RNN, and their hybrids are some examples of deep learning models that have demonstrated positive effects in
identifying sophisticated temporal and spatial patterns in network behaviour that conventional approaches might miss.
The ability of these models is that it rapidly acquire complex representations from unprocessed or minimally processed
input, improving their accuracy in detecting both known and unknown attack types. They are ideal for dynamic and
evolving cybersecurity environments because of their versatility and capacity to make predictions from vast amounts
of data.

2.2.1 CONVOLUTIONAL NEURAL NETWORKS (CNNS):
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The CNN models have shown strong feature extraction capabilities in deployment as an IDS (Alars & Kurnaz,
2024). It identifies complex spatial dependencies and subtle feature interactions within data representations such as
traffic matrices, payload patterns, or network flow visualizations as their primary focus is on spatial patterns, this
makes them less effective for sequential data.

2.2.2 LONG SHORT-TERM MEMORY (LSTM):

LSTM models can be used widely for identifying evolving attack patterns because they are primarily focused
to identify temporal relationships in network traffic data. These models are especially good at identifying hidden or
slowly evolving threats that change over time because of their memory-based architecture, that enables them to
remember and leverage long-term dependencies in sequential data (Al-Selwi et al., 2024). Also, they can adapt with
evolving traffic conditions. The capacity of the LSTM models to learn from the timing and sequence of events provides
a security against increasingly complex cyberattacks.

2.2.3 HYBRID DEEP LEARNING MODELS:

In recent times, many researchers are considering CNN-LSTM hybrid systems that integrate the spatial feature
extraction skills of CNN with the progressive learning abilities of LSTM. On the otherhand, CNN layers are typically
used to extract data patterns and hierarchical features from raw network traffic data. The LSTM layers in this hybrid
method finds the temporal relationships across the extracted features. By understanding both the existing features and
their evolution over time, thus the integration of these benefits, it allows the model to gain a more comprehensive
understanding of the behavior of the network (Nazir et al., 2024). So the deployment of these models have shown
significant improvements in IDS accuracy compared to standalone CNN or LSTM models (Bamber et al., 2025).

2.3 IDS IN WIRELESS SENSOR NETWORKS

Though there are different techniques used to protect the network system, the security challenges in WSNs
differ from those in traditional networks due to the resource-constrained nature of sensor nodes and dynamic network
topologies (Ahmed et al., 2021). Existing network threat detection system in WSNs can be categorized into the
following:

2.3.1 HOST-BASED IDS (HIDS): In this type of system, it monitors activities on individual sensor nodes but
incurs high energy consumption (Ghosal & Halder, 2017).

2.3.2 NETWORK-BASED IDS (NIDS): Here the system analyses network traffic flow across the entire
network, offering broader attack coverage but facing scalability challenges (Holdbrook et al., 2024).

2.3.3 HYBRID IDS: It is a combination of both the HIDS and NIDS that can enhance detection efficiency
using the benefits of both models (Wang & Zhang, 2012).

Several rechearchers have proposed deep learning-based IDS solutions for WSNs in receent times. For instance,
(Salmi & Oughdir, 2022) introduced an LSTM-based anomaly detection system for WSN security, and achieved a
good result. However, these models often lack of robust feature extraction, which makes them susceptible to high false
positives. But, the combination of CNN and LSTM has shown potential in addressing these limitations by improving
both spatial and temporal feature learning.

Existing hybrid models do not explicitly model feature importance across temporal sequences, which motivates
the integration of an attention mechanism.

3. PROPOSED METHODOLOGY

This section presents the proposed Hybrid CNN-LSTM model with an Attention Mechanism for intrusion
detection in Wireless Sensor Networks (WSNs). The model is designed to effectively capture both spatial correlations
among features and temporal dependencies in network traffic data.

The Convolutional Neural Network (CNN) component is employed for extracting high-level spatial features,
while the Long Short-Term Memory (LSTM) network models sequential behavior in the data. To further enhance
performance, an attention mechanism is integrated over the LSTM outputs, enabling the model to focus on the most
relevant time steps contributing to intrusion detection.

The proposed model is trained and evaluated on the WSN-DS dataset, which contains labeled instances of
normal and attack traffic.
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3.1 DATASET AND PREPROCESSING

The WSN-DS dataset is used for training and evaluation in this study. It contains multiple categories of network
behavior, including normal and anomalous instances, characterized by features such as communication patterns,
routing information, and energy consumption metrics.

The following are the preprocessing steps included in this research:
3.1.1 Data Cleaning:

In this research, we used WSN-DS dataset which is publicly accessible. The information is kept in a CSV file
format. In this stage, the details of each dataset were read using the Pandas package, and in order to prepare for the
following steps, the datasets were cleaned by filtering out of redundant and null values.

3.1.2 Data Encoding:

Data encoding is an essential preprocessing step in preparing the WSN-DS dataset for input into the model. The
dataset consists of both numerical and categorical features, and to ensure compatibility with the neural network, all
categorical variables were converted into numerical representations. This was achieved using label encoding, where
each unique category was assigned an integer value. Label encoding was applied particularly to categorical columns
such as protocol types or attack labels, ensuring that the encoded values retained the necessary distinctions for
classification without introducing artificial ordinal relationships.

3.1.3 Data Normalization:

Data Normalization of the WSN-DS dataset is performed to scale all numerical feature values to a fixed range,
so that no single feature dominates the learning process due to its high value. For this purpose, the MinMaxScaler
technique is used from the sklearn.preprocessing library. This technique transforms each feature individually by
scaling it to a specified range, that is, between 0 and 1.

3.1.4 Sequential Feature Structuring

To capture temporal characteristics of WSN traffic, the dataset is organized into fixed-length sequences. Each
sequence represents a time-ordered set of observations, preserving the chronological relationships among features
such as packet rate, delay, and energy consumption. This representation enables effective temporal learning using
LSTM.

3.1.5 Train-Test Split:

The original WSN-DS dataset used in our model is divided into training, validation, and testing sets to ensure
proper model training and performance testing. Firstly, the dataset is split into 80-20 ratio as the training and testing
dataset using the train_test split() technique from the sklearn.model selection library. For further fine-tuning the
model and preventing overfitting the model, the training set was subdivided into training and validation subsets. This
process allowed us to monitor and adjust the model’s hyperparameters during training. For robust performance
evaluation, we further employed the Stratified K-Fold Cross-Validation technique.

4. HYBRID CNN-LSTM WITH ATTENTION ARCHITECTURE

The proposed architecture integrates CNN, LSTM, and Attention layers to effectively learn spatial and temporal
patterns in WSN data.

4.1 CONVOLUTIONAL NEURAL NETWORK (CNN)
The CNN component performs spatial feature extraction through convolution and pooling operations.
4.1.1 Convolution Layer
In the convolution operation, a set of filters slides over the input matrix and computes feature maps
as:

Z=h(fw-v+b)
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where w represents filter weights, v denotes input values, b is the bias, and / is the activation function. The
Rectified Linear Unit (ReLU) activation is used:

ReLU(z) = max (0, z)
4.1.2 Pooling Layer

Max pooling is applied to reduce the dimensionality of feature maps while retaining the most significant
features, thereby improving computational efficiency and reducing overfitting.

4.1.3 Batch Normalization

Batch normalization is used to stabilize training by normalizing the output of each layer:
X — uB

Xo=

Vo2 + €

Yo=yXo+p

Where:

* X: Input to the batch normalization layer
* uB: Mean of the mini-batch

* ¢2: Variance of the mini-batch

* €: Small constant for numerical stability

* Xo: Normalized output

* y: Learnable scaling parameter

* [3: Learnable shifting parameter

* Yo: Final output after scaling and shifting

Batch normalization first standardizes the input using the batch mean and variance. Then, it applies learnable
parameters, y and S to allow the network to restore representational power if needed. This process reduces internal
covariate shift, improves gradient flow, and accelerates convergence during training.

4.2 LONG SHORT-TERM MEMORY (LSTM)

The LSTM network captures temporal dependencies in sequential data. At each time step t, the LSTM processes
the input X(t) and the previous hidden state 2(t — 1), updating its internal memory using gating
mechanisms.

ht = LSTM(Xt, ht—1)

The LSTM consists of forget, input, and output gates, which regulate the flow of information and enable the
model to retain long-term dependencies in WSN traffic patterns.

4.3 ATTENTION MECHANISM

To improve the model’s ability to focus on critical temporal features, an attention mechanism is applied over
the LSTM outputs. Instead of relying solely on the final hidden state, attention assigns importance weights to all time
steps.

The attention mechanism is defined as follows:

et = vTtanh (Waht + ba)
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exp (er)

at=_"T
2. exp(e)
T

c= > ath:
t=1

where etdenotes the attention score, atrepresents the attention weight, and cis the context vector obtained as a
weighted sum of LSTM outputs. The parameters Wa, v, and baare learnable.

This mechanism enables the model to emphasize important time steps, improving detection accuracy and
interpretability.

4.4 DROPOUT LAYER

To mitigate overfitting, dropout is applied after LSTM layers. During training, a fraction of neurons (e.g., 20%)
is randomly deactivated, forcing the network to learn more generalized representations.

4.5 FULLY CONNECTED LAYER AND CLASSIFICATION
The context vector obtained from the attention mechanism is passed to a fully connected layer:
zi=Wfc+bf
The Softmax function is then applied to obtain class probabilities:
Vi = Softmax(zi)
The class with the highest probability is selected as the final prediction.
5. RESULTS AND DISCUSSION

The hybrid CNN-LSTM model's performance evaluation on the WSN-DS dataset shows excellent performance
with the detection of different network attacks in Wireless Sensor Network (WSN). The detailed results of the
performance metrics were carefully considered using different classification metrics, including accuracy, precision,
recall, and F1-score.

The classification performance metrics of the hybrid CNN-LSTM model in the classification of different attacks
and normal traffic is shown in Table 1. The overall performance of the hybrid CNN-LSTM model is summarized in
Table 2 to highlight its good classification capability across all attack types. The overall accuracy of the hybrid CNN-
LSTM model was 98.75%, indicating the thye model could reliably perform intrusion detection. The weighted average
precision, recall, and F1-score outputs came out to be approximately 0.99, indicating the robustness of the model in
handling various attack types. Fig. 3, shows the variations in classification success across the classes.

Table 1: Class-wise performance of the hybrid CNN-LSTM Model on the WSN-DS Dataset

Class Accuracy Precision Recall Fl-score
Blackhole 99.73 77.93 99.75 87.75
Flooding 99.75 90.93 99.93 94.75
Grayhole 97.75 99.95 75.93 86.95
Normal 99.95 99.95 99.95 99.95
TDMA 96.63 99.95 93.73 96.75
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Fig. 3. Graphical representation of the Class-wise performance of the hybrid CNN-LSTM Model.
Table 2: Overall Performance of the hybrid CNN-LSTM Model on the WSN-DS Dataset.

Metric Value (%)
Accuracy 98.75
Precision 98.93
Recall 98.75
Fl-score 98.73

The high precision and recall scores indicate that there are few false positives and false negatives, allowing the
model to be used reliably for intrusion detection. The overall classification level of performance is shown in its entirety
in Fig. 4.
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Fig. 4. Overall Performance Evaluation Metrics of the hybrid CNN-LSTM Model.

The confusion matrix (fig. 5) was then examined to further assess the model’s detection capability. The
confusion matrix provides details of the model’s strong classification ability in detecting the various attack types with
the model performing best in distinguishing between Flooding and TDMA attacks.

Confusion Matrix for CNN-LSTM Model
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Fig. 5. Confusion Matrix for the hybrid CNN-LSTM Model

The hybrid CNN-LSTM model achieved good detection abilities to different attack types, including recall of
0.99 for Blackhole attacks, a perfect recall detection of 1.00 with 0.90 precision for Flooding attacks (with no false
negatives); Grayhole attacks were accurately detected with a precision of 0.99. The TDMA attack was also accurately
detected with an F1-score of 0.96 support to recognize the model’s reliable intrusion detection capabilities.

To better understand the model’s ability to differentiate between attack and normal traffic, the ROC-AUC curve
in Fig. 6 was evaluated as AUC scores close to 1 represent good results. Further analysis of the Area Under the Curve
(AUC) values demonstrated excellent model performance in detection with an AUC score was close to 1
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ROC-AUC Curve for CNN-LSTM Model
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Fig. 6. ROC-AUC Curve for the hybrid CNN-LSTM Model

The ROC curve illustrates the model's ability to maintain a high detection rate across different attack types
while minimizing false positives and false negatives. This further supports model’s robustness and effectiveness in
intrusion detection for WSNs.

Table 3: Comparative Performance Analysis of Existing and

Model lAccuracy Precision Recall  [F-Score
SVM (Gowdhaman & Dhanapal, 2022) 67.91 69.60 68.75 58.39
DT (Gowdhaman & Dhanapal, 2022) 79.98 77.39 74.59 72.00
RF (Gowdhaman & Dhanapal, 2022) 83.73 82.25 76.66 69.60
Autoencoder (Zhang Chongzhen et al., 79.74 82.22 79.74 76.47
2019)

DNN (Shakya et al., 2025) 96.23 95.75 92.82 94.53
IDNN (Gowdhaman & Dhanapal, 2022) 95.53 94.65 91.92 92.43
Proposed CNN-LSTM Methods 98.75 98.93 98.75 98.73

As reflected in Table 1, the suggested hybrid CNN-LSTM method shows a significant improvement over all
baseline models on most of the important performance measures, with a highest accuracy (98.75%), precision
(98.93%), recall (98.75%), and F-score (98.73%). Traditional ML models like SVM, Decision Tree, and Random
Forest achieved relatively lower accuracies between 67.91% and 83.73%, which indicates their less capability to
comprehend the intricate, nonlinear relationships involved in large-scale network data. Even though deep learning
frameworks like the DNN models of Shakya et al. (2025) and Gowdhaman & Dhanapal (2022) posted high scores
(95-96% accuracy), their performance stagnated owing to the lack of mechanisms that could capture sequential
temporal relationships in dynamic network traffic patterns.

From the presented analysis, it is evident that the CNN-LSTM based hybrid model performs exceptionally well
in classifying both normal and attack traffic in WSNs. The classification metrics, confusion matrix, and ROC curve
collectively establish its high accuracy, precision, recall, and robustness in detecting various types of network
intrusions. These results confirm the model’s effectiveness as a promising approach for securing WSNs against
malicious attacks.

1202



6. CONCLUSION

This research study demonstrates that the hybrid CNN-LSTM is a viable and effective model to use for
detecting network security threats in WSN. This model effectively brought together the strengths of the CNN, LSTM,
and the attention mechanism. It achieved an overall accuracy of 98.76%. This shows the overall effectiveness and
efficiency of the hybrid CNN-LSTM model in detecting the presence of specific network attacks in WSN. The model
also has strong performance on other metrics.Comparative analysis with some existing research works confirmed that
the proposed model outperforms conventional machine learning and standalone deep learning approaches for WSN
intrusion detection.The results indicate that attention-assisted hybrid deep learning architectures can provide reliable
and efficient intrusion detection for resource-constrained WSN environments
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