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Abstract: Intrusion detection in modern network environments is challenged by high-dimensional data, imbalanced attack classes, 

and constantly evolving cyber threats. Traditional intrusion detection methods often rely on fixed or single-objective feature 

selection techniques, limiting their ability to achieve high detection performance while maintaining computational efficiency. This 

paper proposes an adaptive feature optimization framework that combines recursive Monte Carlo Tree Search (MCTS) with multi-

objective optimization for effective intrusion detection. The proposed Adaptive Recursive Multi-Objective Feature Selection 

(ARMFS) framework progressively refines feature subsets through recursive search, enabling efficient exploration of the feature 

space. Feature subsets are evaluated using two objectives: maximizing classification accuracy and minimizing the number of 

selected features. This strategy identifies compact and informative feature sets while reducing computational complexity. The 

optimized features are used to train a deep neural network classifier, with its hyperparameters tuned using a nature-inspired 

optimization algorithm to improve convergence and generalization. Experimental results on benchmark intrusion detection datasets 

demonstrate that the proposed framework achieves high detection accuracy with significantly fewer features than the original 

datasets. The method also improves the detection of minority attack classes, maintains low false positive rates, and produces 

consistent performance across multiple validation runs. These results demonstrate that combining recursive search with multi-

objective feature optimization provides an efficient and scalable solution for intelligent intrusion detection in dynamic and high-

dimensional cybersecurity environments. 

Keywords: Intrusion Detection System, Feature Selection, Monte Carlo Tree Search, Deep Learning, Dense Neural Network, 

Network Security.. 

 

1. INTRODUCTION 

With the rapid expansion of digital communication and interconnected infrastructures, ensuring network 

security has become increasingly critical across both academic and industrial domains. The continuous growth in 

network traffic volume and complexity has significantly increased the difficulty of accurately detecting malicious 

activities in real time. Intrusion Detection Systems (IDS) serve as a key defense mechanism by monitoring and 

analyzing network behavior; however, their effectiveness is often constrained by evolving attack patterns, high-

dimensional feature spaces, and the presence of imbalanced data distributions. These challenges necessitate the 

development of intelligent and scalable IDS frameworks capable of adapting to dynamic network environments. 

Traditional IDS approaches, including signature-based and anomaly-based methods, exhibit inherent limitations. 

Signature-based systems are effective in identifying known attack patterns but fail to detect previously unseen threats, 
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whereas anomaly-based methods are capable of identifying unknown intrusions but often suffer from high false 

positive rates. To overcome these limitations, data-driven techniques have been widely explored to enable automated 

learning of complex traffic patterns and improve detection performance. 

Machine learning techniques have been extensively applied in intrusion detection due to their ability to model 

nonlinear relationships and generalize from historical data [1], [2]. However, conventional machine learning models 

rely heavily on feature engineering and are sensitive to redundant or irrelevant features, which can degrade 

performance and increase computational cost. This issue becomes more pronounced in high-dimensional datasets such 

as NSL-KDD, where unnecessary attributes can negatively affect model efficiency. Feature selection has therefore 

been recognized as a critical preprocessing step for improving model performance and generalization capability [3]. 

Existing feature selection techniques are broadly categorized into filter, wrapper, and embedded methods, each 

offering different trade-offs between computational efficiency and predictive performance [4]–[6]. Wrapper-based 

approaches can improve classification accuracy by evaluating feature subsets using predictive models [7], whereas 

filter-based methods provide computational efficiency for high-dimensional data [5], [8]. Several studies have 

explored optimization-based feature selection techniques, including genetic algorithms and hybrid neural network 

approaches, to enhance intrusion detection performance [10], [11]. Multi-objective optimization methods have also 

been investigated to identify optimal feature subsets by balancing competing criteria [12], while information-theoretic 

approaches have demonstrated effectiveness in reducing dimensionality and improving classification efficiency [13]. 

Recent research has further explored the integration of intelligent search mechanisms with feature selection. 

Monte Carlo-based strategies and mutual information techniques have been employed to guide feature exploration 

and improve detection accuracy in complex environments [14], [15]. In parallel, deep learning-based IDS models have 

gained significant attention due to their ability to automatically learn hierarchical feature representations from large 

datasets. Convolutional neural networks and auto encoder-based architectures have demonstrated strong performance 

in intrusion detection tasks [16]–[18], while deep neural networks have been effectively applied for anomaly detection 

in network security scenarios [19]. 

Metaheuristic optimization techniques have also played a significant role in enhancing feature selection and 

model performance. Approaches based on ant colony optimization, particle swarm optimization, genetic algorithms, 

and artificial bee colony methods have been widely used to identify optimal feature subsets and improve classification 

accuracy [20]–[24]. Additionally, gradient boosting and hybrid learning frameworks have contributed to improved 

detection capability in recent studies [25]-[29]. Among search-based approaches, Monte Carlo Tree Search (MCTS) 

has emerged as a promising technique for solving complex decision-making problems with large search spaces, owing 

to its ability to balance exploration and exploitation effectively [30]-[33]. Recent works have also explored hybrid 

deep learning and optimization frameworks for improving IDS performance and robustness [34]–[38], while modern 

AI-driven approaches continue to focus on scalability and real-time adaptability [39]–[41]. 

Despite these advancements, several challenges remain unresolved. Many existing feature selection methods 

rely on static or single-stage optimization strategies, which limit their ability to adaptively refine feature subsets during 

the search process. Furthermore, most approaches prioritize classification accuracy as the primary objective, without 

explicitly considering the trade-off between feature compactness and computational efficiency. This often results in 

models that are either computationally expensive or lack generalization capability, particularly in high-dimensional 

and imbalanced datasets. To address these limitations, this study proposes an adaptive feature optimization framework 

based on recursive Monte Carlo Tree Search. The proposed Dynamic Feature Selection with Recursive Monte Carlo 

Tree Search (DFS-RMT) framework introduces an iterative search mechanism that progressively refines feature 

subsets across multiple stages. Unlike conventional MCTS-based approaches, the proposed method incorporates a 

multi-objective evaluation strategy that jointly considers classification performance and feature compactness, enabling 

the identification of efficient and discriminative feature subsets. The recursive structure further reduces the effective 

search space in subsequent iterations, improving both efficiency and convergence stability. 

The optimized feature subsets are integrated with a deep neural network architecture for multi-class intrusion 

detection. To enhance model performance and generalization, a nature-inspired optimization technique is employed 

for hyperparameter tuning. This integrated framework aims to achieve a balanced trade-off between detection 

accuracy, feature efficiency, and computational complexity, while improving the detection of minority attack classes. 

The main contributions of this work are summarized as follows: 

A recursive feature optimization framework based on Monte Carlo Tree Search is proposed, enabling 

progressive refinement of feature subsets across multiple search iterations. 
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A multi-objective evaluation strategy is introduced to jointly optimize classification performance and feature 

subset compactness. 

A deep neural network-based classification model is integrated with adaptive hyperparameter optimization to 

enhance convergence and generalization. 

The proposed framework improves detection performance for minority attack classes, addressing class 

imbalance challenges in intrusion detection. 

Extensive experimental analysis demonstrates the robustness and scalability of the proposed approach in high-

dimensional environments. 

The remainder of this paper is organized as follows. Section 2 presents the proposed DFS-RMT-based 

framework, including feature selection and model architecture. Section 3 describes the recursive optimization strategy 

and hyperparameter tuning approach. Section 4 discusses the experimental setup, results, and performance evaluation. 

Finally, Section 5 concludes the paper and outlines directions for future research. 

2. PROPOSED ADAPTIVE DFS-RMT FRAMEWORK 

This section presents the proposed adaptive feature optimization framework based on recursive Monte Carlo 

Tree Search (DFS-RMT). The objective of the framework is to efficiently identify compact and discriminative feature 

subsets in high-dimensional intrusion detection datasets. Unlike conventional feature selection approaches, the 

proposed method adopts a recursive search strategy combined with multi-objective evaluation, enabling progressive 

refinement of feature subsets while balancing classification performance and feature compactness. 

 

 

Figure 1. Overview of Proposed Adaptive DFS-RMT Framework. 

The next stage involves building a deep neural network architecture that can determine the complex phenomena 

and relationships between the selected features. This neural network is supplemented by a nature-inspired 

metaheuristic technique to optimize the model parameters and improve the prediction capabilities. Through this 

optimization phase, the network reaches a balance between model complexity and generalization; hence, potential 

overfitting is prevented, and robustness is improved. The effectiveness of the DenseIDS framework on a benchmark 

high-dimensional dataset representative of real-world intrusion detection scenarios. The results demonstrate the 

framework's ability to effectively handle high-dimensional features, optimize feature subsets, and improve 

performance in intrusion detection tasks. DenseIDS is an adaptable and expandable technology that offers a feasible 

solution to modern network security challenges in academic research and industrial enterprises. Figure 1 shows a 

schematic of the proposed methodology. We conducted nine non-parametric and statistical tests against the data 

divided into random sets of ten chunks to establish the consistency of the system. 
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Multi-Objective Optimization Strategy 

The proposed DFS-RMT framework incorporates a multi-objective optimization strategy to ensure a balanced 

trade-off between detection performance and feature efficiency. Unlike conventional feature selection methods that 

optimize a single objective (typically classification accuracy), the proposed approach simultaneously considers 

multiple criteria during the feature subset evaluation process. This enables the identification of compact and 

discriminative feature subsets while avoiding unnecessary computational complexity. 

Let S⊆F denote a candidate feature subset selected from the original feature set F, where ∣S∣ represents the 

number of selected features and ∣F∣ is the total number of features. The feature selection process is formulated as a bi-

objective optimization problem. 

Objective 1: Maximize classification performance  

Objective 2: Minimize feature subset size  

The first objective is defined in terms of classification effectiveness, which can be measured using accuracy or 

F1-score depending on the evaluation setting. The second objective is represented using the feature selection ratio, 

defined as: 

 

 
S

FSR
F

=      (1) 

To integrate both objectives into a unified evaluation framework, a weighted aggregation function is employed: 

( ) ( )   ·     · J S Perf S FSR = −    (2) 

 

where: 

Perf(S) denotes the classification performance of subset S,  

FSR is the feature selection ratio,  

α and β are weighting coefficients such that α+β=1, controlling the trade-off between accuracy and feature 

compactness. 

This formulation approximates a Pareto trade-off between performance and feature compactness. The 

optimization process aims to maximize J(S), thereby selecting feature subsets that achieve high classification 

performance while maintaining minimal dimensionality. In this work, the weighting parameters are chosen empirically 

to ensure that performance is prioritized while still enforcing feature reduction. Within the DFS-RMT framework, this 

multi-objective evaluation is embedded into the Monte Carlo Tree Search process. During each iteration, candidate 

feature subsets generated through the tree expansion and simulation phases are evaluated using the objective function 

J(S). The resulting value is treated as the reward signal for guiding the search process. 

The recursive structure of DFS-RMT further enhances the optimization process by progressively refining the 

search space. At each recursion level, the best-performing feature subset identified in the previous iteration is used as 

the input for constructing a new search tree. This iterative reduction in the search space improves convergence 

efficiency while preserving high-quality feature combinations. Additionally, the multi-objective formulation 

inherently improves model generalization by preventing over-reliance on large feature subsets. By penalizing 

excessive feature selection, the framework encourages the discovery of minimal yet informative feature 

representations, which are particularly beneficial in high-dimensional and imbalanced intrusion detection scenarios. 

Overall, the integration of multi-objective optimization within the recursive MCTS framework enables a 

systematic and efficient exploration of the feature space, achieving a robust balance between detection accuracy, 

feature efficiency, and computational cost. 

Figure 2 presents the overall architecture of the proposed DFS-RMT-based framework for adaptive multi-

objective feature optimization in intrusion detection. The process begins with the input dataset, which is first subjected 

to preprocessing to handle class imbalance and reduce redundancy in the feature space. Techniques such as synthetic 
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oversampling and dimensionality reduction are applied to ensure that the data are both balanced and computationally 

manageable before feature optimization. Following preprocessing, the refined feature set is used to initialize the search 

process. The core of the framework is built around a Monte Carlo Tree Search (MCTS) mechanism, which 

systematically explores the feature space. At each iteration, the search proceeds through four stages. In the selection 

phase, the algorithm identifies promising nodes based on a balance between prior performance and exploration 

potential. The expansion phase introduces new candidate feature combinations by modifying the current subset. 

During simulation, these candidate subsets are evaluated under stochastic conditions to approximate their 

effectiveness. The outcomes of these simulations are then used in the backpropagation phase to update the search tree, 

reinforcing feature combinations that yield better results. 

A distinguishing aspect of the proposed framework is the integration of a multi-objective evaluation strategy 

within the search process. Instead of focusing solely on classification accuracy, the method evaluates each feature 

subset by jointly considering predictive performance and subset compactness. This balance is achieved through an 

objective function that penalizes unnecessary feature inclusion while rewarding improved detection capability. As a 

result, the search process naturally favors solutions that are both accurate and efficient. The framework operates 

recursively, where the best-performing feature subset identified in one iteration is used to guide the search in 

subsequent iterations. This progressive refinement reduces the effective search space and allows the algorithm to 

converge toward an optimal subset without exhaustive exploration. The recursion continues until no further 

improvement is observed, ensuring both stability and efficiency in the selection process. 

Once the optimal feature subset is obtained, it is provided as input to a deep neural network-based classifier. 

This model is responsible for performing the final intrusion detection task, producing predictions across multiple 

attack categories. The performance of the system is evaluated using standard metrics, including accuracy, precision, 

recall, F1-score, and ROC-based measures. Overall, the figure illustrates how the proposed framework integrates 

recursive search, multi-objective optimization, and deep learning into a unified pipeline. This design enables effective 

handling of high-dimensional data while maintaining a balance between detection performance and computational 

efficiency. 
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Figure 2. Workflow of the Proposed DFS-RMT-Based Multi-Objective Feature Optimization 

Framework. 
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The proposed DFS-RMT framework operates through an iterative and recursive optimization process as shown 

in Figure 2. Initially, the complete feature set is provided as input to the MCTS-based search structure. During each 

iteration, candidate feature subsets are generated through selection, expansion, and simulation phases. These subsets 

are evaluated using a multi-objective function that balances classification performance and feature compactness. The 

evaluation score is propagated back through the tree to guide subsequent exploration. At the end of each recursion, 

the best-performing feature subset is selected and used as the input for the next iteration. This recursive refinement 

continues until no further improvement is observed, resulting in an optimal and compact feature subset.  

Preprocessing and Data Preparation 

To address class imbalance in the dataset, a preprocessing step is applied using the Synthetic Minority 

Oversampling Technique (SMOTE). This approach generates synthetic samples for minority classes by interpolating 

between existing instances in the feature space, thereby improving class distribution without simple duplication. The 

application of SMOTE ensures that minority attack classes are adequately represented during training, which is critical 

for improving detection performance. However, excessive oversampling may introduce synthetic bias. To mitigate 

this, the proposed framework evaluates performance across multiple validation folds, ensuring that the model 

generalizes beyond artificially generated samples. 

( )new i k iX  X  γ X  X= + −    (3) 

Where Xi denotes the minority class sample; Xk denotes k nearest neighbor in the class; γ is a random number 

between 0,1; and finally Xnew is the new synthetic sample. In the dataset, the minority classes are balanced using 

SMOTE to achieve a comparable distribution with majority classes, ensuring improved learning without excessive 

duplication. 

Dimensionality Reduction 

Dimensionality reduction is applied to eliminate redundant information and improve computational efficiency 

before feature selection. In this work, multiple techniques, including PCA, LDA, and KLDA, are evaluated to analyze 

their impact on feature representation. Among these, PCA is selected due to its ability to retain maximum variance 

while reducing dimensionality, making it suitable for subsequent feature optimization. 

Moreover, dimensionality reduction increases the interpretability of the data. By concentrating only on the most 

relevant features or changes, the dataset is easier to interpret for human analysts. This added clarity helps to keep sight 

of the basic associations in the data, making for stronger conclusions and better choices. Additionally, dimensionality 

reduction is a resolution for the curse of dimensionality, which is a phenomenon observed in high-dimensional datasets 

that are often sparse and challenge algorithms to generalize effectively. Lower dimensionality leads to reduced 

sparsity, which, in turn, aids models in learning stronger patterns more efficiently. In most cases, removing irrelevant 

or redundant features improved the model performance. By focusing specifically on the most important information, 

noise is reduced, generalization is increased, and ultimately, accuracy on the prediction task is improved. Overall, 

dimensionality reduction has many benefits that highlight its use in building effective and efficient machine learning 

models. Amongst existing methods, filter methods are popular for dimensionality reduction, specifically feature 

selection, as they assess the importance of individual features in reference to the target variable via statistical metrics 

such as correlation coefficients, mutual information, chi-square tests, or variance thresholds. For instance, features 

that demonstrate minimal variance can be eliminated, as they offer little to no usage in differentiating between groups 

or explaining the variances within the target variable. This process, called feature selection, reduces datasets to remove 

redundant or noisy features, keeping only the most informative ones. 

   
 standardised

X
X





−
=       (4) 

Following standardization, PCA calculates the covariance matrix C of the data to analyze the interrelationships 

among the characteristics of the data. The covariance matrix is represented by the following equation:  

 

1
   

1

TC X X
n

 
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           (5)  
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where ‘n’ denotes the number of samples or rows in the data. This captures the covariance between each feature 

pair-wise. PCA continues to find eigenvectors and eigenvalues from this covariance matrix. These are the directions 

with the highest possible variance. The principal components are also called this, and the eigenvalue relates to how 

much that is measured by taking it across this direction. The eigenvectors are sorted in order of the descending 

magnitude of their corresponding eigenvalues. The first eigenvector is along the direction of the greatest variance, the 

second is along the second greatest variance, and so on. The principal components (PCs) are the eigenvectors, and the 

eigenvalues indicate the variance captured by each PC. Finally, the data were projected onto the selected principal 

components to form a new set of uncorrelated features. If we select the top k eigenvectors (principal components), the 

transformed dataset is 

 

  reduced standardised kX X W=      (6) 

 

Here, is the matrix of ‘k’ eigenvectors.  

DFS-RMT Feature Selection  

The DFS-RMT (Dynamic Feature Selection with Recursive Monte Carlo Tree Search) framework constitutes 

the core component of the proposed methodology, enabling efficient exploration and optimization of feature subsets 

in high-dimensional intrusion detection datasets. Unlike conventional feature selection approaches that rely on static 

or single-stage optimization, the proposed framework introduces a recursive search mechanism integrated with a 

multi-objective evaluation strategy. This combination allows for progressive refinement of feature subsets while 

maintaining a balance between classification performance and feature compactness. 

In the DFS-RMT framework, feature selection is formulated as a sequential decision-making process, where 

each candidate subset is represented as a node within a search tree. The exploration of this tree is guided by the Monte 

Carlo Tree Search (MCTS) algorithm, which iteratively constructs and evaluates feature subsets through four key 

phases: selection, expansion, simulation, and backpropagation. During the selection phase, promising nodes are 

identified based on their historical performance and exploration potential. The expansion phase generates new 

candidate subsets by adding or removing features, while the simulation phase evaluates these subsets under stochastic 

conditions. The results obtained from simulation are then propagated back through the tree to update node statistics, 

guiding future exploration. 

A key distinguishing aspect of the proposed approach is the integration of the multi-objective evaluation 

function within the DFS-RMT process. Instead of optimizing solely for classification accuracy, each candidate feature 

subset is evaluated using the objective function J(S), which jointly considers classification performance and feature 

subset size. This ensures that the search process does not favour overly large feature subsets and instead promotes 

compact and efficient representations without compromising detection capability. 

The recursive structure of DFS-RMT further enhances its effectiveness. At each iteration, the best-performing 

feature subset identified from the MCTS process is selected and used as the input for the subsequent iteration. This 

recursive refinement reduces the effective search space in a progressive manner, allowing the algorithm to focus on 

increasingly promising regions of the feature space. As a result, the framework achieves faster convergence compared 

to traditional search-based feature selection methods, which typically operate over a fixed and often large search space. 

The iterative process continues until a stopping criterion is satisfied, such as the absence of improvement in the 

objective function or reaching a predefined recursion limit. The final output of the DFS-RMT framework is an optimal 

feature subset that achieves a desirable balance between predictive performance and dimensionality reduction. 

By integrating recursive search, multi-objective optimization, and guided exploration through MCTS, the DFS-

RMT framework provides a robust and scalable solution for feature selection in intrusion detection systems. This 

approach not only improves classification accuracy but also significantly reduces computational complexity by 

eliminating redundant and irrelevant features, making it suitable for real-world high-dimensional cybersecurity 

applications. 
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Deep Neural Network Model (DenseIDS) 

To further enhance model performance, a nature-inspired optimization technique is employed to tune the 

hyperparameters of the neural network. The selected feature subsets are evaluated using a deep neural network model 

designed for multi-class intrusion detection. The architecture consists of multiple dense layers with batch 

normalization and dropout regularization, enabling effective learning while preventing overfitting. 

  ( )( )
2 

1    
  Σ        

i

k

W i i ix C
S x x = 

= − −   (7) 

where represents the ith class, is the mean of the class, and k is the number of classes. 

The main idea of LDA is to find the linear combinations of features that maximize the ratio of the determinant 

of, which is formally written as:  

( ) ( )

( )

det

det

B

W

J W S

S

=
         (8) 

This objective function is maximized by solving the generalized eigenvalue problem as follows: 

     B WS v S v=      (9) 

where v is the eigenvector (direction of maximum discrimination), and  is the eigenvalue. Once the eigenvectors 

are computed, those with the highest eigenvalues are chosen to form a transformation matrix. The data were then 

projected onto these eigenvectors to reduce their dimensionality. 

Hyperparameter Optimization (ASO)  

Kernel Linear Discriminant Analysis, an extension of the traditional LDA to address data that are not linearly 

separable using kernel approaches. It uses a transformation from a low-dimensional input space into a possibly higher 

dimensional space via the use of a kernel function when data are not separable within a linear feature space. The main 

advantage of KLDA over LDA is that it can handle complex decision boundaries between classes, which improves 

the classification performance in cases where datasets have more complex patterns. The key idea behind KLDA is to 

apply a nonlinear transformation using a kernel function. Instead of directly working with the input data, KLDA first 

maps the data from the original feature space X into a higher-dimensional space using a mapping function  

( )   X H →           (10) 

Where H is the Hilbert space. The kernel used in this model was a sigmoid kernel. 

Similar to LDA, KLDA seeks to maximize class separation and minimize variance within each class. The 

optimization problem of LDA is defined in terms of scatter matrices, the within-class scatter matrix, and the between-

class scatter matrix. For KLDA, the same scatter matrices are used, but these scatter matrices are calculated in the 

kernel space using kernelized data. This is achieved by utilizing two measures. 

Kernelized Within-Class Scatter Matrix calculated by  

( )1     Σ Σ , 
i

k

W i x C iS K x x= =      (11) 

Kernelized Between-Class Scatter Matrix calculated by  

( )( )1 Σ , k

B i i iS N K  ==      (12) 

Where Ni is the data point count in the ci class, and   is the mean of the class, while the total mean is.  

Computational Complexity 

The recursive structure of DFS-RMT reduces the effective search space at each iteration, enabling efficient 

exploration without exhaustive enumeration. This results in a significant reduction in computational cost compared to 

traditional feature selection methods. Feature selection is a very important first step in any complex problem in 

machine learning and data mining. One way to do this is through feature selection, which is the process of removing 
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unimportant or irrelevant features from a dataset and retaining only the most important and relevant features. Some of 

the major benefits of feature selection are improved performance (higher prediction accuracy), reduced computational 

cost, and more comprehensible models. In feature selection, identifying and evaluating feature subsets typically 

consists of a paired search component (the process of exploring the space of possible features) and an evaluator 

component shown in Figure 3. The Search Component is the method employed to traverse the space of potential 

feature subsets. Forward selection and backward elimination are some of them, as well as more complex techniques, 

such as genetic algorithms or greedy methods. 

 

Figure 3. Components of feature selection. 

The proposed model is named DFS-RMT (Dynamic Feature Selection with Recursive Monte Carlo Tree 

Search) as shown in Figure 3. The main evaluation metric used to assess the DFS-RMT was the feature selection ratio. 

The complexity can be approximated as O(R × S × C), where R is recursion depth, S is number of simulations, and C 

is model evaluation cost. 

Monte Carlo Tree Search 

Monte Carlo Tree Search (MCTS) is an adaptive search strategy designed for solving complex decision-making 

problems with large and uncertain search spaces. In this work, MCTS is employed to identify an optimal subset of 

features by formulating feature selection as a sequential decision process. Each node in the search tree represents a 

partial feature subset, while branches correspond to decisions regarding the inclusion or exclusion of individual 

features. The algorithm iteratively constructs the search tree using stochastic sampling and performance-driven 

feedback. During each iteration, candidate feature subsets are generated and evaluated using a classification model, 

where predictive multi-objective function J(S) is used as the reward signal. This allows the search process to 

progressively favor feature combinations that improve classification performance. 

To maintain efficiency, the proposed approach integrates both filter-based ranking and wrapper-based 

evaluation. Initially, candidate subsets are refined using lightweight statistical criteria to eliminate irrelevant features. 

These refined subsets are then assessed through model-based evaluation, ensuring that feature interactions are captured 

effectively. By balancing exploration of new feature combinations with exploitation of previously successful subsets, 

MCTS enables efficient navigation of the high-dimensional feature space. The iterative refinement continues until a 

predefined stopping condition is satisfied, such as convergence in performance or reaching the maximum number of 

iterations. This strategy ensures a systematic and scalable approach to feature selection without requiring exhaustive 

search. 

2.8.1 Selection  

The selection phase determines the path to be followed within the existing search tree based on prior exploration 

outcomes. Starting from the root node, the algorithm traverses through child nodes by selecting those that exhibit a 

favorable balance between historical performance and exploration potential. This decision-making process is guided 

by a tree policy that evaluates each node using a reward-based criterion. Nodes associated with higher classification 

performance are more likely to be selected, while less explored nodes are still considered to maintain diversity in the 

search process. This balance prevents premature convergence to suboptimal feature subsets. 
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At each level of the tree, the decision to include or exclude a feature is represented by branching to 

corresponding child nodes. The traversal continues until a node is reached that has not been fully expanded or requires 

further exploration. The selected path thus represents a promising candidate subset that will be further refined in 

subsequent phases. Through this mechanism, the selection phase ensures that the search process remains both 

performance-driven and exploratory, enabling efficient identification of informative feature combinations in high-

dimensional datasets.  

ln
       i

i i

x M
UCT sqrt

m m


   
= +   
   

    (12) 

Where xi is the total reward of node i 

mi is the total number of nodes i has visited  

M is the total visits to the parent node  

δ is the exploration parameter 

The UCT algorithm identifies the node to be selected at each level of the tree. Selecting node Si at level i 

signifies the inclusion of feature Si in the current feature subset, whereas opting for results in its exclusion. The choice 

of Si is based on the rationale that its incorporation yielded substantial rewards in prior iterations, indicating that it 

should be included in the current feature subset. Conversely, the non-selection of Si suggests that it did not 

substantially enhance the rewards previously, rendering its elimination advantageous. 

2.8.2 Expansion  

Considering the sequence of actions, the existing new child nodes are added, and the expansion of the tree 

occurs. The urgent node, which is the final node selected in the selection process, gains a new child node during 

expansion. The incorporation of a new child node at node is similarly based on the UCT function. If ‘exceeds, then 

the child node is included, hence including feature in the current feature subset. In contrast, the child node is 

incorporated, but feature is excluded from the present feature subset. 

2.8.3 Simulation  

On a child node, a simulation is used to compute an approximate outcome. The default policy incorporates 

randomness into the creation of feature subsets throughout the simulation phase. It randomly selects attributes from 

the set of unexpanded attributes, with each attribute having an equal probability of selection. Upon the recent 

expansion of node, a random path is chosen from to a leaf node. When the current expanded node is, the selection and 

expansion phases determine which features from S1 to Si are included in the current feature subset. In the simulation 

phase, a random decision is made regarding the inclusion of the remaining features from S i+1 to Sn in the current 

subset. This methodology combines the use of a tree search with a random search to obtain feature subsets, thus 

identifying optimal combinations of features in far fewer iterations without the need to expand the complete search 

tree. 

2.8.4 Backpropagation  

The simulation reward is then justified by the selected nodes to update the tree statistics. The classifier was 

further used to determine the merit of the feature subset. The multi-objective function J(S) is used as the reward signal 

for simulation, "Simulation," of the now chosen nodes that then updates itself backwards to update the tree. 

( )    classifier subsetQ Accuracy S=      (13) 

If the accuracy of the present subset of features exceeds that of the prior best, the current subset of features is 

designated as the optimal feature subset. This iteration continues until the stopping criteria are satisfied. 

3. PROPOSED DFS-RMT (DYNAMIC FEATURE SELECTION WITH RECURSIVE 

MONTE CARLO TREE SEARCH) 

The proposed DFS-RMT selects a number of feature trees recursively, which are built recursively in an iterative 

manner. Successive feature selection trees possess a smaller state space than their predecessors; thus, the efficiency of 

the tree search in finding ideal features is enhanced while maintaining a consistent number of MCTS simulations. A 
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collection of characteristics F is used as the first input to build several trees in succession. Each tree produces an ideal 

selection of features as output after running the S-MCTS simulations. The output of each tree acts as the input to the 

following tree in the chain. This iterative procedure continues until the aforementioned condition is met, finally 

yielding the best set of characteristics. 

3.1 Recursion method in DFS-RMT 

The goal of this method is to find the best feature set (Sbest) for ‘m’ recursions. In each recursion step, the DFS-

RMT simulation constructs a feature selection tree to search for the best subset of features.   

The predetermined criteria of DFS-RMT assume that there are 0 to m recursions such that r= 0,1,2…i, j, .m. 

Initially, the input is the feature set Si for building the search tree. After the DFS-RMT simulation, is identified, where. 

When the condition that sbest is better than si, it is concluded that Sbest is reassigned as Soptimal, which is the optimal 

feature subset. Subsequently, the next recursion (jth) takes the input of Sbest. The condition now satisfies the condition. 

It subsequently creates another tree of feature subsets that produces. The DFS-RMT continues iteratively until the 

stopping criterion is met. In this research we define the stop criterion as  

( ) ( )1 j j

best bestAccuracy S Accuracy S −    (14) 

The above equation implies that the child tree generates an accuracy that is less than the parent tree, the stop 

criterion is met, and the recursive process ends at that point. A visual representation of the DFS-RMT model is 

presented in Figure 4.  

 

 

Figure 4. Proposed DFS-RMT. 

 

In the next phase, the feature tree is generated, as shown in Figure 5. There are two predefined conditions that 

the tree must satisfy to achieve the best subset (S):  

This implies that the feature has not yet been selected.  

If i is the level of the tree, it has only two children Si. 
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Figure 5. Feature sub tree generation. 

 

The feature states are represented by Si. denotes the selection and non-selection of a feature from the subset. A 

subset is defined as the path followed by the feature to the leaf node from the root node. The ultimate goal was to 

identify the path with the best accuracy. The DFS-RMT traverses all nodes and extracts the most accurate route. The 

traversed features in the selected path are collectively referred to as the accurate feature subset Sbest. Figure showcases 

the tree constructed by the DFS-RMT. Subsequently, a feature subset is generated based on the principle of 

progressively adding features as nodes, which in turn builds the search tree. The steps involved in feature set generation 

are selection, expansion, and simulation. The inclusion or exclusion of a feature into the subset is determined by the 

same equation given in the selection section, that is, Upper Confidence Bounds for Trees:  

ln
       i

i i

x M
UCT sqrt

m m


   
= +   
   

    (15) 

A stochastic simulation was performed from the top-level node to the terminal node, integrating the 

characteristics into the subset according to the standard protocol. This unique method expedites the discovery of the 

optimal feature subset by integrating tree search with random sampling, eliminating the need to traverse the entire 

feature selection tree. 

3.1.1 Dense Neural Network for classification 

The DenseIDS architecture is a systematic multi-class classification feedforward neural network. It combines 

several dense layers, batch normalization, and dropout regularization methods to determine the optimal trade-off 

between complexity, capacity, and generalization. This results in a trained network with a total of 309279 parameters 

to learn, striking an interesting balance between the depth of the model to learn high-level representations and 

normalizing approaches to avoid overfitting. First, this model started with an input layer connected to the first dense 

layer with 256 nodes. This layer acts with a Rectified Linear Unit (ReLU) as its activation function, which is a 

conventional nonlinear activation, providing sparsity in the activation space while eliminating vanishing gradient 

problems. It consists of 2,304 trainable parameters (weights and biases) that connect the input features to the next-

level representations. This is followed by a batch normalization layer, which helps stabilize the optimization process. 

It is an internal covariate shift and batch normalization that standardizes the input to the activation function at each 

batch. It has 1,024 learnable parameters corresponding to the scaling and shifting parameters of each feature. A dropout 

layer is applied, which disables the neurons in the network during training to mitigate overfitting and enhance 

generalization. Another dense layer expands the feature representation to 512 nodes, capturing more abstract and 

higher-level features of the input. This layer has 131584 trainable parameters, indicating the increased capacity that 

the model must have to handle this dimensional explosion. Again, batch normalization is employed in this layer to 

normalize the activations and facilitate optimization, adding 2,048 parameters to our network. Again, dropout is 

applied, which reinforces the regularization strategy and allows the model to be robust to a larger number of 

parameters. 
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A third layer is then added, which is a dense layer that compresses the feature depth back to 256 nodes, enabling 

the system to extract intermediate-level representations. Despite this contribution, it comprises 131,328 trainable 

parameters, a deliberate architectural design selection chosen to reduce the utilized feature space while preserving the 

critical learned information along the way. After the activation function, a batch normalization layer is added that 

accounts for 1,024 parameters, normalizing how each channel is scaled, and therefore reducing inconsistencies that 

cause instability during training. To mitigate the risk of relying too much on a neuron, dropout is introduced at this 

stage. The fourth dense layer reduces the feature space to 128 nodes to further improve the feature representations. 

The part that abstracts and compresses the learned features (32,896 parameters). Next is batch normalization (512 

parameters), which also serves as a stabilizer, and dropout regularization, which guarantees that the model does not 

memorize the training data while maintaining good generalization. The fifth layer reduces the dimensionality of the 

features to 64, with 8,256 trainable parameters, capturing crisp high-level features. At this point, a dropout layer is 

applied, which aligns with the general design principle of regularization. 

The output layer has five nodes, each corresponding to a target class (classification task). The final layer 

employs a softmax activation function, which converts the raw logits into a probability distribution across the classes. 

The softmax function normalizes the raw scores into probability values; therefore, the interpretation of the outputs of 

the model is straightforward — the normalized scores sum to one. The last layer of the model, or the output layer, 

consists, in this specific case, of 325 trainable parameters: the weights and biases that connect the last hidden layer to 

the output. This architecture illustrates a meticulously organized neural network design that utilizes dense layers to 

progressively enhance feature representations and integrates batch normalization to stabilize training dynamics. The 

intentional implementation of dropout layers across the network guarantees a resilient model that mitigates overfitting 

and generalizes effectively to novel inputs. The integration of ReLU with softmax activation algorithms enhances 

computing efficiency and classification. This model is adept at multi-class classification problems on high-

dimensional datasets because of its balanced complexity and scalability of architecture. The modular design facilitates 

expansion and adaptability for several practical machine learning applications. The architecture is shown in Table 1.  

Table 1: Architecture Details of Proposed DenseIDS Model. 

Layer Type Activation Function Output Shape Parameters No. of Neurons 

Dense ReLU (None, 256) 2,304 256 

Batch Normalization — (None, 256) 1,024 — 

Dropout — (None, 256) 0 — 

Dense ReLU (None, 512) 131,584 512 

Batch Normalization — (None, 512) 2,048 — 

Dropout — (None, 512) 0 — 

Dense ReLU (None, 256) 131,328 256 

Batch Normalization — (None, 256) 1,024 — 

Dropout — (None, 256) 0 — 

Dense ReLU (None, 128) 32,896 128 

Batch Normalization — (None, 128) 512 — 

Dense ReLU (None, 64) 8,256 64 

Dropout — (None, 64) 0 — 

Dense (Output) Softmax (None, 5) 325 5 

Optimization in deep learning is the process of updating the parameters of a neural network, such as its weights 

and biases, to minimize the error or loss function, which estimates the difference between the predictions of the 

network and the real target values. In general, optimization aims to improve the accuracy and generalization capability 

of the model to ensure that it performs well on new data. The optimized function is the key part of the deep learning 

model training. They are initialized randomly, and optimization is the tool that brings continual updates to discover 

those ordered and useful bindings between input and output. The model did not converge to a state capable of making 
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reliable predictions without optimization. DenseIDS 1,2 were optimized with a nature-based meta-heuristic optimizer 

called the atom search optimization algorithm. It is described below:  

Atom search optimizer 

The Atom Search Optimization Algorithm (ASOA) is a nature-inspired meta-heuristic optimization algorithm 

that simulates the behavior of atoms in nature. It is designed for current populations, and some of the key dynamics 

from atomic physics, such as attraction and repulsion, are used to dynamically search for the best possible solution to 

problems. The number of points representing possible solutions was generated randomly and then operated by 

attraction/repulsion based on one another. The algorithm in each iteration assesses the solutions and determines the 

attraction force between them. The solutions with the strongest attraction forces are combined to form a new solution. 

This continues until they find a solution with which they are satisfied. The geometric constraint was maintained at 

0.0001, and the interaction force was calculated as follows: 
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A high learning rate can accelerate the learning process and reduce the risk of settling into a local optimum. 

Once the model's accuracy was established, the learning rate was adjusted to make the learning process more precise. 

Weighted cross-entropy was applied to address the discrepancy in the sample size by adjusting the contribution to the 

loss of each sample according to its size, thereby ensuring an equal representation of samples in the loss calculation. 

( ) ( ) ( )( )1   Σ log 1    log 1   M

i i i i i iLoss w y its y its== + − −  (17) 

where 
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i

i
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w

M N
= , w is the weight and M is the class number.  

3.2.1 Selection of parameters of the CNN model using atom search optimization  

The Atom Search Optimization Algorithm is a nature-inspired optimization technique modelled with atomic 

behavior. It applies physical principles for atom molecular dynamics to provide solutions for optimization problems. 

It simulates the interaction forces in atoms to move the search patterns towards the global optimum solution. Each 

solution to the problem is represented as an atom, whose position corresponds to a potential solution. Interatomic 

forces are computed based on principles of attraction and repulsion, such as Van der Waals forces and the Lennard-

Jones potential, so that the atoms are guided towards better solutions. These forces determine the acceleration and 

velocity of the atom within the search space; therefore, its movement is determined by it. By iteratively updating the 

positions, the ASO explores the solution space to optimize the objective function. The algorithm checks the fitness of 

the atoms, retains the best solutions, and continuously refines the search until convergence or a number of iterations. 

Dynamically balancing exploration and exploitation is the key to making ASO highly effective in solving optimization 

problems that are highly dimensional and complex. The DenseIDS 1,2 architecture used in this study comprises a 

variety of hyper parameters, such as learning rate, number of neurons in the dense layer, batch size, loss, activation 

layer, and dropout rate. The Enhanced atom search optimizer (EASO) was employed to determine a few hyper 

parameter values. The enhanced Atom Search Optimizer (ASO) illustrated in Figure 6 presents the workflow adopted 

for adaptive hyper parameter tuning within the proposed framework. The optimization process begins with the 

initialization of a population of candidate solutions, where each atom represents a possible configuration of model 

parameters. These atoms interact through attraction–repulsion mechanisms inspired by molecular dynamics, allowing 

the search process to explore the solution space efficiently. During each iteration, the fitness of candidate solutions is 

evaluated based on the classification performance obtained from the DFS-RMT framework. The interaction forces 

guide atoms toward promising regions, while controlled randomness prevents premature convergence. 

As the optimization progresses, the algorithm gradually shifts from exploration to exploitation, enabling fine-

tuning of the best-performing solutions. The enhanced strategy incorporates adaptive parameter control to improve 

convergence stability and avoid stagnation in local optima. The iterative update of positions and velocities ensures 

that candidate solutions are refined based on both individual performance and collective behavior. This results in 

improved hyper parameter selection, which directly contributes to better generalization and classification accuracy. 



1236 

The integration of the enhanced ASO within the proposed framework thus provides a systematic approach for 

optimizing model performance without excessive computational overhead. 

 

Figure 6. Enhanced atom search optimizer Algorithm 

The hyper parameters optimized according to the atom search optimization are listed in Table 2.  

Table 2. EASO optimized hyperparameters. 

Hyperparameter Value 

Epochs  50  

Neurons 1221 

Dropout rate 0.3 - 0.1 

Batch size  100 

Atom population 100 

Depth  
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3.3 Computational Complexity Analysis 

The proposed DFS-RMT framework reduces computational complexity compared to exhaustive feature 

selection approaches by limiting the search space through recursive refinement. Instead of evaluating all possible 

feature subsets, the algorithm selectively explores promising regions of the search space using a guided tree-based 

strategy. 

At each recursion level, the feature space is progressively reduced, leading to fewer candidate subsets in 

subsequent iterations. This significantly lowers computational overhead while maintaining high-quality feature 

selection. Additionally, the integration of filter-based preprocessing reduces unnecessary evaluations, further 

improving efficiency. As a result, the proposed approach achieves a balance between search effectiveness and 

computational cost, making it suitable for high-dimensional intrusion detection tasks. 

4. RESULTS AND DISCUSSION 

4.1 Dataset 

The NSL-KDD dataset consists of 43 features representing network traffic characteristics, including basic, 

content-based, and traffic-based attributes. These features capture various aspects such as connection duration, 

protocol type, service information, and statistical traffic patterns. Since the dataset structure is well-established in prior 

studies, detailed feature descriptions are omitted for brevity. In this work, the focus is placed on effective feature 

selection and optimization rather than dataset reconstruction.  

The dataset includes both categorical and numerical features, requiring preprocessing such as encoding and 

normalization as presented in Table 3. High correlation among traffic-based features motivates the need for advanced 

feature selection methods such as DFS-RMT. 

Table 3. Summary of Feature Categories in the NSL-KDD Dataset 

Category Description No. of Features 

Basic Features Connection-level attributes 9 

Content Features Payload-based information 13 

Traffic Features Statistical traffic behaviour 21 

The proposed DFS-RMT framework performs recursive optimization to identify compact and discriminative 

feature subsets. At each iteration, the multi-objective evaluation function balances classification performance and 

subset size. As the optimization progresses, the number of selected features decreases steadily, while classification 

accuracy improves. This behavior indicates that redundant features are effectively eliminated without loss of critical 

information. 

 

Figure 7. Trade-off between feature subset size and classification accuracy across DFS-RMT iterations. 
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The results presented in Figure 7 illustrate the balance achieved between feature reduction and classification 

performance. As the recursive optimization proceeds, the feature subset size decreases significantly, while accuracy 

shows a consistent upward trend. In the final iteration, a minimal set of features is retained, resulting in substantial 

dimensionality reduction. Despite this reduction, the model maintains strong detection capability, demonstrating the 

effectiveness of the multi-objective optimization strategy in identifying compact and informative feature subsets. 

The proposed DFS-RMT framework consistently identifies a compact subset of features while maintaining high 

predictive performance. The reduction in feature dimensionality highlights the effectiveness of the recursive multi-

objective optimization in eliminating redundant and irrelevant attributes. This compact representation contributes to 

improved efficiency without degrading detection capability. 

 

Figure 8. Spread of the NSL-KDD dataset feature wise. 

The visualization presented in Figure 8 provides an overview of the distribution of features in the NSL-KDD 

dataset, highlighting the variability and range of values across different attributes. The figure illustrates that the dataset 

contains a mixture of features with diverse statistical characteristics, including both low-variance and high-variance 

attributes. This uneven distribution reflects the complexity of network traffic data, where certain features exhibit strong 

discriminatory patterns while others contribute minimal information to the classification task. A closer examination 

reveals that several features are densely clustered, indicating redundancy and potential correlation among attributes. 

At the same time, a few features display wider dispersion, suggesting their significance in capturing distinct behavioral 

patterns of network activity. This variation underscores the necessity of effective feature selection and dimensionality 

reduction techniques. By identifying and retaining only the most informative features, the proposed DFS-RMT 

framework reduces redundancy, improves computational efficiency, and enhances the overall performance of the 

intrusion detection system. 

The bird’s - eye view of the dataset showcases its heavy dimensionality and the need for reducing it. Therefore, 

a series of steps is taken to reduce the same using machine learning models.  

Evaluation metrics  

In this subsection, the metrics used for evaluating the methodology are discussed.  

4.2.1 Feature selection ratio 

The feature selection ratio is a quantitative measure that can be used to evaluate the effectiveness of a feature 

selection process. It is traditionally stated as the ratio of the number of features selected to the number of features 

originally considered in the dataset. This measure is quite informative regarding the amount of dimension reduction 

accomplished by the feature selection operation. 
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Number of Selected Features
FSR

Total Number of Features
=     (18) 

When a model employs a smaller feature selection ratio, it utilizes fewer features, potentially simplifying and 

enhancing its interpretability. This approach facilitates the achievement of equilibrium between feature reduction and 

the maintenance of model efficacy. Excessive feature reduction may result in the loss of critical information, whereas 

minimal reduction might not significantly enhance computational efficiency. 

4.2.2 Accuracy  

Accuracy is a popular metric used in machine and deep learning algorithms. It is the ratio of the total number 

of predictions to the correctly identified predictions. The formula is given below  

 
     

 

Total Predictions
Accuracy

Correct Predictions
=       (19) 

4.2.3 Precision 

Precision is a more dependable metric because it calculates the correct number of positive predictions in a 

confusion matrix.  

( )
   

   

TP
Precision

TP FP
=

+
      (20) 

4.2.4. Recall 

This metric is synonymous with true positive rate as it calculates the models ability to correctly capture all 

positive cases  

( )
       

   

TP
TPR Recall

TP FN
= =

+
     (21) 

4.2.5 F1-Score 

The F1 score is considered a type of balance between recall and precision. It provides a better intuition of how 

capable a model is when the dataset has a class imbalance.  
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4.2.6 False positive rate  

Also known as FPR, it calculates the measure of negative instances that are misclassified as positive by a model.  

FPR =  (22) 

4.2.7 Area under curve  

 

The AUC measures the coverage of the receiver operating characteristic (ROC). It is a graph plotted with the 

FPR against the TPR.  

( ) ( )1

0   AUC TPR FPR d FPR=      (23) 
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4.2.8 Dimensionality reduction and visualization  

The need for dimensionality reduction is discussed in this section. The class-wise size of the dataset is as 

follows: the ‘Normal’ class has 77054 instances, the ‘DoS’ class has 53387 instances, the ‘Probe’ class has 14077 

instances, the ‘R2L’ class has 3880 instances, and the ‘U2R’ class has 119 instances, as shown in Figure 9.  

 

Figure 9. Class wise spread of the dataset. 

Any deep learning classifier exhibits the problem of overfitting. The ideal way to overcome this is to select a 

better and more impactful version of the dataset without losing any useful and crucial information. Therefore, we 

experimented with three state-of-the-art dimensionality reduction methods: PCA, LDA, and KLDA. PCA is an 

unsupervised technique for dimensionality reduction that converts the original dataset into orthogonal components 

that capture the highest variances. The 2D PCA visualization illustrates clusters derived from the principle 

components, with some overlap among classes attributable to the unsupervised characteristics of the PCA. The 

confusion matrix for PCA is shown in Figure 10. A 2D representation of the dataset is shown in Figure 11.  

 

Figure 10. Confusion matrix of principal component analysis. 
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Figure 11. Dimensional dataset visualization using principal component analysis. 

Linear Discriminant Analysis (LDA) is a supervised technique that enhances class separability by generating a 

lower-dimensional representation that maximizes the inter-class variance in relation to the intra-class variation. The 

2D LDA plot demonstrates superior class separation relative to PCA; however, several regions overlap. The 

arrangement of dots in the figure reflects LDA's emphasis of LDA on optimizing discrimination along particular axes. 

The confusion matrix displayed in the Figure 12 demonstrates the division of classes. Figure 13 presents the 

visualization of LDA.  

 

Figure 12. Confusion matrix of Linear Discriminant Analysis. 
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Figure 13. Dimensional dataset visualization using Linear Discriminant Analysis. 

KLDA is a nonlinear version of LDA that transforms the data into a higher-dimensional feature space using 

kernel functions. The KLDA plot exhibits more distinct clusters and superior class separability relative to both PCA 

and LDA, particularly in datasets characterized by intricate, nonlinear interactions. This demonstrates the KLDA's 

capacity to manage nonlinearity proficiently. Figure 14 shows the confusion matrix of KLDA, and Figure 15 represents 

the 2 dimensional visual representation of the dataset.  

 

Figure 14. Confusion matrix of KLDA. 
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Figure 15. Visualization of KLDA. 

Among all the methods deployed, PCA yielded the best results, as shown in Table 4. The 3D PCA visualization 

in Figure 17 illustrates the data points spread along the X, Y, and Z axes, which reflect the modified properties of the 

high-dimensional dataset following dimensionality reduction. The aggregation of colors indicates that specific 

categories of data items are different. 

Table 4. Performance Metrics under Dimensionality Reduction Techniques 

Class Metric PCA LDA KLDA 

DoS 

Accuracy 0.95 0.97 0.95 

TPR (Recall) 0.92 0.94 0.91 

TNR (Specificity) 0.97 0.99 0.97 

Precision 0.95 0.98 0.95 

False Positive Rate 0.03 0.01 0.03 

F1-Score 0.94 0.96 0.93 

Probe 

Accuracy 0.96 0.97 0.94 

TPR (Recall) 0.56 0.78 0.80 

TNR (Specificity) 1.00 0.99 0.96 

Precision 0.97 0.90 0.67 

False Positive Rate — 0.01 0.04 

F1-Score 0.71 0.83 0.73 

R2L 

Accuracy 0.97 0.97 0.97 

TPR (Recall) — — — 

TNR (Specificity) 1.00 1.00 1.00 

Precision — — — 
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False Positive Rate — — — 

F1-Score — — — 

U2R 

Accuracy 1.00 1.00 1.00 

TPR (Recall) — — — 

TNR (Specificity) 1.00 1.00 1.00 

Precision — — — 

False Positive Rate — — — 

F1-Score — — — 

Normal 

Accuracy 0.92 0.92 0.92 

TPR (Recall) 0.99 0.98 0.95 

TNR (Specificity) 0.83 0.86 0.89 

Precision 0.86 0.89 0.90 

False Positive Rate 0.17 0.14 0.11 

F1-Score 0.92 0.93 0.92 

 

The classification performance of the proposed DFS-RMT framework is evaluated using standard metrics, 

including accuracy, precision, recall, and F1-score. The results indicate that the model achieves consistent and high 

detection performance across all evaluation metrics. The integration of multi-objective feature optimization 

contributes to improved classification capability while maintaining a compact feature representation. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 16. ROC curves for multi-class intrusion detection using the proposed DFS-RMT framework. 

The ROC curves shown in Figure 16 illustrate the discriminative capability of the proposed model across 

different attack categories. The curves remain close to the top-left region, indicating high true positive rates with low 

false positive rates. The area under the curve (AUC) values are consistently high for all classes, demonstrating strong 

classification performance. Notably, the model maintains effective detection even for minority classes such as R2L 

and U2R, which are typically more challenging due to their limited representation in the dataset. This behavior 

confirms the robustness and generalization capability of the proposed framework. 
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Figure 17. Dimensional visualization of PCA results. 

The visualization shown in Figure X illustrates the distribution of the NSL-KDD dataset after applying Principal 

Component Analysis (PCA) for dimensionality reduction. The original high-dimensional feature space is projected 

onto a lower-dimensional representation defined by the principal components, which capture the maximum variance 

in the data. The resulting clusters indicate how different classes are distributed in the transformed space. While certain 

classes exhibit partial separation, there is still noticeable overlap among some regions, reflecting the inherent 

complexity of the dataset and the unsupervised nature of PCA. 

The observed overlap suggests that PCA, while effective in reducing dimensionality and removing redundancy, 

does not fully maximize class separability. This limitation arises because PCA focuses on preserving global variance 

rather than optimizing class discrimination. Nevertheless, the transformed feature space provides a more compact 

representation that facilitates efficient learning and reduces computational complexity. These observations justify the 

need for subsequent feature optimization using the proposed DFS-RMT framework, which further refines the feature 

subset to enhance classification performance. 

DFS-RMT: Dynamic Feature Selection with Recursive Monte Carlo Tree Search results 

Dimensionality reduction is an important step in the process, but there is a requirement for selecting the most 

pertinent features from the dataset. This was done using MCTS with 10 fold cross validation. Figure 18 shows the plot 

of fold-wise accuracy, Figure 19 shows the fold-wise feature selection ratio and Figure 20 shows the Feature Count 

Selection Ratio. The parameters, Number of Selected Features, Accuracy and Feature Selection Ratio of MCTS, are 

mentioned in table below. Two hyper parameters, the scaling factor and termination, are present in the DFS-RMT 

model. The scaling factor value was set to 0.12, and the termination criteria were set to 1000. 10-fold cross validation 

was performed, where nine folds were retained for training and the rest for testing.  
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Figure 18. Fold wise accuracy of MCTS. 

 

Figure 19. Fold wise feature selection ratio of MCTS. 

A significant improvement is observed in the detection of minority classes, particularly R2L and U2R attacks. 

This can be attributed to the recursive feature selection strategy, which preserves discriminative features that are often 

overlooked in conventional approaches. The balanced learning achieved through preprocessing further enhances the 

model’s ability to detect rare attack patterns. 

 

Figure 20.  Feature Count Selection Ratio. 
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Table 5. MCTS values. 

MCTS Parameters 

No of Folds Number of Feature 

Selected 

Accuracy Feature Selection Ratio 

1 12 0.9839 0.29 

2 10 0.9799 0.24 

3 8 0.9797 0.2 

4 8 0.9783 0.2 

5 13 0.985 0.32 

6 15 0.9857 0.37 

7 13 0.9802 0.32 

8 14 0.9865 0.34 

9 7 0.9801 0.17 

10 13 0.9825 0.32 

In the above table Number of Folds indicates cross-validation folds used to evaluate model performance, 

Number of Features Selected Varies across folds, demonstrating the adaptiveness of the feature selection process, 

Accuracy shows the model's classification accuracy, with values consistently above 97%, indicating robust 

performance, Feature Selection Ratio highlights the proportion of features selected relative to the total features, 

ranging from 0.17 to 0.37. Based on the highest accuracy 0.9865 and feature selection ratio of 0.34, 14 essential 

features are retained for the next level. Table 5 displays the feature selection results.  

DenseIDS neural network  

Initially, a dense neural network was deployed on the original NSL-KDD dataset after the dimensionality 

reduction transformation. This resulted in an accuracy of 0.950. The accuracy and loss plots of the PCA-induced neural 

network are presented in Figure 21.  

 

Figure 21. Accuracy and loss of the DenseIDS model after PCA dimensionality reduction. 
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Subsequently, the network was run after the Monte Carlo feature selection strategy, which gave an accuracy of 

0.953, which is an improvement over the previous version. The consistency of performance across validation folds 

indicates that the proposed model generalizes well and is not over fitted to specific data partitions. This stability 

highlights the robustness of the DFS-RMT framework in handling variations in training data.  

Optimization with atom search optimizer 

Although the neural network provided reasonable accuracy, the goal of this study was to maximize the accuracy 

of the DenseIDS model. Therefore, we used a nature-based metaheuristic optimization. After optimization, the model 

achieved an accuracy of 0.97, which was the highest among all permutations performed in this study.  

The values of the metrics accuracy, specificity, recall, precision, false positive rate and F1-Score are listed in 

Table 6.  

Table 6. Results of all metrics after PCS, MCTS and EASO. 

Class Metric Before After-1 After-2 

DoS 

Accuracy 0.99 0.99 0.99 

TPR (Recall) 0.99 0.99 0.99 

TNR (Specificity) 0.99 0.99 1.00 

Precision 0.99 0.99 0.99 

False Positive Rate 0.01 0.01 — 

F1-Score 0.99 0.99 0.99 

Probe 

Accuracy 0.99 0.98 0.99 

TPR (Recall) 0.95 0.94 0.95 

TNR (Specificity) 1.00 0.99 0.99 

Precision 0.95 0.90 0.94 

False Positive Rate — 0.01 0.01 

F1-Score 0.95 0.92 0.94 

R2L 

Accuracy 0.98 0.98 0.99 

TPR (Recall) 0.49 0.34 0.52 

TNR (Specificity) 0.99 1.00 1.00 

Precision 0.70 0.88 0.90 

False Positive Rate 0.01 — — 

F1-Score 0.58 0.49 0.66 

U2R 

Accuracy 1.00 1.00 1.00 

TPR (Recall) — — — 

TNR (Specificity) 1.00 1.00 1.00 

Precision — — — 

False Positive Rate — — — 

F1-Score — — — 

Normal 
Accuracy 0.97 0.97 0.97 

TPR (Recall) 0.98 0.98 0.99 
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TNR (Specificity) 0.96 0.95 0.96 

Precision 0.96 0.96 0.97 

False Positive Rate 0.04 0.05 0.04 

F1-Score 0.97 0.97 0.98 

The Recall metric slightly declined after MCTS for the Probe and R2L classes but improved after EASO for all 

classes, especially for R2L (from 0.34 after MCTS to 0.52 after EASO). The specificity values remained stable or 

improved slightly after optimization. For example, the DoS class improved to 1.00 after the EASO, indicating a perfect 

classification of true negatives. There was an observable improvement in the precision of the R2L and Probe classes 

after the EASO. For instance, the precision for R2L increased from 0.70 (before MCTS) to 0.88 (after MCTS) and 

further to 0.90 (after EASO). This indicates a better ability to avoid false-positive results. The FPR remained low 

across all classes, with improvements observed after the EASO. For the DoS, the FPR was reduced to 0.00, indicating 

no false positives. The F1-Score generally improved or remained consistent after the EASO, demonstrating balanced 

precision and recall improvements. For example, the R2L class F1-score increased from 0.49 (after MCTS) to 0.66 

(after the EASO). The ROC-Curve for the modelodel before MCTS, model after MCTS, and the model after EASO 

are shown in Figure 22.  

 

Figure 22. ROC curves. 

The final training system of DenseIDS with atom search optimizer is presented in Figure 23.  

 

Figure 23. DenseIDS with atom search optimizer. 
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The validation and training curves were closely intertwined, representing a model that did not experience 

overfitting. Table 7 compares the performance of the proposed DenseIDS with that of state-of-the-art IDS models. 

Table 7. Comparison of DenseIDS deep neural network with respect to other works. 

Paper Model Accurac

y  

Shone et al. [18] Nonsymmetric deep autoencoder (NDAE) 97.90 % 

Vigneshwaran et al. [27] RELU activation function induced Deep Neural Network 93% 

Kim et al. [28] Adam optimizer based Deep Neural Network for binary 

classification  

99.08% 

Polturi et al. [29] Auto encoder network  97.7% 

Singh et al. [30] PCA based NARX neural networks with an Artificial neural 

network 

97.97% 

Jia et al. [31] Convolution neural network 97.7% 

Aslahi et al. [32] Support vector machine with genetic algorithm for hybrid 

classification 

97.3% 

Wankhede et al. [33] Support vector machine with decision tree model  96.4% 

Proposed DenseIDS DFS-RMT (Dynamic Feature Selection with Recursive 

Monte Carlo Tree Search) with Dense Neural Network  

97% 

The reduction in feature count directly contributes to lower computational complexity and faster inference time. 

This makes the proposed framework suitable for real-time intrusion detection scenarios, where both accuracy and 

efficiency are critical. 

4.6 Ablation Study 

In our work, we performed a thorough ablation study using non-parametric and statistical tests to systematically 

measure the effect of the architectural and training choices of our model. Finally, we obtained the following metrics: 

Cohen’s Kappa (0.8887) or Matthews Correlation Coefficient (0.8888), supporting a high degree of agreement and 

robust prediction power (beyond random level). The low values of log loss (0.2564) and the relatively small Earth 

Mover’s Distance (0.0215) indicate that the probability estimates were well-calibrated.  A significant difference 

between our benchmark and the non-defensive models can be observed through the KS statistic and p-value of -2.6742 

with p=0.0075. This indicates a meaningful difference in performance in our experiments. Finally, the entropy value 

of 2.3215 indicates a well-spread predicted class. Combined, our experiments suggest that our model is not only 

accurate, but also balanced, consistent, and statistically significant with high confidence levels and reliable probability 

outputs, which we demonstrate empirically in the high agreement of our predicted versus actual labels. The similarity 

between the macro and weighted reveals that the model is not skewed towards the majority classes and is thus 

appropriate for balanced as well as mildly imbalanced datasets. These results indicate that our ablation selections 

significantly improved the generalization and reliability of our learning model. We divided the data into ten chunks 

and conducted the tests. Table 7 presents the test results of the robustness check.A comparative analysis is conducted 

with representative approaches from the literature to evaluate the effectiveness of the proposed method. The 

comparison focuses on classification performance and feature efficiency. 
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Table 7.  Metric Scores of DFS-RMT DNN with ten chunks of data splits against non-parametric and 

statistical tests. 

Metric Chu

nk 1 

Chun

k 2 

Chun

k 3 

Chun

k 4 

Chun

k 5 

Chun

k 6 

Chun

k 7 

Chun

k 8 

Chun

k 9 

Chun

k 10 

Cohen's 

Kappa 

0.889

7 

0.886

4 

0.8897 0.8836 0.8915 0.8854 0.884

8 

0.888

0 

0.893

7 

0.894

2 

Matthe

ws 

CorrCo

ef 

0.889

7 

0.886

5 

0.8898 0.8837 0.8916 0.8855 0.884

9 

0.888

1 

0.893

8 

0.894

3 

Log 

Loss 

0.251

7 

0.258

4 

0.2525 0.2671 0.2532 0.2677 0.261

5 

0.259

6 

0.252

1 

0.240

3 

KS 

Statistic 

0.007

5 

0.009

6 

0.0107 0.0079 0.0086 0.0120 0.008

6 

0.010

5 

0.009

4 

0.010

1 

KS p-

value 

0.995

4 

0.940

3 

0.8716 0.9899 0.9766 0.7661 0.976

6 

0.883

0 

0.947

8 

0.914

3 

T-test 

Stat 

-

0.674 

-0.927 -

0.8197 

-

0.1796 

-

0.9473 

-

1.2446 

-0.871 -0.874 -

0.896 

-

1.020 

T-test 

p-value 

0.499

7 

0.353

7 

0.4124 0.8575 0.3435 0.2133 0.383

8 

0.381

9 

0.370

2 

0.307

4 

Earth 

Mover 

Distanc

e 

0.017

4 

0.023

7 

0.0208 0.0136 0.0242 0.0315 0.022

2 

0.022

4 

0.022

9 

0.025

9 

Entrop

y (Pred 

Classes) 

2.320

6 

2.320

9 

2.3213 2.3210 2.3217 2.3206 2.321

3 

2.321

1 

2.320

6 

2.320

9 

The proposed framework demonstrates competitive performance while achieving significant feature reduction. 

Unlike many existing methods that rely on large feature sets, the DFS-RMT approach maintains a balance between 

accuracy and efficiency, highlighting its practical applicability. 

Figure 24 presents a comparative analysis of the proposed model against recent state-of-the-art intrusion 

detection approaches reported up to 2025 on the NSL-KDD dataset. The comparison highlights that the proposed 

DFS-RMT-based framework achieves competitive performance in terms of classification accuracy while maintaining 

a significantly reduced feature set. Unlike several existing models that rely on complex architectures or larger feature 

spaces, the proposed approach demonstrates improved efficiency and balanced detection capability, particularly for 

minority attack classes. These results indicate that the integration of recursive feature selection with optimized deep 

learning contributes to both accuracy and computational efficiency, making the model suitable for high-dimensional 

intrusion detection scenarios.  
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Figure 24. SOTA comparisons from 2025 on NSL-KDD data implorations. 

The effectiveness of the proposed DFS-RMT approach is evident from its ability to significantly reduce the 

dimensionality of the dataset while maintaining high classification accuracy. Across cross-validation folds, the number 

of selected features ranges from 7 to 15, corresponding to a reduction of up to 83% of the original feature space. 

This reduction not only decreases computational complexity but also improves model generalization by 

eliminating redundant and irrelevant features. Compared to traditional dimensionality reduction techniques, the 

proposed method retains critical discriminative information, particularly benefiting minority class detection. These 

results highlight the importance of adaptive feature selection in enhancing intrusion detection performance in high-

dimensional environments. 

5. CONCLUSION 

This paper presented an adaptive multi-objective feature optimization framework for intrusion detection based 

on recursive Monte Carlo Tree Search. The proposed DFS-RMT approach integrates recursive search with a multi-

objective evaluation strategy to identify compact and discriminative feature subsets in high-dimensional data. By 

simultaneously considering classification performance and feature subset size, the framework achieves an effective 

balance between detection accuracy and computational efficiency. The experimental results demonstrate that the 

proposed method consistently reduces feature dimensionality while maintaining strong classification performance 

across multiple evaluation metrics. The recursive refinement mechanism enables progressive narrowing of the search 

space, leading to stable and reliable feature selection. In addition, the framework shows improved capability in 

detecting minority attack classes, highlighting its effectiveness in handling imbalanced intrusion detection scenarios. 

The integration of optimized feature subsets with a deep neural network model further enhances detection performance 

and generalization capability. The observed results confirm that the proposed approach can achieve robust intrusion 

detection with reduced complexity, making it suitable for practical deployment in high-dimensional network 

environments. Despite these promising results, the current study is limited to benchmark datasets, which may not fully 

represent real-world network conditions. Future work will focus on extending the framework to real-time and 

streaming environments, incorporating more diverse datasets, and exploring advanced learning architectures to further 

improve detection performance and scalability.  
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