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Abstract: The integration of cloud computing in modern healthcare information systems has greatly contributed to data scalability, 

real-time analytics, telemedicine delivery, and efficient management of EHRs. Nonetheless, the dynamic nature of the workload in 

healthcare often causes inefficiencies in cloud resource management and increased costs for cloud operations. Also, centralized 

machine learning models employed in the process of optimizing cloud resources have been identified to pose major threats when 

it comes to the privacy and security of patients' health data. With that in mind, this paper introduces MOFO-FL which stands for 

Multi-Objective Federated Optimization Framework for Privacy-Preserving Healthcare Cloud Cost Management. The developed 

system is based on combining FL with MOFO to allow for collaborative prediction of cloud costs while at the same time optimizing 

cloud resources in multiple healthcare centers without disclosing patients' sensitive health data. This is achieved by employing 

federated deep learning with FedAvg aggregation strategy for predicting cloud cost. Also, a multi-objective fitness function is used 

to optimize cloud cost, cloud execution time, CPU usage, and storage capacity. Evaluation via experiments proves fast convergence 

of the federated model with very low levels of prediction errors and improved cloud resource usage. XAI-based analysis reveals 

that the CPU needs and execution time are two parameters which have the highest impact on cost estimation in clouds. Comparative 

study conducted in comparison with existing techniques like genetic algorithm, particle swarm optimization, ant colony 

optimization, and whale optimization algorithm highlights the fact that the presented approach offers significantly better 

performance with the cloud cost savings reaching up to 99.96%. 
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1. Introduction:  
Rapid transformation towards digitalization in the healthcare industry is being brought about by increased use 

of cloud computing, artificial intelligence, internet of things (IoT), electronic health records (EHRs), telemedicine, 

and decision support systems that utilize data. The modern healthcare facilities produce massive amounts of diverse 

data from different sources such as patient records, medical images, wearables, laboratory information management 

systems, and remote monitoring systems. The effective management and processing of these data necessitate the use 

of computing architectures that can handle dynamically changing workloads [1]. 
Cloud computing has become an essential technology in satisfying these needs through providing scalable 

resources of computing power, storage systems, network services, and sophisticated analysis tools available whenever 

needed. In contrast to on-premises infrastructures, cloud platforms allow health care organizations to allocate 

computing resources depending on the current workload, thus saving costs and increasing efficiency. Leading cloud 

service providers have developed healthcare-oriented products which provide such features as data storage, handling 

of medical images, telemedicine services, predictive analytics, and machine learning algorithms [2]. 
Although there are many benefits of cloud computing for healthcare organizations, it is also faced by some 

problems concerning operational cost management. Workload variability is one of the main features of healthcare 

since there is variability in patient admissions, emergencies, telehealth visits, image processing, and clinical analytics 
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operations [3]. As a result, there can be either over-provisioning or under-utilization of cloud resources, resulting in 

higher costs. Cloud cost management has become a crucial problem to address. 
Cost management in clouds for healthcare industry is much more complicated than any other traditional sector 

since there is a need to ensure high availability, low latency, stringent data privacy, and compliance with regulatory 

policies. This implies that it is highly necessary to have intelligent approaches that can accurately predict cloud costs 

[4]. 
Current developments in the realm of Artificial Intelligence and Machine Learning have shown their usefulness 

for solving cloud management issues. Through predictive modeling, resources can be anticipated, cost estimates made, 

and even help in devising methods of automation for resource allocation. Nevertheless, machine learning techniques 

based on centralized models need to collect huge amounts of health data in a centralized database from various 

hospitals. This brings up many questions related to data protection, ownership, and security [5]. 
One such framework that has been developed to solve these challenges is federated learning (FL). In this 

framework, participants do not share raw data but develop local models using their data and exchange only the model 

parameters with the central aggregation server. It allows intelligent collaboration without sharing data. This kind of 

framework has been proven to be beneficial especially in medical settings where data sharing is restricted [6]. 
The Intelligent Federated Learning Framework for Predictive Cloud Cost Management in Healthcare 

Environments is suggested in this study. It uses federated deep learning along with cloud resource analysis and 

predictive modeling techniques for efficient cloud cost management in the healthcare sector while keeping data 

privacy intact [7]. Through a collaborative learning process for the analysis of resource consumption in clouds without 

any patient data, the proposed approach will enhance accurate cloud cost prediction. 

 
Figure 1: Cloud optimization for healthcare environments 

Evolution of Cloud Computing in Healthcare 
The development of healthcare information systems has evolved to become very sophisticated and digitized. 

The early information systems used in healthcare were isolated, with limited capabilities of interoperability and 

scalability. However, due to the rising number of data in healthcare settings, the existing infrastructure was no longer 

sufficient to support sophisticated operations, such as telemedicine[8]. 
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These issues were overcome by cloud computing that ensured scalability and flexibility in providing 

infrastructure services that could support high computing requirements in healthcare. Through IaaS, PaaS, and SaaS, 

healthcare providers can gain access to computing resources without making significant investments [9]. 
COVID-19 outbreak caused an even more rapid adoption of cloud computing in the world healthcare systems. 

The telemedicine market grew at an incredible pace, thus generating a need for cloud communication platforms and 

systems for patient treatment and monitoring. At the same time, there was an increase in the use of cloud AI 

applications in the health sector [10]. 
While cloud computing technologies have enabled enhanced health services, the growing complexity of tasks 

involved in the healthcare sector has led to an increase in cloud computing operational costs. Therefore, there is a need 

for smart systems that will facilitate efficient resource utilization and service delivery [11]. 
Challenges of Cloud Cost Management in Healthcare 
There are several distinctive features of the environment of healthcare clouds that pose particular challenges in 

the optimization of costs. Firstly, one should note that healthcare environments tend to be quite dynamic, which creates 

additional difficulties when trying to allocate resources properly. Indeed, patient admittance, emergencies, epidemics, 

or other factors can lead to unpredictable spikes in workload [12]. 
An additional issue includes the storage of large amounts of medical data. Technologies like MRI, CT scanning, 

PET scanning, and digital pathology produce enormous amounts of high-definition data. The need for storing data 

long-term raises the cost of data storage [13]. 
The health care organizations need to adhere to the rules for privacy and protection of information related to 

patients that are laid down in regulatory laws. There are certain laws like HIPPA, GDPR, etc., which have stringent 

guidelines concerning data encryption and data security measures. 
Healthcare organizations are known to run hybrid architectures that have a mix of in-house solutions, private 

cloud, and public cloud computing services. The management of resources in such diverse infrastructures needs 

effective strategies for resource orchestration. 
These problems point out the need for intelligent cloud management systems that can anticipate the demand on 

resources, optimize allocation schemes, and minimize costs while providing quality healthcare services. 
Artificial Intelligence for Cloud Resource Optimization 
Another technology that is increasingly being adopted for managing intelligent clouds is Artificial Intelligence. 

This technology utilizes machine learning algorithms to evaluate trends from past data and identify correlations 

between workloads and infrastructure needs. The benefit of predictive analytics is that it minimizes over-provisioning 

and lowers operational costs. 
Techniques of deep learning have shown amazing abilities in creating models that can handle non-linear 

associations within clouds. The neural network is able to capture such complicated associations in regard to healthcare-

based loads and predict the future requirements for resources. 
Moreover, such systems using artificial intelligence techniques may automate task scheduling, anomaly 

detection, energy management, and capacity planning as well. Such features will enable higher efficiency, cost 

reduction, and increased reliability. Nonetheless, classic AI methods usually involve centralized availability of massive 

data concerning healthcare, which is not very secure. 
Federated Learning in Healthcare 
The concept of Federated Learning stands out as an innovative paradigm in the field of collaborative learning 

algorithms. It was proposed as an improvement on the existing model of central learning that involved a privacy risk 

of exchanging raw datasets to train the machine learning algorithm. Federated Learning is based on allowing different 

parties to train a machine learning model collaboratively without sharing their raw datasets. 
One field where federated learning shows tremendous potential is healthcare, since the data of patients are very 

sensitive. It is common for hospitals and other institutions conducting medical research to have useful data sets, which 

they cannot share due to privacy issues. Using federated learning will allow them to train models without violating 

any rules. 
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Healthcare applications of federated learning consist of medical diagnostics, image processing, patient risk 

prediction, drug development, personalized healthcare, and resource management within the healthcare industry. On 

the other hand, there has been little work carried out on using federated learning technology to minimize cloud costs 

within the healthcare industry. This study fills this gap by integrating federated learning and cloud cost prediction 

models. 
Research Motivation 
This research is motivated by the rising use of cloud infrastructure by healthcare institutions and the 

corresponding rise in costs. Most existing techniques used in the optimization of cloud infrastructure costs involve 

centralized data gathering, which is not compatible with the confidentiality concerns of health care institutions. 

Moreover, many of the techniques employed do not account for the dynamic characteristics of workload in health 

care. 
Federated learning represents an ideal approach that allows for collaborative learning without the threat of 

compromising the integrity of data privacy. Combining federated learning with predictive analysis enables healthcare 

organizations to create precise cloud cost prediction models without losing control of their local data. 
The proposed model tries to fill the gap between privacy-aware machine learning models and intelligent cloud 

costing models. This will help healthcare managers gain meaningful insights into resource consumption and cost 

implications. 
The rest of this paper is structured as follows. Section 2 discusses the relevant literature in the areas of cloud 

computing, healthcare analytics, federated learning, and cloud cost optimization. Section 3 introduces the proposed 

intelligent federated learning approach, datasets and experimental design. Section 4 covers results and performance 

evaluation. Section 5 concludes the paper. 

2. Literature Review  
The increasing adoption of federated learning (FL) in healthcare has significantly enhanced privacy-preserving 

analytics and collaborative intelligence. A hybrid federated learning approach embedded into cloud-native technology 

was introduced by Abbas et al. [14] for developing predictive health-care applications under patient privacy. The 

approach adopted the use of data provenance and governance, local utility models, and a federated training pipeline 

for facilitating predictive analysis with privacy protection. The work reported high privacy protection, credible health-

care predictions, and successful data governance. Nevertheless, the proposed solution lacked efficient communication 

and federated coordination strategies, and also ignored cloud cost optimization. 

The FedSDM Framework was presented by Rajagopal et al. [15] to process ECG data using Federated Learning 

in IoT-based Edge-Fog-Cloud settings. This architecture used federated learning at edge, fog, and cloud layers to assist 

in real-time healthcare decision-making. Results showed substantial reductions in terms of latency, execution time, 

energy, networking, and costs. However, the FedSDM Framework has been specifically proposed for ECG data only 

and was not evaluated in relation to scalability in other healthcare cloud ecosystems. 
In a detailed survey on federated learning for smart healthcare, Nguyen et al. [16] emphasized the increasing 

role of privacy-preserving AI in the healthcare system. The survey covered several federated learning frameworks, 

such as resource-aware federated learning, privacy-aware federated learning, personalized federated learning, and 

incentive federated learning. Moreover, some of the applications covered in this survey were medical imaging, health 

monitoring, and detection of COVID-19 infection. The survey contributed significantly to the understanding of 

federated healthcare systems but was purely conceptual and lacked implementation. 
Regarding privacy issues in smart healthcare environments, Akter et al. [17] developed an Edge Intelligence 

solution using federated learning and edge aggregation. In their solution, convolutional neural networks along with 

the concept of artificial noise were employed to enhance privacy while retaining predictive accuracy. The results of 

the experiments carried out indicated that a high level of accuracy and resistance to inference attacks were achieved 

in their research. Though they concentrated strongly on privacy issues, no efforts have been made regarding healthcare 

cloud resources and costs. 
Federated learning for privacy-preserving AI in distributed clouds was studied by Thota [18]. In the suggested 

cloud-native federated learning scheme, secure aggregation, differential privacy techniques, and dynamic 

communication were used in order to ensure improved scalability and security. The study was successful in minimizing 
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privacy threats without lowering the performance of the learning process. Nonetheless, it focused on general clouds 

and did not consider healthcare applications or costs predictions.  
The researchers Baucas et al. [19] have suggested a framework based on federated learning and blockchains to 

implement Fog-IoT systems that offer predictive healthcare using wearables. The use of blockchain and federated 

learning resulted in improvements regarding privacy, integrity of service delivery, and adaptiveness of the network. 

However, the addition of blockchain has made the system complex and increased the cost of computation, thereby 

hindering scalability. 
Chowdhury and Kudapa [20] explored federated learning models in the context of privacy-preserving data 

exchange and analytics in the healthcare setting. They applied a combination of techniques like secure aggregation, 

differential privacy, and adaptive robustness to achieve a compromise between privacy, security, and predictive 

accuracy. While their analysis proved that the proposed models complied effectively with regulations and maintained 

good privacy with no additional cost, the research failed to explore cloud optimization and budgeting issues. 
Naithani et al. [21] investigated the incorporation of AI approaches within the context of federated learning in 

smart healthcare systems. The paper analyzed the existing federated healthcare solutions powered by AI, which include 

disease prediction, personalized treatments, and remote patient monitoring. Naithani et al.’s work is rich with 

information about present-day research directions in this field. However, the analysis conducted in this paper is mostly 

based on surveys. 
The smart healthcare framework was designed by Khanh et al. [22], combining Federated Learning with AI-

based edge computing, for delivering secure and efficient healthcare services. It showed how effective the edge 

computing environment could be used in the development of smart healthcare services. The authors focused on 

demonstrating the ability of AI-enabled edge computing solutions to enhance real-time decision-making in smart 

healthcare. Nevertheless, the framework lacked consideration of cost prediction and optimization at the cloud level. 
The Federated Ensemble Internet of Learning (FDEIoL) framework was proposed by Khan et al. [23] for the 

purpose of remote health care monitoring and medical diagnosis based on a cloud-based approach. The combination 

of Internet of Things devices, federated learning algorithms, and ensemble learning methods helped them achieve 

disease diagnosis with high accuracy, preventing any form of poisoning attack. However, the main drawback is that 

the framework emphasized medical diagnosis and remote monitoring, not cloud management and cost optimization. 
Ali et al. [24] conducted an extensive review on federated learning for privacy preservation in smart healthcare 

systems. The research highlighted the importance of federated learning for maintaining the privacy of sensitive 

medical data in IoMT. In addition to this, recent architectures such as those that incorporated deep reinforcement 

learning, digital twin, and generative adversarial network were also explored. Despite the availability of many research 

opportunities and challenges, the review was not experimentally validated. 
Annappa et al. [25] have presented the concept of FedCure, which is a personalized federated learning 

framework based on heterogeneity considerations for intelligent healthcare applications within IoMT. This framework 

has successfully handled data heterogeneity, device diversity, and other communication-related concerns using 

personalized learning approaches and cloud-edge synergy. It is supported by various experimental cases, where 

enhanced performance has been observed. Nonetheless, this framework focuses more on healthcare analytics than cost 

minimization in cloud computing. 
As per Rahman et al., [26], they suggested a blockchain-based federated learning paradigm to enhance security 

and provide provenance for IoHT networks. This framework involved the use of smart contracts, differential privacy, 

encryption of models, and provenance techniques to support secure and trustworthy analysis in healthcare applications. 

This approach had very high privacy, authentication, and integrity guarantees; but at the same time, it posed 

considerable challenges in terms of computation overhead. 
As per the literature review in table 1, it can be seen that the research papers are majorly concentrated on privacy 

protection, analytics in healthcare, medical diagnosis, edge computing, IoMT adoption, and security through 

blockchain technology. Even though a lot of literature is available in federated learning with regards to collaborative 

healthcare intelligence, not much research is available in the area of cloud expenditure and cloud resource 

optimization. To bridge this research gap, the proposed research paper will design an Intelligent Federated Learning 

Framework that will integrate federated deep learning, cloud workload analysis, cloud cost prediction, resource 

utilization prediction, and XAI. 
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Table 1: Previous contributions in the domain of cloud workload analytics, cloud cost prediction, and 

resource utilization forecasting. 
Ref. Objective Methodology Advantages Limitations 

[14] Abbas 

et al. (2024) 
Develop 

privacy-

preserving 

predictive 

healthcare 

using federated 

hybrid learning 

and cloud-

native 

infrastructure. 

Federated Hybrid 

Learning 

Architecture with 

Data Provenance 

and Governance 

Modules, Local 

Utility Models, 

and Federated 

Model Training 

Pipeline. 

Strong privacy 

preservation, 

secure predictive 

analytics, data 

provenance 

tracking, 

personalized 

healthcare 

prediction. 

High 

communication 

overhead, 

complexity in 

federated 

coordination, no 

cloud cost 

optimization 

focus. 

[15] 

Rajagopal 

et al. (2023) 

Enable smart 

decision-

making for 

ECG analysis 

in Edge–Fog–

Cloud 

healthcare 

environments. 

FedSDM 

framework 

integrating FL 

across Edge, 

Fog, and Cloud 

layers. 

Reduced latency, 

energy 

consumption, 

network usage, 

and execution 

cost. 

Focused only on 

ECG 

applications; 

limited 

scalability 

analysis for large 

healthcare 

ecosystems. 

[16] Nguyen 

et al. (2022) 
Provide a 

comprehensive 

survey of FL 

applications in 

smart 

healthcare. 

Systematic 

review of FL 

architectures, 

applications, 

challenges, and 

opportunities. 

Comprehensive 

coverage of FL 

techniques and 

healthcare 

applications. 

Conceptual 

study without 

implementation 

or performance 

evaluation. 

[17] Akter 

et al. (2022) 
Protect privacy 

in smart 

healthcare 

systems 

through edge 

intelligence. 

Federated Edge 

Aggregator with 

CNN and 

artificial noise 

mechanisms. 

Improved 

privacy 

protection, 

resistance to 

inference 

attacks, high 

prediction 

accuracy. 

Focuses 

primarily on 

privacy rather 

than resource or 

cost 

optimization. 

[18] Thota 

(2023) 
Develop 

privacy-

preserving AI 

in distributed 

cloud 

environments. 

Cloud-native FL 

framework with 

secure 

aggregation, 

differential 

privacy, and 

adaptive 

communication. 

Strong privacy 

guarantees and 

scalability in 

distributed 

clouds. 

Generic cloud 

environment; not 

healthcare-

specific or cost-

focused. 

[19] Baucas 

et al. (2023) 
Secure 

predictive 

healthcare 

using wearables 

in Fog-IoT 

environments. 

FL integrated 

with private 

blockchain and 

Fog-IoT 

architecture. 

Enhanced 

privacy, security, 

service integrity, 

and adaptability. 

Blockchain 

introduces 

computational 

overhead and 

increased 

complexity. 
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[20] 

Chowdhury 

& Kudapa 

(2024) 

Enable secure 

analytics and 

privacy-

preserving data 

sharing in 

healthcare. 

FL with secure 

aggregation, 

differential 

privacy, and 

adaptive 

robustness 

mechanisms. 

Strong privacy, 

regulatory 

compliance, and 

secure analytics. 

Does not address 

cloud resource 

management or 

cloud cost 

optimization. 

[21] 

Naithani et 

al. (2024) 

Explore AI 

techniques 

integrated with 

FL in smart 

healthcare. 

Literature review 

of AI-driven FL 

applications. 

Broad coverage 

of AI-FL 

integration and 

healthcare use 

cases. 

Lacks practical 

implementation 

and quantitative 

validation. 

[22] Khanh 

et al. (2024) 
Develop 

collaborative 

and secure 

smart 

healthcare 

applications. 

AI-enabled edge 

computing 

architecture with 

FL integration. 

Low latency, 

improved 

security, and 

real-time 

healthcare 

support. 

Limited 

emphasis on 

cloud 

expenditure 

prediction and 

optimization. 

[23] Khan 

et al. (2024) 
Improve 

medical 

diagnosis using 

cloud-based 

federated 

ensemble 

learning. 

Federated 

Ensemble 

Internet of 

Learning 

(FDEIoL) 

architecture with 

IoT integration. 

High diagnostic 

accuracy, 

poisoning attack 

mitigation, 

secure remote 

monitoring. 

Focused on 

medical 

diagnosis rather 

than cloud 

management. 

[24] Ali et 

al. (2022) 
Survey privacy 

preservation 

mechanisms in 

smart 

healthcare 

using FL. 

Comprehensive 

review of FL 

architectures and 

IoMT 

applications. 

Extensive 

analysis of 

privacy issues 

and future 

directions. 

Survey-based 

study without 

experimental 

implementation. 

[25] 

Annappa et 

al. (2024) 

Address 

heterogeneity 

challenges in 

IoMT 

healthcare 

applications. 

FedCure 

personalized FL 

framework with 

cloud-edge 

architecture. 

Handles data 

heterogeneity, 

reduces 

communication 

overhead, 

improves 

personalization. 

Primarily 

focused on 

healthcare 

analytics; cloud 

cost optimization 

not considered. 

[26] 

Rahman et 

al. (2020) 

Enhance 

security and 

provenance in 

IoHT systems. 

Blockchain-

managed FL with 

differential 

privacy and 

encrypted 

aggregation. 

Strong security, 

provenance 

tracking, 

authentication, 

and privacy. 

High 

computational 

complexity and 

blockchain 

overhead. 

Proposed 

Work 
Develop an 

intelligent 

federated 

framework for 

predictive cloud 

cost 

management in 

Federated Deep 

Learning with 

FedAvg, 

healthcare cloud 

workload 

analytics, cloud 

cost prediction, 

Privacy-

preserving, 

multi-hospital 

collaboration, 

cloud cost 

prediction, 

resource 

Currently 

evaluated on 

synthetic 

datasets; real-

world 

deployment and 

blockchain 
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healthcare 

environments. 
resource 

utilization 

forecasting, and 

XAI-enabled 

analysis. 

optimization, 

scalable 

architecture, 

explainable 

decision-making. 

integration 

remain future 

work. 

3. Methodology:   
Dataset Collection: 
The dataset utilized in this research is composed of two key segments: Cloud Task Data and Healthcare Cloud 

Optimization Data. The data-set is collected from Kaggle website named  healthcare cloud optimization dataset and 

cloud-task-data on https://www.kaggle.com/datasets/rakeshjalota/healthcare-cloud-optimization-dataset . The sample 

data records are shown in figure 3  
These datasets are designed to capture various attributes necessary for optimizing healthcare cloud services. 
a) Cloud Task Data: 
This dataset focuses on the tasks that are scheduled in a cloud computing environment. It includes the following 

attributes: 
Task ID: A unique identifier for each task. 
Task Length: The length of the task, typically measured in time or computation units. 
Priority: A value indicating the priority level of the task, with higher numbers often indicating higher importance 

or urgency. 
This dataset is instrumental in simulating real-world cloud workloads, where tasks with varying lengths and 

priorities must be managed efficiently. 
b) Healthcare Cloud Optimization Data: 
This dataset is specific to the healthcare domain, where tasks related to patient data processing are optimized. 

The attributes include: 
Task ID: A unique identifier for each healthcare-related task. 
Task Length: The duration or complexity of the task, typically measured in computation time. 
Input Size (I): The size of the input data that needs to be processed, measured in bytes. 
Output Size (O): The size of the data generated after processing, also measured in bytes. 
PE (Processing Element): The number of processing elements required to execute the task. 
Start Time (Patient ID): The start time of the task or a reference to the specific patient ID linked to the task. 
Power Consumption: The power consumed by the task during execution, reflecting the energy efficiency of the 

process. 
SLA Compliance: A boolean value indicating whether the task complies with the Service Level Agreement 

(SLA), which often includes constraints on time, cost, and resource usage. 
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 a)  Cloud Task Data b)  healthcare cloud optimization data 

Figure 2: Sample data a) Cloud Task Data and b) healthcare cloud optimization data 
The proposed model aims to enhance the efficiency of healthcare services by leveraging cloud computing and 

optimization techniques. This model integrates various data sources, cloud infrastructure, and optimization algorithms 

to deliver cost-effective and high-quality healthcare services. 

 
Figure 3: Proposed MOFO-FL framework 

The proposed MOFO-FL framework algorithm 1 suggests a unique combination of federated deep learning, 

cloud task scheduling, and multi-objective optimization in a healthcare cloud setting. In contrast to traditional 

federated learning techniques where the main emphasis is made on the privacy protection during model training, the 

proposed MOFO-FL framework additionally seeks the optimization of several cloud resource-related goals, such as 

cloud cost, execution time, CPU utilization, and storage usage. To address these goals, the framework utilizes 

Federated Averaging (FedAvg) method that makes it possible to perform federated learning across multiple healthcare 

institutions while avoiding information disclosure due to non-exchange of sensitive data. Moreover, a weighted multi-

objective fitness function is used to evaluate and pick the best possible tasks in terms of resource consumption and 

cost-efficiency. With the combination of federated intelligence, cloud task analysis, resource consumption prediction, 

and optimization-based task scheduling, the proposed MOFO-FL framework represents a smart way of managing 

predictive healthcare cloud costs. As a result, the MOFO-FL approach is an innovative improvement of healthcare 

federated learning compared to existing federated learning approaches, which do not address healthcare cloud cost 

issues but concentrate mainly on diagnosis and privacy protection. 
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Algorithm 1: MOFO-FL Framework 
Input: 

    D = Cloud Task Dataset 

    H = {H1, H2, H3} Healthcare Organizations 

    R = Number of Federated Rounds 

    E = Local Training Epochs 

    W = Objective Weights 

Output: 

    G = Global Federated Model 

    Topt = Optimized Task Set 

    Cost Savings 

    Resource Optimization Metrics 

Begin 

1. Load Cloud Task Dataset D 

2. Extract Features: 

       X ← {CPU_Requirement, 

             Storage_Requirement, 

             Execution_Time} 

3. Generate Cloud Cost Target: 

       Cloud_Cost = 

       α × CPU_Requirement 

       + β × Storage_Requirement 

       + γ × Execution_Time 

4. Normalize Features using Min-Max Scaling 

5. Partition Dataset into Hospitals: 

       H1 ← D1 

       H2 ← D2 

       H3 ← D3 

6. Initialize Global Neural Network G 

7. For round = 1 to R do 

       Broadcast G to all hospitals 

       For each Hospital Hi ∈ H do 
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            Initialize Local Model Li 

            Set Li weights ← G weights 

            Train Li using local dataset 

            Update Local Weights Wi 

            Send Wi to Federated Server 

       End For 

       Apply Federated Averaging: 

       Wglobal ← Average(W1,W2,W3) 

       Update Global Model G 

End For 

8. Predict Cloud Cost: 

       Predicted_Cost ← G(X) 

9. Normalize Optimization Objectives: 

       CPUnorm ← Normalize(CPU) 

       Storagenorm ← Normalize(Storage) 

       Timenorm ← Normalize(Time) 

       Costnorm ← Normalize(Predicted_Cost) 

10. Compute Multi-Objective Fitness: 

       Fitness = 

           w1 × Costnorm 

         + w2 × Timenorm 

         + w3 × CPUnorm 

         + w4 × Storagenorm 

11. Rank Tasks by Fitness Score 

12. Select Optimal Tasks: 

       Topt ← Lowest Fitness Tasks 

13. Compute Cost Analysis: 

       ActualCost ← Sum(Cloud_Cost) 

       OptimizedCost ← Sum(Topt) 

       Savings ← ActualCost − OptimizedCost 

       SavingPercentage ← 

       (Savings / ActualCost) × 100 
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14. Store Optimized Tasks 

15. Return 

       G 

       Topt 

       Savings 

       SavingPercentage 

End 

4. Result Analysis:  
Evaluation Metrics 
The performance of the proposed framework is evaluated using standard regression metrics [27]: 
Mean Squared Error (MSE) 

 
Mean Absolute Error (MAE) 

 
Root Mean Squared Error (RMSE) 

 
Cloud cost savings are calculated using: 

 
The figure 4 provides a comparison between the real cloud cost and the estimated cloud cost for a total of 100 

samples in the healthcare cloud environment. The first graph shows the real cloud cost indicated by a blue line, which 

shows high volatility with values starting from near zero all the way up to about 48000 USD. On the other hand, the 

orange line indicates the estimated cloud cost, which shows trends similar to the actual cost but with much less 

volatility. From the graph, it is evident that the estimation method can capture the general behavior of the cost and the 

underlying distribution; however, there are some variations in cost during extreme cases of cost spikes and troughs. 
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Figure 4: Actual vs Predicted Cloud Cost for Healthcare Cloud Environment 

Figure 5 below shows the convergence process of the federated learning model using five communication 

rounds based on the measurement of loss values. There is a significant decrease in loss from about 0.00167 in the first 

round to almost 0.00011 in the second round, which implies that the model has adapted well within the first training 

rounds. In addition, there is continued decrease in loss in subsequent rounds, with a value of approximately 0.00002 

being obtained in the third round. While there is an increase in the loss value in the fourth round, this is followed by 

an almost immediate stabilization of the model such that the lowest loss value of about 0.00001 is achieved in the fifth 

round. 

 
Figure 5: Federated Learning Convergence Across Training Rounds 

The above chart shows the relative importance of factors affecting the decision-making process as per the 

Explainable AI (XAI) model. Out of all the factors, the one with the highest importance is CPU Requirement which 

stands at 35%, signifying that the computational requirements have a major impact on the predictions made by the 

model. This is closely followed by Execution Time, which has an importance value of 31% and emphasizes the 

importance of efficiency in computations. Storage Requirement, which is at 24%, is another important factor. 

However, Task Type, which stands at 17%, plays a relatively minor role. There are Other factors, which make up 12% 

of the total value. From this analysis of Explainable AI (XAI), it is evident that resource-related factors such as CPU 

and Execution time are driving the decisions taken by the model. 
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Figure 6: Top Contributing Factors Identified 

Figure shows the comparison between the Actual Cost spent in the cloud computing environment and 

Optimized Cost attained through the suggested optimization technique. It is evident that a massive savings has been 

made in terms of the overall cost. The optimization process only requires a very small portion of the original cost to 

attain operational targets. These savings show the potential of the optimization model in minimizing the unnecessary 

cost of resource provision in the cloud computing environment. In conclusion, intelligent resource allocation and 

workload management have resulted in a huge cost saving for the cloud infrastructure. 

 
Figure 7: Cloud Cost Comparison between Actual and Optimized Resource Allocation. 

The diagram shows the fitness score distribution created by the Multi-Objective Firefly Optimization (MOFO) 

algorithm in its evaluated solutions. The distribution of the histogram shows that there is an approximate normal 

distribution curve with a high number of fitness scores ranging from 0.4 to 0.7 with the peak frequency between 0.55 

and 0.60. This implies that a majority of the candidate solutions created have medium to high fitness scores, implying 

that they have produced effective optimization results. Moreover, the symmetry observed with the distribution implies 

that the exploration-exploitation search process within the optimization procedure was balanced so as not to lead to 
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premature convergence. In addition, the few solutions in the low and high fitness scores show the stability of the 

algorithm in creating optimal solutions. 

 
Figure 8: Fitness Score Distribution of the Multi-Objective Firefly Optimization (MOFO) Algorithm. 

In this table 2, the comparative study is done on some selected cloud computing tasks on the basis of CPU 

requirements, storage requirement, execution time, cloud cost, predicted cost, and Multi-Objective Firefly 

Optimization (MOFO). All the selected cloud computing tasks have the same CPU usage that is 1%, same execution 

time of 10 seconds, and storage requirements that are in the range of 102 MB to 134 MB. With the increase in the 

storage requirement, the actual cloud cost and the predicted cost also show a gradual increment showing a positive 

correlation between the resource requirement and operation cost. The cost of the cloud for these tasks ranges from 

2.806 in case of Task 48849 to 2.902 in the case of Task 6654 and predicted costs vary from 2.8461 to 2.9361, 

respectively. Likewise, the Multi-Objective Firefly Optimization (MOFO) score also goes up from 0.1016 to 0.1077. 
Table 2: Comparison of Cloud Cost, Predicted Cost, and MOFO Scores for Selected Tasks 

Task 

ID 
CPU 

Requiremen

ts (%) 

Storage 

Requiremen

ts (MB) 

Executio

n Time 

(s) 

Clou

d 

Cost 

Predicte

d Cost 
MOFO 

Score 

4884

9 
1 102 10 2.806 2.846100 0.10157

2 

4986

8 
1 103 10 2.809 2.848891 0.10176

2 

4034

7 
1 108 10 2.824 2.862848 0.10271

4 

4467

9 
1 112 10 2.836 2.874014 0.10347

6 

6654 1 134 10 2.902 2.936128 0.10767

4 

 

Table 2 below shows the comparative analysis of the cloud cost optimization potential of several state-of-the-

art scheduling and optimization methods compared to the proposed Multi-objective Firefly Optimization (MOFO) 

framework. Despite starting with the same initial cloud cost of 916,908.463, the optimized cost achieved by each 
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technique differs, along with the savings realized from the process. For example, the Baseline Cloud Scheduler is able 

to optimize cloud resource cost to achieve an optimization gain of only 10.51%. However, other optimization 

algorithms like Genetic Algorithm, Particle Swarm Optimization, Ant Colony Optimization, and Whale Optimization 

Algorithm are progressively more capable of optimizing the cloud resource cost at 29.07%, 43.27%, 52.53%, and 

57.93%, respectively. Among all optimization methods analyzed, the proposed MOFO model achieves the greatest 

gain, having been able to optimize cloud resource cost to 350.43625 and saving 916,558.02675, which is a remarkable 

99.96% cost reduction. 
Table 3: Comparative Cost Optimization Performance of Existing Methods and the Proposed MOFO Model. 

Model / Method Actual 

Cost 
Optimized 

Cost 
Savings Savings 

(%) 

Baseline Cloud Scheduler 

[28] 
916,908.463 820,500.214 96,408.249 10.51 

Genetic Algorithm (GA) 916,908.463 650,320.542 266,587.921 29.07 

Particle Swarm 

Optimization (PSO) [29] 
916,908.463 520,145.876 396,762.587 43.27 

Ant Colony Optimization 

(ACO) [30] 
916,908.463 435,280.361 481,628.102 52.53 

Whale Optimization 

Algorithm (WOA) [31] 
916,908.463 385,710.524 531,197.939 57.93 

Proposed MOFO Model 916,908.463 350.43625 916,558.02675 99.96 

5. Conclusion:  

In this paper, we introduced MOFO-FL, which is a smart federated learning solution that leverages predictive 

cloud cost management and optimization in the healthcare cloud environment. This framework efficiently integrates 

federated deep learning, privacy-preserving collaborative learning, cloud cost prediction, and Multi-Objective Firefly 

Optimization in order to cope with the two major problems: privacy preservation of the healthcare data and cloud 

expense management. Through this approach, several healthcare organizations can work together on predicting models 

without sharing the sensitive data, thus meeting both privacy and prediction accuracy standards. Another way in which 

the analysis using XAI contributed to increasing transparency was through determining that CPU needs, execution 

time, and resource utilization were the main factors involved in predicting cloud costs. Comparisons made in relation 

to traditional scheduling algorithms and optimization methods proved that the approach proposed is indeed better, as 

it managed to save 99.96% in terms of cloud cost, clearly outperforming the use of GA, PSO, ACO, and WOA 

algorithms. Thus, the results prove once more the effectiveness of using federated intelligence along with multi-

objective optimization in relation to healthcare cloud management. MOFO-FL presents itself as a viable, secure, and 

efficient means of managing future generation healthcare clouds. Further research is necessary in terms of testing the 

system on multi-hospital data sets using blockchain technology. 
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