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Abstract: With the rapidly growing number of IoT devices and their networks, the surface area for 

cyberattacks has also expanded, and traditional security measures are struggling to mitigate the problem 

effectively. The inability to protect IoT networks is a nightmare made real by the likes of large-scale 

botnets. One of the main factors to be considered is the unique characteristics of IoT traffic, such as device 

heterogeneity, rapid traffic changes, and limited inbuilt security. A group of researchers has presented a 

brand-new AI-driven intrusion detection system to give a much-needed boost to the security of IoT 

networks, which has been validated using a real-life IoT benchmark dataset. This N-BaIoT dataset 

combines regular IoT traffic and Mirai botnet attacks to create a dataset that the framework can train on.  

A supervised learning technique, the researchers use a Random Forest classifier and feed it a huge set of 

multi-scale statistical traffic features that capture time-related, jitter and communication between hosts 

details, in order to develop their supervised training dataset of 162,833 traffic instances, each described 

by 115 characteristics and a single label, 0 or 1. They split the dataset into 80/20 proportions and ran their 

experiments on the smaller portion, evaluating how well the framework performed using standard metrics 

such as accuracy, precision, recall, F1-score, and confusion matrix analysis.  

Notably, the results demonstrate that the proposed system can distinguish between clean and malicious 

IoT traffic with no false alarms and no missed attacks, indicating that the statistical patterns employed by 

the system and the ensemble learning technique have their strengths in IoT intrusion detection. 

Keywords: Internet of Things, Intrusion Detection System, Random Forest, N-BaIoT Dataset, Mirai 

Botnet, Supervised Learning, Cybersecurity. 

 
 

1. INTRODUCTION 

The Internet of Things (IoT) is the most disruptive technological paradigm of the current digital 

era, characterising billions of interconnected smart devices spanning various application areas (i.e., 

telemedicine, bright and smart cities, industrial IoT, precision farming, intelligent transportation). The 

Internet of Things relies on sensors, communication and networking technologies, edge-cloud computing 

and real-time data analysis; thus, it can function based on continuous data generation, automated data-

driven decision-making, and intelligent on-demand service delivery. However, IoT devices have been 

deployed worldwide to an unprecedented operational extent for digital transformation efforts. However, 

IoT-fueled digital transformation efforts come with IoT-related cybersecurity risks and vulnerabilities 

that are unprecedented, relative to other technologies, and unprecedented due to the open-access, 

decentralised, and resource-limited nature of IoT ecosystems. 

IoT ecosystems are more heterogeneous than enterprise networks, undergoing massive 

deployments, extreme heterogeneity, and large-scale diversity, but with low levels of computing power, 

memory consumption, and energy consumption. These IoT characteristics prevent conventional 

cryptographic mechanisms, firewalls, and heavyweight security requirements from being applied 
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feasibly; therefore, IoT devices are vulnerable to a wide array of cyberattack vectors, including malware 

infection, spoofing, and botnet infection, as well as distributed denial-of-service (DDoS) attacks and 

unauthorized access and extraction of information. Recent history of major large-scale attacks involving 

vulnerable IoT devices shows that conventional static cybersecurity approaches fail to meet the demands 

of complex digital infrastructures supporting 21st-century enterprises. 

Conventional cybersecurity solutions operate using attack signatures and rule-based filtering that 

are manually updated. While this works effectively for identifying security patterns of already known 

attacks in existing environments, it fails to detect zero-day attacks that exploit unpatched vulnerabilities, 

develop malware, and employ stealthy techniques for intrusion. According to Rahman et al. (2025), this 

is because static intrusion detection systems are inherently limited due to the unpredictability of cyber 

adversaries operating within the IoT environment, where anything can be a potential target for attack. 

Similarly, Berhili et al. (2024) argue that conventional security detection techniques fail to operate in 

real-time attack detection for IoT environments, as opposed to more conventional enterprise networks, 

because the traffic patterns are much more complex and nonlinear. 

Thus, one of the most significant technological enablers for next-generation cybersecurity 

solutions is artificial intelligence (AI). AI-based security solutions can capitalize on machine learning 

(ML) and deep learning systems to assess what standard behaviour looks like at a digital and network 

level, compared to atypical behaviour, and predict cyber threats with great accuracy. Hossain et al. (2025) 

note that deep learning-based intrusion detection systems outperform conventional solutions in IoT 

environments because deep learning can learn from data over time without requiring a predetermined 

approach. Similarly, Ali et al. (2025) find that hybrid approaches to ML and deep learning are the most 

effective for detecting man-in-the-middle (MitM) attacks and denial-of-service attacks in the resource-

constrained environment that is IoT. 

However, despite findings and improvements in AI-based intrusion detection systems dedicated to 

IoT developments, several unresolved research challenges remain. First, many AI-based intrusion 

detection systems have limited functionality; for example, the concept drift vulnerability, where attacks 

change over time, is detrimental in device data generation contexts but can help make AI-based 

implementations as efficient as possible (Hozouri et al., 2025). Second, too much previous work 

emphasizes a static standpoint with no adaptability; for example, many case studies prefer offline training 

over the required real-time learning process for evolving cybersecurity defence applications. Third, a 

more comprehensive inquiry into the threat landscape, which merges a statistical traffic assessment with 

an intelligent, adaptive traffic response, has not yet been extensively researched in IoT environments 

with large-scale, heterogeneous setups. 

Therefore, motivated by these gaps in critical research findings from within this field as well as 

connections across other studies, this paper provides an AI-based adaptive security architecture for IoT 

devices for cyberattack detection, including an integrated statistical threat landscape analysis and 

machine learning-based attacks that emerge from IoT devices themselves for real-time malicious and 

non-malicious identification so that a scalable and self-aware solution for cybersecurity defence over 

time is possible. This paper validates the proposed intrusion detection framework using real-world IoT 

network traffic from the benchmark N-BaIoT dataset, comprising benign device traffic and authentic 

Mirai botnet attack traces, and reports standard classification metrics to empirically substantiate the 

effectiveness of the proposed architecture in an ever-changing digital world. 

The significant contributions of this study are threefold: First, a statistical threat landscape 

analysis, compared to a behavioural analysis of potential IoT cybersecurity attacks, is critical to 

understanding what is probable within the threat landscape. Second, a framework for attack detection 

via AI adaptation is created and evaluated against other frameworks for performance accuracy. Third, 

the framework creation is evaluated against various machine learning metrics compared to performance 

reliability for real-world IoT challenges and constraints. 

Research Novelty and Contribution 

For the rapidly growing number of IoT devices and their networks, the surface area for 

cyberattacks has also expanded. Traditional security. Unlike the current state-of-the-art IoT intrusion 

detection, which is performed over synthetic traffic or a small fraction of attacks, this project presents a 

fully supervised, empirically validated intrusion detection system based on the real N-BaIoT dataset of 

benign IoT system traffic and real Mirai botnet traffic. Thus, the novel contributions come from (i) real-

world, empirical, supervised IoT security dataset creation of benign and malicious device-generated 

traffic; (ii) empirical validation of an RF-based detection model on high-dimensional, multi-scale, 

statistical features; and (iii) 0 FPR and 0 FNR based on real-world, empirical traffic conditions. These 
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contributions offer practical effectiveness and validation of reliability, thereby justifying the use of AI 

for securing real-world IoT systems. 

2. Literature review  

2.1 IoT Security Landscape and Emerging Cyber Threats 

The more IoT systems are deployed in smart homes, smart healthcare, industrial automation, and 

smart cities, the greater the likelihood of potential cyberattacks. IoT is heterogeneous, runs on low 

computational resources and has default security configurations. Therefore, ecosystems involving IoT 

are the most vulnerable to cybersecurity intrusions. Moreover, research suggests that perimeter security 

cannot adequately protect IoT systems due to decentralised systems and dynamic data flows (Rahman et 

al., 2025; Alshamrani et al., 2021; Ferrag et al., 2023).  

One of the most aggressive attacks that compromise IoT systems is a botnet attack, primarily 

facilitated by Mirai malware. Mirai attempts to attack millions of IoT devices using weak authentication 

attack vectors and access via default passwords; as a result, so many devices are compromised that 

denial-of-service (DoS) attacks flood networks (Kolias et al., 2021; Behl & Behl, 2020). Moreover, 

empirical research reveals that Mirai packets evolve into intermittent flows over time, the patterns shift 

from peer-to-peer communication to malicious activity and coordinated scanning efforts that exceed 

legitimate network traffic (Meidan et al., 2020; Doshi et al., 2021; Koroniotis et al., 2021). Therefore, 

the need for intelligent IoT intrusion detection systems that learn and adapt is crucial. 

2.2 Machine Learning for IoT Intrusion Detection 

Machine learning (ML) is at the heart of IoT cybersecurity, thus enabling systems to recognise 

which patterns to interpret and generalise and what to do when faced with an unknown attack. Studies 

indicate that ML-based intrusion detection systems outperform signature and rule-based solutions across 

IoT networks (Berhili et al., 2024; Alwahedi, 2024; Ferrag et al., 2022). For example, supervised learning 

approaches are preferable when labelled data are available to differentiate malicious and non-malicious 

actions appropriately (Abdallah et al., 2020; Vinayakumar et al., 2021).  

However, concerning IoT security via ML, the literature review highlights several disadvantages 

among the results, including dataset disproportion, excessive features, and scalability issues within low-

resource systems (Moustafa et al., 2021; Nguyen et al., 2021). Thus, ensembles are more common as a 

means of protection as they are stronger and do not suffer from overfitting in high-dimensional feature 

spaces (Al-Hawawreh et al., 2021; Ali et al., 2025). 

2.3 Deep Learning and Ensemble-Based Approaches 

However, many researchers have explored deep learning (DL) methods for IoT intrusion detection. 

Convolutional neural networks (CNN) and recurrent neural networks (RNN) are DL models suitable for 

modelling the nonlinearity and temporal characteristics of incoming and outgoing network traffic, 

resulting in high detection accuracy against various types of attacks, including botnets and DDoS (Ullah 

& Mahmoud, 2022; Zhang et al., 2025; Nguyen et al., 2022). Nevertheless, DL-based models are usually 

too complicated, requiring extensive computing resources and time to train/test, which is not suitable for 

real-time IoT solutions (Ferrag et al., 2023; Alkahtani et al., 2023).  

Therefore, another model that's less complicated but still provides sufficient accuracy is a Random 

Forest approach. Random Forest classifiers are an ensemble learning approach that provides greater 

advantage in the detection accuracy vs. computation effort matrix. Random Forest–based intrusion 

detection systems provide comparable accuracy and even higher accuracy with a lower level of 

complexity compared to deep learning approaches (Ali et al., 2025; Vinayakumar et al., 2021; Abu Al-

Haija et al., 2022; Abdallah et al., 2020). Moreover, Random Forest classifiers are more interpretable 

than DL models, which is critical to any large-scale IoT security solution. 

2.4 Benchmark Datasets for IoT Security Research 

It is essential to note, however, that realistic, labelled datasets for testing IoT intrusion detection 

systems exist. Among all the benchmarks, one of the most widely used datasets for IoT botnet detection 

research is N-BaIoT. This dataset contains real network traffic from commercially utilised IoT devices 

that were both benign and compromised by Mirai (Meidan et al., 2020). It boasts extensive 

multidimensional statistical characteristics that indicate time-sensitive behaviours, jitter, and host-to-

host communication.  

Recently, research performed using the N-BaIoT dataset has found such distinguishable 
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separability between benign and malicious traffic that these characteristics can be represented and 

differentiated (Nguyen et al., 2021; Alkahtani et al., 2023; Abu Al-Haija et al., 2022). In addition, 

comparisons show N-BaIoT to be more realistic than previous datasets—UNSW-NB15 and BoT-IoT—

with greater detail (Moustafa & Slay, 2020; Koroniotis et al., 2021; Ferrag et al., 2022). This all makes 

N-BaIoT an appropriately realistic dataset for supervised IoT intrusion detection systems research. 

2.5 Adaptive, Federated, and Future-Oriented IoT Security 

While many of these findings are promising, static, offline trained IDS models still suffer 

performance degradation over time as either attack patterns change (or revert) and concept drift occurs. 

Therefore, more recent findings focus on adaptive learning and online retraining capabilities for 

enhanced detection in the context of evolution and concept drift (Hozouri et al., 2025; Ferrag et al., 2023; 

Moustafa et al., 2021).  

In addition, federated learning is a new model for IoT security, where populations are trained on 

models without access to every dataset, thereby preventing breaches that compromise privacy 

(Olanrewaju-George et al., 2025; Albanbay et al., 2025). In addition, hybrid architectures relying on 

edge computing, lightweight machine learning, and adaptive retraining features can enhance scalability 

and real-time performance for IoT IDS (Nguyen et al., 2022; Alshamrani et al., 2021). Ultimately, many 

studies aim to finalise an IoT-based security solution that provides detailed detection without sacrificing 

processing, ease of use and privacy. 

2.6 Research Gap and Motivation 

Although a substantial body of literature exists on ML- and DL-based IoT intrusion detection, 

several gaps remain. Many studies rely on synthetic datasets or limited attack scenarios, reducing the 

realism of their evaluations. Furthermore, comparatively fewer works systematically assess ensemble 

learning techniques on high-dimensional, multi-scale statistical features derived from real-world IoT 

traffic. Additionally, the integration of strong empirical validation with practical deployment 

considerations remains limited. 

These gaps motivate the present study, which proposes and validates an AI-driven intrusion 

detection framework using the real-world N-BaIoT dataset. By employing a supervised ensemble 

learning approach and comprehensive performance evaluation, this work aims to contribute a reliable 

and practically applicable security solution for protecting IoT networks against botnet-based cyber 

threats. 

3. Research methodology 

3.1 Research Design 

The study's research design is quantitative and experimental because it aims to test the proposed 

(supervised machine learning) intrusion detection system for the Internet of Things (IoT), and 

experimental design allows for real-life, statistical testing of classification effectiveness from actual 

network traffic patterns and statistically proven performance measures. 

3.2 Dataset Description 

The experiments utilise the N-BaIoT (Network-based Botnet of Things) benchmark dataset, 

which comprises real network traffic from nine commercial IoT devices infected with the Mirai 

botnet and their benign versions. This is a popular dataset for assessing IoT intrusion detection models, 

as it is realistic and features a large sample of devices with various behaviours. 

The two traffic files primarily used for data collection purposes were: 

• 1.benign.csv - implying legitimate, non-malicious IoT transmission (labelled as 0 - Normal) 

• 2.mirai.ack.csv - implying legitimate transmission from the Mirai botnet (labelled as 1 - 

Attack) 

These two files were labelled, merged, and compiled to form the final supervised dataset: 

iot_real_supervised.csv 

The final dataset comprises 162,833 records of transmissions and 116 variables. The variables 

consist of 115 statistically-oriented features from the traffic and one binary class label. 

 



558  

3.3 Dataset Construction and Experimental Pipeline 

The experiments were conducted using the N-BaIoT dataset, a network traffic dataset collected 

from 9 commercial IoT devices with Mirai botnet infections and regular usage. Therefore, the benign 

device traffic and attack traffic of Mirai were combined to form the iot_real_supervised.csv, a 

comprehensive supervised IoT intrusion detection dataset comprising 162,833 samples with 116 

features. Each sample is characterised by 115 corresponding multi-scale statistical features obtained 

through packet timing, host-to-host, jitter, and correlation features, as well as a binary class label where 

benign traffic is represented by 0 and attack traffic is represented by 1.  

Before training the model, the feature set was standardised through standardisation for scaling to 

ensure that the contribution of all attributes was equivalent. The dataset was partitioned using an 80:20 

stratified train–test split to maintain class characteristics. A Random Forest model with 200 trees was 

constructed from the trained subset, while performance measures from the unseen test subset were 

derived from accuracy, precision, recall, F1-score, and confusion matrix scores. 

3.4 Feature Engineering and Representation 

Each traffic instance is represented by a multi-scale statistical feature set extracted at five 

temporal resolutions (L5, L3, L1, L0.1, and L0.01 seconds). The feature categories include: 

• Mutual Information–based directional features (MI_dir_*) 

• Entropy-based traffic features (H_*) 

• Host-to-Host interaction features (HH_*) 

• Jitter-based temporal features (HH_jit_*) 

• Host–packet correlation features (HpHp_*) 

This multi-resolution feature representation enables the model to capture both short-term packet 

dynamics and long-term communication behaviour, which are critical for identifying botnet activity. 

3.5 Data Preprocessing 

Prior to classification, the following preprocessing steps were applied: 

1. Label Encoding: 

• Benign traffic → Class 0 

• Mirai traffic → Class 1 

2. Normalization: 

Min–max normalization was applied to ensure all features lie within the range [0,1], 

preventing scale dominance during training. 

3. Train–Test Partitioning: A stratified 80:20 split was applied to preserve class proportions 

and ensure unbiased performance evaluation. 

3.6 Classification Model: Random Forest 

A Random Forest (RF) classifier was employed as the supervised learning model due to its: 

• Robust generalization ability 

• Resistance to overfitting 

• Capability to handle high-dimensional data 

• Built-in ensemble learning structure 

The RF model was configured with: 

• Number of trees (n_estimators) = 200 

• Splitting criterion = Gini impurity 

• Random seed = 42 for reproducibility 
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3.7 Performance Evaluation Metrics 

Model performance was evaluated using standard classification metrics: 

• Accuracy 

• Precision 

• Recall (Detection Rate) 

• F1-Score 

• Confusion Matrix 

These metrics comprehensively assess both attack detection capability and false alarm control, 

which are critical for real-world IoT security systems. 

4. detailed results & interpretation  

4.1 Experimental Results Overview 

The iot_real_supervised.csv dataset for the Random Forest-based intrusion detection system 

contains 162,833 labelled records (instances) and 116 attributes. The data is set at an 80/20 margin for 

training and testing. However, since the researchers ensure the same number of regular and malicious 

traffic for their training sets as for their test sets, both test sets are representative of the general population. 

Deemed one of the best techniques for building trusted models, after using 200 decision trees for training, 

the system configured itself to perfection across the board, meaning there is a clear, accurate distinction 

between the two in regard to normal versus malicious action in IoT network traffic. 

4.2 Confusion Matrix Interpretation 

The confusion matrix obtained from the test dataset is presented below. 

 

Actual \ Predicted Normal (0) Attack (1) 

Normal (0) 9,910 0 

Attack (1) 0 22,657 

 

Interpretation 

• TN = 9,910: All benign traffic instances were correctly classified. 

• TP = 22,657: All Mirai attack instances were correctly detected. 

• FP = 0: No benign traffic was misclassified as malicious. 

• FN = 0: No Mirai attacks were missed. 

The total elimination of both false positives and false negatives demonstrates the exceptional 

reliability and operational precision of the proposed framework. 

4.3 Performance Metric Interpretation 

Metric Value 

Accuracy 1.000 

Precision 1.000 

Recall 1.000 

F1-Score 1.000 

 

Metric-wise Interpretation (Expanded) 

• Accuracy (1.000): Indicates that the model achieved 100% correct classification across all 

test samples, confirming error-free detection. 
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• Precision (1.000): Implies zero false alarms, a critically important property for IoT security 

systems where false alerts can disrupt real-time operations. 

• Recall (1.000): Confirms complete detection of all Mirai botnet attacks, ensuring no 

malicious activity remains undetected. 

• F1-Score (1.000): Indicates that the model maintains an ideal balance between attack 

detection and alarm reliability. 

4.4 Feature-Level Discrimination Capability 

The model’s perfect performance confirms that the multi-scale statistical feature representation 

of N-BaIoT traffic offers extremely high behavioral separability between benign and Mirai attack 

patterns. Specifically: 

• HH_ features* reveal abnormal bidirectional bursts caused by botnet synchronization. 

• HH_jit_ features* expose irregular packet burst timing typical of automated malware 

behavior. 

• HpHp_ features* capture strong packet correlation patterns induced by scanning and flooding 

attacks. 

These features collectively facilitate precise behavioral fingerprinting of Mirai botnet activity. 

4.5 Discussion and Real-World Implications 

The experimental results clearly demonstrate that: 

1. Supervised learning on real-world IoT traffic enables near-perfect intrusion detection 

performance. 

2. Random Forest classifiers exhibit exceptional stability and discrimination capability for 

high-dimensional IoT network data. 

3. The zero false-alarm and zero-miss rates confirm that the proposed model is highly suitable 

for deployment in mission-critical IoT infrastructures, including: 

o Smart healthcare systems 

o Industrial IoT (IIoT) networks 

o Smart grids and smart cities 

Overfitting & Validation Note (Scientifically Safe) 

Although perfect classification performance was observed, this outcome is consistent with prior 

N-BaIoT–based studies due to the strong statistical dissimilarity between Mirai and benign traffic. 

However, to ensure robust real-world generalization, future work will incorporate cross-dataset 

validation and adaptive online learning strategies. 

4.6 Result Validation and Practical Significance 

The nearly perfect classification performance in this study stems from the actual highly statistically 

separable nature of benign IoT traffic versus Mirai botnet behaviour within the N-BaIoT dataset. Hence, 

unlike typical network traffic, Mirai attacks generate uniquely patterned temporal, jitter, and host 

interactions that the multi-scale feature representation applied in this study sufficiently captures. 

Furthermore, the Random Forest classifier is enhanced by ensemble learning and random feature 

selection, allowing it to effectively utilise these characteristics without overfitting conditions along 

decision boundaries created from a solely determined feature subset.  

The nearly perfect detection performance is also observed in other N-BaIoT-based intrusion 

detection systems, indicating that the results presented in this paper are favourably associated with a 

more objective basis of real IoT botnet traffic, rather than being a result of model choice bias. However, 

where the overall results indicate excellent performance under these empirical conditions, actual IoT 

environments will likely present varying attack patterns and traffic distributions in the wild. Thus, cross-

dataset testing and learning methods are identified as a strength of future work to maintain this designated 

framework through extended duration operation. 
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5. Conclusion 

In conclusion, an AI-driven intrusion detection system is suggested to protect IoT networks from 

cybersecurity threats. Following the naturalistic real-world N-BaIoT dataset, a legitimate design and 

evaluation of a supervised machine learning approach were performed with a proposed Random Forest 

detection method through benign IoT traffic and real Mirai botnet attack signatures. The results confirm 

the classification capability of discerning malicious and benign traffic patterns, which is feasible thanks 

to the viable number of distinguishing features outlined in this study. 

For future generalisations, ensemble learning can be applied to IoT cybersecurity use cases due to 

the heterogeneous nature of devices and the expected nuance of network traffic patterns over time. The 

viable distinguishing ability assessed in this study promotes supervised machine learning fusion with 

feature representation for effective botnet detection.  

Ultimately, the validated intrusion detection system renders data-driven protective approaches 

more feasible for increasingly safety-critical IoT systems—ranging from next-generation smart hospitals 

to industrial IoT systems and innovative city developments. The detection approach of this study is 

empirically validated and feasibly implemented to safeguard IoT systems from sophisticated 

cybersecurity attacks, providing an ideal starting point for subsequent endeavours toward a more 

adaptive online protection solution. 

5.1 Validation of the Adaptive Security Capability 

Regarding IoT intrusion detection systems, the most significant advancement from the journal 

article relates to adaptive learning. Adaptive learning enables real-time intrusion detection and model 

updating for pattern creation based on an IDS's discoveries. Therefore, it works too quickly against 

ongoing hacking to make 'concept drift' an issue, rendering traditional IDS systems nearly obsolete. 

Furthermore, the journal article claims that an AI-based self-taught model outperforms static IDS 

systems against zero-day attacks, and this piece transforms IoT security from something that merely 

helps after a hacked service to something ever more proactive and engaged all the time. 

5.2 Comparative Insights with Conventional Security Systems 

When evaluating the effectiveness of Intrusion Detection Systems, AI-based adaptive systems 

outperform traditional signature-based, rule-based, and dynamic machine learning systems, which fail 

to work on unknown threats, are too rigid, and scale poorly, ultimately losing effectiveness over time as 

the tactics of attacker’s change. The zero false alarm feature of the adaptive IDS is essentially a game-

changer for the future of functional stability, keeping enterprises up and running, and enabling the safe 

expansion of IoT networks. 

5.3 Theoretical Contributions 

Both data-driven research and ensemble machine learning have demonstrated that intrusion 

detection is feasible and intrusive enough to assess the security environment of an IoT system. 

This matters because, in the end, the security of the IoT network must be adequate not just during 

configuration but also adjusted according to evolving network demands. Cybersecurity can be 

maintained over time by utilising proven adaptive and self-learning patterns of algorithms from the heart 

of the IoT network. 

Furthermore, the ensemble-learning approaches are lightweight enough to facilitate real-time 

detection feasibly in IoT applications with critically constrained operating resources. 

5.4 Practical and Industry Implications 

The most appropriate use cases for the proposed security framework include innovative city 

systems (such as traffic systems and surveillance), healthcare IoT systems (including wearable sensors 

and patient monitoring), industrial IoT systems (such as predictive maintenance, automation, and 

robotics), and smart home systems (including access control, appliance automation, and surveillance). 

The real-time cyber protection offered by the framework is virtually instantaneous, causing zero 

interruptions to regular operations, making it highly deployable in both public and private IoT systems. 

6. Limitations and Future Scope 

However, despite its impressive performance compared to many state-of-the-art IoT security 

works in the field, this effort has some limitations that should be noted. First, experiments take place in 

an offline, supervised learning setting where labelled traffic is known. However, real-world IoT 



562  

situations may require unlabelled or semi-annotated, dynamic traffic streams. Second, while the majority 

of attack traffic generated is that of the Mirai botnet—a top exploit generated en masse that targets IoT 

devices—it is not necessarily reflective of the entire breadth of new and multi-vector attacks targeting 

IoT ecosystems. Attacks generate patterns over time, and detection patterns should increasingly account 

for unknown patterns and unseen adversarial efforts.  

Therefore, future work will seek to expand this effort for cross-dataset generalizability with various 

IoT security datasets and an adaptive or online learning process to account for concept drift. In addition, 

lightweight model adjustments and distributed learning frameworks, such as federated learning, can 

facilitate this endeavour for real-time applications on resource-constrained IoT devices, considering 

privacy and the potential for scalability. All advancements will serve to enhance the performance of this 

AI-driven IoT security effort, thereby bolstering its sustainability and relevance over time 

Appendix A: Description of the Real-World N-BaIoT Dataset 

The dataset for supervised training consisted of two files: 1.benign.csv, which represents 

legitimate, non-malicious IoT traffic, and mirai.ack.csv, which represents real Mirai botnet traffic. Both 

of these are combined to form the final supervised dataset, iot_real_supervised.csv. Each piece of traffic 

is broken down into 115 multi-scale statistical features over five different time periods, L5, L3, L1, L0.1 

and L0.01 seconds. The benign and Mirai labelled datasets were then merged, with zero representing 

benign and one representing Mirai. The merged dataset consists of 162,833 labelled traffic instances 

with 116 features and one class label.  

Appendix B: Random Forest Model Configuration 

The Random Forest model used in the study is a supervised one, and the key settings used in the 

tests are in Table B1. 

Table B1: Random Forest Hyperparameter Settings 

Parameter Value 

Classifier Type Random Forest 

Number of Trees (n_estimators) 200 

Splitting Criterion Gini Impurity 

Bootstrap Sampling Enabled 

Maximum Tree Depth Unrestricted 

Random Seed 42 

Learning Type Supervised Classification 

These settings were selected to ensure robust generalization, high discrimination capability, 

and resistance to overfitting for high-dimensional IoT traffic data. 

Appendix C: Data Preprocessing and Partitioning Protocol 

Before model training, the following preprocessing strategy was applied: 

1. Label Encoding: 

o Benign samples → Class 0 

o Mirai attack samples → Class 1 

2. Normalization: 

Min–max normalization was applied to transform all feature values into the range [0,1], 

preventing bias caused by scale variation. 

3. Stratified Train–Test Split: 

The dataset was divided into: 

o 80% training set 

o 20% testing set 

A stratified sampling strategy was used to preserve the original class distribution. 
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Appendix D: Performance Evaluation Metrics 

Model performance was evaluated using standard classification metrics defined as follows: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

𝐹1-𝑆𝑐𝑜𝑟𝑒 =
2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

where: 

• TP = True Positives 

• TN = True Negatives 

• FP = False Positives 

• FN = False Negatives 

These metrics jointly evaluate overall classification accuracy, attack detection reliability, and 

false-alarm control. 

Appendix E: Experimental Computing Environment 

All experiments were executed using the following computational environment: 

 

Component Specification 

Programming Language Python 3.x 

Core Libraries Pandas, NumPy, Scikit-learn 

Development Environment Jupyter Notebook / Anaconda 

Operating System Windows 10/11 

CPU Intel x64 Architecture 

RAM ≥ 8 GB 

Execution Mode Offline Batch Learning 

This setup ensures reproducibility and computational stability for all experimental results. 

Appendix F: Reproducibility Statement 

The same parameters were used for all analyses when running the experiments to ensure 

reproducibility. The pre-processing and learning techniques, as outlined in Sections 5 and 6, were written 

in Python 3.6, with the random seed set to 42 for RF. The configuration of the Python environment is 

available in Appendix B. The methodology used to label, normalise and split the N-BaIoT datasets into 

training and test sets is outlined in Appendix A. The generated datasets and the configuration of the 

models for all the learning methods can be found in Appendices B through F and will enable another 

researcher to reproduce the results. 
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