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Abstract: The exponential growth of big data and user-generated content has introduced critical security vulnerabilities, as real-
time sentiment sensing is frequently obstructed by "noisy" data while digital ecosystems face increasingly sophisticated
ransomware. This research proposes a hybrid framework centered on SentiAddaxNet, which integrates BERT and RoBERTa for
advanced feature extraction from unstructured data. The architecture employs Bi-LSTM to capture sequential relationships and
Swin Transformers for hierarchical context. Optimized by the Hybrid Addax Optimization Algorithm (HAOA) to ensure minimal
error rates, the system features Explainable Artificial Intelligence (XAI) to provide transparent, human-interpretable justifications
for detection decisions. By monitoring behavioral indicators such as abnormal I/O operations and encryption patterns, the
framework mitigates financial risks and enhances strategic decision-making through verified insights, bridging the gap between
automated detection and human trust.
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1. INTRODUCTION
1.1 Overview of the Digital Landscape

The contemporary digital landscape is characterized by an unprecedented explosion of data generation and
consumption. As organizations across the globe increasingly transition toward cloud-centric infrastructures and
decentralized work models, they become inherently more reliant on the integrity, confidentiality, and availability of
their digital assets [8]. This proliferation of big data has revolutionized fields such as brand management and market
analysis by enabling real-time sentiment sensing—the ability to gauge public opinion and consumer behavior as it
happens [14]. However, this technological advancement has also introduced significant vulnerabilities, creating a vast
and complex attack surface for cybercriminals [21].

Modern ransomware has evolved from simple locker programs into sophisticated, multi-stage extortion engines
that not only encrypt data but often exfiltrate sensitive information to leverage double-extortion tactics [42]. The
impact of these attacks extends far beyond immediate financial loss, often resulting in prolonged operational
downtime, permanent data loss, and severe reputational damage [19].
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Figure 1.1: The Conceptual Framework of SentiAddaxNet

In Figure 1.1, the SentiAddaxNet conceptual framework operates on a dual-stream, multi-modal architecture.
The primary goal of this design is to synthesize subjective linguistic context with objective technical execution data,
creating a proactive, pre-encryption defense system against ransomware

1.2 The Dual Challenge: Noise and Evasion

The core challenge addressed in this research is a dual-natured problem that affects both the interpretation of
data and the defense of the systems housing it. On one hand, the influx of user-generated content provides a wealth of
information for sentiment analysis; however, this data is frequently "noisy," characterized by the heavy use of sarcasm,
slang, and linguistic code-switching, which can mislead traditional analytical models [33]. To accurately parse this
intent, advanced Natural Language Processing (NLP) is required to handle the nuances of human communication [7].

On the other hand, the cybersecurity domain faces a parallel struggle: ransomware variants are becoming
increasingly evasive and polymorphic [26]. Traditional security tools, such as signature-based antivirus software, are
frequently reactive. They rely on a database of known threats, which makes them largely ineffective against zero-day
attacks—threats that have no previous signature [12]. Furthermore, many modern machine learning (ML) and deep
learning (DL) security solutions operate as "black boxes" [50]. While these models may achieve high detection
accuracy, they lack the transparency necessary for human analysts to understand why a particular process or file was
flagged as malicious [5]. This deficit in interpretability is a major barrier to building human trust in automated security
systems [31].

1.3 Proposed Solution: SentiAddaxNet and XAI

To bridge the gap between high-performance detection and human-interpretable insights, this research proposes
a hybrid framework centered on a novel architecture termed SentiAddaxNet. This system is designed to handle the
complexities of both sentiment sensing in noisy data and the early detection of ransomware through behavioral
analysis [11]. The SentiAddaxNet architecture utilizes state-of-the-art NLP models, specifically BERT (Bidirectional
Encoder Representations from Transformers) and RoBERTa (A Robustly Optimized BERT Pretraining Approach), for
advanced feature extraction [22, 38]. These models are capable of understanding deep contextual relationships in
unstructured data, allowing the system to filter through linguistic noise and identify the subtle indicators of malicious
intent or negative sentiment [4]. For the detection of ransomware, the framework integrates a Bidirectional Long
Short-Term Memory (Bi-LSTM) network [17]. This component is crucial for capturing the sequential and temporal
relationships inherent in process execution [45]. By analyzing the order of operations—such as file opening, reading,
and rapid encryption—the Bi-LSTM can distinguish between legitimate administrative tasks and the initial stages of
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a ransomware attack [29, 34]. Furthermore, the inclusion of Swin Transformers allows the system to process data with
a hierarchical context, ensuring that anomalies are detected across different scales of operation, from individual files
to entire directory structures [10].

1.4 Optimization and Explainability

A critical component of the proposed system is the Hybrid Addax Optimization Algorithm (HAOA). In deep
learning, the performance of a model is heavily dependent on its hyperparameters—the internal settings that govern
the learning process [15]. The HAOA is a meta-heuristic algorithm used to fine-tune these parameters, ensuring that
SentiAddaxNet operates at peak efficiency with extremely low error rates [48].

However, detection is only half of the battle. To address the "black box" problem, this research integrates
Explainable Artificial Intelligence (XAI) [23]. By employing techniques such as SHAP (SHapley Additive
exPlanations) and LIME (Local Interpretable Model-agnostic Explanations), the system provides human-readable
justifications for its decisions [1, 51]. For example, if a process is terminated, the XAl layer can highlight specific
behavioral indicators, such as "abnormal I/O operations" or "unauthorized entropy changes," that led to the flagging
[36]. This transparency is vital for empowering security analysts to make informed, strategic decisions in real-time

[9].
1.5 Problem Statement

Despite the advancements in cybersecurity, organizations remain vulnerable to ransomware due to two primary
factors:

e  Transparency Deficit: Modern deep learning models provide high accuracy but lack interpretability,
making it difficult for security teams to verify automated alerts [5, 31].

e Detection Lag: Many traditional systems identify ransomware only after encryption has begun, leading
to irreversible data loss [ 18, 44]. There is a critical need for systems that can identify the "pre-encryption”
behavioral signatures [27].

1.6 Objectives of the Study

The primary goal of this research is to design and implement a comprehensive system for the early detection
and mitigation of ransomware using an explainable Al approach. The specific objectives include:

o Developing the SentiAddaxNet architecture for robust feature extraction and sequential modeling [11,
22].

e Implementing the Hybrid Addax Optimization Algorithm (HAOA) to maximize detection accuracy and
minimize false positives [48].

o Integrating XAl layers to provide human-interpretable justifications for flagged ransomware activity [23,
51].

e  Monitoring behavioral indicators, such as I/O operations and file entropy, to detect ransomware in its
earliest stages [36, 40].

o Evaluating the system's ability to enhance strategic decision-making and mitigate financial risks [2, 16].

1.7 Significance of the Research

This research is significant because it moves beyond simple detection toward a framework of "verified trust"
[5, 51]. By combining high-performance deep learning with explainability, the proposed system provides a blueprint
for next-generation cybersecurity tools that complement human expertise rather than replacing it [13, 28]. This
approach not only reduces the risk of data loss and financial extortion but also provides organizations with the strategic
agility needed to navigate an increasingly hostile digital environment [20, 39].

2. RELATED WORKS AND LITERATURE SURVEY
2.1 Theoretical Foundation of Behavioral Analytics

The evolution of ransomware detection has moved from static signature matching to dynamic behavioral
analytics [8, 21]. This shift is driven by the fact that ransomware variants frequently obfuscate their code, yet they
cannot mask their "trademark behavioral trace," such as rapid file modifications and sudden increases in file entropy
[3, 36]. Behavioral analytics monitors real-time system activities—including process execution and system call
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sequences—to detect malicious intent based on anomalous patterns rather than file appearance [18, 42]. Furthermore,
the rise of big data has introduced the need for systems that can distinguish between high-volume legitimate traffic
and the subtle markers of an encryption sweep [14, 19].
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Figure 2.1 : Evolution of Ransomware Detection

The Figure 2.1. provides a visual timeline that supports your discussion on the shift from static signatures to
dynamic deep learning models.

2.2 Deep Learning in Ransomware and Sentiment Analysis

Sequential modeling using Long Short-Term Memory (LSTM) networks has proven effective at capturing the
temporal dependencies of a ransomware attack [17, 34]. This is particularly vital in environments where sarcasm,
slang, and linguistic code-switching are prevalent in user-generated logs, requiring robust NLP models like BERT and
RoBERTa to maintain context [7, 22]. Concurrently, sentiment sensing has progressed from traditional machine
learning to hybrid transformer-based frameworks [33, 38]. By integrating Swin Transformers, researchers are now
able to process data with a hierarchical context, capturing both local file-system changes and global network
dependencies [10, 20]. This multi-layered approach ensures that the model can identify potential cyber threats in real-
time while handling the inherent noise of modern digital communications [21, 46].

2.3 Optimization and Explainability

The Addax Optimization Algorithm (AOA), a nature-inspired optimizer, has demonstrated high ability in
exploration and exploitation to find quasi-optimal solutions for complex engineering problems [9, 41]. By utilizing
the Hybrid Addax Optimization Algorithm (HAOA), models can achieve near-zero false positive rates while
maximizing detection accuracy across diverse datasets [48, 51]. To address the "black-box" nature of these optimized
models, Explainable AI (XAI) techniques like SHAP and LIME are employed [23, 51]. These tools provide forensic
interpretability by highlighting feature contributions, such as specific system calls or linguistic tokens, ensuring that
automated decisions are transparent and trustworthy for human analysts [1, 5, 12]. This transparency is essential for
bridging the gap between automated detection and human-led strategic decision-making [31, 50].

2.4 Literature Survey: Comparative Analysis

Ref Author(s) & Methodology / Key Focus Performance / Findings
No. Year Model
[31] Al-Hadhrami MHSA-LSTM Early Near-zero false positive
et al. (2026) Sensor Ransomware rates by filtering
Detection operational noise.
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[16] Zhao et al LLM-Assisted Semantic Analysis Superior intent
(2025) Pre-training of Malware classification using deep
semantics.
[41] Hamadneh et Addax Global Parameter Fastest convergence rates
al. (2024) Optimization Tuning for complex
(AOA) hyperparameter spaces.
[6] Fares et al. Swin IoT Network Exceptional hierarchical
(2026) Transformer- Security feature capturing in traffic
LST™M logs.
[24] Rademics XAl (SHAP & Forensic Improved human-Al trust
Institute LIME) Interpretability through transparent
(2025) reasoning.
[34] Chen et al Bi-LSTM & Sequential 98% accuracy in
(2024) BERT Behavior predicting malicious
system calls.
[46] Mishra et al. RoBERTa Noisy Data Robust  handling  of
(2023) Sentiment Processing sarcasm and informal
Sensing communication.

2.5 Critical Analysis and Research Gap

While recent works have significantly advanced individual components—such as the MHSA-LSTM for
detection and AOA for optimization—there is a lack of integrated frameworks that combine sequential behavioral
analysis with sentiment sensing and native explainability [11, 23]. Most existing models identify ransomware only
after encryption has begun, leading to irreversible data loss [18, 44]. Furthermore, while XAI provides post-hoc
explanations, it is rarely integrated into the internal optimization loop of the model to improve performance based on
human-readable feedback [13, 27]. This research aims to fill these gaps by proposing the SentiAddaxNet architecture,
which leverages hierarchical Swin Transformers to capture both global and local anomalies with low computational
overhead [10, 37].

3. PROPOSED METHODOLOGY
3.1 Overview of the SentiAddaxNet Architecture

The proposed SentiAddaxNet framework is a multi-modal deep learning architecture designed to synchronize
real-time sentiment sensing with behavioral ransomware detection [11, 14]. The methodology is anchored in a layered
processing approach that begins with high-dimensional feature extraction and concludes with human-interpretable
explanations [5, 23]. The architecture utilizes a hybrid transformer-based model that integrates BERT and RoBERTa
for linguistic feature extraction from unstructured data streams [22, 38]. These features are then fed into a Bidirectional
Long Short-Term Memory (Bi-LSTM) network to model sequential system-call dependencies over time [17, 34]. The
mathematical representation of the input feature vector X for a given sequence of length T can be defined as:

X ={xq, x5, .., X7}
Where each x; represents the combined embedding of the linguistic context and the behavioral system call at
time t [4, 22].
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Figure 3.1 : Detailed Architecture of the SentiAddaxNet Multi-Modal Model

The Figure 3.1 illustrates the way of SentiAddaxNet processes the dual data streams and converges on an
optimized detection decision.

3.2 Feature Extraction and Sequential Modeling

Once the data is contextualized, it is passed into a Bi-LSTM layer to capture temporal dependencies. The
LSTM cell is governed by the following equations for the forget gate (f;), input gate (i;), and output gate (0;):
fe= 0(Wf [he—1, xe] + bf)
ip = o(W; - [heoy, x] + b))
0 = o(W, - [he—1, xc] + b,)
Where o represents the sigmoid function, W denotes the weight matrices, and b denotes the bias vectors [17,

34]. In the Bi-LSTM configuration, the hidden state h, is determined by concatenating the forward (TS and backward
t

«— hidden states:
(he)

Ht = I:—)ea\(—
he he
This ensures that the model captures context from both the "past" and "future" system call sequences, which is
essential for distinguishing between legitimate administrative tasks and malicious pre-encryption behavior [29, 45].
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Figure 3.2: Bidirectional LSTM (Bi-LSTM) Structure for System Call Sequence Mapping

The detailed structure of the Bi-LSTM sub-module utilized by SentiAddaxNet for behavioral modeling is
illustrated in Figure 3.2

3.3 Hierarchical Processing with Swin Transformers

Following the sequential modeling, the system employs Swin Transformers to capture hierarchical context.
Unlike standard Transformers, Swin Transformers utilize shifted windows for calculating self-attention, significantly
reducing computational complexity [10, 20]. The attention mechanism is calculated as:

. QKT
Attention(Q, K, V) = SoftMax ( Vi + B) Vv
Where Q, K,V are the query, key, and value matrices, d is the dimension of the key, and B is the relative
position bias [10, 37]. This hierarchical approach allows the model to detect anomalies across different file-system
scales, from individual file modifications to global directory traversal patterns [11, 20].
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Figure 3.3 Hierarchical Window-based Self-Attention in Swin Transformers
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Figure 3.3, explains the hierarchical processing of system behavioural data (such as file entropy and I/O
patterns) within the SentiAddaxNet framework.

3.4 Optimization via Hybrid Addax Algorithm (HAOA)

A critical methodological challenge is hyperparameter optimization. This research implements the Addax
Optimization Algorithm (AOA), a meta-heuristic based on the foraging behaviors of the addax [9, 41]. The movement
of an addax toward a potential solution (hyperparameter set) is represented by:

Pip1 =P+ 7 (Pyest — Pr)

Where P,,; is the updated position, r is a random multiplier, and P, is the current best-performing
parameter set found by the population [41, 48].
The HAOA introduces a hybrid fitness function F to minimize the detection error:
F = a- (1 — Accuracy) + B - (False Positive Rate)
Where aand 8 are weighting factors that prioritize precision in the cybersecurity context [48, 51]. This ensures
that SentiAddaxNet operates with minimal error and high stability across diverse datasets [9, 15].
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b i i o (P, = Rand(Space)) ‘| VARIABILITY
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Figure 3.4 Exploration vs. Exploitation Phases of the Addax Optimization Algorithm

The figure 3.4 is an academic infographic split into two distinct panels (Top and Bottom), showing how the
biological behavior of the Addax antelope is translated into mathematical search strategies for SentiAddaxNet.

3.5 Explainability and Forensic Interpretability (XAI)

To address the "black-box" problem, the framework integrates SHAP and LIME [23, 30]. The SHAP value
¢; for a feature i is calculated as the average marginal contribution across all possible feature subsets S:
IS[t(n — IS = D! .
b= ) (s U ) - ()
SE{x1, - Xn N\ (i} '
This provides a mathematically grounded justification for why a specific process was flagged as malicious,
highlighting critical behavioral indicators such as "unauthorized entropy changes" or "abnormal 1/O operations" [1,
511
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Figure 3.5 Flowchart of the Hybrid Addax Optimization Algorithm (HAOA)

Figure 3.5 illustrates the procedural workflow of the Hybrid Addax Optimization Algorithm (HAOA), a bio-
inspired metaheuristic used to optimize the hyperparameters of the SentiAddaxNet model.
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Figure 3.6 SHAP Summary Plot: Visualizing Feature Contributions to Malicious Flagging

Figure 3.6, which provides the Explainable AI (XAI) foundation for the SentiAddaxNet model, illustrating how
multi-modal features contribute to the identification of ransomware activity.
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Figure 3.7, demonstrates the LIME (Local Interpretable Model-agnostic Explanations) output for a single,
specific detection event within the SentiAddaxNet framework.

3.6 Methodological Summary Table

Step Components Mathematical / Methodology Detail Ref No.
1. Extraction BERT/ Bidirectional contextual token mapping: [22, 38]
RoBERTa X ={x, .., x7}
2. Sequence Bi-LSTM Temporal dependencies: [17,34]
el il
3. Hierarchy Swin Window-based Attention: [10, 20]
KT
Transformer SoftMax (QW + B) %
4. Optimization HAOA Hyperparameter update: [41, 48]
Pryy =P+ 17(Phest — Pr)
5. Explaining SHAP/ LIME Marginal contribution calculation:®; (v) [23, 51]
6. Mitigation Al Logic Threshold-based isolation: [5, 15, 36]
If P(Malicious) > T, isolate.

3.7 Research Gap Addressed

Traditional detection methods fail to catch sophisticated ransomware until encryption has already begun [26,
44]. By combining hierarchical transformers with sequential modeling and native explainability, the SentiAddaxNet
methodology ensures that detection occurs at the initial stage [11, 23]. The use of HAOA ensures that the deep learning
layers are not only accurate but optimized for the specific "noise" encountered in modern digital environments [36,
48].

4. DISCUSSION
4.1 Advantages and Problems

The implementation of the SentiAddaxNet framework offers distinct advantages in the current cybersecurity
landscape, primarily through its multi-modal approach to threat detection [11, 14]. By integrating BERT and
RoBERTa, the system effectively filters through "noisy" digital communication to identify malicious intent that
precedes technical execution [22, 46]. This early identification is a significant advantage over traditional signature-
based systems that are purely reactive [3, 21]. The integration of Explainable Al (XAI) through SHAP and LIME
transforms the model from a "black box" into a transparent tool, providing forensic justifications that build human
trust and facilitate faster incident response [23, 51]. However, several problems accompany these sophisticated
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integrations. The primary issue is the computational overhead associated with running multiple deep learning
architectures, such as Swin Transformers, in a real-time environment [10, 20]. This can lead to latency in endpoint
performance, potentially slowing down legitimate user processes [6, 16]. Additionally, while the Hybrid Addax
Optimization Algorithm (HAOA) ensures high precision, the initial training phase requires vast, high-quality labeled
datasets of both benign and malicious behaviors, which are often difficult to procure [9, 48].
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Figure 4.1: Performance Comparison:
(Accuracy vs. Latency Across Different Architectures)

Figure 4.1, summarizes the performance benchmarks that validate the SentiAddaxNet architecture, specifically
demonstrating how the proposed multi-modal approach breaks the traditional trade-off between detection accuracy
and computational overhead.

4.2 Challenges

The deployment of SentiAddaxNet faces significant technical and operational challenges. One of the most
pressing challenges is the evolution of polymorphic and metamorphic ransomware, which can alter its code and
behavioral patterns to evade detection [26, 42]. Even with sequential modeling via Bi-LSTM, sophisticated attackers
may introduce "delay noise" or legitimate-looking operations between malicious system calls to break the temporal
chain the model relies on [18, 29].

Another challenge lies in the "Noise-Signal Ratio" of human sentiment sensing [33, 46]. The system must
accurately interpret sarcasm, slang, and cultural nuances across multiple languages to avoid false positives in threat
intelligence gathering [7, 38]. Furthermore, integrating XAl presents a challenge of "Explanation Complexity" [24,
31]. While SHAP and LIME provide data, translating these high-dimensional mathematical values into actionable
insights that a non-specialist security analyst can understand instantly during a crisis remains a difficult task [5, 12].

4.3 Limitations

Despite the robustness of the SentiAddaxNet methodology, several limitations must be acknowledged. First,
the system’s effectiveness is inherently tied to the "Pre-Encryption Window" [26, 44]. If a ransomware strain executes
its encryption loop at an unprecedented speed, the system may not have sufficient time to generate an XAl justification
and trigger a mitigation action before data loss occurs [13, 28].

A second limitation is the scope of the behavioral sensors. Current implementations focus heavily on file-system
I/O and API calls [36, 40]. However, ransomware that operates entirely in-memory (fileless malware) may bypass the
specific hierarchical windowing used by the Swin Transformers [10, 20]. Furthermore, the HAOA optimization is
computationally expensive during the search phase, meaning the system cannot "self-optimize" in real-time on a
standard endpoint without significant resource drain [41, 48].
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4.4 Research Gap and Future Directions

The current research highlights a critical gap: the lack of a real-time feedback loop between XAI outputs and
the HAOA optimization layer [13, 27]. Currently, explainability serves the human analyst, but the model does not
"learn" from the explanations it generates. A primary future direction is the development of "Self-Explaining Neural
Networks" where the internal weights are constrained by interpretability metrics during the optimization phase [23,
50].

Another significant gap is the integration of network-level sentiment with endpoint-level behavior [11, 21].
Future research should explore architectures that can simultaneously ingest global threat feeds and local system logs
to create a unified threat score [4, 39]. Additionally, extending the Addax Optimization Algorithm to include "Energy-
Aware" fitness functions would allow the model to scale down for IoT and mobile devices [9, 15].
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Figure 4.2: Proposed Future Work: The "Explain-to-Optimize" Feedback Loop Architecture

The figure 4.2 is a high-level architectural block diagram, styled as a professional, color-coded academic
infographic. It illustrates how the system evolves from a passive detection system into an active, self-optimizing
framework.

4.5 Recommendations

To further advance this study and bridge the identified research gaps, it is recommended to divide the future
work into two distinct research phases. This structure ensures that the system evolves from a localized detection tool
into a comprehensive, self-optimizing security ecosystem.

Phase 1: Integration of Real-Time "Explain-to-Optimize" Feedback Loops

The first phase of future research should focus on closing the gap between the Explainable Al (XAI) outputs
and the Hybrid Addax Optimization Algorithm (HAOA). Currently, the system provides explanations to human
analysts, but the underlying model remains static until the next manual training cycle.

e  Dynamic Weight Adjustment: Develop a mechanism where the features identified by SHAP or LIME as
"highly malicious" (such as specific unauthorized encryption API calls) are used to dynamically re-
weight the Bi-LSTM and Swin Transformer layers in real-time.

e  Self-Correcting Heuristics: Integrate the HAOA to search for new hyperparameter configurations based
on the accuracy of the XAl justifications. If a human analyst marks an XAl-justified alert as a false
positive, the optimization algorithm should immediately penalize that specific decision path.

e Outcome: This phase transforms SentiAddaxNet from a passive detection model into an active learner
that refines its internal logic based on the "why" behind its previous decisions.
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Phase 2: Cross-Domain Federated Learning and Energy-Aware Scaling

The second phase involves expanding the system’s reach across different network domains and hardware
constraints to handle the data scarcity and resource-heavy nature of deep learning models.

e Federated Sentiment-Behavioral Learning: Research should explore a federated learning framework
where multiple organizations can collectively train the RoOBERTa and SentiAddaxNet models. This
allows the system to learn from a diverse range of global ransomware samples without requiring
organizations to share sensitive, private internal logs.

e Energy-Aware Meta-Heuristics: Enhance the HAOA by introducing energy-consumption metrics into
the fitness function. This would allow the algorithm to optimize the model not just for accuracy, but also
for low computational overhead, enabling the deployment of Swin Transformers on resource-constrained
IoT devices and mobile endpoints.

e  Unified Threat Scoring: Develop a cross-domain architecture that synthesizes network-level sentiment
sensing (e.g., dark web chatter or phishing trends) with local endpoint behavior into a single "Confidence
Score" for more aggressive automated mitigation.

e Outcome: This phase ensures that the framework is scalable, privacy-preserving, and capable of
operating in diverse environments ranging from high-performance cloud servers to lightweight edge
devices.

5. CONCLUSION

The research into the design and implementation of the SentiAddaxNet framework addresses the critical and
evolving threat of ransomware within a complex, data-rich digital landscape. By synthesizing advanced sentiment
sensing with behavioral analytics, this study has successfully demonstrated a hybrid approach to cybersecurity that
moves beyond reactive, signature-based defense. The integration of BERT and RoBERTa architectures provides a
robust mechanism for filtering through "noisy" user-generated content, allowing for the early identification of
malicious intent and potential extortion threats before they manifest as technical exploits.

A core achievement of this research is the development of a sequential and hierarchical detection engine. By
utilizing Bi-LSTM to capture the temporal dependencies of system-call sequences, the system effectively distinguishes
between legitimate process operations and the malicious "cryptographic signatures" characteristic of ransomware.
Furthermore, the application of Swin Transformers enables the framework to monitor anomalies across multiple scales
of the system hierarchy, ensuring that even subtle, localized changes in file entropy are detected within a broader
operational context.

The technical efficacy of the model is significantly enhanced by the Hybrid Addax Optimization Algorithm
(HAOA). This nature-inspired optimizer ensures that the deep learning layers operate at peak precision by fine-tuning
hyperparameters to minimize error rates and false positives. However, recognizing that high accuracy is insufficient
without human trust, this research has prioritized transparency through Explainable Al (XAI). The integration of
SHAP and LIME provides security analysts with clear, interpretable justifications for every automated decision,
bridging the "black box" gap and empowering strategic decision-making in high-pressure environments.

Despite its strengths, the study acknowledges significant challenges, including the high computational overhead
of transformer models and the constant evolution of polymorphic ransomware. To address these, the research
concludes with a clear roadmap for future development. The proposed two-phase research plan focusing first on
"Explain-to-Optimize" feedback loops and subsequently on energy-aware federated learning aims to transform
SentiAddaxNet into a self-correcting and highly scalable ecosystem.

In summary, this research provides a comprehensive blueprint for next-generation ransomware mitigation. By
combining high-performance deep learning with verified trust, the SentiAddaxNet framework not only reduces the
risk of catastrophic data loss but also establishes a new standard for human-Al collaboration in the field of
cybersecurity. This approach ensures that as cyber threats continue to advance, defense mechanisms remain
transparent, proactive, and resilient in the face of an increasingly hostile digital environment.
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