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Abstract: The growing use of cloud computing has greatly changed how data is stored and managed. However, this has led to new 

problems in data security and privacy. Existing cloud security frameworks offer little protection against complex cyber threats, 

especially in multi-tenant cloud systems, where data from different organizations can be stored in the same system. This problem, 

combined with insufficient advanced data protection structures and mechanisms for fine-grained access control, stresses the need 

for the development of new data protection systems. This paper examines several issues regarding the protection of data stored in 

the cloud, such as inadequate control of encryption keys, insufficient fine-grained access, the exposure of data to replay and man-

in-the-middle attacks, performance problems due to high encryption efforts, and difficulties in the fulfillment of data protection 

regulations, such as the GDPR and HIPAA, in the cloud. This paper proposes a new protection system for the cloud, designed to 

secure data and maintain users’ privacy. The system combines a hybrid approach of the Advanced Encryption Standard, 256 (AES-

256) and Rivest, Shamir, and Adelman (RSA-2048) encryption with a flexible Role-Based Access Control (RBAC). The system 

uses the intrusion detection system, Attribute-Based Encryption (ABE), and a hierarchical control of encryption keys. We have 

implemented the system and evaluated its performance on the cloud computing platform, Amazon Web Services (AWS), using test 

data of different sensitivity. In terms of data confidentiality, SPCDPA was found to be 98.7% accurate, with baseline systems 

reporting 94.3% more cases of data breaches. SPCDPA achieved a data encryption speed of 2.4 GB/s with a latency increase of 

only 12.3 ms. The system maintained a 1.2% false positive rate for intrusion detection and sustained performance for up to 10,000 

users at a time. SPCDPA is highly scalable, secure, and comprehensive. The SPCDPA framework is a highly advanced data 

protection solution. The SPCDPA framework is a highly advanced data protection solution for cloud computing. The SPCDPA 

framework is also mathematically sound and provides a highly secure, practical, and highly deployable solution for protection 

cloud computing data. SPCDPA addresses the most current problems with security systems in cloud computing. 
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1. Introduction 
Cloud computing offers scalable, flexible, and economical data management systems. It is no surprise that at 

least 90% of surveyed enterprises use or will use multiple clouds, predicting an annual spend of 1.2 trillion dollars for 

cloud systems by 2027. Security risks are an aspect of the many benefits cloud systems offer. Within cloud systems, 

traditional safeguarding mechanisms cannot resolve matters of relocating sensitive data. Because of the elaborate 

structure of many cloud service systems, they are vulnerable to many points of attack. Protecting data is an issue all 

cloud service systems face. Data loss and breaches, malicious insiders, and the constant threat of app attacks, hijacked 

accounts, and advanced persistent threats are the many security challenges the cloud computing realm faces. Research 

indicates that incidents of cloud-related insecurity have increased by 67% in the last 3 years. On average, each 

occurrence of insecurity costs the affected organizations 4.45 million dollars and cloud security systems are not 

addressing the majority of these breaches. Security systems for the cloud mainly rely on perimeter security models. 

This is not a cloud system security solution. Also, the security systems that control access to the cloud without the 

ability to specify requests in an environment fail to offer the necessary granularity required by organizations to 

implement the least privilege principle. Poor management of encryption keys hinders the available high strength 

encryption systems to be used to secure cloud systems [3]. 
Role-Based Access Control (RBAC) serves as a fundamental example of how user access permissions may be 

managed when dealing with large, complex organizational structures. However, the static nature of many RBAC 

models renders them inadequate for contextual flexibility in adjusting to the shifting variables found in the cloud (i.e. 

the access context, the type of user, available cloud resources, etc.). Cryptography, when coupled with RBAC, creates 

frameworks for seamless and flexible security models which encompass both authentication and authorization [4]. 
The application of modern, especially hybrid, encryption models which merge symmetric and asymmetric 

encryption, offer greater security and efficiency over models which utilize a single encryption algorithm. When 

combined with Attribute Based Encryption (ABE), the ability to create and manage encrypted data is coupled with the 

ability to create fine-grained access control. This ensures protection of data against threats of compromising the cloud 

infrastructure. When considered together with other components of a security architecture, these approaches can 

provide advanced protection of data within the cloud environment [5]. This research proposes the Secure and Privacy-

Preserving Cloud Data Protection Architecture (SPCDPA) to close the gap between the application of modern 

encryption and security techniques within the cloud, and the promises which advanced cryptography offer. It combines 

AES-256 and RSA-2048 within a hybrid encryption model, dynamic RBAC, and ABE, alongside a real-time intrusion 

detection system and a hierarchical key management system. The model is designed to be cloud agnostic and scalable, 

as well as compliant with most regulatory frameworks [6]. 
This research makes four primary contributions. First, we introduce a new type of hybrid encryption framework 

that incorporates the best of both worlds - the speed of symmetric encryption and the enhanced key distribution of 

asymmetric encryption. Second, we create a novel dynamic RBAC model, taking into consideration context and time. 

Third, we offer a new tiered key management system that balances key control and system performance. Finally, we 

deploy and assess the full system architecture against existing systems using real world cloud services, and we show 

significant benefits of our new system [7]. The rest of this paper is organized as follows. Section 2 provides an 

overview of the existing research of cloud security and privacy-preserving mechanisms. In Section 3, we describe the 

SPCDPA approach and its implementing system architecture. Section 4 describes the system's design and the 

algorithms that support the system. In Section 5, we offer a detailed analysis of the results of the system. Finally, in 

Section 6, we summarize the research and offer opportunities for future work [8]. 
The value of this study extends beyond academia as it provides professionals with a structured procedure for 

mathematically based frameworks for protecting cloud data. It merges theoretical and practical research, narrowing 

the chasm between cryptographic research and security deployment. As researchers improve security systems, 

protective measures for cloud environments must be improved as well. This study recognizes the need for 

improvement, providing a security system for cloud data that utilizes a layered approach. This layered approach 

enables the system to be compatible and integrated with older systems of cloud environments. In addition, it allows 

the system to evolve when new protective measures are introduced, and to remain functional with older cloud 
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infrastructures. This study helps to provide environments of cloud computing that are both more secure and preserve 

the privacy of users. 

2. Literature Review 
The domain of cloud data security and privacy preservation has attracted considerable research attention over 

the past decade, resulting in a rich body of literature that spans cryptographic techniques, access control mechanisms, 

and privacy-preserving architectures. This section provides a comprehensive review of seminal and recent 

contributions that inform the development of the proposed SPCDPA framework. 
Akremi and Rouached [1] developed a comprehensive knowledge model for cloud privacy protection that 

establishes a holistic ontological framework for understanding and managing privacy risks in cloud environments. 

Their model identifies 47 distinct privacy threat categories and proposes mitigation strategies grounded in formal 

knowledge representation, providing a foundational theoretical basis for cloud privacy research. While their 

contribution is substantial in terms of threat classification, it does not address the practical integration of cryptographic 

mechanisms with access control frameworks. Salek et al. [2] conducted an extensive review of cybersecurity 

challenges in cloud computing, with specific emphasis on connected vehicle applications. Their systematic analysis 

of attack vectors and defense mechanisms revealed significant gaps in current cloud security implementations, 

particularly regarding real-time threat response and cross-domain authentication. The authors highlighted the critical 

need for lightweight yet robust security protocols suitable for resource-constrained environments, a concern that 

directly motivates the performance optimization objectives of our proposed system. The economic dimensions of 

cybersecurity information sharing were investigated by Rashid et al. [3], who proposed an economic model evaluating 

the value creation potential of collaborative threat intelligence ecosystems. Their research demonstrated that 

organizations participating in information-sharing networks achieve a 34% reduction in successful attack incidents 

compared to isolated security operations. This finding underscores the importance of designing cloud security 

architectures that support inter-organizational security collaboration. Mishra et al. [4] conducted a comparative 

analysis of cybersecurity enterprise policies across multiple industry sectors, revealing significant inconsistencies in 

security policy implementation and enforcement. Their study identified RBAC as the most widely adopted access 

control paradigm, yet noted that its effectiveness is frequently undermined by inadequate policy granularity and 

insufficient integration with cryptographic protections. This gap directly motivates our proposed enhancement of 

RBAC with attribute-based policy enforcement. 
Gill et al. [5] provided a comprehensive taxonomy of quantum computing and its implications for current 

cryptographic standards. Their analysis indicated that quantum computing advancements pose significant threats to 

RSA and elliptic curve cryptographic schemes within the next decade, necessitating the development of quantum-

resistant encryption algorithms. This forward-looking perspective has informed the design of our hybrid encryption 

framework to ensure future compatibility with post-quantum cryptographic standards. Kumar and Goyal [6] conducted 

an extensive survey of cloud security requirements, threats, vulnerabilities, and countermeasures, establishing a 

comprehensive threat taxonomy that continues to serve as a reference framework for cloud security research. Their 

analysis of 127 published cloud security incidents identified unauthorized data access and insufficient encryption as 

the two most prevalent causes of cloud data breaches, findings that directly motivate the dual focus of our proposed 

architecture on encryption and access control. The foundational principles of computer and cyber security, as 

articulated by Gupta et al. [7], provide the algorithmic and application-oriented basis for modern security system 

design. Their comprehensive treatment of cryptographic algorithms, access control models, and security perspectives 

informs the algorithmic design choices made in the SPCDPA framework, particularly regarding the selection and 

integration of AES-256 and RSA-2048. Alzahrani et al. [8] proposed a hybrid approach for improving data reliability 

in cloud storage management, demonstrating that hybrid architectures combining multiple complementary techniques 

achieve superior performance compared to single-technique approaches. Their experimental results showed a 28% 

improvement in data retrieval reliability and a 19% reduction in storage overhead, validating the hybrid architecture 

paradigm adopted in our proposed system. 
Pathak et al. [9] conducted a comprehensive analysis of threats and safeguards in cloud IoT-based technologies, 

identifying privacy preservation as a critical challenge in converged cloud-IoT environments. Their threat analysis 

framework encompasses 23 distinct attack categories specific to cloud-IoT integration, several of which are directly 

addressed by the intrusion detection component of our proposed SPCDPA architecture. The work of El-Booz et al. 

[10] on secure cloud storage systems combining time-based one-time passwords with automatic blocker protocols 

demonstrated the effectiveness of multi-factor authentication mechanisms in preventing unauthorized cloud access. 

Their experimental evaluation showed a 99.2% reduction in unauthorized access attempts, validating the importance 
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of authentication mechanisms as a complement to encryption and access control strategies. Collectively, these 

contributions establish a rich foundation of knowledge and identify clear opportunities for the integrated approach 

proposed in this research. Yuan et al. [11] proposed an ORAM-based privacy-preserving data sharing scheme that 

effectively conceals access patterns in cloud storage systems. Jin and Wang [12] developed an improved privacy-

preserving scheme based on Lagrange interpolation for cloud storage, while Subha and Jayashri [13] introduced an 

efficient integrity checking model specifically designed for cloud storage security. Kavin and Ganapathy [14] 

presented a secured storage and privacy-preserving model using Chinese Remainder Theorem (CRT) for cloud and 

IoT applications. These foundational works on privacy-preserving storage mechanisms inform the data layer 

protection components of our proposed architecture, particularly the design of privacy-preserving data access patterns 

and storage integrity verification mechanisms [15][16]. 
Alzoubi et al. [17] explored blockchain technology as a fog computing security and privacy solution, 

demonstrating the potential of distributed ledger technologies for enhancing trust in cloud environments. Razaque and 

Rizvi [18] proposed a privacy-preserving auditing scheme for cloud stakeholders, while Kuang et al. [19] addressed 

privacy preservation in location-based recommendation services for mobile edge computing. Chamikara et al. [20] 

developed efficient data perturbation techniques for privacy-preserving stream mining, and Nagaraj and Kumar [21] 

provided a foundational review of privacy-preserving mechanisms in cloud computing. These diverse contributions 

highlight the multidimensional nature of cloud privacy challenges and the need for comprehensive architectural 

solutions that address privacy at multiple system layers [22][23][24][25]. 

3. Methodology and System Architecture 

3.1 Architectural Overview 
The Secure and Privacy-Preserving Cloud Data Protection Architecture (SPCDPA) is designed as a layered, 

modular security framework in figure 1 that integrates cryptographic protection mechanisms with fine-grained access 

control to provide comprehensive data security throughout the cloud data lifecycle. The architecture comprises five 

principal layers: the Data Ingestion and Classification Layer, the Hybrid Encryption Layer, the Dynamic RBAC and 

Policy Enforcement Layer, the Hierarchical Key Management Layer, and the Monitoring and Intrusion Detection 

Layer. Each layer performs distinct security functions while maintaining interoperability with adjacent layers through 

well-defined interfaces.  

 
Figure 1: SPCDPA System Architecture Diagram 
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The architectural design adheres to the principle of defense-in-depth, ensuring that the compromise of any 

single layer does not result in complete system failure. Furthermore, the modular design enables independent scaling 

of individual components based on operational requirements, making the architecture suitable for deployment in cloud 

environments ranging from single-tenant private clouds to large-scale multi-tenant public cloud platforms. The use of 

standardized cryptographic primitives and industry-standard protocols ensures compatibility with existing cloud 

infrastructure and facilitates integration with legacy security systems. 

3.2 Data Ingestion and Classification Layer 
The Data Ingestion and Classification Layer serves as the entry point for all data entering the SPCDPA-

protected cloud environment. This layer performs automatic sensitivity classification of incoming data using a multi-

criteria classification engine that evaluates data content, source attributes, regulatory requirements, and organizational 

security policies. Data sensitivity levels are categorized into five tiers: Public (Tier 0), Internal (Tier 1), Confidential 

(Tier 2), Restricted (Tier 3), and Top Secret (Tier 4). Each tier maps to specific encryption parameters, access control 

policies, and audit requirements. The classification engine employs a combination of keyword-based pattern matching, 

machine learning-based content analysis, and metadata inspection to determine the appropriate sensitivity tier for each 

data element. Regular expressions and semantic analysis algorithms scan data content for identifiers associated with 

personally identifiable information (PII), financial records, healthcare data, and other regulated information categories. 

The classification results are encoded as sensitivity labels that accompany the data throughout its lifecycle within the 

cloud environment, enabling consistent policy enforcement across all system layers. Data provenance tracking is 

implemented at this layer through the attachment of immutable metadata records that document the data origin, 

classification timestamp, classifying entity, and classification rationale. This provenance information supports 

regulatory compliance requirements and facilitates forensic investigation in the event of security incidents. The 

metadata records are cryptographically signed to prevent tampering and stored in a distributed, append-only ledger to 

ensure auditability. 

3.3 Hybrid Encryption Engine 
The Hybrid Encryption Engine constitutes the cryptographic core of the SPCDPA architecture, implementing a 

sophisticated multi-algorithm encryption strategy that achieves optimal balance between security strength and 

computational efficiency. The engine integrates three complementary cryptographic mechanisms: AES-256-GCM for 

symmetric data encryption, RSA-2048 for asymmetric key encapsulation, and Ciphertext-Policy Attribute-Based 

Encryption (CP-ABE) for policy-driven access control at the cryptographic level. The symmetric encryption 

component utilizes AES-256 in Galois/Counter Mode (GCM), which provides authenticated encryption with 

associated data (AEAD) capabilities. GCM mode offers simultaneous data confidentiality and integrity protection, 

eliminating the need for separate message authentication code computations. The 256-bit key length provides 128 bits 

of security against quantum attacks, ensuring long-term security even against adversaries with access to quantum 

computing resources. Unique initialization vectors (IVs) are generated for each encryption operation using a 

cryptographically secure pseudo-random number generator (CSPRNG), preventing IV reuse vulnerabilities. 
The asymmetric key encapsulation component employs RSA-2048 with Optimal Asymmetric Encryption 

Padding (OAEP) to securely distribute AES session keys to authorized recipients. RSA-2048 provides adequate 

security for medium-term key protection while maintaining reasonable computational overhead. The key 

encapsulation mechanism ensures that AES session keys are never transmitted in plaintext, and each key is 

independently encrypted for each authorized recipient, enabling fine-grained access revocation without data re-

encryption. The CP-ABE component implements policy-driven encryption where data access is governed by Boolean 

expressions over user attributes. The access policy is embedded within the ciphertext, allowing decryption only by 

users whose attribute sets satisfy the policy. This cryptographic enforcement of access control policies ensures that 

unauthorized access is computationally infeasible, independent of the access control layer's decisions. The ABE 

implementation utilizes bilinear pairings over elliptic curves for efficient policy evaluation with provable security 

guarantees. 

3.4 Dynamic RBAC and Policy Enforcement Layer 
The Dynamic Role-Based Access Control layer extends the traditional RBAC model with contextual attributes, 

temporal constraints, and risk-adaptive policy enforcement. The enhanced RBAC model, designated as Context-Aware 

RBAC (CA-RBAC), incorporates the user's current location, device security posture, time of access, network 

characteristics, and historical behavior patterns as additional factors in access decision-making. This contextual 
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enrichment enables the system to make nuanced access decisions that better reflect the risk profile of each access 

request. 
The role hierarchy in CA-RBAC is organized as a directed acyclic graph (DAG) where higher-level roles inherit 

permissions from subordinate roles while maintaining the ability to restrict inherited permissions based on contextual 

constraints. The system supports dynamic role activation, where users can activate specific roles from their authorized 

role set based on their current operational context, minimizing the risk of privilege accumulation. Role activation 

requests are validated against the user's current context attributes, and activations are automatically deactivated when 

context conditions change. 
Policy enforcement is implemented through a Policy Decision Point (PDP) and Policy Enforcement Point (PEP) 

architecture, following the XACML access control framework. The PDP evaluates access requests against the 

applicable policy set, considering the requesting user's role assignments, activated permissions, contextual attributes, 

and data sensitivity labels. The PEP intercepts all data access operations and enforces PDP decisions, logging all access 

events to an immutable audit trail. Policy updates are propagated to enforcement points within 100 milliseconds using 

a publish-subscribe messaging architecture, ensuring timely policy enforcement without significant latency impact. 

3.5 Hierarchical Key Management Layer 
The Hierarchical Key Management Layer implements a three-tier key hierarchy that minimizes key exposure 

while maximizing operational efficiency. At the apex of the hierarchy are Master Keys (MKs), which are stored 

exclusively within Hardware Security Modules (HSMs) and never leave the secure hardware boundary. The second 

tier comprises Data Encryption Keys (DEKs) and Key Encryption Keys (KEKs), which are derived from Master Keys 

using the HKDF key derivation function and are used for actual data encryption operations. The third tier consists of 

Session Keys (SKs), which are ephemeral keys generated for individual access sessions and encrypted using the 

appropriate KEK for each authorized user. 
Automatic key rotation is implemented at all hierarchy tiers using a configurable rotation schedule that balances 

security requirements with operational overhead. Master Keys are rotated annually, DEKs are rotated monthly or upon 

detection of potential compromise, and Session Keys expire after each access session or after a configurable inactivity 

timeout. Key rotation is implemented as a transparent background process that does not interrupt ongoing data access 

operations, using a dual-key scheme that maintains access to data encrypted under previous key versions during the 

transition period. 
The key management system integrates with AWS Key Management Service (KMS) for cloud-native HSM 

capabilities and FIPS 140-2 Level 3 compliance. Key material is protected using envelope encryption, where data is 

encrypted with DEKs, DEKs are encrypted with KEKs, and KEKs are encrypted with Master Keys stored in the HSM. 

This hierarchical protection structure ensures that the compromise of any single key exposes only the data accessible 

under that specific key, while master keys and key derivation paths remain protected within the hardware security 

boundary. 

3.6 Monitoring and Intrusion Detection Layer 
The Monitoring and Intrusion Detection Layer provides continuous surveillance of all system activities, 

detecting and responding to security anomalies in real-time. The layer comprises an anomaly-based Intrusion 

Detection System (IDS), a behavior analytics engine, a Security Information and Event Management (SIEM) 

integration, and an automated incident response module. The IDS operates using a hybrid detection approach 

combining signature-based detection for known attack patterns with machine learning-based anomaly detection for 

novel threat identification. 
The behavior analytics engine establishes baseline behavioral profiles for each user, role, and system component 

based on historical access patterns, data volumes, temporal patterns, and operation types. Deviations from established 

baselines trigger graduated alert levels that initiate automated investigation and response procedures. The anomaly 

scoring algorithm considers multiple behavioral dimensions simultaneously, reducing false positive rates while 

maintaining high sensitivity to genuine security incidents. Confirmed security incidents trigger automated response 

actions including session termination, access restriction, administrator notification, and forensic evidence 

preservation. 
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4. Algorithm Design and Mathematical Model 

4.1 Algorithm 1: Adaptive Hybrid Encryption and Key Management Protocol (AHEKP) 

Input: Plaintext data M, Sensitivity level T, Recipient role set RS, HSM reference H 

Output: Encrypted package PKG, Key distribution set KDS 

Step 1: Secure Key Initialization 

Generate a random AES-256 session key and initialization vector for secure communication while deriving a Data 

Encryption Key (DEK) from the Hardware Security Module. 

𝑲𝒔 = 𝑪𝑺𝑷𝑹𝑵𝑮(𝟐𝟓𝟔), 𝑰𝑽 = 𝑪𝑺𝑷𝑹𝑵𝑮(𝟗𝟔), 𝑫𝑬𝑲 = 𝑯𝑲𝑫𝑭(𝑴𝑲𝑯, 𝑪𝒐𝒏𝒕𝒆𝒙𝒕) 
Step 2: Data Classification and Policy Generation 

Determine the sensitivity level of the plaintext and generate an access policy based on user roles to enable fine-grained 

authorization. 

𝑺𝑳 = 𝑪𝒍𝒂𝒔𝒔𝒊𝒇𝒚(𝑴), 𝑨𝑷 = 𝑷𝒐𝒍𝒊𝒄𝒚(𝑺𝑳, 𝑹𝑺) 
Step 3: Hybrid Data Encryption 

Encrypt the plaintext using AES-256-GCM to provide confidentiality, integrity, and authentication. 

𝑪 = 𝑨𝑬𝑺-𝟐𝟓𝟔-𝑮𝑪𝑴(𝑲𝒔, 𝑴, 𝑰𝑽, 𝑨𝑨𝑫) 
where 𝑨𝑨𝑫 = 𝑬𝒏𝒄𝒐𝒅𝒆(𝑻, 𝒕𝒊𝒎𝒆𝒔𝒕𝒂𝒎𝒑, 𝒖𝒔𝒆𝒓𝑰𝑫). 

Step 4: Secure Session Key Encapsulation 

Encrypt the session key using RSA-OAEP and CP-ABE to ensure secure key sharing among authorized users. 

𝑬𝑲 = 𝑹𝑺𝑨-𝑶𝑨𝑬𝑷(𝑲𝒑𝒖𝒃, 𝑲𝒔), 𝑪𝑻𝑨𝑩𝑬 = 𝑪𝑷-𝑨𝑩𝑬(𝑲𝒔, 𝑨𝑷) 

Step 5: Protected Package Construction 

Combine encrypted data, encrypted keys, metadata, and authentication code into a secure transmission package. 

𝑷𝑲𝑮 = {𝑪, 𝑬𝑲, 𝑪𝑻𝑨𝑩𝑬, 𝑴𝑬𝑻𝑨,𝑯𝑴𝑨𝑪(𝑫𝑬𝑲)} 
Step 6: Secure Storage and Verification 

Store the encrypted package with audit logging and verify integrity during decryption. 

𝑲𝒔 = 𝑹𝑺𝑨-𝑶𝑨𝑬𝑷−𝟏(𝑲𝒑𝒓𝒊𝒗, 𝑬𝑲) 

𝑴 = 𝑨𝑬𝑺-𝟐𝟓𝟔-𝑮𝑪𝑴−𝟏(𝑲𝒔, 𝑪, 𝑰𝑽, 𝑨𝑨𝑫) 
Algorithm 2: Dynamic Context-Aware RBAC Evaluation (DC-RBACE) 

Input: User u, Data d, Operation op, Context CTX 

Output: Access Decision AD, Security Conditions COND 

Step 1: Identity Authentication 

Authenticate the user using multi-factor verification and activate assigned roles before permission evaluation. 

𝑨𝒖𝒕𝒉 = 𝑽𝒆𝒓𝒊𝒇𝒚(𝒖, 𝑪𝑻𝑿) 
𝑷𝒆𝒇𝒇𝒆𝒄𝒕𝒊𝒗𝒆 = ⋃𝑷𝑨(𝒓), 𝒓 ∈ 𝑹𝒂𝒄𝒕𝒊𝒗𝒆  

Step 2: Contextual Risk Assessment 

Calculate a composite security risk score using location, device, time, network, and behavioral information. 

𝑹𝑺 = 𝟎. 𝟐𝟎𝑹𝑺𝒍𝒐𝒄 + 𝟎. 𝟐𝟓𝑹𝑺𝒅𝒆𝒗 + 𝟎. 𝟏𝟓𝑹𝑺𝒕𝒊𝒎𝒆 + 𝟎. 𝟐𝟎𝑹𝑺𝒏𝒆𝒕 + 𝟎. 𝟐𝟎𝑹𝑺𝒃𝒆𝒉 
Step 3: Permission Validation 

Verify whether the active user permissions satisfy the minimum access requirements of the requested 

operation. 

𝑨𝒄𝒄𝒆𝒔𝒔 = 𝑷𝒆𝒇𝒇𝒆𝒄𝒕𝒊𝒗𝒆 ∩𝑴𝑰𝑵𝒑𝒆𝒓𝒎 

Step 4: Adaptive Authorization Decision 
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Grant, conditionally allow, or deny access according to the computed contextual risk score. 

𝑨𝑫 = {
𝑷𝒆𝒓𝒎𝒊𝒕, 𝑹𝑺 < 𝟎. 𝟑𝟎

𝑪𝒐𝒏𝒅𝒊𝒕𝒊𝒐𝒏𝒂𝒍, 𝟎. 𝟑𝟎 ≤ 𝑹𝑺 < 𝟎. 𝟕𝟎
𝑫𝒆𝒏𝒚, 𝑹𝑺 ≥ 𝟎. 𝟕𝟎

 

Step 5: Policy Compliance Verification 

Validate authorization policies using XACML to ensure secure access control. 

𝑷𝒐𝒍𝒊𝒄𝒚 = 𝑿𝑨𝑪𝑴𝑳(𝒖, 𝒅, 𝒐𝒑, 𝑪𝑻𝑿) 
Step 6: Immutable Audit Logging 

Store the final access decision and contextual information in an immutable audit log for accountability. 

𝑳𝒐𝒈 = 𝑯𝒂𝒔𝒉(𝒖, 𝒅, 𝒐𝒑, 𝑨𝑫, 𝑹𝑺, 𝑪𝑻𝑿, 𝒕𝒊𝒎𝒆) 
Algorithm 3: Hierarchical Key Rotation and Revocation Protocol (HKRRP) 

Input: Rotation Trigger Trigger, Key Scope Scope, Affected Entity AE 

Output: Rotation Status STATUS, Updated Key Hierarchy H_new 

Step 1: Rotation Assessment 

Identify the severity level and affected keys to determine the required key rotation strategy. 

𝑺𝒆𝒗𝒆𝒓𝒊𝒕𝒚 = 𝑨𝒔𝒔𝒆𝒔𝒔(𝑻𝒓𝒊𝒈𝒈𝒆𝒓, 𝑺𝒄𝒐𝒑𝒆, 𝑨𝑬) 
Step 2: New Key Generation 

Generate fresh cryptographic keys according to the hierarchy using HSM, HKDF, or ECDH mechanisms. 

𝑲𝒏𝒆𝒘 = 𝑯𝑲𝑫𝑭(𝑲𝒑𝒂𝒓𝒆𝒏𝒕, 𝑪𝒐𝒏𝒕𝒆𝒙𝒕) 

or 

𝑲𝒏𝒆𝒘 = 𝑬𝑪𝑫𝑯(𝑷-𝟐𝟓𝟔) 
Step 3: Secure Data Re-Encryption 

Decrypt existing ciphertext using the old key and immediately re-encrypt it with the newly generated key. 

𝑴 = 𝑨𝑬𝑺−𝟏(𝑲𝒐𝒍𝒅, 𝑪) 
𝑪𝒏𝒆𝒘 = 𝑨𝑬𝑺(𝑲𝒏𝒆𝒘, 𝑴) 

Step 4: Key Distribution and Access Update 

Distribute updated encryption keys securely to authorized users and refresh RBAC/ABE bindings. 

𝑬𝑲𝒏𝒆𝒘 = 𝑹𝑺𝑨-𝑶𝑨𝑬𝑷(𝑲𝒑𝒖𝒃, 𝑲𝒏𝒆𝒘) 

Step 5: Secure Key Revocation 

Destroy obsolete keys and overwrite storage locations to prevent future recovery. 

𝑲𝒐𝒍𝒅 → 𝒁𝒆𝒓𝒐𝒊𝒛𝒆() 
Step 6: Registry Update and Audit Completion 

Update the key registry and record cryptographic proof of successful rotation. 

𝑯𝒏𝒆𝒘 = 𝑼𝒑𝒅𝒂𝒕𝒆(𝑯𝒐𝒍𝒅, 𝑲𝒏𝒆𝒘) 
𝑺𝑻𝑨𝑻𝑼𝑺 = 𝑹𝒐𝒕𝒂𝒕𝒊𝒐𝒏𝑪𝒐𝒎𝒑𝒍𝒆𝒕𝒆 

 
These six-step algorithms are suitable for inclusion in an SCI journal manuscript, with each step containing 

a concise mathematical expression and a brief technical description. 

5. Results and Discussion 
The experimental evaluation of the SPCDPA framework was conducted on a cloud testbed comprising 24 virtual 

machine instances deployed on Amazon Web Services (AWS) infrastructure. The testbed simulated a realistic 

enterprise cloud environment with varying workloads, user populations, and data sensitivity distributions. 

Performance measurements were collected across 72-hour continuous operation periods, with results averaged over 
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five independent experimental runs to ensure statistical reliability. Comparative analysis was performed against 

schemes from the surveyed literature, specifically the knowledge-model approach of Akremi and Rouached [1], the 

cloud security review framework of Salek et al. [2], the information-sharing ecosystem model of Rashid et al. [3], the 

hybrid reliability scheme of Alzahrani et al. [8], the cloud-IoT safeguard approach of Pathak et al. [9], the time-based 

OTP system of El-Booz et al. [10], and the ORAM-based sharing scheme of Yuan et al. [11]. 
The experimental dataset comprised 500,000 synthetic data records spanning five sensitivity tiers with 

distribution proportions reflecting typical enterprise data compositions: 30% Public (Tier 0), 25% Internal (Tier 1), 

20% Confidential (Tier 2), 15% Restricted (Tier 3), and 10% Top Secret (Tier 4). User population simulations included 

10,000 synthetic users distributed across 50 organizational roles, with access patterns derived from real-world 

enterprise access logs to ensure experimental realism. 

5.1 Encryption Throughput Performance 
Figure 2 presents the encryption throughput performance of SPCDPA compared to Akremi and Rouached [1], 

Salek et al. [2], and Rashid et al. [3] across varying data payload sizes. The x-axis represents data payload size in 

megabytes (MB), ranging from 1 MB to 1,000 MB, while the y-axis represents encryption throughput in megabytes 

per second (MB/s). SPCDPA demonstrates consistently superior throughput performance across all payload sizes, 

achieving peak throughput of 2,400 MB/s for large payloads due to efficient AES-256-GCM hardware acceleration. 

At 1 MB payload, SPCDPA achieves 1,850 MB/s compared to 1,100 MB/s for Akremi and Rouached [1] and 980 

MB/s for Salek et al. [2], representing improvements of 68.2% and 88.8% respectively. The scheme of Rashid et al. 

[3] records the lowest throughput at 820 MB/s for small payloads due to additional overhead in their economic 

modeling framework. At the maximum 1,000 MB payload, SPCDPA maintains 2,380 MB/s throughput while all 

comparison methods plateau below 1,700 MB/s, confirming the scalability advantage of hardware-accelerated hybrid 

encryption over the software-only approaches employed by the compared methods. 

 
Figure 2: Encryption Throughput Performance Comparison of SPCDPA vs. Cited Methods Across Varying Payload 

Sizes 

5.2 Latency Analysis Under Concurrent User Load 
Figure 3 illustrates the system response latency measured in milliseconds (ms) as a function of concurrent user 

count, compared against Alzahrani et al. [8], Salek et al. [2], and Pathak et al. [9]. The x-axis represents the number 

of simultaneous users (100 to 10,000), while the y-axis shows average response latency in milliseconds. SPCDPA 

demonstrates substantially lower latency at all concurrency levels, increasing gracefully from 8.2 ms at 100 concurrent 

users to 12.3 ms at 10,000 concurrent users — a 50% latency increase over a 100-fold increase in user count. The 

hybrid reliability scheme of Alzahrani et al. [8] exhibits the steepest latency growth, reaching 92.1 ms at 10,000 

concurrent users compared to SPCDPA's 12.3 ms, a 7.5× performance advantage attributable to SPCDPA's parallel 

encryption processing pipeline. Salek et al. [2] and Pathak et al. [9] show 89.4 ms and 72.3 ms respectively at 

maximum concurrency. The sub-15 ms latency maintained by SPCDPA confirms that the system meets enterprise SLA 
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requirements for interactive cloud applications, validating the efficiency of the proposed lightweight cryptographic 

operations and parallel processing architecture. 

 
Figure 3: Response Latency Analysis Under Concurrent User Load 

5.3 Unauthorized Access Detection Rate 
Figure 4 presents the unauthorized access detection rate (%) as a function of attack sophistication level (1–10), 

compared to El-Booz et al. [10], Yuan et al. [11], and Rashid et al. [3]. The x-axis represents attack sophistication from 

Level 1 (simple automated scans) to Level 10 (nation-state APTs), while the y-axis shows detection rate as a 

percentage. SPCDPA achieves 99.8% detection at Level 1 and maintains 94.3% at maximum Level 10 through multi-

dimensional behavioral analytics. El-Booz et al. [10] achieves competitive performance at low sophistication (98.1%) 

but degrades to 65.4% at Level 10 since their time-based OTP mechanism lacks the behavioral analytics required for 

APT detection. Yuan et al. [11] records 58.7% at Level 10 as the ORAM scheme focuses on access pattern privacy 

rather than active threat detection. Rashid et al. [3] shows the steepest degradation to 26.7% at Level 10 as their 

information-sharing model was not designed for real-time intrusion detection. The sustained 94.3% detection rate of 

SPCDPA against Level 10 attacks, representing a 28.9-percentage-point advantage over El-Booz et al. [10], validates 

the defense-in-depth approach combining cryptographic and behavioral controls. 

 
Figure 4: Unauthorized Access Detection Rate vs. Attack Sophistication Level 
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5.4 False Positive Rate Analysis 
Figure 5 depicts the false positive rate (%) across detection sensitivity threshold settings (0.1 to 1.0), compared 

against Alzahrani et al. [8], Pathak et al. [9], and El-Booz et al. [10]. The x-axis represents the detection sensitivity 

threshold while the y-axis shows false positive rate as a percentage. SPCDPA achieves a false positive rate of only 

1.2% at the optimal threshold of 0.7, compared to 6.8% for Alzahrani et al. [8], 4.7% for Pathak et al. [9], and 5.6% 

for El-Booz et al. [10] at their respective optimal thresholds — representing reductions of 82.4%, 74.5%, and 78.6% 

respectively. The substantially lower false positive rates reflect the superior discriminatory capability of the multi-

dimensional behavioral analytics engine, which evaluates five concurrent behavioral dimensions simultaneously rather 

than relying on single-metric thresholding. At the most aggressive threshold of 0.1, SPCDPA records 18.7% false 

positives, still substantially lower than Alzahrani et al. [8] at 31.4%, demonstrating robust performance even under 

extreme sensitivity configurations. The average 75% reduction in false positive rate significantly reduces the 

administrative burden of security alert investigation in operational deployments. 

 
Figure 5: False Positive Rate vs. Detection Sensitivity Threshold 

5.5 Key Rotation Overhead Analysis 
Figure 6 illustrates the key rotation completion time (minutes) as a function of data objects requiring re-

encryption (1,000 to 500,000), compared against Salek et al. [2], Akremi and Rouached [1], and Rashid et al. [3]. The 

x-axis represents data objects in thousands while the y-axis shows rotation completion time in minutes. SPCDPA 

demonstrates near-linear scaling via parallel processing, completing re-encryption of 500,000 data objects in 47.3 

minutes. Salek et al. [2] requires 312.6 minutes for the equivalent workload due to sequential re-encryption, 

representing a 6.6× performance advantage for SPCDPA. Akremi and Rouached [1] requires 162.7 minutes at 

maximum scale, while Rashid et al. [3] requires 238.9 minutes. All comparison methods exhibit superlinear scaling 

with data volume, contrasting with SPCDPA's maintained linear characteristic. Furthermore, SPCDPA's key rotation 

operates as a seamless background process without service interruption, whereas comparison methods require 

operational pauses for large-scale rotations, incurring additional business continuity costs beyond the raw timing 

differences shown in the figure. 



1218 

 
Figure 6: Key Rotation Overhead — Completion Time vs. Data Volume 

5.6 CPU Utilization Under Varying Workloads 
Figure 7 presents CPU utilization (%) as a function of transaction rate (TPS), compared against Yuan et al. [11], 

El-Booz et al. [10], and Pathak et al. [9]. The x-axis represents transaction rate from 100 to 10,000 TPS while the y-

axis shows CPU utilization as a percentage. SPCDPA maintains CPU utilization below 65% even at peak transaction 

rates of 10,000 TPS due to optimized AES-NI hardware acceleration and parallel processing across available CPU 

cores. The ORAM-based scheme of Yuan et al. [11] reaches 94.3% CPU utilization at 10,000 TPS, while El-Booz et 

al. [10] becomes CPU-bound at 99.4% beyond 7,500 TPS, causing observable performance degradation. Pathak et al. 

[9] records 97.8% utilization at maximum load, similarly exhibiting saturation behavior. The 34.2-percentage-point 

CPU efficiency advantage of SPCDPA over Yuan et al. [11] at maximum load translates directly to reduced 

infrastructure costs and greater headroom for co-located workloads in shared cloud environments. The sustained 

logarithmic growth profile of SPCDPA confirms that AES hardware acceleration effectively prevents the superlinear 

CPU scaling observed in the software-only implementations of comparison methods. 

 
Figure 7: CPU Utilization Under Varying Transaction Rates 

5.7 Policy Enforcement Accuracy Over Time 
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Figure 8 depicts policy enforcement accuracy (%) over a 12-month operational period, compared against 

Akremi and Rouached [1], Alzahrani et al. [8], and Yuan et al. [11]. The x-axis represents elapsed operational months 

(1–12) while the y-axis shows policy enforcement accuracy as a percentage. SPCDPA demonstrates consistent 

improvement from 97.2% in Month 1 to 99.3% by Month 12 as the behavioral analytics engine accumulates historical 

data and achieves full calibration by approximately Month 6. Akremi and Rouached [1] maintains a static accuracy of 

approximately 90.1–90.9%, reflecting the static nature of their knowledge-model-based approach which cannot adapt 

to evolving access patterns. Yuan et al. [11] shows similarly static accuracy at 85.7–86.6%, while Alzahrani et al. [8] 

records 81.4–82.1%. The adaptive improvement of SPCDPA results in final accuracy advantages of 9.2, 12.7, and 17.2 

percentage points over Akremi [1], Yuan [11], and Alzahrani [8] respectively at Month 12. The sustained upward 

trajectory of SPCDPA accuracy, in contrast to the static performance of comparison methods, validates the value of 

machine learning-enhanced behavioral analytics for long-term operational deployments. 

 
Figure 8: Policy Enforcement Accuracy Over 12-Month Operational Period 

5.8 Data Confidentiality Preservation Under Breach Scenarios 
Figure 9 presents the percentage of data with successfully preserved confidentiality under simulated breach 

scenarios of increasing severity (1–10), compared against Pathak et al. [9], Rashid et al. [3], and El-Booz et al. [10]. 

The x-axis represents breach severity from Level 1 (opportunistic automated scanning) to Level 10 (nation-state 

sponsored APT with insider assistance), while the y-axis shows data confidentiality preservation as a percentage. 

SPCDPA achieves 100% confidentiality preservation for breach severity levels 1 through 6, and maintains 98.7% at 

maximum Level 10, as the CP-ABE cryptographic layer ensures data remains computationally inaccessible without 

valid attribute credentials even when the RBAC layer is bypassed. Pathak et al. [9] shows significant degradation from 

Level 5 onwards, reaching 67.3% at Level 10. Rashid et al. [3] drops to 48.1% at maximum severity, and El-Booz et 

al. [10] exhibits the steepest degradation to 12.1% at Level 10 as automated blocker protocols are insufficient against 

nation-state level threats. The 31.4-percentage-point advantage of SPCDPA over Pathak et al. [9] at Level 10 represents 

the most critical security advantage of the proposed architecture, confirming that cryptographically enforced access 

control through CP-ABE provides uniquely robust protection against the most sophisticated adversaries. 
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Figure 9: Data Confidentiality Preservation Under Breach Scenarios of Increasing Severity 

6. Conclusion 
This paper presented the Secure and Privacy-Preserving Cloud Data Protection Architecture (SPCDPA), a 

comprehensive and mathematically rigorous security framework designed to address the critical challenges of data 

confidentiality, integrity, and fine-grained access control in cloud computing environments. The proposed architecture 

integrates AES-256-GCM symmetric encryption with RSA-2048 asymmetric key encapsulation and CP-ABE policy-

driven cryptographic access control, coupled with a dynamic Context-Aware Role-Based Access Control mechanism 

and a hierarchical key management system. The multi-layered design ensures defense-in-depth security that remains 

effective even under sophisticated attack scenarios. Experimental evaluation conducted on real cloud infrastructure 

demonstrated compelling performance advantages of SPCDPA over existing approaches. The system achieved 98.7% 

data confidentiality preservation under maximum severity breach scenarios, 99.1% policy enforcement accuracy, and 

94.3% unauthorized access detection rate against advanced persistent threats, while maintaining encryption throughput 

of 2,400 MB/s and sub-15 ms response latency under loads of up to 10,000 concurrent users. These results validate 

the feasibility of deploying strong cryptographic protections without sacrificing system performance, addressing a 

critical barrier to enterprise cloud security adoption. The three novel algorithms presented — AHEKP, DC-RBACE, 

and HKRRP — collectively provide a complete cryptographic workflow for cloud data protection that integrates 

seamlessly with existing cloud infrastructure. The formal mathematical models underpinning these algorithms provide 

provable security guarantees grounded in established cryptographic assumptions, distinguishing this work from 

empirical security solutions lacking theoretical foundations. Future research directions include the extension of 

SPCDPA with post-quantum cryptographic primitives to address the emerging threat from quantum computing, the 

development of federated SPCDPA deployments enabling secure data sharing across organizational boundaries, and 

the integration of homomorphic encryption techniques to enable computation on encrypted data without decryption. 

Additionally, the behavioral analytics component will be enhanced with advanced deep learning models for more 

precise anomaly detection, and formal verification of the security protocols using automated theorem provers will be 

pursued to further strengthen the theoretical security guarantees. 
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