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Abstract: - The approach of weapon detection in surveillance systems is very crucial. It makes sure that public safety is maintained 

in different types of areas that are of high risk. These may include airports, schools as well as other public spaces. There are different 

types of traditional methods for weapon detection including handcrafted feature-based approaches. But these methods are 

sometimes noted to lack accuracy as well as efficiency in the matter of real-time detection. Deep learning has made significant 

improvements in the field of weapon detection. It has been done with the help of promoting automatic feature extraction as well as 

precise classification. This review explores different types of deep learning techniques including various CNN-based models like 

YOLO, Faster R-CNN as well as SSD. The review has also examined recent advancements in weapon detection including 

transformers and self-supervised learning. Some critical challenges came to notice and were discussed carefully. These challenges 

include dataset bias, computational demands, ethical concerns as well as adversarial attacks. The review paper suggests that future 

research needs to keep the focus on lightweight AI models, edge computing as well as multi-modal surveillance. These approaches 

are expected to increase the accuracy and real-time performance and reduce the existing limitations. 
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1. Introduction 
The approach to Weapon detection is one of the most crucial parts of modern security surveillance. There are 

different types of security threats noted to be rising in different public places including airports, schools as well as 

shopping centres. This is why it is crucial to maintain accurate and fast methods for weapon detection. This specific 

approach may provide significant help in the matter of preventing violence. According to the research of the Global 

Terrorism Database or GTD, there are approximately over 10,000 violent incidents officially recorded in the year 2023 

[1]. These cases clearly highlight the fact that there is a need for an advanced system for surveillance. Traditional 

methods of providing security are noted to be heavily dependent on human monitoring. This specific process may be 

very slow as well as error-prone. Nowadays, the aspects of artificial intelligence and deep learning have made notable 

transformations to the systems of security. There are different types of deep learning models including YOLO, Faster 

R-CNN, and SSD. According to recent studies, these specific models are able to detect weapons in real time with an 

accuracy rate of approximately 75 to 90% [2]. These models are able to recognise threats faster than traditional 

methods. It is done with the help of analysing images and videos. 
The primary aim of this paper is to review various recent advancements in deep learning for detecting weapons. 

This paper will also analyse various types of common techniques, datasets, methods of evaluation as well as challenges 

in the matter of real-world deployment. The study will also examine various types of potential future improvements 

in the field of AI-driven security. The structure of this paper outlines the procedure of review, covers background 

concepts, reviews existing studies as well as discusses different types of challenges and future directions. 
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2. Background and Theoretical Foundations  

A. Overview of Surveillance Systems 
The systems of surveillance help in the matter of effectively monitoring public as well as private spaces for 

detecting any kind of security threats. Research has found that there are over 1 billion CCTV cameras in use throughout 

the world [3]. Countries including China, the UK, and the US are noted to be in leading positions in adopting this 

technology. These cameras work on recording each and every footage. After this, the teams of security analyse the 

footage to detect potential threats. Modern systems for surveillance include drones as well as IoT-based security. 

Drones help in providing aerial monitoring [28]. On the other hand, cameras that are enabled by IoT are able to detect 

of there is any unusual activity with the help of AI [4]. There are different types of traditional systems for detecting 

weapons. These specific systems heavily depend on motion sensors, metal detectors as well as manual monitoring. 

These specific methods are noted to be struggling with the task of accuracy and real-time response. These are the 

reasons that contribute to making AI-driven surveillance a preferred as well as more effective solution for detecting 

weapons. 

 
Figure 1: CCTV Camera Market Size in Asia Pacisific (2018-2029) [3] 

B. Deep Learning in Image Processing 
The benefits provided by deep learning have made notable improvements within the process of image 

processing. This fact has made the detection of weapons faster as well as accurate. It is noted that Convolutional 

Neural Networks or CNNs are widely used in the process of weapon detection. This is because CNNs are able to learn 

patterns from images automatically [5]. There are different trending models for detecting weapons [30]. Some of these 

include YOLO or You Only Look Once, Faster R-CNN, and SSD or Single Shot MultiBox Detector [31]. Research 

has found that YOLOv5 is able to detect objects in real-time with over 90% rate of accuracy [2]. This specific quality 

makes it preferable for surveillance. On the other hand, transfer learning also helps in the matter of enhancing the 

process of detection with the help of using pre-trained models on large datasets [6]. This specific aspect contributes to 

reducing the time for training as well as enhancing the level of accuracy. It is also noted to be accurate even with very 

limited data about weapon detection. 

2. Review of Literature 
The traditional methods for detecting weapons heavily depended on different types of handcrafted features. 

Some of these features include Histogram of Oriented Gradients or HOG and Support Vector Machines or SVM [29]. 

According to the research of Biradar et al. HOG was noted as effective in the process of detecting objects but also 

struggled when they were applied in critical backgrounds [7]. Ingle has noted a similar performance for SVM 

classifiers [8]. It has performed well for small datasets and showed a lack of scalability in the matter of real-time 

surveillance. It is noted that these methods required manual extraction of features. This specific aspect reduces the 

level of accuracy as well as slows down the process. These are the specific limitations that have made significant 

contributions to making deep learning-based techniques a superior alternative to the traditional methods of detecting 

weapons. 
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Deep learning methods have created notable improvements in the process of weapon detection in surveillance 

systems. As per the research of Iqbal et al. Convolutional Neural Networks or CNNs are noted to outperform different 

types of traditional methods [9]. It happens with the help of automatically extracting different types of crucial features. 

There are different deep learning models including YOLO and Faster R-CNN that are nowadays being widely used 

for weapon detection [32]. According to Tan, YOLO is noted to work fast but it is also less precise [10]. On the other 

hand, Faster R-CNN provides better but it is also computationally expensive. 

 
Fig: Developed convolution neural network model [27] 

Research has noted that recent trends including Transformers and self-supervised learning have proven to 

provide promising results in the process of object detection. According to Zhang et al., transformers help in enhancing 

long-range dependencies but they pose the need for more training data [11]. On the other hand, as per Bhatti et al., 

deep learning has achieved higher accuracy in weapon detection [12]. It is also true that real-time implementation of 

deep learning is still a challenge. This is only due to the high computational cost.  
According to research, the implementation of high-quality datasets is very crucial for training as well as 

evaluating various types of deep learning models for the task of weapon detection. According to the research of 

Bideaux et al., the COCO dataset is noted to contain approximately over 200,000 labelled images [13].  This specific 

approach contributes to making it a benchmark in the field of detecting weapons. On the other hand, it is also true that 

the effectiveness of COCO datasets faces some extent of limitations due to the lack of specialised weapon annotations. 

According to the study of Anagnostopoulou, the Open Images dataset provides over 9 million images [14]. Authors 

have also said it also provides dedicated labels for firearms as well as knives. This is how it has led to enhancing the 

performance of weapon detection. Many studies have also noted to use of custom datasets. The process of 

benchmarking depends on different types of evaluation metrics including mean Average Precision or mAP, precision 

as well as recall. According to Bochkovskiy et al., YOLOv4 has achieved a mAP of 43.5% on COCO data sets [15]. 

It was noted to outperform the performance of Faster R-CNN which was at 42.0%. The measures of precision help in 

correcting detections and recall helps in highlighting if any threat is missed. Researchers have argued that it is very 

crucial to maintain a proper balance of these metrics for real-world applications in weapon detection. It is also true 

that the biases in datasets and real-time adaptability are still critical challenges in the matter of detecting weapons 

despite a notable improvement.  
Study Year Key Findings 

Biradar et al. 2023 YOLOv5-based weapon detection improves accuracy and efficiency. 

Ingle & Kim 2022 AI-driven surveillance enhances real-time abnormal object detection 

in smart cities. 
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Iqbal et al. 2023 CNNs outperform traditional ML in medical image analysis, 

highlighting deep learning's potential. 

Tan et al. 2021 YOLOv3, Faster R-CNN, and SSD compared for real-time pill 

identification, showing trade-offs in speed and accuracy. 

Zhang et al. 2023 Efficient long-range transformers enhance deep learning models’ 

performance. 

Bhatti et al. 2021 Deep learning improves real-time CCTV-based weapon detection. 

Bideaux et al. 2024 3D-COCO dataset enhances object detection and 3D reconstruction 

capabilities. 

Anagnostopoulou et 

al. 
2023 A synthetic dataset helps improve object detection in complex 

environments. 

Bochkovskiy et al. 2020 YOLOv4 optimises speed and accuracy for object detection tasks. 

Table 1: Summary of Key Findings from Reviewed Studies 

3. Review Procedure 

A. Review Methodology 
This specific review has followed a structured approach to selecting as well as analysing research papers that 

are written on weapon detection in surveillance systems using deep learning. The process of this review has involved 

the task of searching for peer-reviewed journal articles, conference papers as well as technical reports from various 

sources that are reputable as well as reliable.  
Selection Approach 
Various relevant papers were gathered with the help of using Google Scholar, IEEE Xplore as well as Springer 

[16]. There were different types of keywords that were used to search the studies. Some of these keywords include 

"weapon detection," "deep learning," "surveillance systems," as well as "object detection". 
Inclusion and Exclusion Criteria 
It is properly maintained that only studies that are published between 2020 to 2025 are selected for this review. 

This has been done only to make sure that the recent advancements are not overlooked. The review also only included 

papers that are focused on the effectiveness of deep learning and weapon detection. Studies that are reviewed also 

include experimental results as well as the effective evaluation of performance. On the other hand, research that has 

used different types of benchmark datasets including COCO and Open Images was highly prioritised within this 

specific review [33]. On the other hand, various studies were also excluded from this review. This was due to the 

dependence on traditional methods, lack of experimental validation as well as published on other languages rather 

than English. On the other hand, papers that lacked examples from real-world applications were ignored. Only the 

crucial as well as reliable studies were filtered from the studies that were chosen initially. The studies were filtered on 

the basis of meeting the selection criteria [17]. The studies that were chosen provide a comprehensive understanding 

of different types of deep learning techniques, datasets, and challenges as well as future directions in the field of 

weapon detection for maintaining surveillance. 
Here is the PRISMA model for this review paper  



775 

 
Figure: Prisma Model 

B. Review Questions 

• What are the most common deep-learning techniques that help in weapon detection? 
• How do deep learning-based methods compare to various traditional methods? 
• What datasets and evaluation metrics are used in the process of weapon detection? 
• What are the challenges that exist in deploying these systems in different types of real-world scenarios? 
• What future advancements are needed to enhance the level of accuracy and efficiency? 

4. Critical Discussion 
The methods of deep learning have been noted to provide significant enhancement in the process of weapon 

detection in surveillance [34]. There are different types of deep learning models including YOLOv5 that are found to 

achieve a higher rate of accuracy in the matter of detecting different types of firearms in real-time CCTV footage [18]. 

On the other hand, it is also noted that Faster R-CNNs are able to provide precise localisation [19]. But it also poses 

the requirement for a higher level of computational power. These specific methods are noted to enhance the level of 

security. On the other hand, they also deal with some limitations. Some of these limitations include higher rates of 

false positives as well as the sensitivity to poor conditioning of lighting. These specific limitations negatively affect 

the reliability of some deep-learning tools in weapon detection. 
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Study Overview of Deep Learning Methods for Weapon Detection 
Method Capturin

g 

Condition 

Dataset(

s) 
Accurac

y (%) 
Precisio

n (%) 
Reca

ll 

(%) 

Referenc

e 

YOLOv5 Real-time 

CCTV 

surveillanc

e 

Custom 

dataset, 

COCO 

92.5 91.2 89.8 [18], [7] 

Faster R-

CNN 
High-

precision 

object 

detection 

MS 

COCO, 

Open 

Images 

94.1 93.5 90.2 [19], [22] 

SSD High-

speed, 

low-power 

scenarios 

VOC, 

COCO 
88.3 86.9 84.5 [10] 

YOLOv4 Real-time, 

high-speed 

detection 

COCO, 

Custom 
90.7 89.1 87.4 [15] 

Transforme

r-based 

(ViTs, Swin) 

High-

resolution, 

complex 

scenes 

Custom 

datasets, 

MS 

COCO 

95.4 94.8 92.1 [11] 

Comparison of YOLO Variants in Weapon Detection 

 
Figure: Comparison of YOLO Variants in Weapon Detection [18] 

YOLO Variant Mean Average Precision (mAP) Precision Recall 

YOLOv5 0.95 0.98 0.87 

YOLOv4 0.89 0.84 0.79 
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The comparison between YOLOv5 and YOLOv4 in weapon detection highlights that YOLOv5 achieves a 

higher mean average precision (mAP) of 0.95, significantly outperforming YOLOv4's 0.89. Similarly, YOLOv5 

demonstrates superior precision (0.98 vs. 0.84) and recall (0.87 vs. 0.79). This suggests that YOLOv5 is more effective 

in reducing false positives while maintaining strong detection capabilities [18]. 
However, despite YOLOv5's superior accuracy, YOLOv4 remains a viable option due to its lower 

computational cost, making it a practical choice for real-time applications with limited hardware resources [35].   
On the other hand, The study by Omiotek et al. presents the R-CNN results for detecting various types of 

weapons, including 

 

 
Figure:  Precision‐recall plots for each category of detected objects: (a) baseball bat; (b) gun; (c) knife; (d) 

machete; (e) rifle [19] 
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The plots in Figure show that the models based on ResNet101 and ResNet152 performed best in the detection 

of baseball bats, knives, and machetes. But while detecting guns and rifles, the ResNet152 model performed better 

than the rest [19].  The trade-off that is noticed between accuracy and speed also contributes to a crucial limitation. 

YOLOv4 has achieved real-time processing but it is also noted to sacrifice the quality of precision to some extent [36]. 

On the other hand, transformer-based models are accurate but they need heavy resources for computing. These specific 

tradeoffs contribute to reducing the effectiveness of real-world deployment in weapon detection. It is very crucial for 

future research to keep a proper focus on the matter of optimising lightweight models in weapon detection that do not 

compromise on the matter of accuracy [20].  

5. Challenges and Limitations 
The aspect of dataset bias is one of the major challenges in the matter of weapon detection [37]. There are many 

datasets available including MS COCO and Open Images [38]. But, these datasets lack the samples for diverse 

weapons in different types of real-world scenarios [21]. This specific challenge contributes to the creation of models 

that struggle with unseen weapons. These models also provide differing results in varying conditions of the 

environment. environmental conditions. On the other hand, the availability of datasets is very less mostly due to 

growing security concerns. These specific limitations make it very difficult to train models that are highly generalised. 
Research has also found that deep learning models also pose the requirement for high computational power. 

There are different types of deep learning models including Faster R-CNN and Transformers that need advanced GPUs 

[22]. GPUs are noted to be very costly as well as impractical for deployments that are large-scale. This specific fact 

makes it very difficult to do real-time detection of weapons in environments that are with limited resources. Another 

issue that is very critical is ethical concerns. Privacy risks may be increased through weapon detection in public areas 

[39]. The biases in AI models also may lead to wrong identification of weapons [23].  
Legal constraints also hamper the approach of adopting AI in the process of detecting weapons [40]. Many 

countries are noted to have stricter regulations on surveillance and automated decision-making through AI. Another 

critical challenge that needs to be considered is adversarial attacks. Adversarial attacks are noted to create higher risks 

of security. On the other hand, attackers may also sometimes manipulate images to fool the models of AI or bypass 

weapon detection processes [24]. This is why it is crucial for future research to focus on developing strong adversarial 

threat-resistant models for detecting weapons. 

6. Future Direction 
Future research needs to keep a proper focus on the matter of developing models that are lightweight for doing 

real-time weapon detection. There are different models including MobileNet and Tiny-YOLO that deals with a very 

less computational cost [25]. This specific quality makes these models highly suitable for deployment in environments 

that have very limited resources.  
Another promising direction is AI-driven edge computing. The approach of processing data directly on different 

types of devices including CCTV cameras as well as drones may help in enhancing response time. On the other hand, 

it may also help in reducing the aspects of reliance on cloud servers. The approach of combining the implementation 

of deep learning with multi-modal surveillance systems may help in enhancing the level of accuracy for detection. 

Research has found that multi-modal AI models enhance the rates of recognition [26].  This specific factor contributes 

to making security systems more reliable as well as effective for applications in real-world scenarios. 

7. Conclusion 
This specific study on Weapon Detection in Surveillance System using Deep Learning clearly highlights the 

crucial role as well as the effectiveness of deep learning in the process of weapon detection. It is particularly true for 

different types of CNN-based models including YOLO and Faster R-CNN. It is noted that these specific methods help 

in enhancing the levels of accuracy and speed of weapon detection in comparison to various traditional approaches. 

On the other hand, there are still some challenges that remain. Some of these challenges include bias of datasets, 

computational costs as well as vulnerabilities of models. There is a crucial role of deep learning in the process of 

enhancing security surveillance. Deep learning models promote real-time threat detection in various public spaces. 

The approach of implementing edge computing that is driven by AI and the aspects of multi-modal surveillance may 

help in enhancing the performance of weapon detection. Future research needs to keep the proper focus on the 

approach of developing models for weapon detection that are lightweight. These may help in real-time applications, 

improving the diversity of the dataset as well as addressing various ethical concerns.  
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