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Abstract: Wireless Body Area Networks (WBANs) is growing up technologies that enable continuous health monitoring by 

using wearable and implantable sensor nodes. Routing process in this network is challenging due to factors such as energy 

limitation of sensor nodes, the need to frequently transmit data, motion of human body and security constraints. Well-

developed routing implementing above factors plays an important role in ensuring reliable communication, extended operation 

of the network, less delay and security in health care settings. 

The current survey provides a thorough review of routing protocols in WBANs with major focusing on performance metrics 

parameters like energy efficiency, scalability and security. Many research articles from 2015 to 2025 are reviewed critically 

and differentiated based on techniques used for routing mechanism such as flat routing, hierarchical routing, cross layer 

routing, thermal aware routing, QoS aware routing and trust-based routing. Evaluation of the protocols is done based on 

parameters such as network lifetime, packet delivery ratio, end-to-end delay, throughput and energy consumption. 

comparative analysis done shows that hierarchical routing techniques can substantially increase the lifetime of the network 

whereas any other security measures generally require energy expenditure. However, it has been observed that currently 

available technologies have shown low scalability and degrade performance when there is some level of mobility and 

dynamism of the traffic. As per research gaps identified it is required to emphasize the necessity of using adaptive routing 

protocols, energy efficient security techniques and efficient methods for temperature regulation. The future directions of the 

research include the implementation of routing with the help of efficient inter-wban communication supporting federated 

learning, energy harvesting, and cryptography technologies. 

Key words: Wireless Body Area Networks, Safe Routing Protocols, Network Scalability, Thermal-Aware Routing, Energy-

Efficient Routing, 

 
 

1. Introduction 

Wearable and stationary sensors enable continuous health monitoring via Wireless Body Area Networks 

[1]. Heart rate, blood pressure, oxygen capacity, ECG, glucose level, and illness are all measured by these 

networks [2]. They are used for remote patient nursing in clinics. They are used to support ageing in home-based 

care systems [3]. In recent years, the global market for wearable medical devices has surpassed 30 billion USD 

and is still growing [4][5]. The need for reliable and secure data transmission is increased by this development. 

Small batteries, usually between 100 and 500 mAh, are used by WBAN nodes [6]. Data is transmitted by 

numerous sensors every one to five seconds. Energy is swiftly piped by regular transmission. It is difficult and 

expensive to replace or renew implanted devices [7]. Network lifetime is directly impacted by routing results. Due 

to frequent retransmissions and inadequate link collection, studies show that ineffective routing can reduce node 

lifetime by 30 to 40 percent [8][9]. Human body movement makes active topology deviations [10]. Posture 

changes, walking, and arm motion alter link excellence [11]. 

Packet loss rises during mobility. Increased packet loss causes surges in delay and energy consumption [12]. 

In medical nursing, delay can be detrimental to patient care. For example, in arrhythmia detection, the end-to-end 

delay must be less than 250 milliseconds for timely detection [13]. Routing protocols must support dependability 

in the presence of flexibility [14] [15]. 
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Security has always been a major concern [16]. WBANs deal with complex medical information. Intruder 

attacks such as snooping, rerun, sinkhole, or denial of services are possible in WBANs [17]. The presence of a 

single faulty node in the network can disrupt the entire network. Adding lightweight coding results in 5-15 percent 

energy overhead [18]. The creator has to make a trade-off between the strength of the security and the energy 

supply. The following figure1 illustrates the challenges in Wireless Body Area Network [19][20]. 

 

 

Fig. 1. Challenges in WBAN 

 

Most routing protocols today are geared towards one factor [21]. Some routing protocols are geared towards 

setting up energy efficiency. Some are geared towards the quality of service or the level of security [22]. Few 

routing protocols are geared towards energy efficiency, scalability, and security at the same time. Most routing 

protocols are geared towards networks with less than 15 nodes [23]. When the concept of multimodal nursing is 

considered, real routing protocols with more than 25 sensors per patient are found in reintegration centers and 

smart hospitals. Scalability kills the underexplored [24]. 

Things that are thermal make things even harder. The things that are implanted generate heat. The implanted 

sensors generate heat by sending it [25]. The temperature of the flesh has to be kept within certain limits. The 

routing of things that is thermal-aware makes things less hot. However, it could make things longer. The creators 

of things have to make things safer and more effective [26]. 

The latest developments in WSNs show that cluster-based routing; cross-layer optimization, trust-based 

approaches, and AI-based techniques are used for selecting the paths in WSNs [27]. 

In reproduction studies, cluster-based routing has been used, and it has been observed that network lifetime 

can be increased up to 35% compared to flat routing approaches [28].However, there are many studies that are 

carried out in static environments, and there is a lack of studies that validate the protocols using actual patient 

flexibility indicators [29][30]. 

In light of security, scalability, and energy efficiency, this review aims to review routing protocols for 

Wireless Body Area Networks. The review aims to categorize these routing protocols based on their protection 

mechanisms, optimization objectives, and network structures. The review also aims to assess these routing 

protocols based on their assessable criteria, including network lifetime, packet delivery ratio, throughput, delay, 

and energy per bit. The review also aims to identify gaps in mobility support, frivolous cryptanalysis, adaptive 

routing, and thermal management. The review aims to identify research directions for future healthcare 

applications, including edge computing-assisted protected routing, federated learning optimization, and energy 

harvesting. 

2. Literature Review 

A. Review Methodology 

Systematic analysis of Wireless Body Area Network routing protocols was performed. The search was 

conducted using Web of Science, IEEE Xplore, and Scopus. Journals and conferences of high impact factor for 

wireless communication and healthcare systems are listed. The examination string used was: WBAN (wireless 
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body area network), routing, energy efficiency, security, QoS, and thermal awareness. 

The search was limited to journal articles and conference proceedings published between 2015 and 2025. 

This range was chosen to capture new developments in lightweight safety and low-power design. 

The early search returned 6,347 archives. We detached duplicates and partitioned titles and abstracts. We 

omitted papers that did not focus on WBAN routing, did not report presentation metrics, or lacked investigational 

validation. We omitted survey papers unless used for background framework. 

After showing, 150 full-text articles were measured. We used presence criteria: focus on WBAN routing, 

calculation using simulation or hardware, and reporting of at least one metric such as energy ingesting, packet 

delivery ratio, delay, or network period. Finally, 60 studies met all standards and were included in the qualitative 

mixture. 

Figure 2 shows the PRISMA flow diagram. The process recovers transparency and decreases selection bias. 

The figure outlines the literature selection workflow adopted in this survey. Following database searches, 

duplicate removal and eligibility assessment certain high-quality studies were shortlisted for comprehensive 

analysis. Routing Protocols identified in above process are categorized in 4 types like priority ,cross layer 

etc..some measurement parameters mentioned in the given literatures for concern protocols where noted to be 

used in analysis process. 

 

Fig. 2. PRISMA flowchart for WBAN studies 

 

B. Background and Theoretical Context 

A Wireless Body Area Network contains of wearable or implantable sensors located on or inside the human 

body [34]. Nodes measure physiological signs such as ECG, temperature, and blood pressure [35]. A manager 

node forwards data to a gateway. Energy efficacy is perilous. Typical sensor nodes work with batteries below 500 

mAh. Radio transmission consumes up to 70 percent of node energy [36]. 
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Quality of Service describes delay, dependability, and throughput requirements [37]. Backup data requires 

delay below 250 ms. A reliability standard that is frequently applied is a packet delivery ratio greater than 95%. 

Tissue damage is prevented by thermal consciousness. Human tissue can be harmed by temperature increases 

greater than one degree Celsius. Routing protocols have to avoid identified hotspots. Trust groups, encryption, 

and verification are examples of security mechanisms. AES-128 and other inconsequential cryptography are 

frequently used because of insufficient processing power [38, 39]. 

Thematic Literature Analysis 

Energy Efficiency 

Investigators use cost-based, cluster-based, and cross-layer routing [40]. Outstanding energy is used by 

cost-based systems to choose the subsequent hops [41]. According to several studies, lifetime development is 

15–30% higher than with straight gearbox. Cluster-based protocols minimize long-distance transmissions and 

switch up the cluster heads [42]. In 10-node networks, some simulations demonstrate energy savings of up to 

40%. MATLAB or NS-2 simulations are used in the majority of evaluations [43]. 

Strength: assessable liveliness decrease.  

Limitation: minor network size and static body carriage assumptions. 

Table1 shows Energy-Efficient Routing Protocols in WBANs. 

TABLE I. ENERGY-EFFICIENT ROUTING PROTOCOLS IN WBANS 

Ref Protocol Routing Type Technique Reported Outcome 

[44] SIMPLE Cost-based Residual energy metric 20 percent lifetime gain 

[45] M-ATTEMPT Thermal-aware Hotspot avoidance 50 percent hotspot reduction 

[46] LEACH-BAN Cluster-based Rotating cluster head 30 percent energy saving 

[47] PEGASIS-

BAN 

Chain-based Sequential data fusion 25 percent lower transmission cost 

Security Mechanisms 

Trust models, ECC-based schemes, and symmetric encryption are used in many studies. Low computational 

overhead is added by AES-128 [48]. Although ECC enhances key management, controlled nodes experience a 

10–20% increase in latency. Although trust-based routing can identify malicious nodes, it suffers from erroneous 

trust estimation when there is mobility [49]. 

Strength: improved flexibility against selective forwarding antinodes. 

Limitation: limited real attack application on hardware testbeds. 

QoS Support 

Priority-based routing is classified into usual and emergency traffic. Emergency packets obtain delays of 

below 200 ms in 8 to 12 node imitations [50]. Cross-layer protocols regulate the transmission power as well as 

responsibility cycles. Packet delivery ratios of above 93 percent are shared under usual load [51]. 

Strength: enhanced dependability for critical data.  

Limitation: performance drips under burst traffic and mobility. 

QoS and Scalability Evaluation is shown into the table II. 

TABLE II: QoS and Scalability Evaluation 

Ref Protocol Nodes Tested Packet Delivery Ratio Delay Performance 

[52] Priority- based routing 8 to 12 Above 95 percent Below 200 ms emergency 
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[53] Cross-layer protocol 10 93 percent 220 ms Average 

[54] Cluster-based scheme 12 90 percent 250 ms under load 

[55] Thermal-aware routing 9 92 percent 230 ms Average 

Scalability 

Most researches test fewer than 15 nodes. Few reflect multi-patient clinic scenarios. Scalability analysis 

often overlooks interference from nearby WBANs. 

Strength: full evaluation in small networks.  

Limitation: lack of solid placement authentication.  

Thermal Awareness 

Thermal-aware routing evades enflamed nodes. Some studies report 50 percent decrease in hotspot 

formation [56]. These protocols monitor node temperature and redirect traffic dynamically [57]. 

Strength: improved patient safety. 

Limitation: extra control overhead and limited experimental authentication 

3.  Mathematical Modeling of WBAN Routing 

This segment shows the common mathematical models used in energy-efficient, scalable, and secure 

WBAN routing study. These constructions join the optimization methods reported in the works. 

Energy Consumption Model 

Maximum researches accept the first-order radio energy model. 

Transmission energy: 

𝐸𝑡(𝑘,) = 𝑘 × 𝐸𝑒𝑙𝑒𝑐 + 𝑘 × 𝐸𝑎𝑚𝑝 × 𝑑𝑛  (1) 

Reception energy: 

𝐸_(𝑘) = 𝑘 × 𝐸_𝑒𝑙𝑒𝑐 (2) 

Where, k is packet size in bits, d is distance between nodes, 

E_elec is energy spent by transmitter or receiver electronics,  

E_amp shows an amplifier energy coefficient, 

n is path loss exponent, classically between 2 and 4 Total energy consumed in one round: 

𝐸_𝑡𝑜𝑡𝑎𝑙 = 𝛴 𝐸_𝑡𝑥 + 𝛴 𝐸_𝑟𝑥 (3)  

Energy-efficient routing reduces E_total while maintaining connectivity. 

Network Lifetime Model 

Network lifetime is usually described as the time until the first node finishes its battery. 

For node i: 

𝑇_𝑖 = 𝐸_𝑖_𝑖𝑛𝑖𝑡𝑖𝑎𝑙 / 𝐸_𝑖_𝑐𝑜𝑛𝑠𝑢𝑚𝑒𝑑_𝑝𝑒𝑟_𝑟𝑜𝑢𝑛𝑑 (4)  

Network lifetime: 

𝑇_𝑛𝑒𝑡𝑤𝑜𝑟𝑘 = (𝑇_𝑖) (5) 

Routing objective: 
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Maximize T_network 

theme to 𝐸_𝑖_𝑟𝑒𝑠𝑖𝑑𝑢𝑎𝑙 ≥ 𝐸_𝑡 𝑟𝑒𝑠 𝑜𝑙𝑑 

Protocols select advancing nodes with higher remaining energy to delay node letdown. 

Delay Model 

End-to-end delay is expressed as: 

𝐷_𝑡𝑜𝑡𝑎𝑙 = 𝛴 (𝐷_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔 + 𝐷_𝑞𝑢𝑒𝑢𝑒 +𝐷_𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛 + 𝐷_𝑝𝑟𝑜𝑝𝑎𝑔𝑎𝑡𝑖𝑜𝑛) 

QoS-aware routing constrains delay: 

𝐷_𝑡𝑜𝑡𝑎𝑙 ≤ 𝐷_𝑚𝑎𝑥 

For emergency traffic, D_max is often set below 250 ms. 

Packet Delivery Ratio Model 

Reliability is measured as: 

𝑃𝐷𝑅 = 𝑃𝑎𝑐𝑘𝑒𝑡𝑠_𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 / 𝑃𝑎𝑐𝑘𝑒𝑡𝑠_𝑠𝑒𝑛𝑡 

Routing aims to maximize PDR: 

Thermal Constraint Model 

Thermal-aware routing confines node temperature. 

𝑇𝑒𝑚𝑝_𝑖 ≤ 𝑇𝑒𝑚𝑝_𝑠𝑎𝑓𝑒 

Temp_safe is naturally clear as 1-degree Celsius above baseline tissue temperature .If Temp_i > 

Temp_threshold, node i is omitted from routing path selection. 

Security Overhead Model 

Security machines present computational and transmission overhead. 

Total energy with security: 

𝐸_𝑠𝑒𝑐𝑢𝑟𝑒_𝑡𝑜𝑡𝑎𝑙 = 𝐸_𝑏𝑎𝑠𝑒 + 𝐸_𝑐𝑟𝑦𝑝𝑡𝑜 

Where 

𝐸_𝑐𝑟𝑦𝑝𝑡𝑜 = 𝑘 × 𝐸_𝑒𝑛𝑐_𝑝𝑒𝑟_𝑏𝑖𝑡 

Routing must satisfy: 

𝐸_𝑠𝑒𝑐𝑢𝑟𝑒_𝑡𝑜𝑡𝑎𝑙 ≤ 𝐸_𝑒𝑛𝑒𝑟𝑔𝑦_𝑏𝑢𝑑𝑔𝑒𝑡 

This formalizes the trade-off between confidentiality and energy consumption. 

Scalability Model 

Let N represent number of nodes. Control overhead ratio: 

𝑂𝐻 = 𝐶𝑜𝑛𝑡𝑟𝑜𝑙_𝑝𝑎𝑐𝑘𝑒𝑡𝑠 / 𝑇𝑜𝑡𝑎𝑙_𝑝𝑎𝑐𝑘𝑒𝑡𝑠 

A scalable protocol maintains: 

𝑂𝐻 ≤ 𝑂𝐻_𝑚𝑎𝑥 and D_total remains stable as N increases. 

Multi-Objective Optimization Model 

Numerous current protocols combine numerous metrics using weighted optimization. 
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Minimize: 

𝐹 = 𝑤1 × 𝐸𝑛𝑜𝑟𝑚 + 𝑤2 × 𝐷𝑛𝑜𝑟𝑚 + 𝑤3 × (1 − 𝑃𝐷𝑅 ) + 𝑤4 × 𝑇𝑒𝑚𝑝𝑛𝑜𝑟𝑚 (6)  

Where 

E_norm shows regularized energy consumption  

D_norm is regularized delay 

PDR_norm is regularized packet delivery ratio Temp_norm is regularized temperature rise  

w1,     w2, w3, w4 are weighting features 

This model seizures energy, QoS, consistency, and thermal limitations in a single framework. 

4. CRITICAL ANALYSIS AND DISCUSSION 

A.Cross-Theme Analysis 

Most routing protocols optimize one aspect, but some of these optimize the following: "Energy-aware 

routing protocols extend the network lifetime by 20% to 40% in small simulations." "Security-aware routing 

protocols provide improved resistance to attacks, but also incur an additional 5% to 15% in energy consumption." 

QoS-aware routing protocols provide alternative delay less than 200 ms, but also incur increased control overhead. 

Few routing protocols optimize all three dimensions [59]. 

Energy efficacy and security are frequently at odds with one another. Encryption and authentication 

impose calculation and transmission costs. Researches that incorporate AES-128 have exhibited energy 

overheads. Thermal routing can reduce hotspot formation by as much as 

50 percent but may also extend path length and delay. Scalability traces are few and far between across 

all themes. Most evaluations are done with fewer than fifteen nodes. Realistic hospital scenarios can involve 20 

to 30 sensors per patient [60].Mobility is under-addressed. Human stance changes cause link variations. Studies 

assume static body models. Packet delivery ratio above 95 % is common in static surroundings. Performance 

drops under mobility, yet few papers report detailed mobility analysis. 

B.Methodological Weaknesses 

The present research relies on simulation tools such as MATLAB, NS-2, or NS-3. Real hardware 

authentication is not common. Channel models often assume perfect or simplified propagation. Surveillance and 

interference through human bodies are not fully modeled. 

Traffic models are not good enough; many experiments employ continuous bit rate traffic. In the real 

world, medical applications have diverse traffic with bursts during crises. The energy model assumes that the 

battery has a certain capacity, without taking into account the aging of the battery or the release of energy, which 

is nonlinear. 

Security valuation is hypothetical, i.e., the attacks are simulated without the actual implementation of 

confrontational nodes. The detection rate is stated, but the false positive and false negative rates are not monitored. 

Cryptographic overhead is evaluated, not experimentally authenticated. 

C.Evaluation Limitations 

Most researches have a small Network size. 8 to 12 nodes are used to control the experimental setups. 

Multi-patient nosiness is seldom tested. Few studies test the coexistence of multiple WBANs within the same 

hospital ward. 

The simulation period is short. The simulation period of many researches is just a few thousand rounds. 

The energy constancy over long periods of time, such as days or weeks, is not examined. In thermal studies, 

relative temperature difference is frequently used instead of actual impact on the tissue. Proportional analysis does 

not offer continuous measures. Various studies use various initial energy levels, area sizes, and radio parameters. 

It becomes challenging to compare them. Some studies offer percentage development, although the formation of 

the baseline is unknown. 
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D.Common Assumptions Across Studies 

Most researches agree on one controller, positioned at the center of the body. Most researches agree on 

gateway connectivity. Packet loss because of external interference is not modeled at all. 

Most protocols start with similar nodes with similar energy capabilities. In practice, stationary nodes are 

more constrained than wearable nodes. Trainings mostly ignore hardware capabilities. 

The mobility models are simple, as constant motion patterns are not verified, and walking or sitting 

postures are adopted as static belongings. 

Energy harvesting has been addressed in recent works, but the realistic power levels are not measured. 

The security models consider an imperfect attacker with local access, but the advanced attacks, i.e., 

coordinated attacks across multiple nodes are not commonly addressed. 

The above trends clearly indicate that the recent research on WBAN routing protocols is still in the 

simulation environment, and the tested size needs to be increased, along with the consideration of realistic mobility 

traces and attack scenarios. 

1. OPEN RESEARCH CHALLENGES 

Energy efficacy, scalability, and security continue partly solved in WBAN routing. Many protocols report 

enhancements under controlled simulations. Real deployments present harder restrictions. The following gaps 

need focused research. Table III presents Open Research Challenges in WBAN Routing. 

TABLE III: OPEN RESEARCH CHALLENGES IN WBAN ROUTING 

Challenge Area Current Limitation Practical Impact 

Energy Modeling No battery aging or nonlinear 
model 

Overestimated network lifetime 

Dense Deployment Tested with fewer than 15 nodes Uncertain performance in hospitals 

Mobility Handling Static posture assumptions Packet loss during body movement 

Security Validation Simulated attacks only Unverified real-world resilience 

Thermal Management Relative temperature metrics only Safety risk for implantable 
sensors 

Multi-Objective 
Optimization 

Focus on single metric Imbalanced trade-offs 

Standard Evaluation Setup Non-uniform simulation parameters Difficult cross-paper comparison 

2. FUTURE RESEARCH DIRECTIONS 

Table IV reviews research directions for WBAN routing protocols with expected outcome and practical 

impact. 

TABLE IV: FUTURE RESEARCH DIRECTIONS FOR WBAN ROUTING PROTOCOLS 

Future 

Direction 

Research Focus Expected Outcome Practical Impact 

Hardware 

validation 

Test routing protocols on real WBAN  

devices such as Shimmer, TelosB 

Accurate measurement of 

energy use, delay and packet 

delivery 

Reliable deployment in 

real healthcare 

monitoring systems 

AI-based Use machine learning models to 

select routes based on  node energy, 

Adaptive routing decisions 

and improved packet delivery 

Longer network lifetime 

and stable medical data 
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routing link quality, and traffic priority ratio transmission 

Cross-layer 

optimization 

Integrate routing decisions with MAC  

scheduling and physical layer 

parameters 

Lower communication delay 

and reduced packet loss 

Better Quality of Service 

for emergency health data 

3. CONCLUSION 

Wireless Body Area Networks permit continuous health monitoring through wearable and implantable 

sensors. Efficient routing is serious because sensor nodes operate with imperfect battery power and strict 

consistency requirements. This paper studied routing protocols that focus on energy efficacy, scalability, and 

security in WBAN surroundings. The study demonstrates the recovery of energy efficacy using the residual energy 

metric, clustering, and thermal statement in routing protocols. Various studies have achieved energy savings 

ranging from 20 percent to 35 percent with packet delivery ratios over 90 percent in small network environments. 

The review identifies the major gaps in the existing literature. Most of the existing literature lacks hardware 

validation and real deployment tests. Scalability in multi-patient environments is also incomplete. Energy efficacy, 

security, and thermal safety are integrated using a routing background in few existing literature. Future research 

directions involve real hardware tests, AI-based adaptive routing protocols, and cross-layer optimization 

techniques to improve network lifetime, reliability, and secure data transfer in real-time WBAN healthcare 

environments. 
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