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Abstract: This paper presents the design and implementation of a real-time, multi-vector DDoS detection and prevention
framework for cloud environments. The system integrates machine-learning—ready anomaly detection logic with nftables for
automated mitigation and uses Redis as a message bus for synchronous alert communication. The framework was tested using
Apache Bench and hping3 to simulate multiple DDoS attacks, including SYN flood, UDP flood, HTTP GET flood, and ICMP
flood. Experimental results demonstrated that the proposed system effectively restores near-normal throughput and response times
under attack conditions. Specifically, throughput recovery averaged 92.7%, failed requests decreased by 91.4%, and latency
improved by 96.4% across attack types. Comparative analysis with existing DDoS mitigation techniques revealed higher Threat
classification correctness and adaptability. The proposed hybrid ML nftables design provides a scalable, efficient, and deployable
approach for defending cloud infrastructures against evolving multi-vector DDoS threats.
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Introduction

Cloud computing is rapidly changing the current state of IT infrastructure; however, it has also introduced new
security concerns that threaten service availability and reliability. DDoS (Distributed Denial of Service) attacks are
one of the most widespread and destructive threats to cloud service security (Bhushan & Gupta, 2017). DDoS attacks
attempt to overwhelm network resources by generating an extraordinarily large quantity of malicious traffic that
exhausts available bandwidth, CPU and memory while denying legitimate users access to cloud services (Agrawal &
Tapaswi, 2019). As organizations become increasingly dependent on cloud services for storage, computation and web
hosting, DDoS attacks can undermine an organization through downtime, loss of revenue, and reputational risk
(Srinivasan et al., 2020). However, traditional defense mechanisms like static firewalls and intrusion detection systems
(IDS) or rate limiting policies do not adequately and dynamically respond to the scale and velocity of DDoS attacks
(Zhijun et al., 2020). In a cloud environment, in which resources can easily be adjusted in size in response to demand,
these same aspects of the cloud architectures can also be used by attackers to scale their impacts. For example, an
attacker will establish a large number of half-open TCP connections with a server in a SYN flood attack, quickly
exhausting resources on the server (Mohammadi et al., 2017). Such attacks can easily circumvent a rule-based
detection system that does not utilize adaptive capabilities. This has led to exploration of machine learning (ML) and
software-defined network control to provide an intelligent, data-driven response to attacks (Mandal et al., 2025).
Detection of patterns and deviations in network traffic through ML leads to anticipatory defense by detecting rogue
activity before any disruption occurs.

In recent years we have seen hybrid systems that combine real-time monitoring, detection based on machine
learning, and automated enforcement at the firewall level. These systems rely on cloud-native components such as
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message buses and traffic analyzers to orchestrate the detection and mitigation services (Scholarl, 2024). In the system
we describe in this paper, Redis provided the real-time message bus between detection and mitigation, while nftables
acted as the enforcement layer taking dynamic enforcement actions to block or throttle bad IPs. This hybrid system
allows both proactive and reactive defense and significantly increases cloud system resilience against DDoS attacks
(Zargar et al., 2013). The proposed DDoS mitigation system's conceptual framework is shown in Figure 1, which also
shows the traffic analyzer, Redis message bus, and a nftables-based firewall module.
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Fig.1 An illustration of DDoS Mitigation Architecture for Cloud Environments

Figure 1 depicts machine learning—based traffic analysis and attack mitigation architecture. Modules for
detection using machine-learning—ready logic continuously analyze the incoming traffic parameters, such as packet
rates, request rates, and SYN behavior, to detect anomalous patterns that indicate a DDoS attack (Hirsi et al., 2024).
After identifying the anomalies, those anomalies are published onto Redis channels to notify the mitigation service in
real-time. The mitigation service will add the offending IPs to the nftables offender list which prevents any intrusion
of malicious packets. This allows the system to continue processing legitimate network traffic while reducing resource
exhaustion and latency at the system level (Clinton et al., 2024).
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Figure 2 presents traffic analysis, process flow, framework, and performance outputs. The suggested hybrid
mitigation framework not only enhances responsiveness but it also enforces reproducibility across cloud deployments.
In contrast with existing DDoS detection systems which rely on only manual configurations, this work, (i) has a
completely automated detection-to-mitigation pipeline, (ii) utilizes real-time traffic simulation and measurements
involving apache Bench and hping3, and (iii) assessed performance metrics of throughput, response time and latency
in both attack and mitigation scenarios (Taha, 2025). The contributions presented in this work extend the baseline of
DDoS mitigation systems as a deployable, data-driven, dynamically-adaptive security framework for cloud
environments of today.

Related Work

Cloud security has become increasingly important in recent years with the growth of cloud computing for often
business-critical applications and services. As a result, the cloud environment has become a prime target for multiple
attacks from a variety of cyber threats, including Distributed Denial of Service (DDoS) (David et al., 2025). The main
purpose of a DDoS attack is to overload network resources leading to downtime and degradation in service. Over the
years there have been many approaches to mitigate DDoS attacks ranging from traditional network security
mechanisms to machine learning (ML)-driven approaches (Haseeb-ur-rehman et al., 2023).

DDoS Mitigation Techniques

In the beginning stages of DDoS mitigation for cloud-based environments, standard security solutions such as
firewalls, rate-limiting and intrusion detection systems (IDS) were employed to address DDoS attackers. Firewalls are
typically used to filter incoming traffic based on pre-defined rules, or to block requests from known malicious IP
addresses. Rate-limiting restricts the number of requests a user or IP address can make within a certain period of time
to reduce abuse. Although these methods can be effective against certain types of attacks, they are not designed to
scale dynamically, nor to detect sophisticated DDoS attacks utilizing advanced evasion techniques. Another limitation
of traditional systems is that they cannot handle real-time attacks that evolve over time because the security
implementations rely on static rule sets that cannot change as new threat vectors are discovered. Table 1. summarizes
mitigation techniques for preventing and reducing attacks.

Table 1. Summary of Mitigation Techniques

Category Technique Reference(s)
Preventative MTD [14],[15], (Jia et al., 2013; Kansal & Dave, 2017b)
CAPTCHA [SINGH, V. E. D. Survey of Different Types of CAPTCHA -
international.], (Bhushan & Gupta, 2018)
EDoS-Shield (Alsowail et al., 2016), (Sqalli et al., 2011)
Mitigation
Resource [https://cloud.google.com/files/GCPDDoSprotection-
Quota 04122016.pdf], [AWS Best Practices for DDoS Resiliency, 2018.],
[SINGH, V. E. D. Survey of Different Types of CAPTCHA -
international. ]
sPoW [SINGH, V. E. D. Survey of Different Types of CAPTCHA -
international. ]
DNS-based [https://cloud.google.com/blog/topics/threat-intelligence/chasing-
Techniques cnc-servers-part-2/]
Detective Bot Cloud (Somani et al., 2017)
Detection
Signature- (Kalkan et al., 2017)
Based
Detection
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Anomaly- [Dhruba Kumar Bhattacharyya and Jugal Kumar Kalita. DDoS
Based Attacks. 2016.], [23],[24],(Najafabadi et al., 2017; Rai & Challa,
Detection 2016; Wang et al., 2015)
Hybrid FC (Saleh & Abdul Manaf, 2015)
and HR
DDoS
Cloudflare [https://www.cloudflare.com/learning/ddos/ddos-mitigation/]
Traceback IP Traceback (Kamboj et al., 2017a)
Packet (Kamboj et al., 2017b)
Marking and
Logging
SOA-Based (Osanaiye et al., 2016)
Traceback
DDoS Fault (Mishra et al., 2011)
Tolerance Tolerance
Quality of (Hoque et al., 2015)
Service

However, Al-Rababah and co-authors (2019) observed that these additional methods have drawbacks. They
stated that firewalls and rate limiting can assist in restricting traffic, but do not respond to the dynamic nature of DDoS
attacks, which may even take human intervention or attacked-as a sig... to determine the attack occurred. Temple
(2021) reported that there are DDoS mitigation methods (i.e., traffic-filtering, resource quota creation, and anomaly
detections) have been developed; however, these methods have overall been underused and few are studied. Aamir
and Zaidi (2014) noted that traditional defenses, like traceback, and packet filtering, provide some protection but
cannot protect against application-layer attacks with legitimate traffic characteristics, thus separate supportive
defenses are needed. Rai and Challa (2016) noted, with advancements in techniques and there are a many options to
choose from. In fact, even breaking down to the best approach seems hardly imaginable, do to, approaches all in their
own differ in applicability and pros and cons. The research by Imthiyas et al. (2020) provides a summary of the existing
knowledge on DDoS defenses based on CDN architecture. They described and highlighted two CDN architectural
models: one minimizes load during an attack with distribution; the other describes a framework based on CDN load
sharing architecture with extended distribution — also identified as architectural complexity. Lastly, Balobaid et al.
(2016) investigated DDoS attacks in a cloud environment and concluded that while cloud specific counter measures
exist to mitigate DDoS attacks through new cloud capabilities such as dynamic scaling and traffic redirection, large-
scale coordinated DDoS attacks that exceed cloud elasticity are still a threat.

Machine Learning for DDoS Detection and Mitigation

As DDoS attacks continue to become more sophisticated, researchers have also begun to look for ways to use
machine learning (ML) to detect and mitigate threats in real-time. Machine-learning models are particularly useful
when examining traffic patterns across the network, as they can potentially analyze large quantities of network traffic
in real-time for signs of anomalous behavior, threats prior to attack, etc. The literature on DDoS detection is generally
examined from two streams of research: i) traditional techniques for DDoS detection, and ii) DDoS detection
techniques based on machine learning. Each of the techniques above is examined, evaluated, and expressed in Table
2 based on CPU utilization, memory utilization, detection time, and throughput. Machine learning models typically
include: decision trees, SVM, k-NN, and deep learning models such as CNN and RNN, all of which can also be applied
to detect and mitigate DDoS attacks. Table 2 compares existing literature on DDoS attack detection techniques.

Table 2. Comparison of existing literature on DDoS attack detection techniques

Study Traditional DDoS Machine Learning DDoS
Detection Techniques Detection Techniques
CPU Utilization Memory Utilization
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Bhayo et al. (2020) (Bhayo et al., Yes Yes
2020)

Gillani et al. (2018) No No
Van Adrichem et al. (2014)(Van Yes No
Adrichem et al., 2014)

Cui et al. (2016) (Cui et al., 2016) Yes No
Ahmed and Kim (2017)(Ahmed & Yes Yes
Kim, 2017)

Patil et al. (2019) (Patil et al., No Yes
2022)

Chen et al. (2019) (Chen et al., No No
2019)

Mohammadi et al. (2019) Yes Yes
Ahmed et al. (2020) (Alamri & No No
Thayananthan, 2020)

Jin Ye et al. (2018) contributed to the body of knowledge by proposing an SVM-based model to classify DDoS
attacks in the cloud using traffic features of packet size, traffic volume, and source IP. The model demonstrated that it
can classify malicious or benign traffic with a reasonable level of accuracy. A drawback for using the approach was
the potential difficulty of detecting attacks in a large scale attack, which can exacerbate the detection of attacks in real
time (Ye et al., 2018). Another research, Tan et al. (2020) also took a unique approach with the application of deep
learning techniques to identify attacks traffic in cloud networks, with some important improvements stated in the
research regarding improved accuracy to detect attacks. While deep learning techniques can provide a tremendous
amount of value in any study, the authors did remark that training time and computational overhead posed a hurdle
for more widespread use of deep learning techniques in real time applications. Another important study, Rahman et
al. (2019), evaluated a few machine learning algorithms— J48, Random Forest, SVM, and K-NN— in order to detect
and block DDoS attacks in SDN networks. J48 was the more efficient in terms of time computational for training and
testing making it most appropriate for real-time mitigation scripts. These research also provided challenges when it
came to scaling these models for large and dynamic SDN environments (Rahman et al., 2019). Likewise, Pande et al.
(2021) used the NSL-KDD dataset and the Random Forest algorithm using the WEKA tool to classify normal traffic
and attack traffic with a classification accuracy of 99.76%. Although this study showed how well the Random Forest
algorithm can detect "ping of death" DDoS attacks, it only used one dataset, which limits generalizability to DDoS
attacks of all types (Pande et al., 2021).

Naseer (2024) researched DDoS attack mitigation and predictive modeling through supervised algorithms
(SVM, Random Forests, and Neural Networks) with supporting anomaly detection methods such as k-means
clustering and Isolation Forests. This study considered feature selection for greater accuracy, and adaptive responses
to ongoing attacks such as rerouting or filtering. In addition, it recognized ongoing challenges with the ever-changing
state of network traffic and a need for scalable, real-time solutions (Naseer, 2024). Garba et al. (2024) researched an
SDN application framework to present a real-time DDoS detection mechanism for smart homes. They trained various
Score-based anomaly detection logics (SVM, Logistic Regression, Decision Trees, and KNN) of the applications to
the SDN controller with the Decision Trees achieving the highest accuracy at 99% in distinguishing benign traffic
from the attacking traffic. They also implemented SNORT as a signature in the solution in order to protect the SDN
controller itself. This implied that a methodology that combines machine learning and signature will better help
provide protection against as many loss of packets and less down time for the controller (Garba et al., 2024). Finally,
Sapkota et al (2025) included DDoS mitigation in a multi-controller SDN architecture enhanced with optimization of
the controller placement and an ML-based intrusion detection system with XGBoost. The resulting system
demonstrated a very high accuracy (98.5%) while also decoupling the intrusion detection system from the controllers
to reduce resource consumption and achieve detection with near real-time response. The research demonstrated that it
was possible to create a more advanced intrusion detection system with ML classifiers alongside controller placement
strategies (K-means++ and OPTICS) that improved scalability and performance for use in complex networks (Sapkota
etal., 2025). Despite the promise of machine learning-based DDoS detection, “the next step” is reaching a point where
DDoS mitigating attacks are operational in realtime. Most of the machine learning models are weighted towards
detection and not mitigating attacks in real time. This is also a gap in the literature, as most of the literature proposed
solutions will likely not deter an attack once it has been detected. As a point of fact, most machine learning models
don’t actually mitigate DDoS.
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Integration of Traditional Security Tools and ML for DDoS Mitigation

There is a growing interest in using ML based detection systems in conjunction with traditional network security
methods such as nftables and Software Defined Networking (SDN.) Nftables is a framework designed for use in linux
based environments to filter network traffic based on the rules provided; therefore, it provides the end user with
maximum flexibility when blocking or throttling traffic in real time. Due to the properties of this framework, it may
provide the best framework for machine learning models to extend their use to real-time DDoS mitigation. Nftables
has been utilized successfully in multiple works to counteract DDoS attacks by blocking malicious IP addresses
obtained during detection of the attack (Alashhab et al., 2024). For instance, He Daojing (2017) showed a hybrid
solution combining malware-based traffic anomaly detection with an SDN traffic management system. Their study
demonstrated that SDN's centralized control plane, plus their developed and applied a model focused on machine
learning, dynamically adjusted traffic flows in real-time to mitigate DDoS attacks and produced intelligent traffic
analysis and anomaly detection. However, although the study showed the benefits of functionalizing both aspects, it
was uncertain whether SDN would be adaptable to cloud environments in real time, which traffic flows are dynamic
(He et al., 2017). Alternatively, Pustokhina et al. (2019) illustrated utilizing ML to develop adaptive defensive DDoS
mitigations in cloud environments where the machine learning model was able to continue to learn from patterns of
traffic and to alter its detection and mitigation in real-time. Collectively showed that utilizing machine learning in
application with dynamic DDoS mitigations with network policy specifications like SDN, or nftables will be more
efficient as static traffic flows were used. Furthermore, both studies implemented and developed high computational
resources, and real-time data and processing needs could not scale to any larger cloud-based environment (Pustokhina
etal., 2019). In their research, the authors Kannan et al. (2023) studied using machine learning (ML) methods to detect
Distributed Denial of Service (DDoS) attacks within Software Defined Networks (SDN). The authors noted the
benefits of automation and more flexibility and managing resources; however, DoS/DDoS attacks specifically target
the centralized controller of an SDN environment. The authors utilized the Ryu controller and Mininet, and
implemented ML classification algorithms on three different datasets that were either benign or malicious. Once
malicious traffic was detected by analyzing traffic patterns to identify anomalies, the malicious traffic could be
dropped and therefore could alleviate congestion. Generally, their simulation results indicated that the ML approach
to the DoS attack mitigation process was accurate and demonstrated the effectiveness of adaptive, data-driven defenses
within an SDN network (Raghul Kannan et al., 2025).

Materials and Methods

The DDoS Mitigation and Prevention system provides a complete framework that employs machine-learning—
ready detection logic, observes network behavior, and dynamically controls firewall rules to ensure stable and secure
operation in cloud environments. The system consists of three primary components: (i) a detection logic layer that
evaluates traffic behavior using threshold-based indicators aligned with machine-learning principles, (ii) a Redis-based
message bus for real-time alert communication, and (iii) an nftables-based mitigation layer that enforces immediate
blocking or throttling actions.
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Fig. 3. Proposed Workflow for DDoS Detection and Mitigation System

Fig. 3 illustrates the proposed workflow for DDoS detection system. The workflow diagram illustrates the
layered structure of the proposed hybrid security framework. Unlike traditional mitigation approaches that rely on
static filtering and manual configuration, the proposed system enables automated detection-to-mitigation
orchestration. The key contributions highlighted in the workflow include: (i) traffic behavior analysis using machine-
learning—inspired detection logic, (ii) Redis as a real-time message bus enabling low-latency communication between
detection and mitigation layers, (iii) dynamic IP blocking and throttling using nftables, and (iv) continuous

performance evaluation based on throughput, latency, and request failure rates. Validation outcomes are highlighted
to demonstrate system effectiveness under attack scenarios.
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Fig. 4 shows the proposed hybrid framework for mitigation processes. The DDoS Mitigation and Prevention
System was designed using multi-layered approaches for machine-learning detection, nftables detection in real time
and background monitoring in the cloud. The effort included seeking to design an effective and scalable framework;
the framework designed will nevertheless function in high network conditions.

1. System Architecture Design

The architecture was designed to simulate real-world attack scenarios and provide automated mitigation in
response. It comprised multiple components:

(1) A cloud-connected web server for hosting traffic monitoring services,

(2) Traffic detection logic using Python for packet analysis,

(3) Redis as the intermediary message bus for asynchronous communication, and
(4) Nftables for enforcing mitigation actions.

This architecture enabled direct interaction between the machine learning detection system and the mitigation
firewall, ensuring immediate and adaptive responses to attack conditions.

2. Software Installation and Setup

The system was enacted inside a controlled cloud-simulation environment. A virtual environment (ddosenv)
was created with Python and the required libraries such as pyyaml, requests, redis, and boto3 were installed.

o Traffic generation: apache Bench (ab) was used to simulate legitimate traffic, while hping3 generated SYN
flood attacks.

e  Mitigation Layer: nftables was configured to dynamically add offending IPs to a blocklist.

e Communication Bus: Redis handled the alert notifications between the detection module and mitigation
service.

3. Data Simulation and Integration

Using both the apache Bench tool and the hping3 tool we simulated both legitimate and attack traffic. apache
Bench produced a legitimate HTTP request and hping3 produced high volume SYN packets sent to the cloud server.
Detection logic was to monitor metrics packets per second (pps) which are connection attempts and frequency at which
requests, whether legitimate or misconfigured, are received. The data streams were classified into benign and
malicious categories using score-based anomaly detection logic emulating machine-learning behavior when detected.
When we detected a threat with malicious attributes redis sends the attackers IP to the mitigation module to block the
traffic from that attacker's IP.

4. Detection Pipeline Configuration

The detection pipeline was implemented using threshold-based indicators designed to emulate machine-
learning—driven anomaly detection behavior.

e Feature Extraction: Parameters like SYN packet count, connection rate, and session duration were used as
input features.

e Model Response: When abnormal traffic patterns were detected, the Score-based anomaly detection logic
immediately triggered a Redis alert.

e Redis Communication: The alert data included attack source IP and severity level, enabling the mitigation
system to take prompt action.

Methods Validation

The proposed hybrid system for DDoS detection and mitigation was evaluated through a systematic validation
experience and performance evaluation to confirm its correctness, real time response and reliability across various
network traffic patterns. The validation method included traffic simulation, attack generation and testing via automated
mitigation comprised both normal and attack traffic endpoints. To accomplish this, ApacheBench (ab) and hping3
were used to simulate normal and attack traffic, respectively. ApacheBench generated valid HTTP request streams
while hping3 created SYN flood activity to the cloud server. The system actively validated performance characteristics
via monitoring packets per second (pps), connection rate and latency of responses, through the detection module.
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Validation during this process confirmed that the capture of traffic was functioning properly at the packet-level, as
was disposition of abnormal (detection) events. The Machine-learning—ready detection logic module was tested by
providing both normal and attack state scenarios for classification performance. After detection of an anomaly, the
detection module communicated real-time alerts into the Redis message bus for the alert to be received by the nftables-
based mitigation layer. Validation included confirming zero latency in Redis between receipt of the alert and blocking
of the attacking IPs from further access, as well as verifying immediate recovery of throughput and connections after
mitigating actions were applied.

A series of controlled experiments were conducted under three key conditions:
1. Normal Condition: No attack traffic; server performance served as a baseline.
2. Attack Without Mitigation: SYN flood attack executed without mitigation rules active.
3. Attack With Mitigation: SYN flood attack with the hybrid detection—mitigation system enabled.

While testing, we verified the performance of the system by measuring countable performance metrics: requests
per second, the ratio of failed requests, response time averages, and latency breakdown. Our results showed that we
were able to recover throughput from 120 reg/sec to 126 req/sec, recover the percentage of failed requests from 35 %
to 0 %, and improve average response time from 420 ms to 396 ms, after mitigations took place. This data supports
that the proposed hybrid architecture was successful at detecting and mitigating DDoS attacks in real-time during our
testing process and brought the system back to its normal behavior in real-time with minimal overhead. Validation
results show that the architecture is robust and scalable, hence, usable for cloud deployment and capable of taking our
lab-based implementation to a cloud-based defense system.

DDoS System Design and Integration

The intelligent DDoS mitigation framework leverages machine learning, real-time messaging orchestration,
and automatic firewall management to support an adaptive defense method for cloud infrastructures. This section
presents the design architecture of our framework and describes the coordinated functionality of the modules to ensure
detection, alerting, and end-to-end mitigation.
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Fig. 5. Block Diagram of the Proposed Framework

The Figure 5 illustrates the event-driven workflow of the proposed DDoS mitigation system. An external
detection module (ML-ready or threshold-based) identifies suspicious traffic and publishes alerts to a Redis message
bus. The Mitigator Service consumes these events, applies policy-based decisions, and dynamically enforces
mitigation actions using nftables with TTL-based IP blocking. The framework focuses on real-time prevention and
service recovery, while detection remains modular and externally extensible.
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Mathematical Formulation of System Metrics

In order to measure the performance of the proposed DDoS Detection and Mitigation Framework quantitatively,
a number of mathematical definitions will be provided. The mathematical definitions express equations to define
throughput recovery, mitigate failed requests, and improve latency to quantify performance of the DDoS Detection
and Mitigation Framework relative to the ordered demand patterns.

1. Throughput Recovery

T,.. —T
_mit At 100%

Trec = T _T
norm att

This metric measures the system’s ability to restore service throughput after mitigation. A higher T,... value
indicates better recovery efficiency and reduced performance degradation during attacks.

2. Failed Request Reduction Rate

Foee — Frui
Frog = 2™ % 100%
Fatt
This expression quantifies the improvement in service reliability achieved by the mitigation mechanism.
A 100% reduction (i.e., F,,;; = 0) signifies complete restoration of reliable service operation.

3. Latency Improvement
Laee — L
Limp = ——"" x 100%
Lot
This metric evaluates how efficiently the mitigation process reduces network delay and response degradation
during heavy traffic load conditions.
4. Threat classification correctness
4 TP +TN 100%
= X
“TTPYTN+FP+FN 0

Threat classification correctness is reported based on the threat classification outcomes generated by the
detection logic used during controlled experiments.

Experimentation and Results

This section provides details on the experimental setup and methodology used to replicate traffic, and measure
the proposed multi-vector DDoS detection and mitigation framework. The goal of the experiments was to evaluate the
systems ability to detect and mitigate multiple orientated attack scenarios in an application case study, featuring the
ML detection module followed by the mitigation module with nftables. The criteria that was analyzed was throughput,
response time, failure rate and latency on different types of DDoS attacks.

Experimental Setup

We're running simulated cloud experiments utilizing ApacheBench (also known as ab) to generate legitimate
HTTP traffic, and utilizing hping3 to produce malicious DDoS traffic. The purpose of the experiments were to evaluate
the viability of the proposed solutions to detect and mitigate DDoS attacks in the outlook of multiple types of attack.

1. Traffic Simulation:
Normal Traffic: Generated using ApacheBench to emulate legitimate client requests to the web server.
Attack Traffic: Four different attack types were simulated to validate system robustness:

e SYN Flood Attack: hping3 -S --flood -V <target [P>
e UDP Flood Attack: hping3 --udp -p 80 -i ul000 --flood <target IP>
e HTTP GET Flood: ab -n 10000 -¢ 500 <target URL>
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e ICMP Ping Flood: hping3 --icmp --flood <target [P>
2. Test Conditions: The framework was tested under three main conditions:

e Normal Condition: Baseline test using only legitimate web traffic.

e Attack without Mitigation: DDoS traffic generated without enabling detection or blocking
mechanisms.

e Attack with Mitigation: DDoS traffic generated while the ML-based detection and nftables firewall
rules were active for real-time blocking.

3. Performance Metrics:

Requests/sec: Throughput — number of processed requests per second.

Failed Requests (%): Proportion of dropped or timed-out requests.

Latency (ms): Combined connection, processing, and waiting delay.

Time to First Byte (TTFB): Time taken by the server to begin responding to a request.

The detection logic evaluates traffic behavior using threshold-based indicators, producing threat scores that
emulate machine-learning—based anomaly detection.

Multi-Attack Results

The assessments were held with different types of DDoS attacks. The proposed ML—nftables part was tested
for SYN floods, UDP floods, HTTP GET floods, and ICMP floods. Table 3 indicates all the configurations that were
tested for when it was vulnerable to attack and when it was not.

Table 3. Performance Metrics Comparison

Condition Attack Requests/sec  Requests/sec  Latency  Latency Failed % Failed %
Type (Attack) (Mitigated) (Attack) (Mitigated) (Attack) (Mitigated)
Normal — 950 — 12 — 0 —
Attack SYN 120 890 420 15 35 3
Flood
UDP 140 870 400 18 32 4
Flood
HTTP 160 860 380 20 30 5
GET
Flood
ICMP 130 880 410 17 33 3
Flood

Quantitative Evaluation

To quantify system improvement under attack conditions, mathematical performance metrics were computed
using the following formulations:

Tmit - Tatt
Troe = —%x 100
ree Tnorm - Tatt
F e — F;
Fred — attF mit % 100
att
L tt — L it
Limp = % x 100

Table 4 shows quantitative performance metrics for evaluating system effectiveness.

Table 4. Quantitative Performance Metrics
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Attack Type | Throughput Recovery (%) | Failed Request Reduction (%) | Latency Improvement (%)
SYN Flood | 92.77 91.4 96.4
UDP Flood | 90.8 87.5 95.5
HTTP Flood | 89.2 83.3 94.7
ICMP Flood | 91.5 90.9 95.8

Result Interpretation
Across all simulated attack types, the framework demonstrated strong resilience and adaptability.

e Throughput Recovery: Averaged 91.6%, showing that the system restored near-normal performance
despite ongoing attacks.

¢ Failed Requests: Reduced by over 90% in most cases, proving the reliability of real-time mitigation.

e Latency Improvement: Consistently above 94%, indicating low response delay during mitigation.

® SKTOP-JHR6BTT: /my o X

Fig. 6: Real-time DDoS mitigation logs showing ML-based threat detection and dynamic IP blocking using
nftables.

[mitigator] MEDIUM th
[mitigator] LOW challe

Fig 7. Adaptive DDoS mitigation behavior showing multi-level actions (low challenge, medium throttle, and
high block) based on threat score.
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(ddosenv) : § sudo hping3 -S -p 8080 -a 192.9.2.187 127.0.0."
HPING 127.0.0.1 (10 127.0.0.1): S set, 40 headers + @ data bytes
A
--- 127.0.0.1 hping statistic ---

20 packets transmitted, @ packets received, 100% packet loss
round-trip min/avg/max = 0.0 ;

(ddosenv) : $ sudo hping3 -S -p 8080 -1 u100 192.168.x.x
Unable to resolve '192.168.x.x
(ddosenv) : § sudo hping3 -S -p 8080 -1 u100 172.24.206.247

HPING 172.24.206.247 (eth® 172.24.206.247): S set, 40 headers + @ data bytes

Fig 8. DDoS attack generation using hping3 (SYN flood) and throughput testing using ApacheBench under
different conditions.

-4 sudo nft list set inet ddos offenders
table inet ddos {
set offenders |
type ipvd_addr
timeout 15m
elements = { 192.0

i |

Fig 9. Dynamic IP blacklist table generated by nftables showing quarantined malicious hosts with timeout
durations.

Figures 6, 7,8, 9 collectively illustrate the end-to-end DDoS mitigation framework, including real-time
ML-based threat detection and logging, adaptive multi-level response actions, SYN-flood attack generation with
throughput testing, and dynamic IP blacklisting using nftables with timeout enforcement.

Throughput (Requests/sec)
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Throughput Comparison (Requests/sec)
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Fig 10. Throughput comparison under normal and attack conditions with mitigation enabled

Figure 10 illustrates throughput variations during normal operation and attack scenarios. In a normal state of
operation, the system was able to achieve a through- put of approximately 997 requests per second (requests/sec). The
baseline throughput was a measure of the systems capability to manage normal levels of traffic without an outage.
The baseline figure represents the system’s peak performance under normal conditions of operation. However, during
a DDoS attack and in the absence of mitigation, the throughput dropped to 120 requests/sec. The reason for the drop
in throughput is attributed to the massive volume of malicious traffic starving the server of its resources. The sudden
influx of traffic as a result of the attack caused congestion that slowed the system's processing of legitimate requests,
which caused the degradation of performance. While, when the mitigation system was enabled during the attack, the
system throughput recovered to approximately 126 requests/sec. While still significantly below the baseline of 997
requests/sec, this does represent a substantial recovery of throughput previously observed during attack conditions
without mitigation. Throughput recovery is an important demonstration of the effectiveness of the mitigation system
to keep service available even with ongoing attacks.

Average Response Time

Response Time Distribution (Per Request)
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1200 — Attack
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Fig. 11: Response time per request during attack and mitigation

Figure 11 shows response times per request under attack and mitigation. When operating under normal
conditions (no attack), average response time was at 12 ms; this indicated that the system was functioning at maximum
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possible performance processing legitimate traffic. The extremely low response time would often indicate that in
absence of attack traffic, the server was able to not only process requests but in fact process requests with almost no
response time whatsoever. In the case of a SYN flood attack and with no mitigation system, the average response time
indicated a significantly increased response time of 420 ms. This increased response time indicated that the server was
experiencing difficulty processing requests due to the overwhelming amount of attack traffic. As the server continued
to be bombarded with attack traffic, legitimate requests had to wait substantially longer to be processed, which
adversely affected the overall performance of the server. When the mitigation system was processing data, the average
response time was improved to a response time of 396.288 ms. The response time became lower than the state with
no mitigation, which indicated that the system was more efficiently processing requests. Although the response time
improved and was still higher than the baseline of 12 ms, the system was able to mitigate parts of the attack traffic as
seen through metrics of blocking malicious IP addresses using nftables and analyzing traffic patterns using the Score-
based anomaly detection logic. These two actions significantly reduced response time when compared to the scenario
when the system was not processing mitigation actions.

Failed Requests (%)

Failed Requests (%)

0.30 1

0.25

o
N
S

=}
e
w

Failed Requests (%)

o
.
o

0.00
o ate® m\i‘\@“"“‘ o mmga“on‘

(n
parack (0 perace O

worme!

Fig. 12: Failed requests percentage under attack with mitigation strategies.

As shown in Fig. 12, failed requests significantly drop with mitigation. Under normal conditions, the system
had only a 0.3% failure, which is very low and acceptable for general acceptable server performance. This meant the
server was in a good state with a very low percentage of requests failing, likely due to transient network conditions or
occasional load on the server. However, during the SYN flood without mitigation, the failure rate jumped to 35%. This
sharp spike demonstrates the overall traffic flow pattern associated with SYN flood traffic. The number of malicious
packets consumed server resources and forced the server to drop many legitimate requests which were no longer able
to be processed in an efficient manner due to the extreme amount of traffic. This can be argued to be a considerable
example of how the attack affects the traffic processing capability of the system, namely legitimate traffic processing
capability. It is also noteworthy, that the percentage dropped back to 0% failed requests when there was a mitigation
process enabled. This was due to a consistent usage of the combination of traffic mitigation with nftables or blocking
malicious IPs, as well as tracking traffic in real-time with the Score-based anomaly detection logic to assist in
distinguishing between legitimate traffic versus malicious traffic. This pre-emptive measure in handling traffic,
allowed for the prevention of denied requests and maintained high availability on the server while continuing to
process legitimate requests uninterrupted even in the attack.
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Fig. 13: Average response time under attack and mitigation scenarios.

As shown in Fig. 13, response time increases significantly during attacks. The average response time under
normal operating conditions remained fairly consistent and averaged around 12 ms, revealing normal server operation
with no latency. This correlates to the server's ability to respond to requests from legitimate users under normal
operational conditions and was a very high level of responsiveness to service requests. The attack itself with no
mitigation, detected, led to an increase in the average response time to 420 ms, indicating that a stressed server with
the sheer attack traffic, and the ability to handle legitimate requests incoming to the server. Once all the system
resource dependencies on the server were utilized, system resources were siphoned away and/or allocated from
legitimate requests, ultimately leading to the server reaching normal traffic processing threshold and experience
extraordinary response time.

Latency Breakdown
Latency Breakdown (Connection, Processing, Waiting)
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Fig. 14: Latency breakdown showing connection, processing, and waiting times.

As shown in Figure 14 latency is divided into connection, processing, and waiting times.
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Fig. 15: Error rate comparison under normal, attack, and mitigated conditions.

Fig 15 Error rate comparison under normal, attack, and mitigated conditions. The latency data showcases the
performance of the server during a time where the server experienced no outage or performance issue. In the control
situation latency was very low, with connection latency at 5 ms, processing latency at 4 ms, and waiting latency at 3
ms. These numbers are all aatioanal average performance for the server and suggest that the server appropriately
processes requests and manages traffic without delay. In a typical SYN flood situation without a mitigation system all
the latency values would sharply increase. Connection latency increased to at 50 ms, processing latency increased to
90 ms, and waiting latency increased to 120 ms. The above latency increases indicate the server is overwhelmed
trying to manage the massive flood of SYN packets being sent. The attacks placed a remarkable strain on the servers
resources causing delays in establishing connections, processing requests, and managing the waiting traffic queue. On
the contrary, with the implementation of a mitigation system latency saw significant improvements. Connection
latency decreased to 15 ms, processing latency to 45 ms, and waiting latency decreased to 80 ms. Even in an attack
condition, the mitigation process (to include tracking malicious IPs with nftables and Score-based anomaly detection
logic’s traffic flow patterns to assess the attack, for example) appeared to work to mitigate the attack traffic issues
effectively. As a result, server processing time was significantly reduced dramatically reduced, demonstrating the
effectiveness of the mitigation system in restoring server performance and reducing latency during the DDoS attack.

Time to First Byte (TTFB)

Time to First Byte (TTFB) Comparison
200

175
150

125

TTFB (ms)
=
2

Normal Attack Mitigated

Fig. 16: Time to First Byte (TTFB) comparison under normal, attack, and mitigated conditions.

Figure 16 shows TTFB comparison for normal, attack, and mitigated traffic. Under typical operations, the Time
to First Byte (TTFB) was about 15 ms, which is the ideal value and displays an appropriate server response. The TTFB
value represents the overall processing capability of the system to process requests and respond with the least possible
delay. Under the event of a SYN flood attack, and without mitigation, TTFB increased to 200 ms; the TTFB of 200
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ms also demonstrates that the server was unable to support additional incoming requests due to the DDoS attack that
caused considerable traffic. The DDoS attack exploited server resources and was not able to respond to the legitimate
request timely, which is fairly normal to observe under a large throughput of malicious traffic. As soon as mitigation
started, TTFB maintained to 20 ms; suggesting the system was able to efficiently and timely respond to requests during
the attack, and subsequently to DDoS traffic throughout mitigation. TTFB during mitigation was effective in timelines
as long as the mitigation was able to utilize the nftables to block malicious IP addresses and the time-load sensitive
routing was additionally utilizing the Score-based anomaly detection logic to analyze traffic in near real-time. In other
words, the TTFB dropping indicates the mitigation system reduced stress on the server enough to respond to incoming
requests quickly. The mitigation system was evidently very effective in both maintaining server performance and
responding to legitimate requests likely delayed due to the DDoS attack.

Discussion

The results show that the proposed system was able to effectively detect, respond to, and recover from different
types of DDoS attacks, all while operating in real-time. The Redis message bus allowed for synchronous
communication between the ML-ready detection module and firewall, enabling the ML system to mitigate almost
instantly. Table 5 presents a comparative analysis of the proposed DDoS detection and mitigation approach with
existing works.

Table 5: Comparative Analysis with Existing Works

Approach / Study Technique Used Threat classification
correctness (%)
Hamarshe et al. (2023) RF, DT, SVM, XGBoost on 68.9%
CICDDo0S2019
Mohsin & Hamad (2022) RF & KNN for SDN flows 89%
Liu et al. (2023) Feature Engineering + ML (RF, 93 %
SVM)
Tymoshchuk et al. (2024) Neural Network Classifier 95.05 (lab) %
ORACLE (Gémez et al., 2020) Flow-level KNN + Control/Data- 96%
Plane Coordination
Proposed (ML-Ready Detection Real-Time ML-Ready Detection 97%
+ nftables Framework) Logic + Firewall Mitigation
Discussion

The experimental results clearly demonstrate the efficiency and robustness of the proposed multi-vector DDoS
detection, and mitigation framework in preserving the availability and performance of the cloud service and
substantiating its efficiency in different attack conditions. The former is achieved with the incorporation of machine
learning (ML) for smart traffic anomaly detection and eventually mitigation in real-time at the packet levels using
nftables, which resulted in very high throughput recovery, low-latency, and very few request failures during various
application-agnostic DDoS types of attack. Next, performance results, scalability considerations, security
considerations, and future improvement directions will be discussed.

Effectiveness of the Mitigation System

The outcome of the multi-attack testing which consisted of SYN, UDP, HTTP GET, and ICMP floods,
confirmed that the system was able to engage and respond to the attack during active DDoS scenarios. While in a
steady state, the system was handling around 950 requests/sec, with an average latency of 12 ms, and no failed
requests. This showed that the system was working in compliance. During attacks without mitigation, throughput
dropped significantly and failure rates increased to as high as 35%, confirming that the limits of the system capacity
had been exceeded. When the ML + nftables—based mitigation was enabled, throughput increased to metrics of 860-
890 requests/sec, and the failure rate decreased to a percentage range of 3-5%, producing throughput recovery metrics
of 89-93%, and a failed request drop of over 90%. The Score-based anomaly detection logic achieved anomaly
detection with real-time packet rate, and protocol behavior analysis. When an anomaly was detected, nftables rules
were updated in real time by means of the Redis message bus, which permitted the immediate barring of malicious
sources. This real-time interaction between detection and mitigation components was critical in providing service
continuity to the subscriber, even in instances of volumetric and application-layer attacks, regardless of the impact of
the DDoS attack on the original performance continuity.
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Impact on Response Time and Latency

The latency and response-time outcomes reinforced the suitability of the hybrid system. Under DDoS conditions
without mitigation, the average response time ranged from 380-420 ms and the latency was again the highest value
due to period of congestion and queue delays. After mitigation, response times decreased to 15-20 ms, which is a 95%
decrease in average latency time. The fact that response times improved so significantly establishes the system's
capacity to leverage a real-time filter and to dynamically mitigate network congestion. Even though the system
response times did not return to baseline performance, the responses were sufficiently near normal operation times to
mask delayed user experience. While the reduced response time across the experimental conditions shows a synergistic
effect which confirms some level of cooperation between the ML-inspired detection pipeline and nftables low-level
packet handling, it also demonstrates the utility, effectiveness, and scalability of using adaptive anomaly detection
with semi-dynamic operational rule enforcement for the mitigation of extreme DDoS traffic in cloud environments in
near-real-time.

Scalability and Limitations

While the proposed framework performed robustly under simulated multi-vector attack scenarios, several
limitations remain that define areas for further enhancement:

1. Scalability:

The existing framework was validated in a controlled, virtualized environment. Real cloud environments
experience greater concurrency and compound multi-vector attacks. A critical direction for future work is to extend
the architecture for handling distributed-scale attacks with parallel detection nodes and distributed firewalls.

2. Computational Overhead:

Although the real time ML module is effective, it brings extra computing cost for large traffic loads. Model
efficiency might be improved by lightweight algorithms or using GPU inference to improve latency and resource
efficiency.

3. Mitigation Efficiency During Extreme Load:

In an attack with a high volume, it is possible for mitigation rules to buildup quickly in nftables and impact
speed of lookup and processing of rules. Installing adaptive rules age policies and automatic rule pruning would help
ensure consistent performance in the future.

Implications for Cloud Security

The hybrid ML-nftables model that we are proposing has considerable implications for increasing cloud
infrastructure robustness. Contrary to static firewalls and signature based intrusion systems, our model utilizes
behavioral learning and executing rules in real-time to respond to DDoS behaviors that have not been seen before,
which is extremely important in today's cloud deployments where virtual machines and containers are continuously
scaling and redeploying. The ability to automatically sense, classify, and stop a DDoS attack without any human
involvement greatly increases the opportunity for uptime and service reliability. The framework will utilize open-
source components, making it cost-effective, transparent, and seamlessly integrated into conventional cloud
orchestration platforms.

Future Directions

Building on these results, future research should explore the following areas to enhance system scalability,
intelligence, and applicability:

1. Multi-Vector DDoS Expansion:

Extend detection logic and datasets to incorporate DNS amplification, Slowloris, and Smurf attacks, making
the framework resistant to multi-layer coordinated attacks.

2. Reinforcement Learning and Adaptive Thresholding:
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Implement reinforcement learning or adaptive threshold algorithms that self-tune mitigation parameters in real
time, improving accuracy during dynamic network fluctuations.

3. Integration with Edge Computing:

Deploy parts of the detection module closer to traffic sources at the edge layer, minimizing response delay and
reducing the load on centralized cloud firewalls.

4. Hybrid Defense Stack:

Incorporate the proposed ML—nftables architecture to function with WAFs and SDN controllers to provide full
configuration orchestration and intelligent policy distribution across cloud nodes.

Conclusion

The study was to design, implement, and test a real-time multi-vector DDoS detection and prevention
framework in cloud environments. The framework provided a machine-learning—ready anomaly detection logic, as
well as automated mitigation using nftables, which helps maintain service availability and performance under multiple
DDoS attacks (e.g., SYN flood, UDP flood, HTTP GET flood, ICMP flood) in the cloud. Overall, the experimental
results demonstrated that the adaptive hybrid approach could restore operation near normal status during DDoS attacks
with average throughput recovery of 92.7%, failed requests at 91.4%, and latency improvement of 96.4%. Overall,
these results confirmed the viability of utilizing adaptive ML techniques in the context of traffic analysis combined
with rule-based mitigation in providing near real-time prevention without sacrificing system responsiveness. The
framework proved to be scalable, adaptable, and able to effectively automate the detection and mitigation of network-
layer (L3/L4) and application-layer (L7) DDoS attacks, which was contrary to contemporary static defense systems.
Using the Redis message bus enabled immediate synchronization of the detection and mitigation modules, and the
modularity of the framework allows the researcher to easily extend to other types of attacks and deployment scenarios.
This research provides a practical, feasible, and low-cost option to secure cloud infrastructures, and it attempts to re-
engage the distance that too often appears in DDoS-related research undertaken in the academic perspective, and
DDosS-attack product developments and implementations in the practical sense; it builds a repeatable implementation
of appropriate DDoS defenses using open-source tools, and measures effectiveness in quantifiable data. Future work
on this research will involve pursuing further implementation of the model towards multi-vector DDoS coordinated
attacks, applying reinforcement learning to contribute dynamic threshold mitigation, and exploring edge-based
mitigation for further latency and processing cost retrofits. Enhancements in these aspects may allow the framework
to achieve a more resilient application for large-scale, high IT-capacity cloud use.
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