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Abstract: Financial scams increasingly exploit the relational structure of digital payment networks, making transaction level
anomaly detection insufficient on its own. This paper proposes an adaptive graph neural network framework that models financial
transactions as a dynamic graph of accounts and transfers, learns time aware representations through an attention-based encoder
with adaptive edge reweighting, and produces scam predictions accompanied by human readable explanations. The framework
combines a graph attention encode, a temporal memory update mechanism that tracks behavioural drift, and a post hoc
explainability module that generates subgraph and feature level attributions for every flagged account. Experiments on a large-
scale synthetic and semi real transaction dataset show that the proposed model achieves a precision of 0.94, a recall of 0.92, and an
F1 score of 0.93, outperforming logistic regression, random forest, graph convolutional network, and standard graph attention
network baselines. An ablation study confirms that adaptive edge reweighting and temporal memory each contribute measurable
gains, and a fidelity evaluation shows that the explanations generated by the framework align closely with the features actually
used by the model, consistent with fidelity criteria proposed in prior explainability literature. The results indicate that adaptive
graph learning paired with explainability can deliver both higher detection accuracy and greater analyst trust, which are the two
properties most needed for deployment in real financial institutions.

Keywords: graph neural networks, financial fraud detection, explainable artificial intelligence, anomaly detection, adaptive
learning, transaction networks

1. INTRODUCTION

Financial scams, including phishing induced transfers, money mule networks, romance scams, and synthetic
identity fraud, cost consumers and institutions tens of billions of dollars every year [1], [15]. Traditional rule based
and tabular machine learning systems treat each transaction independently and therefore miss coordinated scam rings
that only become visible when transactions are viewed as a connected graph [2], [16].

Graph neural networks have shown strong performance on fraud detection tasks because they can propagate
information across accounts that share devices, IP addresses, or transfer patterns [3], [10], [17], [21]. However, two
practical gaps remain. First, most existing graph models use static graph structures and fixed edge weights, which do
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not adapt as scam tactics evolve over time [6], [18], [22]. Second, graph neural network predictions are difficult for
compliance officers and analysts to interpret, which slows down investigation and reduces trust in automated alerts
[8], [11], [23]. This paper addresses both gaps through an adaptive graph neural network that updates edge importance
and node representations as new transactions arrive, combined with an integrated explainable Al layer that produces
attributions analysts can act on directly.

The contributions of this paper are threefold. First, an adaptive graph attention mechanism is introduced that
conditions edge importance on both static edge features and recent transaction volume, allowing the model to respond
to bursts of suspicious activity rather than relying on a fixed attention pattern learned once at training time [5], [6],
[24]. Second, a temporal memory module is added that tracks behavioural drift for every account and is shown
empirically to be the single largest contributor to detection accuracy among the components studied. Third, an
explainability module is trained jointly with the classifier rather than applied afterward, which the results section
shows produces higher fidelity explanations than commonly used post hoc methods such as GNNExplainer [8] and
gradient based saliency [9], [25].

The remainder of this paper is organized as follows. Section 2 reviews related work in rule-based fraud
detection, graph-based fraud detection, and explainable graph learning. Section 3 formalizes the problem. Section 4
describes the proposed framework in detail. Section 5 describes the methodology, dataset, and experimental setup.
Section 6 presents results including detection performance, an ablation study, explanation quality, and scalability.
Section 7 discusses implications and limitations, and Section 8 concludes with directions for future work.

2. RELATED WORK

2.1 Rule based and tabular machine learning approaches

Early financial fraud detection systems relied on manually defined thresholds and expert crafted rules, which
are known to produce high false positive rates and to lag behind new scam typologies [1], [15]. Tabular machine
learning models such as gradient boosted trees and support vector machines improved detection accuracy relative to
static rules [16], [19], but they still treat accounts independently, ignoring the network effects that characterize
organized scam rings [2]. Ensemble methods including random forest have been widely adopted in industry because
of their robustness to noisy features, but they cannot natively represent the relational structure between accounts that
share devices or transfer chains [19].

2.2 Graph based fraud detection

Graph convolutional networks introduced relational reasoning into fraud detection by aggregating information
from neighbouring accounts through spectral or spatial convolution operations [10] [26]. Graph attention networks
extended this idea by learning attention coefficients over neighbours rather than using fixed aggregation weights,
improving performance on collusive fraud patterns where not all neighbours are equally informative [5].
Heterogeneous graph neural networks have further been proposed to model multiple node and edge types
simultaneously, such as accounts, devices, and merchants, which is common in real world payment networks [17],
[20]. Temporal graph networks incorporate transaction timestamps directly into the message passing process, allowing
models to capture how account behaviour evolves [6], [18]. However, most of these temporal approaches use fixed
aggregation weights that do not adjust to sudden behavioural shifts, which are common in fast moving scam campaigns
[7], [27]. Related work on anomaly detection in dynamic graphs has also explored memory-based architectures that
maintain a compact state per node, an idea this paper builds on directly.

2.3 Explainable Al for graph neural networks

Post hoc explainability methods such as gradient based saliency mapping [9] and perturbation based subgraph
masking, most notably GNNExplainer [8], have been applied to graph models to identify which nodes, edges, and
features drive a given prediction. Extensions such as PGExplainer proposed a parameterized approach that generalizes
across instances rather than solving a separate optimization problem for every explanation [12]. Attention weights
themselves have also been used as a proxy for explanation, although prior work has cautioned that attention does not
always correspond to a faithful account of model reasoning [11]. Broader surveys of explainable Al have proposed
fidelity, sparsity, and stability as the primary criteria for evaluating whether an explanation is trustworthy [13]. Most
existing explainability work for graph neural networks is applied after training is complete, and fidelity relative to the
underlying model is often not reported in fraud detection contexts specifically [14]. The framework in this paper is
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positioned to close this gap by combining an adaptive edge reweighting mechanism with a native explainability
module trained jointly rather than applied as an afterthought.

2.4 Summary of the gap addressed

No prior framework identified in this review simultaneously supports adaptive, time varying edge importance,
an explicit behavioural drift memory, and jointly trained explanations validated with a fidelity metric. This
combination is the central contribution of the present paper.

3. PROBLEM FORMULATION

Let G_t=(V, E_t) denote the transaction graph observed up to time t, where V is the set of accounts and E tis
the set of directed transfer edges observed up to time t, each carrying a feature vector describing amount, timestamp,
channel, and device fingerprint similarity. The scam detection task is formulated as a binary node classification
problem: for every account v in V, the model produces a probability y hat(v) that the account is involved in a financial
scam, using the evolving graph structure and account level features available up to the current time step. The
explainability task is formulated as a joint optimization problem: for every account flagged above a decision threshold,
the model must additionally return a minimal subgraph and minimal feature subset such that removing them from the
input causes the predicted probability to fall by at least a specified fidelity margin, while keeping the number of
returned nodes and features as small as possible.

4. PROPOSED FRAMEWORK
The overall architecture is shown in Figure 1. The framework consists of four stages described below.
4.1 Transaction graph construction

Each account is represented as a node, and each transfer is represented as a directed edge carrying features such
as amount, timestamp, channel, and device fingerprint similarity. The graph is updated incrementally as new
transactions arrive rather than being rebuilt from scratch, which allows the model to operate in near real time [6], [18].
Node features are constructed from account level aggregates including transaction frequency, average transfer amount,
account age, and the number of distinct counterparties observed in the preceding thirty-day window.

4.2 Adaptive graph attention encoder

The encoder extends graph attention networks [5] by learning an edge importance score that is conditioned on
both the static edge features and a rolling window of recent transaction volume. This allows the model to increase the
weight given to edges that show sudden bursts of activity, a pattern common in mule account cash out behaviour,
while down weighting long standing low risk relationships. This design is motivated by prior findings that fixed
attention mechanisms underperform on graphs with non-stationary edge importance [6], [7].

4.3 Temporal memory update

A gated recurrent update maintains a memory vector for every account, capturing how its behaviour has drifted
over recent time windows, following the general memory-based design pattern used in temporal graph networks [7],
[18]. This memory is concatenated with the graph attention output before classification, giving the model sensitivity
to sudden changes in an account's role within the network.

4.4 Explainability module

For every account flagged above a risk threshold, the explainability module extracts the minimal subgraph and
the minimal set of input features that are sufficient to reproduce the model's prediction within a small tolerance, in the
spirit of subgraph masking approaches [8] but optimized jointly rather than post hoc, following the parameterized
explanation approach explored in [12]. This is achieved through a learned mask that is optimized jointly with the
classification objective, which the results section shows produces higher fidelity explanations than applying a post
hoc method after training is complete.
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Figure 1. Architecture of the proposed adaptive graph neural network framework for financial scam revelation

5. METHODOLOGY
5.1 Dataset

with explainable Al

Experiments use a combined dataset built from a large public financial fraud simulation dataset [15] augmented
with anonymized transaction patterns representative of real-world scam typologies described in industry threat reports
[1], [2]. Table 1 summarizes the dataset statistics.

Table 1. Dataset statistics.

Attribute Value
Total accounts 482,000
Total transactions 6,100,000
Confirmed scam accounts 9,400
Confirmed scam transactions 41,200

Scam prevalence

1.95 percent

Average node degree

12.7

Time span

18 months

Train, validation, test split

70, 10, 20 percent

5.2 Preprocessing and feature engineering

Raw transaction logs are aggregated into account level and edge level feature vectors on a rolling daily basis.
Continuous features are normalized using robust scaling to reduce the influence of extreme transfer amounts, and
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categorical features such as channel type are encoded using learned embeddings rather than one hot vectors, consistent
with common practice in graph representation learning [3], [17]. Class imbalance, with scam accounts comprising
under two percent of the dataset, is addressed through a weighted cross entropy loss rather than naive oversampling,
since prior work has shown that naive oversampling on graph structured data can distort neighbourhood statistics [16].

5.3 Baselines

The proposed model is compared against logistic regression on hand engineered tabular features, random forest
on the same tabular features [19], a standard graph convolutional network [10], and a standard graph attention network
[5]. All baselines are tuned using the same validation split and early stopping criterion as the proposed model to ensure
a fair comparison.

5.4 Implementation details

The proposed model is implemented with two graph attention layers of eight heads each, a temporal memory
dimension of sixty-four, and a classification head consisting of a two-layer multilayer perceptron. Table 2 summarizes
the hyperparameter configuration used in all reported experiments.

Table 2. Hyperparameter configuration

Hyperparameter Value

Graph attention layers 2

Attention heads per layer 8

Hidden dimension 128

Temporal memory dimension 64

Learning rate 0.0005

Optimizer Adam

Batch size 1024 accounts
Training epochs 60 with early stopping
Fidelity margin for explanations 0.75

5.5 Evaluation metrics

Precision, recall, F1 score, and area under the precision recall curve are used to evaluate detection performance
because scam accounts are a small minority class [13]. Explanation fidelity is measured as the drop in predicted scam
probability when the identified explanatory subgraph is removed from the input, following fidelity definitions used in
prior explainability evaluations [11]. Explanation sparsity is measured as the average number of nodes and features
included in each explanation. Scalability is measured as mean inference latency per batch as a function of graph size.

6. RESULTS

6.1 Detection performance

Figure 2 compares precision, recall, and F1 score across all five models. The proposed adaptive graph neural
network achieves the highest scores on every metric. Table 3 reports the full numerical results including area under
the precision recall curve.
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Figure 2. Precision, recall, and F1 score across baseline models
and the proposed adaptive GNN framework
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Figure 2. Precision, recall, and F1 score across baseline models and the proposed adaptive GNN framework.

Table 3. Detection performance comparison

Model Precision Recall F1 score AUPRC
Logistic regression 0.71 0.65 0.68 0.70
Random forest 0.78 0.74 0.76 0.79
Graph convolutional network 0.85 0.81 0.83 0.86
Graph attention network 0.88 0.85 0.86 0.89
Proposed adaptive GNN with XAl 0.94 0.92 0.93 0.96
6.2 Ablation study
Table 4 shows the contribution of each architectural component by removing it from the full model.

Configuration F1 score Change from full model

Full proposed model 0.93 baseline

Without adaptive edge reweighting 0.89 minus 0.04

Without temporal memory update 0.87 minus 0.06

Without joint explainability training 0.92 minus 0.01

Static graph attention network only 0.86 minus 0.07

The temporal memory update contributes the largest single gain, confirming that behavioural drift is a strong
signal for scam accounts that change their transaction patterns shortly before or during a scam event [6], [7]. Adaptive
edge reweighting contributes the second largest gain, confirming that giving more attention to bursts of new activity
helps the model catch newly created mule accounts [5], [18].

6.3 Explanation quality

The joint explainability module achieves an average fidelity drop of 0.81, meaning that removing the identified
explanatory subgraph reduces the predicted scam probability by 81 percent on average, exceeding the fidelity typically
reported for post hoc subgraph masking approaches applied after training [8], [12]. The average explanation includes
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4.2 nodes and 3.6 features, which is compact enough for an analyst to review in under a minute per flagged account,
compared with several minutes typically required to manually trace a flagged account through raw transaction logs.
Table 5 compares the proposed jointly trained explanation approach against two commonly used post hoc baselines.

Table 5. Explanation fidelity and sparsity comparison.

Explanation method Fidelity drop Average nodes Average features
Gradient based saliency 0.58 6.1 5.4
GNNExplainer applied post hoc 0.69 53 4.8
Proposed jointly trained explanations 0.81 4.2 3.6

6.4 Scalability

Figure 3 reports mean inference latency as graph size grows from fifty thousand to eight hundred thousand
accounts. The proposed adaptive model maintains roughly half the latency of a static graph attention baseline at every
graph size tested, because the adaptive reweighting mechanism restricts costly attention computation to edges
identified as behaviourally active rather than recomputing full attention across all neighbours at every step.

Figure 3. Inference latency as a function of graph size
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Figure 3. Inference latency as a function of graph size.
6.5 Qualitative case study

A representative flagged account illustrates the practical value of the explainability module. The account, newly
opened forty two days prior, received a burst of eleven inbound transfers from previously unconnected accounts within
a six hour window, followed by three rapid outbound transfers to accounts flagged in a prior investigation. The
explainability module surfaced these five edges and three features, transaction burst rate, counterparty novelty, and
outbound to inbound timing gap, as sufficient to reproduce the model's scam probability of 0.97, allowing an analyst
to confirm the pattern as a money mule cash out within minutes rather than manually reconstructing the transaction
history.

7. DISCUSSION

The results support the central premise of this paper: adaptive graph learning and integrated explainability are
complementary rather than competing objectives [13], [14]. The ablation study shows that jointly training the
explainability module costs only a small amount of detection accuracy, 0.01 F1 score, while producing explanations
with substantially higher fidelity than post hoc alternatives [8], [9]. This trade off is favourable for institutional
deployment, where an accurate but opaque model is often rejected by compliance teams in favour of a slightly less
accurate but interpretable one [11], [14].
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The framework's reliance on temporal memory also has implications for adversarial robustness. Because scam
rings often change tactics once detected, a model that continuously updates its representation of account behaviour is
inherently better positioned to catch adaptive adversaries than a model trained once and deployed statically [7], [18].
The scalability results additionally suggest that the adaptive reweighting mechanism is not only a detection
improvement but also a computational one, since it avoids recomputing attention over the entire neighbourhood at
every time step.

Limitations remain. The dataset, while large, combines simulated and semi real data, and results on fully live
production data may differ [15]. The explainability module also assumes that a compact subgraph explanation is
meaningful to analysts, which should be validated through a formal user study with compliance professionals in future
work, consistent with recommendations from the broader explainable Al evaluation literature [13]. Finally, this study
does not evaluate performance under active adversarial evasion, where scammers might deliberately structure
transactions to avoid the specific bursty patterns the model has learned to detect.

Automated scam detection systems carry a risk of disproportionately flagging legitimate accounts belonging to
underrepresented groups if training data reflects historical bias in enforcement or reporting [14]. The explainability
module partially mitigates this risk by making the basis for every flag auditable, but institutions deploying this
framework should still monitor false positive rates across demographic segments and maintain a human review step
before any account level action is taken.

8. CONCLUSION AND FUTURE WORK

This paper presented an adaptive graph neural network framework for financial scam revelation that combines
dynamic edge reweighting, temporal memory, and jointly trained explainability. The framework outperformed logistic
regression, random forest, graph convolutional network, and graph attention network baselines, achieving a precision
0f 0.94, a recall of 0.92, and an F1 score of 0.93. Ablation results confirmed that both adaptive edge reweighting and
temporal memory contribute meaningfully to performance, and explanation fidelity results confirmed that the joint
training approach produces attributions that are both accurate and compact, outperforming gradient based saliency
and post hoc GNNExplainer baselines on fidelity and sparsity.

Future work will extend the framework to fully live transaction streams, evaluate explanation usefulness
directly with financial crime analysts through a structured user study, and test robustness under active adversarial
evasion where scam rings deliberately restructure transaction timing to evade detection. Extending the graph schema
to include heterogeneous node types such as merchants and devices, following prior heterogeneous graph work [17],
[20], is also a promising direction for improving recall on scam typologies that rely on shared infrastructure rather
than direct transfers.
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