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Abstract: With the growing trend of cloud systems, remote work places, and enterprise network connections, enterprise data
leakage is an emerging cybersecurity problem. Conventional Data Leakage Prevention (DLP) solutions are typically rigid and
based on trust assumptions and pre-established security policies, which fall short when facing the changing landscape of insider
threats and unusual user behavior. This study presents a Dynamic Trust Boundary Framework (DTBF) for enterprise data leakage
prevention leveraging the CERT Insider Threat Dataset, to overcome these limitations. The proposed architecture combines data
pre-processing, behavioral profiling, anomaly detection, computation of dynamic trust, risk estimation and adaptive access control.
25,000 activity records were analyzed during the preprocessing, which resulted in a total of 1520 duplicate records, 1100 missing
records and 850 inconsistent records. The most influential security indicators are revealed to be login frequency (0.92), file access
activity (0.88) and email behavior (0.81) by feature importance analysis. The anomaly detection module detected high risk events
with scores of 95 and 98 respectively, and the dynamic trust scores ranged from 0.61 to 0.83 based on the user behaviour. The
experimental results showed that the detection rate of DTBF was 98.5%, the classification accuracy was 98.2%, which is better
than DLP, Zero Trust, Random Forest, SVM, and KNN. This research has proven that DTBF is an effective, adaptive, and scalable
solution to prevent data leakages proactively in enterprise.

Keywords: Data leakage prevention, dynamic trust boundary, cognitive security analytics, predictive cybersecurity, leak
localisation, insider threat detection, adaptive access governance, enterprise security.

1. Introduction

There can be damaging effects from data leak incidents including; financial loss, reputational harm, regulatory
fines, loss of intellectual property, and disruption of business operations; as reported by [4]. Most (DLP) solutions
tend to be static security policies, role-based access controls, and static trust assumptions; despite providing a base
level of protection, they cannot handle the dynamic threat scenarios presented by insider threats, compromised
credentials, privilege escalation attacks, "advanced persistent threats (APTs)", and unauthorized data movement across
multiple, heterogeneous enterprise environments [6]. With the increased use of hybrid clouds and decentralized
workforces, perimeter based security models are becoming less effective; adaptive and contextually aware security
models will become essential [7]. The new innovations in “Zero Trust Architecture (ZTA)” models adopt the
philosophy of “never trust, always verify”; through the continuous authentication and authorization for users, devices,
and applications. However, there are still a lot of current zero trust implementations that utilize static trust scores and
only analyze very narrow contextual elements that generates longer threat response timelines and result in the inability
to adequately respond to the continuously shifting security landscape [8]. In addition, the evolving nature of the trust
between enterprise ecosystems is based on multiple factors, such as user/device status, access, network availability,
data classification (or sensitivity) and the history of security events surrounding an incident [9]. This makes it less
ideal to use static trust boundaries to determine what may be considered as anomalous activity indicative of data loss
[10] and therefore not trustworthy.
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Figure 1: Risk-Based Access Control Framework [11]

To address these limitations, this research proposes an Enterprise Data Leakage Prevention Dynamic Trust
Boundary Framework (DTBF). The proposed framework is based on the continuous monitoring of the trust levels
associated with a given request, by applying an array of multidimensional contextual parameters, and uses real-time
risk assessment to adjust access privileges dynamically (12). As mentioned previously, the DTBF will provide multiple
levels of trust, which will include behavioral analytics, adaptive trust scores, risk-aware access controls, and ongoing
monitoring mechanisms, which allows for flexible trust boundaries depending on how users behave in relation to their
environment (13). The DTBF will proactively detect any suspicious activities; provide greater resistance against
unauthorized access to data; and improve the overall organization’s resilience to any type of threat, both internally and
externally [14].

This paper proposes a Dynamic Trust Boundary Framework (DTBF) that leverages Al to assess real-time
trustworthiness levels based on dynamic criteria, allowing for improved anticipatory protection methods as opposed
to traditional non-Al or static methods, commonly used with electronic data protection solutions such as Data Loss
Prevention (DLP) products. DTBF will augment traditional methodologies by utilizing increased context-based
decision-making approaches in providing the ability to assess risk-changing conditions in real time while maintaining
data integrity; ensure appropriate authorization; improve protection (i.e., use secure methods to access enterprise
information); establish policy management based on user identity (i.e., role-based access control (RBAC)); generate
a risk profile for monitoring and analysis of data lost (e.g., e-commerce, credit card) via a trust score; and create a
dynamic access control policy. Furthermore, DTBF incorporates mechanisms/intrusions such as cyber threats,
malware, and natural disasters into an organization’s existing information system security program:

» To develop a Dynamic Trust Boundary Framework for continuous assessment of trust levels within
enterprise environments.

» To design a context-aware trust scoring mechanism that incorporates user behavior, device status,
network conditions, and data sensitivity attributes.

» To implement adaptive access control and policy enforcement strategies for mitigating enterprise data
leakage risks.

» To evaluate the effectiveness of the proposed framework in detecting anomalous activities and reducing
unauthorized data exposure.

2. Related Work

Addressing the challenges of enterprise data leakage and zero trust security has become the focus of recent
research, with a focus on adaptive trust management, risk-aware access control, and privacy-preserving architectures.
Dacayana et al. (2026) [17] emphasized the need for proactive incident response and effective communication, noting
that structured approaches to incident response and transparent communication were found to significantly enhance
the restoration of stakeholder trust following a breach. Asheshemi et al. (2026) [18] presented a Blockchain-Based
Zero Trust Framework for cloud environments that shows the accuracy of the breach detection achieved is above 95%
and the reduction in incident response time is 40%. Likewise, Pigola et al. (2026) [19] have highlighted that trust
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management is a strategic organizational asset and that cultural alignment and financial preparedness are the most
influential for successful adoption of Zero Trust. In 2009, Khan et al. (2009) [21] proposed Complex Linear
Diophantine Fuzzy Relations for Data Loss Prevention (DLP) that enhanced the effectivity of cybersecurity decision
making by around 18%. To minimize the attack surface in an MCP environment, Narajala et al. 2026 [21] proposed
an enterprise-grade security framework, which provides better governance mechanisms. Sun et al. (2026) [22]
presented a privacy-preserving blockchain-based architecture with 21 transactions per second (tps) and an average
latency of 3 seconds, with an entropy of zero-knowledge proof (ZKP) of 7.65 bits/byte. In addition, Shonubi et al.
(2025) [23] showed how Al-powered anomaly detection and continuous risk scoring can greatly improve federated
Zero Trust deployments.

There have been recent innovations that have investigated adaptive security models in enterprise and cloud
environment. Park et al. (2025) [24] combined Multi-Level Security and Zero Trust concepts to enhance the capability
of anomalous behavior detection, achieving almost 32% higher accuracy than conventional access control approaches.
Xu et al. (2025) [25] conducted a survey of 136 Zero Trust studies, finding that 98% of them were not validated in the
real world, which indicates the need for adaptive and Al-informed trust mechanisms. Kalejaiye et al. (2025) [26] used
federated learning and privacy-preserving methods to enhance secure sharing of cyber-threat intelligence without
compromising the information. Rautaray et al. (2025) [27] found that Zero Trust controls led to a 67-73% decrease in
insider threats incidents and reduced the mean detection time from 197 days to 12 days. Reddy et al. (2024) [28] used
Multi-Agent Systems (MAS) along with collaborative Zero Trust integration to boost the endpoint threat detection
efficiency by around 28%. In their study, Daah et al. (2024) [29] implemented a financial security architecture using
blockchain, which achieved an increase in authentication reliability of more than 35%. Batan et al. (2024) [30] showed
that by applying continuous monitoring and least-privilege mechanisms, unauthorized data access incidents can be
reduced by almost 60%.

Other research focuses have been enterprise risk management and intelligent access governance. Rahman, et
al. (2024) [31] have demonstrated that Zero Trust Architecture (ZTA) has high positive correlation of r =0.721 and a
high variance explained of 58.4% for enterprise security performance. In remote workplaces, the study by Rautaray
et al. (2024) [32] found a 68% decrease in security incidents, 73% quicker threat detection, and a 54% increase in
adherence to compliance standards. Nangi et al. (2023) [33] presented an Al-based ZT model which was able to detect
attacks with 94.7% accuracy, 3.2% false positives and access latency of 1.8 seconds. Nagarajan et al. (2023) [34]
proposed an Al-based cloud security solution that integrates federated learning and differential privacy to minimize
the risks of unauthorized access by over 70%, while maintaining regulatory compliance. In spite of these progresses,
most current methods mainly focus on the static evaluation of trust, the localized risk analysis or on domain-specific
implementations. Thus, a Dynamic Trust Boundary Framework, which dynamically adjusts trust based on situational
risk factors, is still important for an all-encompassing enterprise data leakage prevention system.

While Zero Trust, blockchain security, anomaly detection using Al, and Data Leakage Prevention systems have
made strides, current practices continue to focus on a single approach with static trust assessments and predetermined
policies. There are few frameworks that have real-time contextual factors like user action, device status, network state
and data sensitivity that recalculate trust continuously. Besides, existing approaches are limited to particular domains
and do not offer coherent adaptive access control. As such, Dynamic Trust Boundary Framework is required to
facilitate proactive, context-aware and scalable enterprise data leakage prevention.

3. Research methodology

In this study, a “Dynamic Trust Boundary Framework (DTBF)” is proposed for enterprise data leakage
prevention (eDLP) based on the CERT Insider Threat Dataset. The methodology combines the data preprocessing,
behavioral profiling, anomaly detection, dynamic trust computation, risk estimation, and adaptive access control steps,
all of which evaluate the user trustworthiness and security risks continuously. First, the enterprise activity logs are
cleaned and normalized and then these logs are transformed to meaningful behavioral features. Figure 2 represent
framework of methodology.
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Figure 2: Framework of Methodology
3.1 Data collection

The Carnegie-Mellon University CERT Division has released the CERT Insider Threat Dataset [35] that is
widely adopted for insider threat detection research. Recreates authentic employee events in an enterprise
environment, such as logon/logoff, email, file access, web browsing, USB device usage and organizational
information. This dataset includes both normal and malicious insider activities, allowing researchers to detect data
leakage, unauthorized access, and suspicious activities. The CERT dataset is well suited for trust computation,
anomaly detection, behavioral analytics and enterprise data leakage prevention studies because of the fact that it
contains comprehensive user activity logs and labeled threat scenarios.

3.2 Data Pre processing

o Data Cleaning

Raw Raw CERT logs may have duplicate, incomplete and inconsistent logs that could negatively impact trust
computation. Data cleaning identifies and eliminates duplicate data and addresses missing data to increase the
reliability of the data set. This process guarantees that the user activities are correctly represented prior to analysis.

Dclean = Draw - Dduplicate - Dmissing (1)

where (Draw) is the original dataset, (Daupiicate) Tepresents duplicate records, and (Dumissing) denotes incomplete
entries removed during preprocessing.

e Feature Extraction

Behavioral and security data related to user activities like file access, web browsing, email transactions, login
times and USB usage are retrieved. These features are used to build trust and detect anomalies:

F= {f1’f2'f3' ""fn} (2)

where (F) represents the extracted feature set and (f,,) denotes individual behavioral or security attributes used
for trust boundary analysis.

e Data Normalization

Some values of feature do not have the same scale, so normalization is performed to ensure all the features
are within the range of 0 to 1. This keeps the features that have higher values from overwhelming the learning.

(€))

_ _X—Xmin

Xnorm B Xmax—Xmin

where (X) is the original feature value, (Xmin) is the minimum value, and (Xmax) is the maximum value.
e Behavioral Profiling

Employee baseline behaviour profiles are developed based on employee historical activity records. This
profile is for normal user activity and is used as a reference to detect suspicious activity and insider threats.

n
_ Xj=1 Ayj
n

BP; “)
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where (BP;) is the behavioral profile of user (i), (Aj) is the activity record, and (n) is the total number of
observations.

e Anomaly Detection

Their profile is compared to user activity to determine if there are any deviations that could be a sign of data
leakage attempts. If the activity is above a certain threshold then it is considered anomalous.

AS; = 1X; — wl ©)

where (AS;) is the anomaly score, (X;) is the current activity value, and is the mean historical behavior. If
(AS_i>€), the activity is flagged as suspicious.

3.3 Dynamic Trust Computation Model

The Dynamic Trust Computation Model continuously assesses the trustworthiness of enterprise users, devices
and applications on the basis of enterprise context information. The proposed model differs from the traditional
security systems which assume a static level of trust with the user or device. At the outset each entity is given a default
Trust score (T0). When new contextual information is available, the trust score is re-calculated based on that latest
information and thus the score is adjusted accordingly to the entity's latest security posture. A higher scored means
that the behavior is a valid one, while a lower score means suspected behavior. The ongoing trust assessment allows
for adaptive security enforcement and greatly reduces enterprise data leakage risks.

Initial Trust Score T;(0) =T, (6)
Dynamic Trust Update T;(t +1) = aT;(t) + BUB; + yDS; + 6NS; (7)

Subject to: a+f+y+d6=1 ®)
Normalized Trust Score TS; = T’T(t—ﬂ) 9)

where (TS;in [0,1]).
where (TSi in [0,1]).
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Figure 3: Zero Trust Security Architecture

3.4 Anomaly Detection-Based Trust Adjustment

The Anomaly Detection Based Trust Adjustment module detects user behaviours that are characterized as being
out of the ordinary. Out of the ordinary behaviours could be indicative of insider threats, compromised accounts, or
attempts to steal sensitive information. To identify any deviation from a user's typical behaviour, the system will
continuously compare an active user's actions to a history of their previous actions in real time and then generate an
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anomaly score based on how much the user's current behaviour deviates from their normal behaviour. If their anomaly
score exceeds the threshold set within the system, the user's trust will be applyed a penalty, which will diminish their
trust score. This process enables the system to dynamically alter trust boundaries while they are still in existence and
continue to allow access for users who have been flagged by the system for suspicious behaviour to access only limited
privileges and continue to grant unrestricted access to users that are deemed to be trusted.

Trust Penalty Function TP, = A X AS; (10)

Updated Trust Score TSl =TS, — TP, (1)

| Insiders’ Acts Data Logs |

|

Feature Extraction]

[Encoding and Scaling]

g U

Addressing Imbalanced Dataset Original Imbalanced Dataset

=>| Insider Threats Detection |¢=

Figure 4: Insider Threat Detection Workflow [36]

3.5 Risk Estimation Engine

The Risk Estimation Engine combines trust information, data sensitivity and threat severity to measure the
security risk of each access request. The goal is to prioritize security controls by impacting potential of a security
incident. High risk is achieved when a low trust score is associated with sensitive data and high threat levels. On the
other hand, trusted users who access low-sensitivity resources pose low risk. The risk score calculated by the
framework helps to make smart access control decisions, avoiding the disclosure of sensitive enterprise information
by third parties. Enterprises' security infrastructures become more adaptable and responsive through continuous risk
evaluation. Risk Score.

Ri = (1 - TSl) X DLl X THL (12)
3.6 Dynamic Trust Boundary Decision Model

The Dynamic Trust Boundary Decision Model relies on trust and risk values to decide whether or not to
approve, deny, or limit access requests. The proposed model re-evaluates trust boundaries dynamically during the
running of user sessions, unlike static access control models. Highly trusted entities automatically gain trust and
anomalous behavior or increased risks cause trust to shrink. By enforcing least-privilege principles in real-time, this
adaptive mechanism helps to reduce the attack surface of enterprise resources and to minimize their associated risks.
This helps to reduce the risk of unauthorized access and data leakage, while keeping things running smoothly and
productive for users.

Access Decision Function

The model is able to monitor the user's activities continuously and dynamically adjust the access permissions
based on the changing trust and risk conditions.
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Algorithm 1: Dynamic Trust Boundary-Based Data Leakage Prevention

Output: Access Decision AD
Initialize Trust Score TSi=Ty

Collect Context Information Ci(t)

Compute Dynamic Trust Score
Calculate Anomaly Score

Update Trust Boundary

Estimate Risk Score

Apply Access Policies

Grant, Restrict, or Deny Access
Continuously Monitor User Session

Periodically Recalculate Trust Score

Input: User Request URURUR, Context Data C;

Extract User, Device, Network, and Data Features

3.7 Performance Evaluation

The proposed model is assessed for the effectiveness with the commonly used classification metrics.

e Accuracy:

e  Precision:

e Recall:

e F1-Score:

4. Result and Discussion

The proposed Dynamic Trust Boundary Framework (DTBF) with the CERT Insider Threat Dataset using a
series of experiments that included: Data Preprocessing, Behavioral Profiling, Anomaly Detection, Trust Computation,
and Risk Estimation. The results achieved show the effectiveness of DTBF in the detection of suspicious activities, its
ability to dynamically alter trust values, its ability to reduce risks of data leakage from enterprise, and its improvement
of the overall security performance. The statistics from the CERT Insider Threat Dataset after data cleaning are shown
in Figure 4. The original data set had 25,000 entries, of which 1,520 were duplicated, 1,100 were missing and 850
were inconsistent. Such deviations may have a negative impact on model training and trust score calculation. Data
was preprocessed by removing duplicate records, handling missing values with imputation methods, and fixing
inconsistent data. Overall, the cleaning process contributed to the overall quality of the data set, with a significant
improvement in the integrity of the data and the removal of noise and inaccuracies. This means that the cleaned data
set can be used to create reliable data profiles, detect anomalies, establish trust in data over time, and perform enterprise

data leakage prevention analysis.

TP+TN

Accur =—
CCUTACY = o TN+ FPAFN

(14)

P P
Precision = (15)
TP+FP

TP

TP+FN

Recall = (16)

Fl=2x PrecisionxRecall (17)

Precision+Recall
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Data Cleaning Results
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Figure 4: Data Cleaning Results

Figure 5 shows the relative importance of the features extracted and applied in the proposed Dynamic Trust
Boundary Framework. Frequent logins (with an importance score of 0.92) were the most important factor in user
authentication behavior for the evaluation of trust. Access to files had an importance value of 0.88 and email activity
an importance value of 0.81, indicating that these factors are very important to insider threat detection. Next, the use
of USB came in with 0.75 and the web browsing behaviour with 0.70. The lowest score for importance was for device
related activities, at 0.58. The results show that the accuracy of computing trust and detecting anomalies is greatly
affected by behavioral attributes.

Feature Importance

0.8 4

0.6

0.4 1

0.2 4

0.0 -
Login File Email UsB Web Device

Figure 5: Feature Importance Analysis

The CERT Insider Threat Dataset was used to generate behavioral profiling results using a behavioral profile
as shown in Figure 6. The behavioral score was 72 on Day 1, 60 on Day 2, and 68 on Day 3. Day 4 showed the highest
behavioral score of 76, which means that there was more legitimate activity. On Day 5, the score dropped to 59,
indicating a significant difference from normal. The overall average behavioral score was 67.0. These baseline profiles
are used to detect abnormal user activity, to help calculate the trust score, and to improve the accuracy of insider threat
detection.
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Behavioral Profiling
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Figure 6: Behavioral Profiling Analysis

The result of the behavioral activity monitoring based anomaly detection is shown in Figure 7. There were three
observations with an activity score within the normal range (42, 51, 47). But there is a prominent peak at 95, which
means that the behavior is abnormal and is above the pre-defined threshold at observation 4. The score then declined
to 44 and then jumped back up to 98 at Observation 6, which is also a high-risk anomaly event. Last observation was
46, and is the return to normal activity. These anomalies are identified and result in updates to the trust score and a
risk assessment, which helps to identify insider risks and data leaks in advance.

Anomaly Detection
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Figure 7: Anomaly Detection Results

The figure 8 shows the change of the proposed Dynamic Trust Boundary Framework's trust scores. The initial
trust score was 0.70, and rose to 0.76 and 0.82 in Sessions 2 and 3, demonstrating normal, and trustworthy, user
behavior. The score dropped to 0.68 and then to 0.61 in Sessions 4 and 5, respectively, as a result of behavioral
deviations that were detected and high risk factors. After the successful verification and normal activity, the trust score
was restored to 0.74 and in Session 7 had a score of 0.83. The outcomes of these results prove the framework's ability
to adjust trust levels dynamically based on the security situation in real-time and the user's behavior.
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Trust Score Update
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Figure 8: Dynamic Trust Score Update

Figure 9 shows the computed risk values of six enterprise access requests. The lowest risk values were recorded
for R1 (0.18) and R6 (0.21) with high levels of trust and low levels of threat exposure on secure access scenarios.
Requests that were rated at medium-risk (R2 and R4) were classified as such and will be monitored in addition. R3
had a score of 0.76, above the high-risk threshold of 0.70, while R5 had a score of 0.63, which was close to the high-
risk threshold. The results show how well the risk estimation engine prioritizes security responses and how much it
can help prevent potential enterprise data leakage incidents.

Risk Estimation
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Figure 9: Risk Estimation Analysis

The results of detection performance for enterprise data leakage prevention in different security frameworks
are shown in Figure 10. Traditional DLP had 84.6% detection and ZT model had 89.7% detection. The Machine
Learning (ML) approach further improved the performance with a detection accuracy of 94.1%. The proposed
Dynamic Trust Boundary Framework (DTBF) had the highest detection rate of 98.5% compared to 94.6% for DLP,
99.3% for ZT and 94.1% for the ML model. These results show that the combination of dynamic trust evaluation,
anomaly detection and risk-aware access control greatly enhances the effectiveness of enterprise data leakage
detection and prevention.
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Figure 10: Detection Rate Comparison

The accuracy of classification results in enterprise data leakage detection obtained with different machine
learning techniques are shown in the figure 11. The proposed DTBF achieved highest accuracy of 98.2%, which
showed that it had the best performance to identify legitimate and malicious activities. The best accuracy achieved by
the three models was for the Random Forest (RF) at 93.6%, followed by Support Vector Machine (SVM) with 91.4%
and K-Nearest Neighbor (KNN) with 88.7%. The accuracy of DTBF was 4.6%, 6.8% and 9.5% higher than RF, SVM
and KNN, respectively. The results demonstrate that the integration of dynamic trust evaluation, anomaly detection
and risk-based access control greatly improves the performance of enterprise data leakage prevention.

Performance Accuracy
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Figure 11: Performance Accuracy Comparison
5. Conclusion

This study proposed a Dynamic Trust Boundary Framework (DTBF) for enterprise data leakage prevention that
combines the techniques of behavioral analytics, anomaly detection, dynamic trust computation, risk estimation and
adaptive trust-based access control. The proposed framework was evaluated by experiments conducted with the CERT
Insider Threat Dataset, that showed its ability to continuously monitor user activities, and dynamically adapt trust
boundaries based on the actual security situation of the context. The data quality was enhanced by identifying and
eliminating 1,520 duplicate records, 1,100 missing entries and 850 inconsistent records during preprocessing. The
most important indicators for insider threat detection, identified during the feature analysis process, were: login
behavior (0.92), file access activity (0.88) and email usage (0.81). The anomaly detection module was able to detect
high-risk activities with anomaly scores of 95 and 98 with trust computation model dynamically changing trust value
between 0.61 and 0.83. The scores from the risk assessment ranged from 0.18 to 0.76, making it possible to prioritize
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access decisions. Furthermore, DTBF achieved a 98.5% detection rate and 98.2% classification accuracy,
outperforming DLP (84.6%), Zero Trust (89.7%), Random Forest (93.6%), SVM (91.4%), and KNN (88.7%). These
findings validate DTBF as a strong and scalable platform for a proactive enterprise data leakage prevention solution.
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    D  c l e a n =   D  r a w −   D  d u p l i c a t e −   D  m i s s i n g


  F = {   f 1 ,   f 2 ​ ,   f 3 ​ , … ,   f  n }


    X  n o r m =   X −   X  m i n    X  m a x −   X  m i n


    B P  i =     ∑  j = 1  n    A  i j  n


  A c c u r a c y =   T P + T N  T P + T N + F P + F N


  P r e c i s i o n =   T P  T P + F P


  R e c a l l =   T P  T P + F N


  F 1 = 2 ×   P r e c i s i o n × R e c a l l  P r e c i s i o n + R e c a l l


    A S  i = |   X  i −   𝜇  i |


  ∈
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    T S  i  n e w =   T S  i −   T P  i
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