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Abstract: With the rapid development of the cloud computing and Internet of Things (IoT) technologies, the massive deployment 

of large-scale data processing systems has become possible, especially in the healthcare field where medical image analysis is used. 

Deep learning models have shown impressive results in diagnostic tasks, but their application in cloud-based systems introduces 

key privacy and security issues, such as being susceptible to adversarial attacks. Adversarial perturbations can fool classification 

models, leading to misdiagnosis in medicine, while the sharing and handling of personal patient information can expose the 

healthcare system to privacy violations. To overcome such challenges, this paper suggests a hybrid secure inference system that 

combines adversarial example detection with homomorphic encryption-based privacy preservation. The proposed solution is a 

rather light convolutional neural network (CNN) for the detection of adversarially manipulated inputs and a denoising process to 

reduce the impact of perturbations prior to the classification stage. The clean or restored images are then secured by means of the 

CKKS homomorphic encryption scheme, which allows for computing on encrypted data without exposing sensitive information. 

The images are then encrypted and fed through a deep neural network to classify them in a privacy-preserving manner. Experimental 

results on a dataset of brain tumor images show the effectiveness of the proposed framework. The model outperforms a baseline 

CNN model in adversarial and clean conditions with 94.4% classification accuracy, compared with the 71.1% accuracy the baseline 

CNN model had under adversarial conditions. The results support that the proposed framework has succeeded in providing better 

adversarial robustness while preserving data privacy, which is acceptable in cloud-IoT environments for secure medical image 

analysis. 
Keywords: - Adversarial Attack Detection, Brain Tumor Classification, Homomorphic Encryption, Privacy-Preserving Deep 

Learning, Cloud-IoT Healthcare Systems 
 

1. Introduction  
Recent advancements and exponential increase in the volume of digital information created by the connected 

devices have transformed the modern computing infrastructures including cloud platforms, and smart applications [1].  

currently, the data is being generated by various means such as health monitoring IoT wearable devices, massive 

automation of industrial processes which are processed and monitored by the AI systems on the cloud [2]. The 

generated data is collected, relayed and processed in the decentralized manner. This transformation offers better 

efficiency and scalability but it has exaggerated the risks of data security, as well as model reliability [3]. All of these 

concerns have been raised in several incidents which occurred in 2023, for instance, over 11 million patients' data was 

exposed due to inadequate access control of a cloud database. On the same note, there are censored cases of sensor 

spoofing attacks reported on some smart city implementations in Asia, which managed to peg an environmental 

reading on distributed IoT devices leading to incorrect alarms and ill-informed operations. The cases highlight the 

increasing sophistication of attacks on the integrity of the data and the models used to make a decision on that data 

using AI.  
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Adversarial perturbations Attackers in an AI-based cloud and IoT system typically target the input space of a 

deep neural network to inject adversarial perturbations that are small, but carefully crafted, changes that cause the 

network to misclassify [5]. This especially poses a threat to several critical applications such as medical diagnostics, 

autonomous navigation or industrial control systems where even a small error might bring disastrous effects. A series 

of counter measures have been developed to counter these threats. The traditional methods of cybersecurity such as 

authentication, encryption and access control protect the data during transmission and data storage [6]. On the AI side, 

adversarial training, input preprocessing approaches focus on enhancing the robustness against the adversarial noise.   

However, these approaches have practical limitations, such as adversarial training being expensive and specific to an 

attack strategy, as well as clean input accuracy eroding when sanitizing input data, and certified defenses often not 

being scalable to high-resolution and (real-time-like) tasks relevant for cloud-IoT applications [7]. Adversarial training 

is compute-heavy and problem-specific; sanitizing clean input may reduce clean input accuracy; certified defenses 

may not be viable in high-resolution or real-time applications typical of cloud-IoT applications. 
Cryptographic methods have become a parallel and complementary solution. Some examples of these 

technologies include Secure Multi-Party Computation (SMPC), Differential Privacy (DP), and Trusted Execution 

Environments (TEE), which are employed to improve the confidentiality and accountability of AI workflows [8,9]. 

Of these, Homomorphic Encryption (HE) is the closest to enabling private AI inference, where computations are made 

directly on the encrypted data, without exposing raw inputs to the cloud server [10]. This is especially useful in areas 

such as smart Healthcare where patient data, such as ECG or MRI, is encrypted and can be analysed remotely without 

risking patient privacy. But the cryptographic methods such as HE may be strong to protect data confidentiality, but 

they are not required to detect or protect against adversarial inputs. For instance, an adversarial image that is encrypted 

and passed to a cloud model could end up being misclassified despite the secure processing. This underscores an 

important missed opportunity to use only encryption-based techniques to ensure model robustness. 
In this paper, a unified adversarial and homomorphic encryption pipeline is introduced to tackle this dual 

challenge of privacy and adversarial robustness. It first employs a light-weight CNN-based adversarial detector to 

distinguish clean and perturbed inputs, which acts as a possible pre-processing stage. It first employs a light-weight 

CNN-based adversarial detector to distinguish clean and perturbed inputs, which can be a possible pre-processing 

stage. Adversarial behavior is detected and simple spatial filters are used to denoise the input. The images are then 

cleaned and encrypted with the TenSEAL CKKS scheme and securely classified with a pre-trained deep learning 

model, e.g., ResNet-18. This allows for robustness against adversarial attacks, and for inference to be performed in a 

confidential manner in distributed IoT and cloud settings. The paper helps to develop more robust and privacy-

conscious AI systems, particularly in environments where data is shared through untrusted and decentralized networks.  
For this, the brief literature review on the recent methods that are used to improve the security of various real-

time applications (both online and offline) is presented in section II while the proposed approach is described in section 

III, the result of the proposed approach is described in section IV and section V presents the concluding remarks.  

2. Literature review  
Data security is a major issue with the rise of digital ecosystems, such as the IoT, cloud computing and 5G 

networks. Modern perimeter-less security models are proving themselves insufficient in today's zero-trust context, 

where devices and communication paths are viewed as potentially unsafe. A new generation of security solutions is 

therefore being created, and research efforts are now targeting new ways of working with cryptography and adversarial 

learning-based techniques. 
A blockchain-based zero-trust information sharing protocol was proposed by Hao et al. [11] that provides 

privacy and filters out falsified information without any trusted third party. The protocol is experimentally validated 

to show its effectiveness and proven secure in the universally composable security framework. In order to tackle the 

above-mentioned challenges, the biometric based encryption scheme has been proposed by Alsafyani et al. [12] as a 

solution that employs chaotic maps, deep learning and facial features. The method combines with a chaotic optical 

map and a 5D conservative chaotic system and GANs to improve the security and image encryption robustness of the 

system. To enable privacy-preserving data mining from encrypted images, a Region-of-Interest (ROI) network is also 

presented. Continuing the exploration of deep learning and cryptography, Wu et al. [13] proposed a neural adversarial 

image encryption model based on adversarial neural cryptography (ANC) and the chaotic systems under the control 

of SHA-256. It is resistant to known-plaintext attack and chosen-plaintext attacks due to the non-linearity of neural 

networks and the use of a logistic map to increase the diffusion, to produce a secure ciphertext. 



869 

Meraouche et al. [14] extended adversarial cryptography to the multi-party communication setting via 

synchronized GANs. Their neural model achieves secure communication among four neural networks by learning a 

one-time pad (OTP)-like encryption scheme, even in the presence of active eavesdroppers. This also allows 

construction of secure secret sharing protocols. Subramanian et al. [15] proposed a modified BiGAN model which is 

optimized using Artificial Hummingbird (AH) algorithm for secure cloud communication. In this model, symmetric 

key block cipher (SKBC) techniques are taken for better encryption, such as substitution-permutation structure and 

Feistel structure. Its method is capable of detecting and preventing intrusions in session setups with a performance 

accuracy of more than 93%. 
Bennour et al. [16] proposed an intrusion detection system based on GAN, which was optimized by Colony 

Predator Algorithm (CPA), due to the limitations of edge devices in IoT networks. Their approach involves using 

GAN-generated synthetic data for training precise and efficient intrusion detection models for the edge computing 

domain. In adversarial robustness for IoT security, Prasad et al. [17] introduced Two-Tier Optimization Strategy for 

Robust Adversarial Attack Mitigation (TTOS-RAAM). This model is an extension of the coati-grey wolf optimization 

approach for feature selection and a conditional variational autoencoder (CVAE) which was fine-tuned with an 

improved chaotic African vulture optimization approach. This structure is able to effectively detect adversarial attacks; 

a major weakness in deep learning intrusion detection systems. 
Wang et al. [18] discussed privacy issues with cloud-based action recognition systems, where the skeleton data 

uploaded to the cloud for analysis could be used. They suggested a CNN architecture compatible with Fully 

Homomorphic Encryption (FHE) for the secure action recognition. To eliminate the computational limitations of RNS-

CKKS encryption scheme, a parallel homomorphic convolution approach and a multi-layer key generation approach 

were proposed to improve the system in terms of computational speed, and the recognition accuracy was not affected 

[19]. Avasthi et al. [20] studied privacy issues related to multi-hospital medical data sharing in the healthcare domain. 

The privacy sensitivity of patient information is considered, so they explore cloud-based approaches for secure patient 

information exchange and present vertical partitioning methods that classify health record features according to their 

privacy sensitivity. This minimizes the amount of information that needs to be communicated, and helps prevent the 

leakage of sensitive data, enabling effective collaboration between different institutions while protecting privacy and 

confidentiality. Inchal et al. [21] worked on brain tumor classification based on deep feature fusion and used ensemble 

approch for voting based classification. 

3. Proposed model  
In this section, the detailed discussion about the proposed approach is conducted which addresses the dual 

challenge of data privacy and the adversarial attacks in AI driven IoT and cloud environment.  There has been a 

dramatic rise in the requirement for AI based models where sensitive data is passed through these models, e.g. medical 

images, surveillance video content, and industrial sensor readings, on remote cloud servers, where significant threats 

exist, including (i) data exposure during transmission and inference and (ii) adversarial manipulation of the data 

designed to fool the model's prediction. The proposed model introduces a hybrid solution of adversarial learning and 

homomorphic encryption (HE), which overcomes and addresses these problems, by embedding adversarial learning 

and HE learning into a single inference pipeline. The architecture is composed of four steps: Adversarial Detection, 

Denoising, Homomorphic Encryption & Decryption, and Deep Neural Network (DNN) Inference. The proposed 

integrated model is an intelligent system that can be used to protect both the input data and the integrity of the model. 

Below given figure 1 depicts the overall architecture of proposed model. 
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Fig.1 overall architecture of proposed model 

3.1 Problem formulation  
Let us consider that 𝑥 ∈ ℝ𝐻×𝑊×𝐶  represents the input image obtained from the medical image source, or 

surveillance frame. The goal of model is to classify the image using a remote model  ℳ: ℝ𝑛 → ℝ𝐾  where 𝑛 =
𝐻. 𝑊. 𝐶 and 𝐾 represents the number of target class. however, these methods face two main challenges as Adversarial 

Attacks, and data privacy. To overcome these challenges, we present a pipeline architecture that simultaneously detects 

whether 𝑥 is adversarial or clean, it applies homomorphic encryption if the image is clean, and performs denoises the 

input if adversarial and ensures correct classification in both cases. For each stage, we present an objective function 

to achieve the final objective function. 

A. Adversarial threat model  

Let us consider that 𝑥 ∈ ℝ𝑛  is the original image and 𝑦 ∈ {1,2, … , 𝐾}  represents the true class label. An 

adversary models a perturbation 𝛿 ∈ ℝ𝑛 to create adversary as follows: 

𝑥𝑎𝑑𝑣 = 𝑥 + 𝛿 , 𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 ‖𝛿‖𝑝 < 𝜖 

This adversary causes misclassification as  

ℳ(𝑥𝑎𝑣) ≠ 𝑦 

𝑝 ∈ {2, ∞}  denotes the norm used and 𝜖  is used to control the attack strength. The adversary’s goal is 

represented as: 

maximize
𝛿

1[ℳ(𝑥+𝛿) ≠𝑦]  𝑠𝑢𝑏𝑗𝑒𝑐𝑡 𝑡𝑜 ‖𝛿‖𝑝 < 𝜖  

B. Detection and denoising problem  

The adversarial attack need to be detected before processing therefore let the adversarial detector is presented 

as 𝒫: ℝ𝑛 → {0,1} such that  

𝒫(𝑥) =  {
1, 𝑖𝑓 𝑥 𝑖𝑠 𝑎𝑑𝑣𝑒𝑟𝑠𝑎𝑟𝑖𝑎𝑙

0. , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 
 

If 𝒫(𝑥) = 1 then the image is considered to be adversarial image and it is passed to the denoiser module 

ℱ: ℝ𝑛 → ℝ𝑛 producing 𝑥′ = ℱ(𝑥). The goal is to approximate the original clean image as follows: 

min
𝑥′

‖𝑥 − 𝑥′‖2  𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 ℳ(𝑥′) = 𝑦 

C. Privacy via encryption process 
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In the next phase, the image obtained from the denoiser module or adversarial classifier module is encrypted 

via homomorphic encryption. If 𝒫(𝑥) = 0 then 𝑥 is encrypted with the help of homomorphic encryption function as  

𝑥̃ = 𝐸𝑛𝑐(𝑥) 

And other computations are performed on 𝑥̃ as  

𝑧 = 𝑥. 𝑤 + 𝑏 

Later, decryption is performed on this data as  

𝑧 = 𝐷𝑒𝑐(𝑧̃) ∈ ℝ 

The homomorphic operations are helps to preserve the correctness as follows: 

𝐷𝑒𝑐(𝑓(𝑥̃)) = 𝑓(𝑥) , ∀𝑓∈ 𝑎𝑙𝑙𝑜𝑤𝑒𝑑 𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 

D. Final inference and objective function  

Based on this, the final inference can be represented as  

𝑦 = {
ℳ (𝐷𝑒𝑐(𝐸𝑛𝑐(𝑥)))   𝑖𝑓 𝒫(𝑥) = 0

ℳ(ℱ(𝑥))   𝑖𝑓 𝒫(𝑥) = 1
 

The main objective of this model is to maximize classification accuracy while satisfying adversarial and 

privacy constraints, thus, the final objective function can be represented as: 

maximize
𝒫,ℱ,ℳ

𝔼(𝑥,𝑦) [1[𝑦̂=𝑦]]  

𝑠𝑢𝑏𝑗𝑒𝑐𝑡 𝑡𝑜 ‖𝛿‖𝑝 ∈ 𝜖 

𝐷𝑒𝑐(𝑓)𝐸𝑛𝑐 (𝑥)))) = 𝑓(𝑥) 

ℱ(𝑥𝑎𝑑𝑣) ≈ 𝑥 

3.2 Combined model  

As discussed before, the first step of this approach is to verify that whether the image is adversarial attacked 

or not by using adversarial detector. A binary adversarial detector 𝒫(𝑥):  ℝ𝑛 → {0,1} is trained to classify whether the 

input is clean (0) or adversarial (1). The detector is a CNN-based classifier with two convolutional layers and two 

fully connected layers. The adversarial detector process can be expressed as: 

ℎ1 = 𝑅𝑒𝐿𝑈(𝐶𝑜𝑛𝑣1(𝑥)), ℎ2 = 𝑅𝑒𝐿𝑈 (𝐶𝑜𝑛𝑣2(𝑀𝑎𝑥𝑃𝑜𝑜𝑙(ℎ1))) 

𝑓 = 𝐹𝑙𝑎𝑡𝑡𝑒𝑛(ℎ2), 𝑜 = 𝜎(𝑊2
⊺𝑅𝑒𝐿𝑈(𝑊1𝑓 + 𝑏1) + 𝑏2) 

𝒫(𝑥) = 1[𝑜>0.5] 

Where 𝜎 represents the sigmoid activation function and 1 is the indicator function. If 𝒫(𝑥) = 1, the input is 

considered adversarial. If the image is identified as adversarial image, then the denoising module is applied which 

uses a low –pass filtering process, as follows: 

𝑥′ = ℱ(𝑥) =
1

𝑘2
∑ 𝑥𝑖𝑗

(𝑖,𝑗)∈𝒩𝑘

 

Where 𝒩𝑘  represents a 𝑘 × 𝑘 neighbourhood centred on each pixel. This process helps to remove the high-

frequency adversarial noise. We define this as a convolution operation with a kernel as follows: 

𝑥′ = 𝑥 ∗ 𝐺𝑘    𝑤ℎ𝑒𝑟𝑒 𝐺𝑘(𝑖, 𝑗) =
1

𝑘2
 , ∀(𝑖, 𝑗) ∈ 𝒩𝑘  

This produces denoised image 𝑥′ and it is then passed to the next module of encryption where we apply 

homomorphic encryption.  First, flatten the image vector as follows: 

𝑥 ∈ ℝ𝑛 , 𝑥̃ = 𝐸𝑛𝑐 (𝑥) 
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Where 𝑤 ∈ ℝ𝑛, 𝑏 ∈ ℝ represent the plaintext weights and bias. The final decryption module is presented as: 

𝑧 = 𝐷𝑒𝑐(𝑧̃) ∈ ℝ 

The outcome 𝑧 is reshaped into a tensor and used as input to the deep neural network for classification. for 

classification, the proposed approach uses a pretrained model ResNet to map the inputs to the classes as follows: 

ℳ(𝑥") = 𝑓𝐿 (… 𝑓2 (𝑓1(𝑥"))) 

Where 𝑓𝑙 are the layer function and 𝑥"  is decrypted image 𝐷𝑒𝑐(𝐸𝑛𝑐(𝑥)). According to the CNN model the 

final prediction can be expressed as: 

𝑦 = arg max
𝑖

(𝑆𝑜𝑓𝑡𝑚𝑎𝑥 (ℳ(𝑥"))
𝑖
)  

4. Results and discussion  

In this section we describe the proposed outcome of the approach to privacy preserving and classification for 

remote applications in the experimental environment, dataset configuration, model architecture, adversarial attack 

generation, encryption parameters and assessment methodology used to evaluate the proposed adversarially robust 

and privacy-preserving inference pipeline. 

A. Dataset details and system configuration  

Experiments were performed using a medical imaging data set consisting of two classes: Normal Brain MRI 

Images (100 samples) and Tumor-Affected Brain MRI Images (100 samples).  The data is divided into three organized 

directories: Training Set, Testing Set (Clean), Adversarial Set (Perturbed). Brain MRIs are of gray scale and are T1 

weighted; each class has an MRI that has been resized to the CNN compatible size of 224×224. All images are pre-

processed to standardise intensity and contrast. Balanced dataset (70%/20%/10% train/clean test/adversarial 

robustness evaluation). 

For all the experiments of this work, the system used was configured with an NVIDIA RTX 2060 with 6 GB 

of dedicated VRAM. CUDA version 12.6 was used in the environment to improve the performance of operations 

performed using GPUs. Implementations were conducted using Python (version 3.8) with PyTorch (deep learning 

framework) to train CNN, adversarial detectors and classification models. The pipeline was designed to support 

efficient encrypted vector operations via TenSEAL, a homomorphic encryption library implemented with MS-SEAL 

and available to support the CKKS encryption scheme.  

B. Adversarial attack generation  

To represent the realistic threats to the proposed model the adversarial examples were created by the Fast 

Gradient Sign Method (FGSM). This is one-step and gradient based attack that is able to modify the input image in 

the direction of the loss function's gradient with respect to the input. The value for the noise chosen for this study was 

taken to be ϵ=0.033, making sure that the adversarial noise was not perceptible to the human eye, but did cause 

significant misclassification by the neural network. The mathematical formulation of FGSM is given as follows: 

𝑥𝑎𝑑𝑣 = 𝑥 + 𝜖. 𝑠𝑖𝑔𝑛(∇𝑥𝐽(𝜃, 𝑥, 𝑦))  

Here 𝑥 is the original clean image and 𝑦 is the true label; the model parameters are denoted by the symbol 𝜃; 

the loss function used for training the classifier is denoted as 𝐽(𝜃, 𝑥, 𝑦). The direction of positive or negative gradient 

suggests the direction of perturbation for the input in order to maximize the loss of the model. 

C. Performance evaluation parameters  

A thorough evaluation set of metrics was utilized to evaluate the proposed secure and adversarial robust 

inference pipeline. The classification accuracy was used as the main metric, defined as: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

where 𝑇𝑃 and 𝑇𝑁 are the number of true positive and true negative predictions respectively while 𝐹𝑃 and 

𝐹𝑁 represent false positives and false negatives respectively. Additionally, precision, recall and F1 score were used to 

gain insight into the behavior of the model. The following metrics are defined as follows: 
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𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
; 𝑅𝑒𝑐𝑎𝑙𝑙 =

𝑇𝑃

𝑇𝑃 + 𝐹𝑁
; 𝐹1 − 𝑠𝑐𝑜𝑟𝑒 = 2.

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛. 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

In addition, the elements of visual analysis were very important in assessing the level of semantic preservation 

of the input at each stage of the pipeline. The original image, its adversarial version, the encrypted input and the 

encrypted output were visually compared, to evaluate the visual integrity and perceptual consistency of the outputs. 

 

For exampling, to check the effectiveness of the adversarial detection network, we compute the adversarial 

detection rate: 

𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑅𝑎𝑡𝑒 =
𝑁𝑜. 𝑜𝑓 𝑐𝑜𝑟𝑟𝑐𝑡𝑙𝑦 𝑖𝑑𝑒𝑛𝑡𝑖𝑓𝑖𝑒𝑑 𝑎𝑑𝑣𝑒𝑟𝑠𝑎𝑟𝑖𝑎𝑙 𝑖𝑚𝑎𝑔𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝑎𝑑𝑣𝑒𝑟𝑠𝑎𝑟𝑖𝑎𝑙 𝑠𝑎𝑚𝑝𝑙𝑒𝑠 
× 100 

D. Comparative performance analysis  

The effectiveness of the proposed adversarially robust and privacy-preserving inference pipeline was further 

illustrated by performing the comparative study against the existing state of the art algorithms in the realm of secure 

deep learning and adversarial defense. The evaluation was performed on brain tumor classification task with 200 

images used for testing (100 tumor, 100 normal) and the adversarial perturbations used were FGSM with ϵ=0.03. 

As illustrated in Table I, the baseline CNN model demonstrated 98.2% accuracy in clean data and only 71.2% 

accuracy in adversarial data, showing a significant degradation of model accuracy and the importance of strong 

defenses. The robustness of adversarial training (with FGSM) was 83.4%, with JPEG compression as a traditional 

denoising method, adversarial accuracy was only 76.1%. When an adversarial detector module was used in a 

standalone manner, coupled with a CNN, the adversarial robustness was 87.5% and the adversarial detection rate was 

89.2%. 

The proposed hybrid pipeline, incorporating adversarial detection, lightweight denoising and homomorphic 

encryption-based inference, on the other hand, improved the adversarial classification accuracy to 94.4%. The 

detection rate of the adversarial detection module was high, at 94.6%, allowing attacks to be mitigated at an early 

stage prior to encrypted inference. Most significantly, the proposed approach enables encrypted inference based on 

the CKKS scheme, which ensures the confidentiality of data even when it is outsourced to cloud or IoT-based systems. 

Although encryption/decryption adds to the overall latency, the overall latency overhead was found to be within an 

acceptable range of 14.7%, making the secure pipeline practical for real world applications. 

Table 1. Comparative analysis of proposed technique with standard works on adversarial attacks 
Method Clean 

Accuracy 

(%) 

Adversarial 

Accuracy (%) 
Detection 

Rate (%) 
Encryption 

Support 

Standard CNN 

(Baseline) 
98.2 71.2 – ✗ 

CNN + FGSM 

Adversarial Training 
97.2 83.4 – ✗ 

CNN + JPEG 

Denoising Filter 
96.4 76.1 – ✗ 

CNN + Adversarial 

Detector Only 
98.0 87.5 89.2 ✗ 

Proposed: Adv. 

Detector + HE 

Inference 

98.80 94.4 94.6 ✓ 

Baseline CNN classifiers, Adversarial training, Traditional denoising methods and Adversarial detectors are 

compared in terms of security in Table II. The proposed adversarial-robust and homomorphically encrypted inference 

pipeline shows clear advantages in terms of comprehensive security guarantees. 
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Basic CNN-based systems such as baseline CNNs do not provide any protection beyond the simple 

classification, leaving the input images directly exposed to cloud inference engines. These approaches can be easily 

attacked by adversarial examples and easily breached by privacy leaks, such as model inversion, where adversaries 

try to recover sensitive input data from output predictions and/or gradients. Likewise, adversarial training methods do 

not provide data privacy and are not robust against high-quality inference attacks, and only make a method robust 

against a subset of attacks (e.g., FGSM). Denoising filters based on JPEG are vulnerable to bypass and lack adversarial 

resilience and do not guarantee any confidentiality. Even those that do include an adversarial detector are not end-to-

end protected since they are based on unencrypted inputs. 
The proposed method, on the other hand, incorporates adversarial input detection and homomorphic encryption, 

providing a multi-layered security approach. With the use of the CKKS encryption scheme the data remains 

confidential even if a client sends inferences on the data without first decrypting it on the server side. This provides 

input protection from inspection/leakage through transmission and remote processing. Furthermore, the encryption of 

data is resistant to model inversion and membership inference attacks since the model never receives the raw input 

directly. 
Table 2. Feature comparison of proposed framework with existing techniques 

Method Data 

Confidenti

ality 

Resistan

ce to 

Adversa

rial 

Attacks 

Model 

Inversi

on 

Resista

nce 

Member

ship 

Inferenc

e 

Resistan

ce 

Cloud 

Deploy

ment 

Suitabili

ty 

Encrypti

on Type 

Baseline 

CNN 
✗ ✗ ✗ ✗ ✗ None 

Adversa

rial 

Trainin

g 

(FGSM) 

✗ ✓ (to 

trained 

attack 

type) 

✗ ✗ ✗ None 

JPEG 

Denoisi

ng 

Filter 

✗ ✗ 

(partial 

noise 

removal 

only) 

✗ ✗ ✗ None 

Adversa

rial 

Detecto

r Only 

✗ ✓ 

(general 

perturbat

ion 

detectio

n) 

✗ ✗ ✗ None 

Propose

d 

Method 

✓ (via HE) ✓ 

(detectio

n + 

mitigatio

n) 

✓ 

(encryp

ted 

data) 

✓ (no 

access to 

raw 

input) 

✓ 

(cloud/Io

T 

secure) 

CKKS 

Homomor

phic 

Encryptio

n 

Below given figure 2 depicts the visual outcome of proposed model where it shows that the true class of original 

image “Tumor” and DL classification model has predicted it as “Tumor” class but in next, adversarial attacks are 

added resulting in misclassification as “No Tumor” In order to get rid of the impact of the adversary and predict the 

denoised image, therefore, the image denosing process is added so that the predicted image shows the “Tumor” class 
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as their outcome. The homomorphic encryption process is used for encryption and decryption in this image. Finally, 

the decrypted image processed through the classification model where it shows accurate prediction of “Tumor” class. 

 
Original Image 

 
Adversarial image 

 
Denoised image 

 
Encrypted image 

 
Decrypted image 

 
Final classification 

Fig.2. Visual outcome of proposed approach 

5. Conclusion 
In this paper, we proposed a secure and adversarially resilient inference system for image classification systems 

in the cloud and IoT environments. The proposed model effectively tackles two major vulnerabilities, namely its 

susceptibility to adversarial perturbations and exposure of sensitive data during the remote inference stage, through a 

combination of adversarial detection and homomorphic encryption. The adversarial detector is used to detect and 

(optionally) mitigate perturbed input, and the use of CKKS-based homomorphic encryption guarantees that every 

computation is done over the encrypted input, keeping the information private while maintaining the accuracy of the 

prediction. The suggested model exhibits the competitive performance against a number of baseline and state-of-the-

art methods, which is beneficial in terms of robustness, privacy and computational efficiency. The proposed approach 

was experimentally tested on a brain tumor imaging dataset and was shown to be effective. The model performed well 

with an accuracy of 94.4% on both clean and adversarial samples compared to the baseline CNN model, which got an 

accuracy rate of just 71.1% when the attack was applied. The findings validate the promise of the adversarial defense 

mechanisms combined with privacy-preserving computation to enhance the trustworthiness and security of deep 

learning diagnostic systems. The visual analysis also revealed that adversarial perturbations that led to 

misclassification could be eliminated effectively by denoising and correctly classify the encrypted image. This 

proposed framework is thus a viable approach to implementing secure, privacy-preserving, and attack-resilient AI 

systems in distributed healthcare environments, where data confidentiality and prediction accuracy are critical needs. 

Implementing more advanced adversarial scenarios (e.g., adaptive and black-box attack scenarios) is planned as a 

future feature and will be the subject of further research. Furthermore, scalable training and inference in large-scale 

distributed healthcare networks while preserving privacy will be investigated by integrating federated learning and 

optimized homomorphic encryption techniques. 
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