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Abstract: The increasing frequency and severity of Distributed Denial-of-Service (DDoS) attacks, which overload resources and
block authorized access, pose a serious threat to the stability of modern networks. Robust and flexible security measures are needed
to counter these threats. The incapacity of conventional protocols to adjust to changing threats is a problem that machine learning
(ML) offers a workable solution to. Because ML algorithms can automatically detect fraudulent activity and improve accuracy,
they are especially helpful in software-defined networks (SDN), where centralized controllers are very sensitive. This work explores
machine learning-based methods for detecting DDoS attacks in SDN, with a focus on bagging decision tree algorithms and random
forest ensemble technology. Performance was measured using accuracy, relative absolute error (RAE), and relative squared error
(RRSE). The results show that bagging consistently outperforms random forest and yields higher detection efficiency. The proposed
model unexpectedly outperforms existing benchmarks with an accuracy rate of 99.94%, suggesting that it could enhance SDN
security.

Keywords: Bagging Algorithm, Distributed Denial Of Service Attacks (DDOS), Ensemble Algorithm, Random Forest Algorithm,
Software Defined Networking.

1. INTRODUCTION

Numerous innovative and inventive things have been produced by modern technology. One such trend is
Software-Defined Networking (SDN). Because of its intricate network architecture and automated procedures it
enhances the network system. A computer program called a network controller (SDN controller) manages a network.
Both manual and automated methods can be used for this. Separating control and command execution, 02 crucial
components of the network is its central concept [1].

Network architecture hasn’t changed much over the last few decades which has made it more complicated.
Large volumes of data must be sent by modern programs which are easily replaceable. For this reason the sophisticated
networking technique known as Software-Defined Networking (SDN) is a good option. By separating the systems
data and control components this approach facilitates system modification. Separate the components that manage data-
transmitting devices such as switches, routers and modems to make things simpler. The network layer devices become
straightforward forwarding devices when the data and control planes are divided. Every packet destination is decided
by the controller located in the middle of the network. The networks rules and structure are drastically altered by these
modifications. The heart and brain of SDN are comparable to its controller.

Unfortunately, this technology is now a prime target for malicious actors. DDoS attacks are the most dangerous
because they have the ability to seriously disrupt systems [2]. Early detection and prevention of these attacks is critical
to safeguard systems from harm. A software-defined networks ability to recognize and stop DDoS attacks is crucial in
the current security environment. One common kind of network attack is DDoS attacks. It functions to oversee several
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robot systems that transmit various network design-related issues to a single target [3]. The DDoS attack destroys the
server’s functionality making it impossible for regular users to utilize the target hosts services [4]. Currently detecting
attacks and responding to attacks are the two primary methods of preventing DDoS attacks on a typical network [5].

Attack detection models have been developed extensively using machine learning (ML) [6]. In a software-
defined network this can assist in detecting DDoS attacks. Digital age security issues can be resolved by machine
learning algorithms [7]. By providing context-based features machine learning techniques assist systems in identifying
patterns in large amounts of data and improving their current configuration. The system’s ability to detect malicious
activity can be improved by using machine learning algorithms to diagnose DDoS attacks.

Additionally machine learning models can offer defenses to lessen the impact of attacks. One can accomplish
this by looking for trends and learning from the attacks prior data [8]. New attack techniques can be found and stopped
by using machine learning algorithms.

DDoS attacks at the network layer which made up 71% (i.e. 59 lakh DDoS attacks) of all DDoS attacks that
took place in the 3rd quarter of 2025 a rise of 95% year-over-year and 87% quarter-over-quarter. Nevertheless, only
29% of attacks were HTTP DDoS (i.e. 2.4 million DDoS attacks) of all DDoS attacks that took place in the 3rd quarter
of 2025 dropped by 17% annually and 41% quarter-over-quarter[9]. The volume and intensity of distributed denial-
of-service attacks reached previously unheard-of levels in year 2025 and the overall number of DDoS attacks observed
more than doubled to 47.1 million according to a global network and cloud infrastructure platform, recently released
threat first report of year 2026 [10].

We require robust security measures to stop these attacks because they are so potent. Attackers can be stopped
and harmful activities like DDoS attacks can be detected by combining machine learning with more traditional security
techniques. Software-defined networks are the most suitable settings for applying these methods to detect malicious
activity on a network. This research aims to detect DDoS attacks in software-defined networks. The objective is to
create a machine learning model that can recognize dangerous behaviors and determine the best course of action to
avoid them.

2. IMPORTANCE OF THE RESEARCH

Distributed denial-of-service (DDoS) attacks are one of the most common and dangerous types of cyber threats.
These attacks may make it difficult for legitimate users to access the service because they can overload system
resources. In the context of software-defined networking (SDN), this issue is made even more critical by the
centralized design of the SDN controller. The controller uses the OpenFlow protocol to manage the control plane while
monitoring and directing network traffic [11]. It is the main target of attackers due to its central location, and once it
is compromised, the entire network infrastructure may become unstable. DDoS attacks typically involve a master and
several bots that inadvertently send millions of malicious requests to the target. This can cause major service
disruptions and be abused for illegal or immoral purposes.

It is still vital to conduct research on DDoS attack detection in SDN. Many detection techniques have been
documented, but in dynamic network environments, many of them lack accuracy, scalability, and adaptability.
Ensemble learning techniques, especially bagging, offer a promising solution by reducing the variance of base
classifiers and increasing their robustness. However, because bagging has not been extensively used in SDN-based
DDoS detection, there is a sizable research gap. This study attempts to overcome that constraint by evaluating the
performance of hybrid bagging algorithms using REPTree (Reduced-Error Pruning Tree) classifiers. Following the
creation of multiple decision trees, REPTree selects the best tree. When used with bagging, ensemble variety can
improve detection performance.

The purpose of this study is to determine whether ensemble bagging can provide a reliable, scalable, and
accurate technique for identifying DDoS attacks in the SDN. The goal of this project is to increase SDN security
through the use of REPTree classifiers in a hybrid approach. It offers a cutting-edge strategy based on machine learning
to mitigate one of the main threats to modern network infrastructure.

3. REVIEW OF LITERATURE

SDN has completely changed how networks are run and managed. SDN is more scalable and adaptable than
conventional networks. DDoS attacks on the other hand pose a security risk to the network that SDNs add. DDoS
attacks overload the network by flooding it with malicious traffic. These assaults can be recognized and stopped by
machine learning.
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Fatmah Alanazi et al. (2021) [12] Authors suggests an ensemble detection framework based on deep learning
(DL). By combining CNN LSTM and GRU architectures using three ensemble techniques four hybrid models were
created. Using a limited set of flow-based features testing on the CICIDS2017 dataset revealed that the ensemble
approach achieved 99.77% detection accuracy. This outcome shows that the suggested solution not only performs
better than conventional techniques but also improves the SDNs availability security and flexibility making it a potent
defense against DDoS attacks.

A machine learning method for identifying DDoS attacks in SDN was tested by Ahuja et al. (2021) [13]. To
improve detection efficiency the researchers employed a hybrid model that combined features of support vectors and
random forests. As a result there were no false alarms and the tests accuracy was 98.8%.

Tonkal et al. (2021) [14] concentrated on the detection of DDoS attacks in SDN using machine learning
techniques in conjunction with Neighborhood Component Analysis (NCA), Artificial neural networks (ANN), support
vector machines (SVM) and K-nearest neighbor (KNN) decision trees all had a 100% accuracy rate.

C. Srinivas et al. (2023) [15] Authors emphasizes how the centralized controller makes SDNs susceptible to
DDosS attacks. A dataset of over 100000 flow records with 23 statistical features was used to test a number of machine
learning algorithms for traffic classification. The Ensemble Random Forest algorithm outperformed KNN Decision
Tree SVM and Random Forest with an accuracy of 99.99%. This outcome shows that Ensemble Learning offers a
very accurate scalable and dependable detection mechanism guaranteeing enhanced security availability and flexibility
in next-generation SDN environments.

In order to automatically identify DoS and DDoS attacks in the SDN, Elubeyd & Yiltas-Kaplan et al. (2023)
[16] employed a deep learning model. Using accuracy rates of 99.81% and 99.88 % for two distinct datasets the
authors examined six alternative models.

T. E. Ali et al. (2025) [17] Using genetic algorithm wrapper feature selection (GAWEFS) which minimizes
redundancy and chooses correlated features this study tackles the difficulties of identifying DDoS attacks. When used
in conjunction with the stacking ensemble model (MLP SVM RF) it improved detectability by 40% and attained
99.86% training accuracy and 98.89% test accuracy. Its effectiveness and resilience on the benchmark dataset are
demonstrated by the roughly 30% reduction in training time.

Makuvaza et al. (2021) [18] introduced a hybrid deep learning technique to identify DDoS attacks in FON
(function-oriented networking). After comparing and analyzing two distinct approaches using three-character SVM
and five-character random forest the authors discovered that the accuracy was 100%.

Alwabisi et al. (2022) [19] proposed an SDN-based and machine learning approach to stop DDoS attacks in
fiber-optic networks. The Support Vector Machine (SVM) had three features making it 100% accurate according to
the author’s analysis of six machine learning models. The model took just 14.3 seconds to train.

DDoS attacks can be identified by software-defined networks using machine learning models and the reliability
of algorithms is demonstrated through testing and comparison. Machine learning models lessen processing load and
latency while increasing detection accuracy. This makes SDN a more attractive option for DDoS attack detection.

The aforementioned finding indicates that machine learning models are capable of identifying up to 98.8% of
DDoS attacks. By removing even the smallest chance of misidentification the current study aims to increase DDoS
attack accuracy. According to a review of the literature one model has been used extensively to identify DDoS attacks
in SDN. We will employ a group approach based on machine learning to solve this issue.

4. RESEARCH METHODOLOGY

This study made use of the 23 rows and 104,345 columns of the DDoS SDN secondary dataset. It has 20
numerical attributes and is divided into 03 groups. The dataset contains a labeled target variable that is the basis for
the classification. This numerical variable has a value between 0 and 1, where 1 represents benign traffic and 0
represents malicious traffic.

Its main objective is to accurately classify network traffic as malicious or legitimate using machine learning-
based ensemble techniques. To do this, the dataset was examined using the WEKA software environment, which was
chosen because of its many machine learning options and experimentation flexibility. Within this framework, two
ensemble methods: Bagging and Random Forest were applied and compared.
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The effectiveness of Bagging, which reduces variation by combining multiple classifiers, and Random Forest,
which creates decision trees using randomized feature selection, in detecting DDoS traffic patterns was evaluated. The
study compares these methods in order to determine which ensemble techniques produce more reliable and accurate
results when identifying detrimental behavior in the SDN. This comparison shows how security against one of the
most persistent cyber threats in modern networking can be enhanced by ensemble learning.

Each step of the bagging ensemble approach process data sampling, model training, aggregation, and final
prediction output is clearly visible in Figure 1.

Input (X)

/

Sample 1 Sample 2 Sample 3

Figure 1: Bagging Ensemble

In an increasingly common machine learning technique known as ensemble learning, a number of separate
models referred to as base models are combined to create an efficient optimal forecasting model. One instance of
ensemble learning is the random forest method.

One method of organizing items for classification is bagging also known as bootstrap aggregation. Bagging
algorithms are used in regression and classification models, particularly decision tree approaches, to avoid data
overfitting. The bagging algorithm reduces variance in noisy datasets and is appropriate for high variance models.
Decision trees are able to manage significant disparities. One type of decision tree used in this study is REPTree also
known as Classification and Regression Tree or CART.

The best partition point is chosen at each stage of the tree construction when greedy algorithms are employed,
which is a disadvantage of the bagged decision tree. Consequently, the trees at the end have nearly the same
appearance. As a result, the disparity between each bag's prediction gets smaller. As a result, the expected model
performs worse. The random forest ensemble algorithm can help get around this restriction. This happens when greedy
partitioning algorithms are interfered with during the tree-building process by random forest ensemble methods. Only
a random subset of the input attributes can be used to choose the partition points. The algorithm's performance is
enhanced by decreasing the similarity between the bagged trees.

Therefore, even though it is assumed that the random forest ensemble approach overcomes the shortcomings
of the bagging ensemble algorithm the current study compared the bagging and random forest ensemble algorithms
for detecting DDoS attacks in SDN with the goal of determining which algorithm performs better.

5. EXECUTION AND CONVERSATION
Analysis of Descriptive Data:

Figure 2 (A), (B) and (C) displays the descriptive analysis of the dataset that was used:
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Figure 2: Graphical Representation of the descriptive Dataset (A) Percentage of Malicious and Benign Requests
(B) Number of all Requests (C) Number of Attack Requests in the dataset

Implementation —

The bagging ensemble approach has been used initially. Figure 3 below illustrates how the algorithms initial
parameters were set.

- - weka.gui.GenericObjectEditor
weka.classifiers.meta.Bagging

About

Class for bagging a classifier to reduce variance. L More |

| capabilities |

bagSizePercent 100
batchSize 100
calcOutOfBag | False -

classifier

| Choose |REPTree -m

-V 0,001 -N 3 -5

debug |False -
doNotCheckCapabilities | False -

numDecimalPlaces 2

numE xecutionSlots 1

numiterations 10

outputOutOfBagComple xityStatistics | False -J
printClassifiers | False -J
representCopiesUsingWeights | False -

seed 1
storeOutOfBagPredictions | False -

L Open... 1 Save... ] L oK | 8 Cancel

Figure 3: WEKA configuration for Bagging Algorithm

The following output is obtained with the above settings:
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Test mode: split 80.0% train, remainder test

=== Classifier model (full training sst) ===

Bagging with 10 iterations and base learner
weka.classifiers.trees.REPTres —M 2 —V 0.001 -N 3 -3 1 -L -1 -T 0.0
Time taken to build model: 11.55 scconds

=== Evaluation on test split ===

Time taken to test model on test split: 0.03 scconds

=== Summary ===

Correlation coefficient 0.9594
Msan absolute esrror 0.0012
Root mean squared error 0.0168
Relative absolute error 0.2461 %
Root relative squared error 3.4481 %
Total Number of Instances 20869

Figure 4: Classification Results for Bagging Algorithm

The accuracy of the bagging ensemble method is 99.94 % as shown in Figure 4. According to earlier research
[20] the procedures relative absolute error which was found to be 0.24% indicates that the model performs well in the
classification. A root relative class error (RRSE) value of 3.448% can also be used to identify a satisfactory model
zero is the ideal value.

The random forest ensemble algorithm was then used. The algorithms initial parameters were established as
illustrated in Figure 5 below:

- - weka.gui.GenericObjectEditor
weka.classifiers.trees.RandomForest

About |
Class for constructing a forest of random trees. | More )|
| capabitities |
bagSizePercent 100
batchSize | 100
breakTiesRandomly |False -
calcOutOfBag | False 1=]
debug |False -
doNorCheckCapabilities | False =]
maxDepth O
numDecimalPlaces | 2
numExecutionSlots | 1
numFeatures | ©
numiterations 100 |
outpurOutOfBagComple xityStatistics | False - |
printClassifiers | False -]
|
seed |1 |
storeQutOfBagPredictions | False _v_J
[ Open... N Save... J oK ]| Cancel |

Figure 5: WEKA configuration for Random Forest Algorithm

With the above configuration, the following output has been achieved:
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Test mode: split 80.0% train, remainder test

=== Classifier model (full training set) ===

RandomForest

Bagging with 100 iterations and base learnmer

weka.classifiers.trees.RandomTree -K 0 -M 1.0 -V 0.001 -8 1 -depth 5 -do-not-check-capabilities
Time taken to build model: 23.43 seconds

=== Evaluation on test split ===

Time taken to test model on test split: 0.34 seconds

=== Summary ===

Correlation coefficient 0.973
Mean absolute error 0.0611
Root mean squared error 0.1188
Relative absolute error 12.8187 &
Root relative squared error 24.3228 %
Total Number of Instances 20869

Figure 6: Results of Classification for the Random Forest Algorithm

As seen in Figure 6 the Random Forest Ensemble algorithms accuracy rate seems to be 97.3%. Random Forest
made 97.3% of the correct predictions whereas the Bagging Ensemble method made 99.94% of the correct predictions.
This implies that in network discovery the bagging ensemble approach detects DDoS attacks more effectively than
the random forest ensemble approach.

The model performs poorly for classification because the algorithms relative absolute error is greater than 1 or
12.81 % [14]. In a similar vein the observation reveals that the root relative square error is 24.32% suggesting the
presence of another poorly fitting model. The bagging ensemble method worked well under these conditions (relative
absolute error = 0.24% root relative square error = 3.448%).

6. RESULT AND DISCUSSION

Mean Absolute Error: The mean absolute error (MAE) shows the average size of errors in a set of estimations,
regardless of whether the errors are positive or negative. In other words, by reporting the average difference between
the estimated value and the actual observed value, it offers a simple indicator of forecasting accuracy. A lower MAE
number indicates better model performance since the estimates are closer to the actual results. The formula for
calculating MAE is given in Equation 1.

MAE = = SR, [YiVi] oo (1)

Root Mean Squared Error: The root mean squared error (RMSE), which emphasizes larger discrepancies
through its squared component, measures the average difference between estimated and actual values. It is widely
used to assess the accuracy of a model; higher predictability is indicated by lower numbers. RMSE provides a more
accurate representation of large errors than simple calculations. The formal computation is given by Equation 2.

RMSE = \[%Z?ﬂ(Pi,A —Pi,M)? ............ 2)

Random forest and Bagging are two ensemble learning techniques that are frequently used to address different
machine learning challenges. The efficacy and accuracy of predictions made by tree-based algorithms can be improved
by using bagging a straightforward and somewhat antiquated ensemble learning technique. Conversely random forest
is a supervised machine learning method that can be applied to both classification and regression issues. The bootstrap
sampling model has been refined. To obtain a genuine answer the random forest hypothesis proposes building several
decision trees and combining them. Because random forests can minimize over-fitting they frequently offer higher
accuracy levels than a single decision tree.

The Bagging Ensemble algorithm outperforms the Random Forest Ensemble technique in identifying DDoS
attacks as demonstrated by the test results in the preceding sections. This can be explained by a number of factors
including accuracy square root relative error (RRSE) and relative absolute error (RAE). Relative absolute error (RAE)
is a metric used to assess a forecasting models efficacy. While values close to zero are ideal a low RAE value suggests
that the bagging algorithm outperforms random forest.
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The bagging ensemble algorithm employed in this investigation had an accuracy of 99.94%.

B Accuracy
99.88 99.94
98'3 98-8
97.3
I I ] I
Polatetal., Ahujaetal, Sen et al., Elubeyd & Present Model Present Model

(2020) (2021) (2020) Yiltas-Kaplan, = (Random (Bagging

(2023) Forest) Ensemble)

Figure 7: Comparative Analysis of Accuracies

The accuracy attained by the models taken into consideration in this study is contrasted with the accuracy
attained by multiple earlier studies on machine learning-based DDoS attack detection in SDN in Figure 7. It is evident
that the bagging ensemble model has shown the highest degree of accuracy when compared to all previous research.

Table 1 summarizes the experiment's results and contrasts the efficacy of bagging and random forest algorithms.
It is simpler to evaluate, directly compare, and understand the relative benefits and drawbacks of various approaches
thanks to this methodical presentation.

Table 1 (A) & (B): Examined Result

Testing Parameter Result Bagging Algorithm Random Forest Algorithm
Correlation Coefficient 99.94% 97.30%
Relative Absolute Error 0.2461% 12.8187%
Root Relative Squared Error 3.4481% 24.3228%
A)
Testing Parameter Result Bagging Algorithm Random Forest Algorithm
Mean Absolute Error 0.0012 0.0611
Root Mean Squared Error 0.0168 0.1188
(B)
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Figure 8 demonstrate that the bagging approach performs better in testing than random forest. Two machine
learning algorithms are examined and contrasted in this article. Estimators are taught using the same fundamental
methods.

Furthermore a real-time training dataset for future SDN-based private cloud research will be made available by
this study. Additional machine learning methods will be assessed on this dataset in an attempt to further narrow the
range of potential results and boost accuracy. Without a doubt this research has created new opportunities for future
bagging evidence to be more accurate. This will facilitate future research by enabling low-error pruning bagging and
bagging with classifiers other than REPTree.

7. CONCLUSION

The study examined the effectiveness of two ensemble learning techniques, bagging and random forest, to
detect distributed denial-of-service (DDoS) attacks in a software-defined network (SDN). Even though both methods
are frequently used to solve machine learning issues, the results clearly show that the bagging ensemble algorithm
outperforms random forests in terms of accuracy and error reduction. Metrics like relative squared error (RRSE) and
relative absolute error (RAE) show that bagging performs better; the RAE value is close to zero and the overall
detection accuracy is 99.94%. These results show that bagging outperforms Random Forest in SDN-based DDoS
detection by reducing variance and improving prediction accuracy. The findings demonstrate how important ensemble
learning is to strengthening SDN defence against one of the most persistent cyber threats. This study develops machine
learning-based security systems that can use bagging to adapt to changing attack tactics. Future improvement projects
will primarily concentrate on producing real-time training datasets, particularly for SDN-based private cloud systems.
Other machine learning methods besides REPTree and bagging will also be evaluated in order to improve detection
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accuracy and reduce error margins. By opening up new channels for the integration of hybrid approaches, low-error
pruning strategies, and other classifiers, this opens the door to more dependable and scalable cyber security solutions.
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