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Abstract: —Combining more than one biometric trait usually gives more reliable recognition than a single trait, but how the
features are merged matters. Most systems simply concatenate the feature vectors, discarding information about how the two traits
relate. We address this with UA-CFIF (Uncertainty-Aware Cross-Modal Feature Interaction Fusion), which fuses face and full hand
images while explicitly modelling the interaction between them. Its Cross-Modal Interaction Module builds four views of the
embeddings — the face, the hand, their difference, and their product — and a gated attention layer decides how much each should
count. A dropout-based step then gives a sense of how sure the model is about each prediction. Where earlier MULBvV1 studies
cropped the hand to the palm, we keep the whole hand, fingers included. Across 528 test pairs from 176 people, UA-CFIF reaches
99.62% Rank-1 accuracy, 1.0000 AUC, and 0.15% EER, and unlike plain concatenation, it gives a clearer signal when it might be
wrong.

Keywords: —Multimodal Biometrics, Deep Learning, Feature Fusion, Attention Mechanism, Uncertainty Estimation,
Convolutional Neural Networks.

1. INTRODUCTION

Biometrics is a critical part of today's authentication systems, since biological and behavioral traits offer reliable
and convenient identification [1]. Among the most popular biometric traits are face, iris, fingerprint, palmprint, and
hand geometry [2], all useful but sensitive to acquisition conditions [1], [3]. This has led to the rise of multimodal
biometric systems, which combine complementary information from several traits to give more accurate and robust
recognition, with better resistance to spoofing attacks, than unimodal systems [3]-[4]. In multimodal biometrics, fusion
can be carried out at the sensor, feature, score, or decision levels [5], [6]. Among these, feature-level fusion can
preserve more discriminative information by merging modality-specific features before classification [5], [7], [8].
Even so, most existing feature-level approaches rely on either concatenation or correlation transformations of feature
vectors [7], [9].

While useful, these approaches consider modality embeddings separately and almost completely ignore the
relationships between different biometric traits. Yet biometric embeddings can carry several natural relationships —
feature agreement, disagreement, and complementarity — that have proven useful in other multimodal contexts [10]
and that simple concatenation cannot capture. To address this drawback, this work proposes Uncertainty-Aware Cross-
Modal Feature Interaction Fusion (UA-CFIF), a novel framework for feature-level fusion that takes cross-modal
interactions into account without concatenating feature vectors. To do this, we introduce the Cross-Modal Interaction
Module (CMIM), which combines face and full-hand embeddings through four complementary interaction types,
motivated by the success of interaction-based representation learning in multimodal contexts [10]. A gated attention
mechanism then learns the importance of each interaction dynamically [11], and Bayesian dropout [12] estimates how
uncertain the model is about each prediction, making biometric recognition more trustworthy [13]-[14]. In addition,
this study is the first to use full hand images on the MULBvV1 database, rather than the cropped palm sections used in
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prior works [9], [15]. Preserving the finger geometry and boundary information provides additional discriminative
features that are lost when only the palm is used.

The key contributions of this paper are:

A novel Cross-Modal Interaction Module (CMIM) that models the complementary relationships between face
and hand representations, in contrast to concatenation-based methods.

An adaptive gated attention mechanism that learns the importance of each interaction component.
A Bayesian dropout scheme that produces an uncertainty estimate for every prediction.

The first evaluation, to our knowledge, of full-hand images on the MULBvI dataset, with Grad-CAM
visualization used to interpret which regions contribute to identification.

2. RELATED WORK
A. Face Recognition

Hand-based biometric recognition, including palmprint identification, has been studied for over two decades
and has progressed from hand-crafted texture descriptors to deep-learning approaches. Taigman et al. [16] showed
that deep CNNs can approach human-level performance on the LFW benchmark. FaceNet, introduced by Schroff et
al. [17], learns a compact embedding using triplet loss and made embedding-based recognition the dominant approach.
Deng et al. [18] proposed ArcFace, which uses an additive angular margin loss to push samples of the same identity
closer together while spreading different identities apart; it has since become a widely used baseline. Wang and Deng
[19] provide a survey of deep face recognition that covers architecture choices, loss functions, and evaluation
benchmarks. More recently, interest has shifted to transformer-based designs. TransFace [20] reported that vision
transformers can match or exceed CNN baselines on standard face recognition benchmarks, which indicates that
attention-based architectures are competitive with CNNs for this task.

B. Hand-Based Biometric Recognition

Hand-based biometric recognition, including palmprint identification, has been studied for over two decades
and has progressed from hand-crafted texture descriptors to deep-learning approaches. Zhang et al. [21] proposed an
online palmprint identification system that uses 2D Gabor-based texture features on low-resolution images,
establishing an early benchmark on the PolyU dataset. Liu and Kumar [2] extended this line to contactless settings,
showing that deep residual networks can support robust identification without a fixed acquisition device. In the deep
learning era, Shao and Zheng [22] developed a deep CNN with transfer learning for palmprint recognition,
demonstrating strong cross-dataset generalization. A survey by Zhong et al. [23] of palmprint recognition methods
over the past decade shows that most CNN-based systems focus on the palm surface, leaving the geometric and texture
information in the finger regions underutilized — a gap that this work addresses by retaining the full hand image.

C. Multimodal Biometric Fusion

Ross and Jain [5], [6] laid the groundwork for multimodal fusion strategies at the sensor, feature, score, and
decision levels. Haghighat et al. [ 7] proposed Discriminant Correlation Analysis (DCA) for feature-level fusion, which
simultaneously maximizes the pairwise correlation between modality features and the separation between identity
classes. The squeeze-and-excitation (SE) mechanism of Hu et al. [11] learns to weight feature channels adaptively,
and this principle informed our gated attention design. For uncertainty estimation, the survey by Gawlikowski et al.
[12] categorizes uncertainty estimation methods in deep networks and finds that dropout-based approaches offer a
practical balance between accuracy and calibration. Shi and Jain [24] proposed Probabilistic Face Embeddings (PFEs),
which represent each face as a Gaussian distribution whose variance captures the uncertainty in the learned features;
this improves recognition on challenging and ambiguous samples. Unlike PFEs, which model uncertainty at the feature
level, UA-CFIF estimates uncertainty at the prediction level using dropout-based entropy. Recent work on multimodal
hand biometrics has also explored correlation-based fusion. Yang et al. [25] proposed a fusion network that enhances
correlations between hand modalities and reports accuracy gains on multimodal hand recognition; our approach differs
in that it operates between heterogeneous modalities (face and hand) and learns the importance of each interaction
type through gated attention.
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D. Prior Work on MULBv1

The MULBvV1 dataset was introduced by Kadhim and Abdulameer [26], who also presented a face recognition
case study reaching 97.41% accuracy. Later work by the same group combined face, palm, and iris features and
achieved 99.88% accuracy [15]. Separately, a face-iris system using score-level fusion reached 100% Rank-1 accuracy
on the same dataset [27]. A feature-level fusion system combining face and cropped palmprint using CNN features
with an SVM classifier reached 99.28% [9]. All of these systems either cropped the palm region or did not use any
hand image, and none of them provided uncertainty estimation or adaptive attention-based fusion. To our knowledge,
UA-CFIF is the first system on MULBvV1 to bring full hand images, uncertainty estimation, and adaptive attention-
based fusion together in a single framework.

3. PROPOSED METHODOLOGY
A. General Phases of the Multimodal Biometric Framework

UA-CFTF consists of five phases that take a face-hand pair from raw images to a prediction with an associated
uncertainty score: image preprocessing, deep feature extraction, cross-modal interaction construction (CMIM),
attention-based weighting, and classification with uncertainty estimation. Figure 1 shows the overall workflow. Each
phase is described in the following sections, with special focus on the Cross-Modal Interaction Module and the gated
attention mechanism that form the core of UA-CFIF.

Phase 1: Image
Preprocessing

Phase 2: Deep Feature
Extraction

Phase 3: Interaction-Aware
Feature Fusion

Phase 5: Uncertainty

Estimation

Fig 1. General phases of the proposed multimodal biometric framework.
B. The Proposed Uncertainty-Aware Cross-Modal Feature Interaction Fusion (UA-CFIF)

UA-CFTIF is designed to improve multimodal biometric identification by explicitly modeling the relationships
between face and hand features prior to fusion. Unlike conventional feature-level fusion methods that simply
concatenate modality-specific feature vectors, UA-CFIF constructs a relationship-aware representation that captures
complementary information between the two modalities. The overall architecture is illustrated in Figure 2. As outlined
in Section III-A, the framework consists of five stages: image preprocessing, deep feature extraction, cross-modal
interaction construction, attention-based weighting, and classification with uncertainty estimation.

Face and hand images are first preprocessed and encoded independently using two parallel CNN feature
extractors (one for each modality) that produce 256-dimensional feature embeddings. Instead of concatenating them,
the Cross-Modal Interaction Module (CMIM) builds an interaction representation by combining the face embedding,
the hand embedding, their absolute difference, and their Hadamard product. These four representations capture
complementary relationships that conventional concatenation cannot preserve. They are then refined by a gated
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attention mechanism, which adaptively learns the importance of each view for every sample and produces a fused
representation for identity classification. Finally, a dropout-based uncertainty estimate inspired by Bayesian
approximation [13] provides an uncertainty value alongside each prediction, which can be used downstream to flag
low-confidence cases for review.

Face CNN Hand CNN 2
|
L = -
200*200*1 FER HeR 200*200"1

Cross-Modal Interaction Module CMIM
Ti=F T=H Ts = |F-H| T:+=FOH

concatenate 1024 dim

!

Gated Attention
weighted each interaction type adaptively

Uncertainty Dropout (p=0.5)
estimates prediction confidence

Softmax Classifier
176 identity classes

v

Final identity + Confidence
predicted subject and uncertainty score

Fig 2. Overview of the proposed UA-CFIF framework.
C. Cross-Modal Interaction Module (CMIM)

The CMIM computes four relationships between F and H. The design is inspired by natural language inference
research [10], where combining sentence embedding differences and products was shown to improve multimodal
inference. We adopt the same scheme here, interpreting the Hadamard product as capturing shared identity evidence
and the absolute difference as highlighting modality-specific patterns. We apply this four-way interaction scheme to
the face and hand embeddings:

T1 =F — the original face embedding.
T2 =H — the original hand embedding.
Ts = |[F — H| — the absolute difference, highlighting dimensions where the two modalities diverge.
T+=F © H — the Hadamard product, capturing the element-wise co-activation of face and hand features.
These four vectors are combined into a 1024-dimensional interaction representation Z:
Z=[T:i; T:; Ts5; T4 €RI% (1)
D. Gated Attention Mechanism

A gated attention layer learns to up-weight informative dimensions of Z and down-weight less relevant ones,
inspired by the channel-wise recalibration principle of squeeze-and-excitation networks [11], though applied here to
dimension-wise weighting of the interaction representation rather than CNN feature maps. A fully connected layer
with sigmoid activation maps Z € R'%* to a weight vector A € [0, 1]'%**

A=o0W,-Z+b,) €0, 1]7°** (2)
where W, € R1024x1024 {g 3 |earned weight matrix and b, € R'°** is a bias vector. The gated output G is then:
G=Z(0 A€erR"™ (3)

Because A depends on Z directly, the system learns a sample-specific weighting strategy — assigning different
importance to each interaction view depending on the particular face-hand pair being identified.
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E. Uncertainty Estimation

Following Gal and Ghahramani [13], dropout with rate p = 0.5 is applied to G during training, which can be
interpreted as approximate Bayesian inference [13], [28]. The resulting softmax output p = [py, ..., p_C] is then used
to estimate prediction uncertainty via normalized Shannon entropy:

H(x)=—(1/logC)-X cp c-log(p c+¢) 4)

where C = 176 is the number of identity classes, p_c is the softmax probability for class c, and € = 107'? ensures
numerical stability. Values near 0 indicate high confidence, and values near 1 indicate maximum uncertainty.

F. Classification Head

The dropout output passes through a Dense(176) layer with softmax activation. The model is trained with
categorical cross-entropy loss; full training settings are detailed in Section IV-B. Table I summarizes the complete
model architecture.

Table 1. UA-CFIF Model Architecture Summary

Layer Output Shape Parameters |Notes
Face Input/ (None, 200, 200, [0 Grayscale, normalized; hand input uses full hand
Hand Input 1) without cropping
Conv2D(32) x2 (None, 200, 200, [320 x2 3x3, ReLU, same padding
32)
MaxPool x2 (None, 100, 100, [0 2%2
32)
Conv2D(64) x2 (None, 100, 100, |18,496 x 2 3x3, ReLU, same padding
64)
MaxPool x2 (None, 50, 50, 0 2%2
64)
Flatten x2 (None, 160,000) |0 50x50%64
Dense(256) x2 (None, 256) 40,960,256 x |ReLU embedding
2
Ti=F (None, 256) 0 Face embedding (direct)
T.=H (None, 256) 0 Hand embedding (direct)
Ts=|F —H] (None, 256) 0 Absolute difference
T.=FOH (None, 256) 0 Hadamard product
CMIM Concat (None, 1024) 0 4 x 256
[T1;T2;T3;T4]
Attention Gate (None, 1024) 1,049,600 Sigmoid
Dense(1024)
Gated Fusion (None, 1024) 0 ZOA
Uncertainty Dropout (None, 1024) 0 Bayesian approximation
(p=0.5)
Classifier Dense(176) (None, 176) 180,400 Softmax
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Total Parameters — 83,188,144 ~317 MB

Note: Parameters are reported per branch where applicable; X2 denotes identical parallel branches for face and
hand inputs.

4. EXPERIMENTAL SETUP
A. Dataset

All experiments were run on MULBvI1 [26], prepared by Kadhim and Abdulameer and publicly available
online. The dataset contains face, hand, and iris images of 176 individuals, collected under controlled indoor
conditions with an iPhone 14 Pro Max camera [26]. In this study, only the face and hand modalities are used. The
dataset is pre-divided by its authors into training, validation, and test splits. Because face and hand images are stored
separately, face-hand pairs were formed for each individual by pairing images up to the minimum count available
across the two modalities. This yielded 2,465 pairs for training, 353 for validation, and 528 for testing (exactly 3 per
individual across 176 individuals). Unlike prior work on MULBvV1 [9], [15], [27], palm cropping is not applied, and
the full hand image is used as captured. Figure 3 shows sample face-hand pairs from five individuals.

Subject 1 Subject 2 Subject 3
SRS

Facial Image

Hand Image

Fig 3. Selected face and full-hand images for five different individuals from the MULBv1 database. The full-
hand images contain all finger regions, with no palmprint cropping.

B. Training Protocol

The model was implemented in TensorFlow 2.20 and trained on an NVIDIA Tesla T4 GPU via Google Colab.
We used the Adam optimizer [29] with a learning rate of 0.001 and a batch size of 16. Training ran for a maximum of
30 epochs and stopped early at epoch 16 through EarlyStopping (patience = 10 epochs). The best model weights,
saved at epoch 6 with a validation accuracy of 98.87%, were used for all evaluations. No data augmentation was
applied. The validation set contains 353 pairs (approximately 2 per subject on average), which is smaller than ideal
for robust early stopping decisions; however, the test set results are fully independent and unaffected by this limitation.

The Uncertainty Dropout layer uses a dropout rate of 0.5, following the value recommended in the original
dropout formulation [30]. The model is trained with categorical cross-entropy loss, and all weights are initialized using
the Glorot uniform scheme [31].

C. Concatenation Baseline

To validate the contribution of the CMIM, the attention mechanism, and the uncertainty module, we trained a
Concatenation Baseline using an identical training setup. This baseline uses the same CNN backbone as UA-CFIF,
with the same architecture, data, optimizer, and training protocol, but replaces the CMIM, attention, and uncertainty
dropout with a simple concatenation of F and H into a 512-dimensional vector, followed directly by the classifier. The
baseline includes no uncertainty dropout; its prediction uncertainty is instead estimated from the softmax output
entropy for a fair comparison. With this design, any difference in performance reflects the fusion strategy, including
the additional representational capacity of the interaction module.
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D. Evaluation Metrics

The following metrics were used:

® Rank-k Accuracy: in the closed-set identification setting, the proportion of test samples for which the
correct identity appears within the top-k predicted classes (k =1, 5, 10, 20).

® Macro-averaged Precision, Recall, and F1-Score across all 176 identity classes, with equal weight given
to each identity.

® AUC: area under the ROC curve in a one-vs-rest micro-averaged scheme, where each of the 528 test
samples is evaluated against 175 impostor comparisons.

e EER: the operating point at which the false acceptance rate equals the false rejection rate, derived from
the ROC curve of the one-vs-rest evaluation.

® McNemar's test [32]: to assess whether the difference in error rates between UA-CFIF and the
Concatenation baseline is statistically significant.

® Uncertainty comparison: mean prediction uncertainty for correctly classified vs. misclassified samples
in both models, where uncertainty is estimated via dropout-based entropy in UA-CFIF and via softmax
entropy alone in the Concatenation baseline.

E. Ablation Study

To understand the contribution of each component, six configurations were evaluated in increasing order of
architectural complexity, from unimodal baselines to the full system. These configurations were evaluated by
selectively enabling or disabling components of the trained UA-CFIF model, rather than being independently retrained
from scratch; the ablation results therefore reflect relative trends rather than fully independent comparisons. The
independently trained Concatenation baseline (Section [V-C) provides a controlled comparison between UA-CFIF and
simple concatenation under identical training conditions.

It should be noted that the 'Concatenation' entry in the ablation table shares the same training run as the other
variants and is therefore distinct from the independently retrained Concatenation Baseline in Section IV-C (Table IV).

® Face Only: the face CNN branch evaluated independently (hand input masked); direct classification from
the face embedding alone.

® Hand Only: the hand CNN branch evaluated independently (face input masked); direct classification from
the hand embedding alone.

e Concatenation: simple concatenation of face and hand embeddings with no CMIM or attention.

® CFIF (Equal Weights): all four CMIM interactions concatenated with uniform weighting and no attention
gating.

e CFIF + Attention: CMIM with gated attention, without the Uncertainty Dropout layer.

UA-CFIF (Full): the complete proposed system.

5. RESULTS AND DISCUSSION
A. Training Convergence

Figure 4 shows the training and validation accuracy and loss curves. Training stopped at epoch 16 via
EarlyStopping. The model converges quickly: validation accuracy reaches 66.01% at epoch 1, jumps to 96.60% at
epoch 2, reaches 98.58% at epoch 3, and achieves its peak value of 98.87% at epoch 6. From epoch 4 onward, training
accuracy approaches 100%, while validation accuracy fluctuates between 96% and 99%. This fluctuation is typical of
a small validation set. The moderate gap between training and validation accuracy is consistent with dropout
regularization, and no divergence is observed.
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Fig 4. Training and validation accuracy (left) and loss (right) curves of the proposed UA-CFIF over 16
epochs. The curves show stable convergence without overfitting.

B. Identification Performance

Table II shows that UA-CFIF achieves 99.62% Rank-1 accuracy (only 2 errors) and a macro F1-score of
99.61%, which indicates consistent performance across all 176 identities. Rank-5 and Rank-10 remain at 99.62%,
while Rank-20 rises to 99.81% (527/528). At Rank-20, one of the two errors recovers, which means the correct identity
appears within the top-20 for that sample but not at Rank-1. The AUC of 1.0000 in a micro-averaged one-vs-rest
scheme, where 528 genuine comparisons are evaluated against 92,400 impostor comparisons (528 x 175), shows near-
perfect separation between the genuine and impostor score distributions. There is no data leakage between the training,
validation, and test sets, and the non-zero EER of 0.15% confirms that the model is highly discriminant while ruling
out overfitting as the cause of the high AUC.

Table 2. UA-CFIF Performance on the MULBvV1 Test Set (528 pairs, 176 subjects, 3 per subject)

Metric Value Notes

Rank-1 Accuracy 99.62% 526/ 528 correct

Rank-5 Accuracy 99.62% 526/ 528 in top-5

Rank-10 Accuracy 99.62% 526 /528 in top-10

Rank-20 Accuracy 99.81% 527/ 528 in top-20

Macro Precision 99.72% Average over 176 classes

Macro Recall 99.62% Average over 176 classes

Macro F1-Score 99.61% Harmonic mean

AUC (micro-average) 1.0000 528 genuine vs. 92,400 impostor comparisons
EER 0.15% FAR =FRR =0.15%

C. ROC and CMC Curves

Figure 5 shows the ROC curve (left) and the CMC curve (right). The ROC curve rises almost vertically from
the origin and reaches the top-left corner, which confirms near-perfect separation between genuine and impostor scores
with AUC = 1.0000. The CMC curve shows that the Rank-1 recognition rate of 99.62% remains constant through
Rank-19 and rises to 99.81% at Rank-20. For one of the two misclassified samples, the correct identity appears within
the top-20 candidates, while the other error persists beyond Rank-20. The corresponding EER of 0.15% (Table II)
indicates that, at the EER operating point, UA-CFIF has equally low false acceptance and false rejection rates, which
supports its use as a biometric verifier in high-security settings.
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Fig 5. ROC and CMC curves for UA-CFIF.

D. Genuine vs. Impostor Score Distribution

Genuine vs. Impostor Score Distribution

BN Genuine Scores
304 BN Impostor Scores

o0 o Sn.;lt‘:nax Probability Sncgre 08

Figure 6 shows kernel density estimates of genuine scores (the softmax probability assigned to the correct class)
and impostor scores (the softmax probabilities assigned to all 175 incorrect classes per test sample, for 92,400 impostor
scores in total). The two distributions are almost completely separated: most genuine scores cluster near 1.0, while
impostor scores concentrate near 0.0, with only minimal overlap. This separation allows threshold-based verification
with minimal tuning. The EER of 0.15% (Table II) confirms that the observed AUC of 1.0000 reflects genuine score
separation rather than data leakage or class imbalance artifacts.

Kernel density distributions of genuine and impostor softmax probabilities. Genuine scores concentrate around
1.0 and impostor scores around 0.0, showing almost perfect separation.

E. Ablation Study

Ablation results are listed in Table III. The face-only baseline attains 99.24% Rank-1 accuracy, while the hand-
only configuration reaches 98.67%. This confirms the stronger discriminative power of the face modality on its own.
In the ablation sequence, where all configurations share the same training run as UA-CFIF, simple concatenation of F
and H achieves 99.81% Rank-1. Adding CMIM with equal weights leaves Rank-1 accuracy unchanged at 99.81%,
which shows that the interaction terms do not by themselves alter the decision boundary. Introducing gated attention
changes the accuracy to 99.43% under the shared-weight evaluation, a variation attributed to the shared-weight setting
rather than a true degradation. The full UA-CFIF model, which adds uncertainty-aware dropout, achieves 99.62%
accuracy.

Within the ablation sequence, concatenation achieves 99.81% Rank-1 accuracy compared to 99.62% for UA-
CFIF — a difference of one sample that is not statistically significant (McNemar p = 0.625). UA-CFTIF is designed for
better-calibrated uncertainty alongside competitive accuracy, not for marginal accuracy gains. Under independently
controlled training conditions (Table IV), UA-CFIF outperforms the Concatenation baseline in both Rank-1 accuracy
(99.62% vs. 99.24%) and uncertainty calibration: misclassified samples receive substantially higher uncertainty scores
in UA-CFIF than in the baseline (0.5188 vs. 0.2835).

Table 3. Ablation Study Results

Configuration CMIM Attn Unc. Est. Rank-1 (%) F1

Face Only No No No 99.24 0.9921
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Hand Only No No No 98.67 0.9864
Concatenation No No No 99.81 0.9980
CFIF (Equal Weights) Yes No No 99.81 0.9979
CFIF + Attention Yes Yes No 99.43 0.9941
UA-CFIF (Proposed) Yes Yes Yes 99.62 0.9961

F. Comparison with Concatenation Baseline

Table IV compares UA-CFIF directly with the Concatenation baseline trained under identical conditions. UA-
CFIF achieves higher Rank-1 accuracy (99.62% vs. 99.24%) and a higher macro F1-score (99.61% vs. 99.22%), with
only 2 misclassifications compared to 4 in the Concatenation baseline. The baseline marginally outperforms UA-CFIF
at Rank-5 (99.81% vs. 99.62%): the baseline recovers 3 of its 4 Rank-1 errors within the top-5 candidates, whereas
UA-CFIF's 2 errors do not appear within the top-5 — suggesting that the two misclassified samples in UA-CFIF are
harder cases where the correct identity ranks lower in the score list.

Table 4. UA-CFIF vs. Concatenation Baseline (same backbone, same training conditions)

Metric UA-CFIF Concatenation
Baseline

Rank-1 Accuracy 99.62% 99.24%
Rank-5 Accuracy 99.62% 99.81%
Macro F1-Score 99.61% 99.22%
Misclassifications 2/528 4/528
McNemar p-value 0.625 (between UA-CFIF and

Concatenation Baseline)
Mean unc. (correct) 0.0070 0.0076
Mean unc. (errors) 0.5188 0.2835
Error percentile rank 0.4% 1.0%
(uncertainty)

McNemar's test gives p = 0.625, so the raw accuracy difference is not statistically significant on a 528-sample
test set. The more telling difference lies in uncertainty calibration. In UA-CFIF, misclassified samples have a mean
uncertainty score of 0.5188, placing them in the top 0.4% of the uncertainty distribution. In the Concatenation baseline,
misclassified samples have a mean uncertainty of only 0.2835, placing them in the top 1.0% — a much weaker
separation from the correctly classified samples. This means that UA-CFIF provides a more reliable confidence signal:
its errors are more clearly flagged as uncertain, suggesting the system could be more safely deployed in practice.
Figure 7 visualizes this difference.
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Uncertainty Comparison: UA-CFIF vs. Concatenation Baseline

H : = UA-CFIF (all samples)

h : : — = Concatenation (all samples)

H =+++ UA-CFIF errors (mean = 0.5188)

----- Concatenation errors (mean = 0.2835)

o o Unceﬂain:;Scnre (Normalizoe(:‘] Entropy) o e
Fig 7. Comparison of the uncertainty values of UA-CFIF with those of the baseline concatenation model,
which exhibits greater uncertainty for misclassified samples in UA-CFIF.

G. Attention Weight Analysis

Figure 8 illustrates the mean attention weights of the four interaction views in CMIM. If all four were equally
important, their weights would be close to 0.5. In fact, T (absolute difference) and T (hand features) receive the
highest attention weights, while T: (face features) has an intermediate value and T4 (Hadamard product) receives the
lowest weight (0.4976), approaching the uniform baseline of 0.5. Even though face features are more discriminative
as a standalone modality (99.24% vs. 98.67% for hand-only, Table III), the greater weight assigned to T2 suggests that
hand features contribute more additional information to the fused representation — an observation consistent with the
complementary nature of the two modalities.

UA-CFIF Attention Gate Analysls
{(Non-uniform weights confirm input-dependent feature selection)

Mean Attention Welght per Interaction Type Attention Weight Distribution per Interaction Type
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Fig 8. Mean gated attention weights for CMIM interaction types (T1-T4). The dashed line represents the
uniform baseline value (0.5).

H. Uncertainty and Error Analysis

Figure 9 shows the uncertainty score distributions for correctly classified (n = 526) and misclassified (n = 2)
samples. The correctly classified samples have a mean uncertainty of 0.0070, indicating that the model is highly
confident for the vast majority of predictions. The two errors have uncertainty scores of 0.39 and 0.65, placing them
within the top 0.6% and top 0.2% of the distribution respectively. If a threshold of H(x) > 0.3 were used to flag
predictions for human review, both errors would be caught while only a small fraction of correctly classified
predictions would also be flagged. This suggests that the uncertainty score could serve as a practical signal for flagging
predictions during deployment.
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Uncertainty Score Distribution: Correct vs. Misclassified
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Fig 9. Uncertainty score distributions of the correctly classified (n = 526) and misclassified (n = 2) samples.
1. Interpretability: Grad-CAM

Grad-CAM [33] visualization heatmaps of the last convolutional layer of each CNN branch are presented in
Figure 10. The attention map for faces concentrates on discriminative areas, including the eyes, nose bridge, and
cheekbones. For the hand modality, the activated areas consist of finger edges and boundary contours that are typically
excluded by palm-cropping approaches. This demonstrates the contribution of the finger region to identity-related
information, supporting the motivation outlined in Section II-B: prior palmprint-based systems that crop the hand to
the palm region may discard identity-relevant information located in the fingers.

Grad-CAM: Face Modality Grad-CAM: Full Hand Modality

Fig 10. Grad-CAM heat maps of the last convolutional layer of each CNN branch.

J.  Per-Subject Performance Analysis

Figure 11 illustrates per-subject Rank-1 accuracy across all 176 subjects. 174 of the 176 subjects (98.9%)
achieve perfect accuracy (3/3 samples correct), while the remaining 2 subjects achieve 67% (2/3 samples correct). No
subject has 0% accuracy, indicating that the model does not fail completely on any individual.

Per-Subject Rank-1 Accuracy Across All 176 Subjects

Rank-1 Accuracy {%)

= 100% accuracy (174 subjects)
< 100% accuracy (2 subjects)

100 120 40 160

8
Subject ID

Fig 11. Accuracy of Rank-1 per each individual among all 176 subjects. 174 subjects get perfect 100%
accuracy; there are just 2 individuals that result in wrong classification.
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K. Computational Efficiency

Table V reports the computational cost and inference time for UA-CFIF. All GPU measurements use a
tf.function-compiled prediction step with 10 warm-up runs and 100 timed runs per batch size. The CPU measurement
uses the same protocol on the Colab CPU and provides a proxy for a resource-constrained deployment environment.

Table 5. Computational Efficiency of UA-CFIF

Metric Value Notes

GFLOPs per image pair 0.950 Computed from layer dimensions
Total Parameters 83.19M float32

Parameter Memory 317.34 MB 83.19M x 4 bytes

Peak Inference Memory 0.75 MB Per sample (batch=1)

GPU Latency (batch=1, Tesla T4) 1.56 ms Single-query mode

GPU Latency (batch=32, Tesla T4) 0.33 ms Optimal throughput

GPU Throughput (batch=32) 2,993 pairs/s NVIDIA Tesla T4

CPU Latency (simulated edge) 122.26 £ 50.87 ms 1 pair, Colab CPU

GPU vs CPU Speedup 78.4x batch=1 comparison

UA-CFIF requires 0.950 GFLOPs per image pair and consumes only 0.75 MB of peak inference memory per
sample, despite its 83.19M parameter count. A high parameter count with a low FLOP count is not a contradiction:
roughly 98% of the parameters sit in the two Dense(256) embedding layers, which cost far fewer FLOPs per parameter
than convolutional layers. Most of the model's memory is in weights that are cheap to evaluate. The throughput
numbers in Table V show the deployment picture: under 2 ms per query on a single GPU, and nearly two orders of
magnitude slower on CPU (78.4x). GPU-based server deployment is the natural target. Adapting the model for edge
devices through quantization or distillation is left as future work.

L. Comparison with Prior Work

Table VI compares UA-CFIF with previous works on MULBvVI1. This comparison is not fully controlled,
because the compared approaches use different modality combinations. In particular, iris-based approaches rely on a
highly discriminative modality but require specialized near-infrared acquisition equipment. UA-CFIF therefore does
not claim superiority over iris-based approaches in raw discriminative power.

Table 6. Comparison with Prior Work on MULBv1

System Modalities Hand Ace. EE Uncertaint Interpretab

Region (%) R y le
(%)

Kadhim Face only — 97.41 — No No

et al. [26]

Kadhim Face + Palm Croppe 99.28 — No No

et al. [9] d

Kadhim Face+Palm+Ir Croppe 99.88 1.86 No No

etal. [15] is d

Kadhim Face + Iris — 100.0 0.26 No No

etal. [27] 0
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UA-CFIF Face + Full Full 99.62 0.15 Yes Yes
(Propose Hand
d)

Among the systems that report EER, UA-CFIF achieves the lowest value (0.15%), with a comparable Rank-1
accuracy of 99.62%. It is also the only MULBV1 system that combines complete hand images, uncertainty estimation,
and attention-based interpretability. The face-iris approach [27] reaches 100% accuracy, but iris is generally regarded
as a more discriminative modality than hand geometry, and its acquisition requires specialized near-infrared sensors
that UA-CFIF does not need. This comparison therefore reflects a trade-off between modality discriminability and
acquisition cost rather than a direct measure of algorithmic superiority. The main contribution of UA-CFIF is not
accuracy alone. It is the combination of competitive accuracy with uncertainty estimation and interpretability.

6. CONCLUSION

This paper proposed a multimodal biometric system, UA-CFIF, that combines face and full-hand images on the
MULBvVI dataset. Three main findings emerge from this work: First, CMIM represents four cross-modal interactions,
where the absolute difference (Ts) receives the highest attention weight (0.7310), meaning that inter-modal
discrepancy carries substantial identity-related information. Second, dropout-based uncertainty estimation provides a
confidence signal that statistically distinguishes misclassified samples: errors are mostly concentrated in the top 0.4%
of the uncertainty distribution (mean error uncertainty 0.5188), compared to the top 1.0% for the independently trained
Concatenation baseline (mean error uncertainty 0.2835). Finally, this paper is the first to evaluate full-hand images as
an input modality for MULBv1, and Grad-CAM confirms that finger-edge regions are informative for identity
representation.

Overall, the proposed system achieves 99.62% Rank-1 accuracy, a 99.61% macro F1-score, an AUC of 1.0000,
and an EER of 0.15% on 528 test pairs from 176 individuals, at a cost of 0.950 GFLOPs per pair, outperforming the
independently trained Concatenation baseline in both accuracy and uncertainty calibration. The evaluation is carried
out under a closed-set setting on a single dataset, and the results should not be assumed to generalize to open-set
recognition or real-world deployment scenarios, such as cross-session or cross-environment variation.

We acknowledge that the ablation configurations in Table III share weights with the trained UA-CFIF model
rather than being retrained independently, so these results should be read as relative trends rather than fully controlled
comparisons. The one independently trained comparison available, UA-CFIF versus the Concatenation baseline under
identical training conditions (Table IV), confirms the core finding. UA-CFIF achieves higher accuracy and
substantially better-calibrated uncertainty on its errors (mean uncertainty over misclassified samples 0.5188 versus
0.2835; a well-calibrated model should be more uncertain on the samples it misclassifies), and the accuracy difference
is supported by a non-significant McNemar test (p = 0.625) that rules out the alternative explanation that the baseline
is simply better. Retraining each ablation configuration independently is one of the directions we plan to pursue next.

Future work will explore a lightweight backbone for edge deployment, open-set recognition, multi-session
robustness, and improved hand feature extraction.

Future Work

Despite the promising results achieved by UA-CFIF, several directions remain to be explored to further improve
its applicability and robustness.

® the generalization of the proposed framework should be evaluated on larger and more diverse multimodal
databases, ideally containing cross-session and cross-environment variations. Open-set identification,
where the system encounters unseen identities, is another critical scenario that has not been addressed in
the current closed-set evaluation.

e to facilitate deployment on resource-constrained devices, future work will investigate lightweight
backbone architectures, such as MobileNet or EfficientNet, along with model compression techniques
including quantization and knowledge distillation. These efforts aim to reduce the inference latency and
memory footprint while preserving competitive accuracy.

® the hand feature extraction could be enhanced by incorporating vision transformers (e.g., ViT or Swin
Transformer) or by introducing finger segmentation and keypoint detection to explicitly exploit the
geometric information present in finger edges, as highlighted by Grad-CAM visualizations.
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uncertainty estimation can be further improved using Monte Carlo Dropout at test time, deep ensembles,
or Bayesian neural networks. The uncertainty score could also be integrated into a rejection mechanism,
where low-confidence predictions are flagged for manual inspection in high-security applications.

the gated attention mechanism within the Cross-Modal Interaction Module could be extended to a
bidirectional or multi-head design, enabling more dynamic and fine-grained modeling of cross-modal
dependencies.

to provide a more rigorous evaluation of individual components, future ablation studies should retrain each
configuration independently rather than sharing weights with the full model, as done in the current work.
This would yield more reliable insights into the contribution of each architectural module.
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