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Abstract: Prime numbers are those numbers which are divisible by one and the number itself. Prime numbers are useful in data
security and cybersecurity. In this paper all prime numbers between 2 and 100000 are considered. These numbers are divided into
five equal intervals. Pairwise proportion tests were conducted over these intervals. The results for the test are as follows: Significant
differences in the pairs A-D, B-E, C-E, and D-E are found. The remaining pairs A-B,A-C,B-C,C-D do not have significant
differences. This concludes that the distribution of prime numbers is not uniform in the considered intervals. These outcomes
confirm that the prime density is not uniform in the intervals, and the last partition has a much higher concentration of primes than
the uniform distribution assumption would imply.
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1. Introduction

A prime number is a positive number which is divisible by 1 and the number itself . Prime numbers are very
useful in data security .A prime number is a useful tool in encryption and decryption. It keeps passwords and digital
sensitive information safe during the transmission. RSA algorithms in cryptography, which protect the data using
private keys, are applications of prime numbers .During online banking transactions, prime number-based public key
infrastructure (PKI) is being used to protect the data. Blockchain and Bitcoin use hash functions to secure the data
using the prime factorisation method. Generating the post-quantum tool for data security is a need of the future.
According to the prime number theorem, the number of primes less than number “N” is N/logN. It can be interpreted
as when the value of n increases, the prime numbers' frequency gets decreased.

The mathematical foundation for studying prime density came from the prime number theorem. The theorem
states that prime density decreases as numbers become larger, but primes never disappear completely (Apostol, 1976).
Researchers have worked on the distribution of primes within finite intervals. Hardy and Wright (2008) demonstrated
that although primes become less frequent as numbers increase, their distribution remains sufficiently predictable for
practical

cryptographic applications. The decreasing in density implies that larger cryptographic keys require extra
candidate numbers to be tested before a prime is found. Cryptographic algorithms require strong skills of prime
generation. Menezes et al. (1996) studied that the density of prime number generation is depends upon the statistical
density based on the formula log(n)/nlog(n) Koblitz (1994) observed that as the numerical range increases, the density
of prime numbers decreases. This increases the computational cost of key generation

To overcome the cost, the Miller—Rabin primality test can be used The security is depends on integer
factorisation and discrete logarithms. Rivest et al. (1978) work on RSA algorithm and conclude that factorisation of
large prime numbers is key aspect of security. Boneh (1999) contributed on large intervals with more prime numbers
reduce the security of key generation . . Bernstein and Lange (2017) conclude that 2048-bit and 4096-bit key sizes,
are ideal for cryptographic operations.
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The numbers 1 to 1 lakh are divided into five intervals, each of equal size of 20000. The ranges are 1-20000,
20001-40000, 400001-600000, 60001-80000, and 800001-100000. Using R code Find all the prime numbers between
corresponding intervals. Find the count of intervalwise prime numbers. For the chi-square test, the null hypothesis
(HO) is assumed as “Prime numbers are equally distributed across all ranges." The alternative hypothesis (H:) is “Prime
numbers are not equally distributed." As p <0.05, reject the null hypothesis. . Thus, the prime numbers are not equally
distributed .To find which pair has a significant difference, a comparison of all pairs with each other is carried out,
and the study identifies which pair has a significant difference .

The workflow of the experiment is shown below
Prime Generation

v
Range Classification

v
Frequency Counting

v
Expected Frequency Estimation

v
Chi-Square Test

v
Overall Significance

v
Pairwise Comparisons

v
Binomial Tests

v
Effect Size Calculation

v
Prime Density Analysis

v
Interpretation

Fig 1: Workflow Diagram

Key Applications Relying on Non-Uniform Primes

e Public-Key Cryptography - In modern systems like RSA, encryption is dependent on the fact that it is
difficult for a person to factor very large numbers when those numbers are the product of two large
primes. By the irregular way that primes occur and the large distances between them, it is nearly
impossible for a system to "guess" the prime factors if the private key is not present.

e Hash Tables & Algorithms - In computer science, it is common for hash functions to use prime numbers
for the size of an array or for modulo operations. Because primes do not appear at regular intervals and
share no common factors with most smaller integers, they ensure that patterns in data are not predictable.
To use the numbers is to ensure that data collisions in a Hash Table are less frequent.

e  Error-Correcting Codes - If engineers use the mathematical properties of primes to create finite fields,
they can build codes that correct errors in telecommunications, deep space transmission and digital
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storage. There is an ability in those codes to detect and automatically fix data that becomes corrupted
when a system transfers it.

2. Literature review
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Figure 2: PRISMA Flow Diagram

Public-key cryptography relies on the properties and frequency of prime numbers to stay secure. Algorithms
such as RSA and Diffie-Hellman work because it is difficult to factor these numbers (Mamatha & S.S, 2022) To keep
systems strong, developers must use large, reliable primes during key generation (Ivanov & Stoianov, 2023). Safe
primes are also vital. The process to identify prime is difficult and how often they come helps make these applications
more secure (Diaz et al., 1999).New research shows that irregular gaps between primes can help in randomness and
hashing .("Primes Don't Play Fair", 2025). Some new tech, like Fowler-Nordheim integrators, might be used to create
and study primes in the future (Zhou et al., 2017).
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This paper looks at how prime numbers are spread out between 1 and 100,000. The prime number theorem

already explains this theory. This study adds a practical look at the data using the R programming language. The aim
of the study is to divide prime numbers into equal range .and find range wise density of prime numbers. Chi Square
test proves that the density of prime numbers is unequal over the intervals The same method could work for bigger
number ranges. .Also Applicable to Fermat twin prime numbers The study connects math theory with computer tests.
It provides a clear method that others can repeat to study how primes are distributed. The numbers 1 to 1 lakh are
divided into five intervals, each of equal size 0f 20000. The ranges are 1-20000, 20001-40000, 400001-600000, 60001 -
80000, and 800001-100000. Using R code Find all the prime numbers between corresponding intervals. Find the count
of intervalwise prime numbers. For the chi-square test, the null hypothesis (HO) is assumed as “Prime numbers are
equally distributed across all ranges." The alternative hypothesis (H1) is “Prime numbers are not equally distributed."
As p < 0.05, reject the null hypothesis. . Thus, the prime numbers are not equally distributed .To find which pair has
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a significant difference, a comparison of all pairs with each other is carried out, and the study identifies which pair
has a significant difference

3. Material and methodology
Data Collection

Prime numbers in the range of 1 to 100,000 were generated using the R programming language. A sequence of
integers from 1 to 100,000 was created, and prime numbers were identified using the isprime() function. The resulting
dataset consisted of all prime numbers within the specified range.

Data Partitioning
The complete range (1-100,000) was divided into five equal intervals of 20,000 numbers each:
e Range E: 1-20,000
e Range D: 20,001-40,000
e Range C: 40,001-60,000
e Range B: 60,001-80,000
e Range A: 80,001-100,000
Each prime number was assigned to its corresponding interval based on its numerical value.
Data Visualization

The researchers used the ggplot2 package in R to make density plots. These plots showed how prime numbers
were spread across the intervals. The facet wrap() function is used to visualise separate plots for each interval.

Statistical Analysis

A Chi-Square Goodness-of-Fit Test checked if primes were spread evenly across the five intervals. The null
hypothesis (HO) was that primes appear with the same frequency in every interval. The alternative hypothesis (H1)
was that the frequencies are different.

HO: There is no difference in frequencies of prime number occurrences across all intervals.

H1: Frequencies of prime number occurrences are not equal across all intervals. The team counted the primes
in each interval to get the observed frequencies. They then found the expected frequencies by assuming the primes
were split evenly. The result shows that the pairs A-D, A-E,B-D ,B-E,C-E and D-E have significant differences .This
shows that group E is significantly different from all other groups. This is shown in the table below

# Rowwise:

cl c2 f1 f2 total p1 p2 pair p-value result effect size

<chr> <chr> <int> <int> <int> <dbl> <dbl> <chr> <dbl> <chr> <dbl>
1 AB 17551780 3535 0.496 0.504 A - B 0.686 NoSigDiff 0

2 AC 175518543609 0.486 0.514 A - C 0.103 NoSigDiff 0

3 AD 17551941 3696 0.475 0.525 A - D 0.002 SigDiff 0.05

4 A E 17552262 4017 0.437 0.563 A - E 0 SigDiff 0.13

5B C 1780 1854 3634 0.490 0.510 B - C 0.226 NoSigDiff 0

6 B D 1780 1941 3721 0.478 0.522 B - D 0.009 SigDiff 0.04

7B E 1780 2262 4042 0.440 0.560 B - E 0 SigDiff 0.12
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8 C D 1854 1941 3795 0.489 0.511 C - D 0.163 NoSigDiff 0
9 CE 1854 2262 4116 0.450 0.550 C - E 0 SigDiff 0.1
10 D E 1941 2262 4203 0.462 0.538 D - E 0 SigDiff 0.08

Table 1: pairwise significant difference

Experiment
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Figure 2: Density Distribution of Prime Numbers

This study looks at prime numbers between 1 and 1,000,000. The total range is split into five equal parts. This
allows for a comparison of how primes are spread across different intervals. Each group has the same amount of
numbers. The objective of this study is to find groupwise density. using function in R programming language Output
drawn as follows 1) count of prime numbers in each interval 2) To find density of prime in each group 3) groupwise
comparison to find significant difference between intervals . Result shows that as number increases the density of
prime number decsrease

Using R makes the work faster. It handles the counting and sorting without manual errors. This data helps with
math research, coding, and security studies.The work uses R to study prime numbers up to one lakh. Dividing the
range into parts shows a clear image of how prime density drops over time. And the significant difference is found in
pairwise comparison or not .

Validation and verification
Chi-squared test for given probabilities
data: prime_counts
X-squared = 87.872, df = 4, p-value < 2.2e-16

Chi-Square Test Conclusion
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Test Result: (from output of R program)

Decision

Chi-square statistic (y?) = 87.872
Degrees of freedom (df) =4
p-value <2.2 x 107'¢

Since the p-value is much smaller than 0.05, reject the null hypothesis (Ho).

Interpretation

The observed distribution of prime numbers across the five intervals differs significantly from the expected
distribution under the assumption of equal proportions. Therefore, prime numbers are not uniformly distributed across
ranges A, B, C, D, and E.

Pairwise comparisons show significant differences between the pairs A-D, A-E, B-D, B-E, C-E, and D-E.
This indicates that group E differs significantly from all other groups.

Practical Implications of the Research

Studying how prime numbers are distributed benefits mathematics, computer science, and data analysis.
Identifying patterns in prime distribution can lead to more efficient computational methods.

Limitations

Cryptography: Prime numbers underpin RSA encryption, used for generating public keys and digital
signatures.

Algorithm design: Research on prime density supports the development of faster algorithms for
searching and factoring numbers. Understanding whether primes are common or rare in a given range
can improve the efficiency of high-performance computing systems.

Number theory: As a core branch of mathematics, number theory relies on density data to test
theoretical models of prime behavior.

Al and data science: Machine learning tools can analyze prime number data to detect underlying
patterns.

Blockchain and security: Hash functions, which draw on prime number properties, help secure
communication channels and login systems in real time.

Visualization: A visual demonstration of prime density can aid in understanding and communicating
these patterns.

If the distribution pattern is fully characterized using the prime number theorem, it could make it easier
to break certain security systems that rely on prime unpredictability.

Analyzing large ranges of prime numbers requires significant time and memory resources.

Greater randomness in prime distribution increases the difficulty — and thus the computational cost
— of breaking associated security systems (note: check this claim's direction, since more randomness
usually strengthens rather than weakens security).

4. Conclusion

Studying prime density can help strengthen prime-based security tools. Understanding the randomness and
distribution of primes supports the development of more secure cryptographic methods. Since prime density affects
encryption strength, this research may contribute to future advances in cryptographic algorithms, including
applications in quantum cryptography.
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Future Work

e Insights into prime number density can inform the development of more secure cryptographic
algorithms.

e This study's methodology could be extended to very large prime numbers.
e  Machine learning could be applied to reduce key generation time.

e This work could serve as a foundation for research in big data analysis and parallel computing.
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