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Abstract: The project attempts to detect and prevent growing application-layer DDoS attacks, giving insights into attack patterns 

and tools for increased cybersecurity measures.  The project concentrates on attacks at the HTTP level, and will dissect the 

techniques and tools to create a special approach to help understand and defend against the emerging cyber threats. The project 

needs to be oriented towards accessibility of tools immediately especially with the growing DDoS threats. This is critical for active 

defence against proliferation of attack tools. The project aims to provide network managers and cybersecurity professionals with 

the tools required to ensure the security of online services. Finally, it offers the users and organisations resilient protection against 

the new generations of DDoS attacks. We also used ensemble models (VC (RF, DT) and Stacking Classifier (RF, DT, LGBM)) to 

improve the performance. These enhancements aim to enhance the ability to identify incidents of cyberbullying.  
Keywords: DDoS, DDoS tools, machine learning, deep learning. 

 

1. INTRODUCTION 
One of the most severe and complex security challenges to computer networks is DDoS attack [1] [2]. There 

was a considerable increase in application-layer attacks in Q1 2022, with HTTP-layer DDoS attacks increasing by 

164% YoY and 135% QoQ. In terms of the industry, it was Consumer Electronics as the segment experienced the 

highest increase at 5,086% QoQ. Online Media was placed second with an increase of 2,131% in assaults QoQ, 

followed by Computer Software firms who ranked third with an increase of 76% QoQ and 1,472 YoY in attacks [2].  

DDoS Attack is an onslaught of Internet traffic intended to disrupt the normal operation of a targeted server, 

service or network. In this attack, the attacker uses a network of computers or other devices (known as a ‘‘botnet’’) to 

send a huge amount of data to the target system, making it inaccessible to legitimate users [4]. The DDoS attacks are 

complex attacks due to 1) having a lot of traffic coming from a great number of sources, and 2) the traffic appears to 

be originating from a large number of sources [5].  
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There are several forms of DDoS attack, such as applicationlayer attacks. DDoS attacks at the application layer 

attack the application layer of the attacked system with the aim of consuming the resources of the attacked system or 

crashing the application system. This can be done by HTTP flooding and Slowloris attacks. The objective of such an 

application-layer DDoS attack is to overload the network in such a way that systems crash or become unavailable [6, 

7, 8].  

The availability of DDoS attack tools is a main factor of increase of DDoS attacks. They can be intentionally 

employed to flood servers and websites with traffic until they become unusable. These readily available tools can be 

bought from the dark web or simply downloaded from the internet and any individual with little or no technical 

experience can use them and carry out devastating attacks on DDoS [4], [9], [10], [11]. 

2. LITERATURE SURVEY 
The solutions with IoT are entering into every field where people work, into their smart home, into their smart 

power grid, into smart automation etc. These devices extend the attack surface and were a prime target for the attacker, 

since the resource-constrained system doesn't provide a lot of options for implementing heavy security measures. In 

the less secure and often unsupervised case of IoT devices, the attacker can easily create a botnet army to start Denial 

of Service attack on large scale [1, 2, 17]. Therefore, this study [1] suggests a new Attack Detection approach using 

Machine Learning algorithm for CIoT to detect the attack traffic. This solution works on local attributes particular to 

IoT network to enable low-cost machine learning classifiers to identify attack, at the local router. The experimental 

results show that the proposed approach is able to achieve the highest accuracy of 0.99, thus demonstrating the 

robustness and reliability of the proposed approach in IoT network. 

Today, the Internet is an emerging technology for remote control of industrial applications where one site needs 

to operate remotely another site (e.g. power plants controllers). DoS attacks can severely interrupt the Internet and so 

endanger the operation of such network-based control systems. The method of location concealing technology has 

been proposed for providing security to Internet application site over the overlay networks. This paper is a survey of 

many previous works on the subject [2]. In this research we study the architecture of an overlay network interface so 

that communication services among geographically scattered application sites are protected against DoS attacks. In 

[17, 18] a new architecture, called OPL, is proposed to proactively protect application sites from DoS attacks. Through 

simulation, the research proves that the probability of DoS attacks to interfere communications services in the OPL 

architecture is very low. 75% of communication channels are available even if 50% of attack nodes are attacked by 

Distributed DoS attack. 

In the last several years, the DDoS attack has been most often selected by most hackers. It is attributed a number 

of and type of hardships it can bring. There's a large number of hackers and specialists in this particular field that have 

developed packages and programs that attack a network of a different sort using DDoS. However, it is crucial to assess 

and compare the power of the DDoS attack that is being sent through these technologies, and then create the proper 

defense against it. In this research [4], the performance of three DDoS attack tools are compared and analyzed on 

characteristics such as time to successfully start an attack, traffic rate and packet size. The following tools were chosen 

for evaluation: Slowloris, GoldenEye and Xerxes. The experimental findings show that Xerxes is better than other 

programs to launch a DDoS attack[21, 23]. 

SDN is a new paradigm that separates the forwarding hardware from the control decisions. It will likely greatly 

ease network management and enable innovation and evolution. SDN logically centralises network intelligence in 

software based controllers (the control plane) and the network devices (OpenFlow Switches) become basic packet 

forwarding devices (the data plane) that may be programmed via an open interface (OpenFlow protocol). Such 

separation between control plane and data plane presents some challenges including security, reliability, load balancing 

and traffic engineering. DoS and DDoS attack are terrible security issues in SDNs [5]. For SDNs, DoS/DDoS attacks 

can be launched to overload the control plane, the data plane, or the communication channel, for example. Attack to 

control plane can result in a failure of the entire network, while attack to data plane or communication channel can 

result in packet drop and the network will be unavailable. There are several contributions that shed light on the 

DoS/DDoS attack problem in SDNs in this study, which provide comprehensive coverage on the background of the 

problem, including attacks and analysis of the current solutions [19, 20]. Specifically, we review and categorize the 

most recent strategies used to deal with both DoS and DDoS attacks in SDNs, both from an intrinsic and an extrinsic 

point of view. Furthermore, the countermeasures are the same as their target, either detection, mitigation or prevention 

or an organised decline. Also, various methodologies and tools applied in implementing the modified solutions are 

discussed. Last, we identify some research directions that can be taken in the future to defend against a DoS/DDoS 

attack in an SDN [21]. 
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The issue of DDoS is growing fast. The number and variety of the attacks and the defence approaches are 

incredible. In this work [6] two taxonomies are introduced which classify the assaults and defences, thereby giving 

the scholars a better understanding of the problem and the current solution space. The criteria for attacking have been 

defined to emphasize similarities and key features of the attacking methods which are fundamental to the problem and 

hence to the design of defence. The existing DDoS defences are categorized according to the design decisions of the 

defence taxonomy and the pros and cons of the proposed solutions are illustrated according to the categorized existing 

DDoS defences [4, 23]. 

3. METHODOLOGY 

i) Proposed Work: 

The proposed method for DDoS attack detection offers a broader solution rather than just detecting the patterns 

of DDoS attack [20]. Instead, a more global perspective is taken and popular attack tools are analysed in terms of their 

availability and effectiveness. This wider perspective helps to enhance our understanding of cyber security threats, 

and to build more effective defences. It's a system that's able to be responsive to the evolving threats, and not to be 

stuck searching for a single type of attack. To enhance the performance, we introduced the advanced ensemble models 

like VC which combines the models RF and DT and Stacking Classifier which has foundation learners RF and DT 

[20]. The ensemble approach attempts to improve the accuracy of cyberbullying detection. Additionally, a friendly 

Flask framework with SQLite was employed to secure signup and signin script which aids in the user testing and 

offers inputs and results. The enhancements add to the project's versatility, offering more model topologies for precise 

results and making interactions more efficient, ensuring the robustness and practicality of the project. 

ii) System Architecture: 

The system architecture starts with data preparation, by applying the datasets of NSL-KDD [13] and NBOT-

IOT. Feature selection prepares data for efficient analysis, and is the next step. Then three classifiers are used: MLP 

with different optimisation algorithms (SGD, LBFGS, Adam), Extension stacking classifier and Extension voting 

classifier. Such classifiers cooperate to improve the prediction accuracy. This entire structure provides good analysis 

and prediction, so it is a flexible and effective solution to detect and resist the DDoS attacks in the network security. 

 

Fig 1 Proposed architecture 

iii) Dataset collection: 

NSL-KDD Dataset: 

The NSL-KDD dataset is a benchmark dataset for evaluation of intrusion detection systems. The data used here 

is the original KDD Cup 99 dataset but with some modifications to overcome its limitations. NSL-KDD is an excellent 

dataset for cybersecurity training and testing machine learning models due to its rich nature of regular and different 

types of attacks in network traffic [13]. 

NBOT-IOT Dataset: 

The NBOT-IOT dataset is for network behaviour analysis of the IoT. It comprises data generated by different 

IoT devices which provides insights about the communication patterns and possible risks in IoT networks. The data 
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presented in this dataset is critical for creating machine learning models that can identify anomalies and potential 

cyber threats in the IoT environment. 

 

Fig 2 NSL KDD dataset 

iv) Data Processing: 

Data Processing is the transformation of raw data into information that will benefit a business. In general, data 

scientists work with data. This includes collecting, organizing, sanitizing, verifying, examining and converting data to 

create understandable representations (charts, reports etc.). The data processing may be carried out with three methods 

i.e. manual, mechanical and electronic. The notion is to add value to information and ease decision making. This 

enables businesses to optimize their workflow and make prompt decisions. It is here that automated solutions for 

processing data such as computer software development come in. It can be useful to transform vast amounts of data, 

such as big data, into valuable information for quality management and decision making. 

v) Feature selection: 

The task of feature selection is to determine the most consistent, non-redundant and relevant features to use for 

building models. In the era of increasing size and variety of datasets, it is of utmost importance to shrink the size of 

the datasets systematically. Feature selection is to improve the performance of prediction model and reduce the 

computational cost of modelling. 

One of the primary steps in feature engineering is feature selection, which selects the most important features 

to pass to the machine learning algorithms. To decrease the number of input variables, redundant or irrelevant features 

are removed and the set of features are reduced to represent the most relevant characteristics to the machine learning 

model using feature selection strategies. The benefits of the feature selection process over letting the machine learning 

model pick the features. 

vi) Algorithms: 

In this project, we use MLP and use the SGD as the optimisation algorithm. It is a very effective algorithm to 

train the neural networks. SGD is a cheap version of the gradient descent algorithm that randomly selects a subset of 

training data or "batch" for each iteration. The combination of MLP and SGD is suitable for this research because it 

learns and adapts to complex patterns in the NSL-KDD and NBOT-IOT data sets, and can be used as a stable 

foundation for detecting DDoS attacks due to its ability to explore the high-dimensional feature space [20]. 

 

Fig 3 MLP-SGD 

MLP  COMBINED WITH Limited-memory Broyden-Fletcher-Goldfarb-Shanno (lbfgs): Quasi-Newton 

optimisation techniques are a class of optimisation techniques that aim to find the minimum of a function without 

computing its derivatives: lbfgs is a member of this family that maintains an approximation of the inverse Hessian 

matrix to update the model parameters. It works very well in the case that the dataset isn't very large and the model 

has moderate number of parameters. If the data set is moderate size and the model has a reasonable number of 
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parameters, then lbfgs may be appropriate for THIS project. This tends to be quicker than other optimisation strategies 

when the data can be stored conveniently in memory. 

 

Fig 4 MLP- LBFGS 

MLP - Adam: Adaptive Moment Estimation is an adaptive learning rate optimisation algorithm that is a 

combination of momentum and RMSprop. It updates each parameter with a different learning rate, depending on the 

previous gradients making it suitable for use if the gradients are sparse or there is noise. Adam is known for its 

efficiency, and is typically the standard optimiser used in many DL applications. It involves methods to control step 

sizes and to attenuate the previous gradients in an exponential manner [21]. 

 

Fig 5 MLP-Adam 

The Stacking Classifier takes into account predictions of basic classifiers such as RF or DT, and then uses the 

final estimator (LGBMClassifier). It incorporates numerous classifiers to boost its accuracy and ability to withstand 

novel forms of DDoS attacks, suitable for the project's network security objectives. 

 

Fig 6 Stacking classifier 

The Voting Classifier combines a GridSearchCV-optimized RF Classifier and a DT Classifier and the voting is 

done using a “soft” voting method. This ensemble approach utilizes the weighted averages of class probabilities to 

enhance the predicting performance, and is applicable to DDoS attack detection. Using diversity of classifiers can 

improve the defence against different cyber threats, leading to a more robust and effective security approach. 
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Fig 7 Voting classifier 

4. EXPERIMENTAL RESULTS 

Precision: The number of accurately classified instances or samples over the total number of classed as 

positives. Thus the formula to compute the precision is given by: 

Precision = True positives/ (True positives + False positives) = TP/(TP + FP) 

 

 

Fig 6 Precision comparison graph 

Recall: Recall measures how well your model can find all relevant instances of a class. It is the ratio of the 

number of positive observations that it correctly predicts to the number of positive observations that are actually 

present that provides the understanding of the completeness of the model in capturing the positive class: 

 

 

Fig 7  Recall comparison graph 

Accuracy: In classification problem, it is the fraction of total predictions that are correct and is a measure of 

overall accuracy of a model's predictions. 
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Fig 8 Accuracy graph 

F1 Score: The F1 Score is the harmonic average of precision and recall and provides a balanced measurement 

between these two, and is a suitable index for imbalanced data. 

 

 

Fig 9 F1Score 

 

Fig 10 Performance Evaluation 
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Fig 11 Home page 

 

Fig 12 Signin page 

 

Fig 13 Login page 
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Fig 14 User input 

 

Fig 15 Predict result for given input 

5. CONCLUSION 

The research will be very valuable for the field of cybersecurity with innovative options for the detection and 

mitigation of DDoS attacks that will make computer networks more resilient [16, 17]. An in-depth analysis of different 

data sets (KDD-CUP and NBOT-IOT) offered significant information on network traffic attributes and probable 

attacks that offered a good foundation for building the efficiency of the models. A variety of optimisers such as as 

SGD, lbfgs and adam were tested to optimize the MLP [21] models, and they were found to be the most effective for 

detecting DDoS attack, thereby enhancing the robustness of cybersecurity defenses. And included voting and stacking 

classifiers. The combination of predictions of various models shows originality. This technique helps improve the 

accuracy and resilience of the forecasts to a large variety of types of cyber threats. Flask framework + SQLite for user 

signin / sign up with a user-friendly front-end is practical. The system is easy to use with simple input, predictions and 

interaction to enhance the usefulness in the real world. 

6. FUTURE SCOPE 

Going forward, the project can be expanded to include new developments in machine learning algorithms, 

which could enhance the accuracy and efficiency of detecting DDoS attacks.Continuous improvements in the machine 

learning algorithms can be integrated into the project to further refine the DDoS attack detection accuracy and 

efficiency [21]. The system could be enhanced by additional research and application of state-of-the-art algorithms 

and models to better adapt to evolving cyber threats. Development of real time detection techniques and reaction 

strategies for future scope of the research. It will be crucial to have technologies integrated that will allow an immediate 

detection and Mitigation of DDoS assaults, to reduce the effects of these threats on network resources [23]. The use 

of sophisticated behavioural analytic methods can help the future development of the project. Understanding the usual 

behaviour of networks and devices helps the system better spot anomalies associated with DDoS attacks, therefore 

helping a proactive approach to cybersecurity. The future scope of the project is scalability and adaptability as 

networks and cyber threats are always changing. To be effective in the ever-evolving field of cybersecurity, the system 

must be capable of handling a larger volume of data, various types of attacks and new technologies. 
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