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Abstract: The safety and reliability of Wireless Sensor Networks (WSNs) depend on the crucial function that Intrusion Detection
Systems (IDS) perform in their operations. The current security systems face major obstacles because attackers continuously launch
cyber operations against increasingly complex networks. Through the development of Artificial Intelligence (Al) technologies,
which include Machine Learning (ML) and Deep Learning (DL) methods, IDS systems could now identify both standard and novel
cyber threats. The study analyzes the most recent progress in ML and DL methods used to develop IDS that operate in WSNs
through analysis of their primary algorithms and algorithmic combinations. The study conducted an extensive literature review by
accessing the SCOPUS database to identify relevant studies published between 2021 and 2026. The systematic review follows the
Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) guidelines. As revealed by the results, the DL
and hybrid approaches are superior to conventional ML algorithms in handling complicated and imbalanced datasets. Some of the
accuracy rates observed are 99.94% when using KMeans-SMOTE, and 99.76% when using K-nearest neighbor (KNN). However,
Deep Neural Networks (DNN) and Convolutional Neural Network—Long Short-Term Memory (CNN-LSTM) networks
demonstrate relatively low accuracy levels of 96.23% and 97%, respectively. Most approaches use specific datasets, including
WSN-DS and NSL-KDD, which makes the results environment-specific. Besides, issues such as high computational power, data
imbalance, absence of standardized datasets, and implementation constraints underscore the need for a scalable and adaptable IDS
for WSN.

Keywords: Artificial Intelligence (Al), Intrusion Detection System (IDS), Wireless Sensor Networks (WSNs), Machine Learning
(ML), Deep Learning (DL)

1. Introduction

Wireless Sensor Network (WSN) functions as a basic sensing device network which can monitor parameter
changes and transmit data across its designated operational area to support various applications, including target
tracking, surveillance, and environmental monitoring [1,2]. WSNs have become a revolutionary technology that
enables remote sensors to collect data and perform intelligent communication in multiple fields and smart
infrastructure [3,4]. WSNs are used to collect real-time data using many sensor nodes placed in different locations.
These nodes have limited resources but can sense data, process information, and transmit it wirelessly [5]. Cyber-
physical systems and the Internet of Things (10T) use these systems as essential components because they can function
independently in unpredictable outdoor settings, which include rough weather conditions [6]. The growing size and
complexity of these networks have made them essential for solving real-world problems that need ongoing observation
and flexible solutions [7,8].

A standard WSN consists of essential components that work together to maintain network functionality. Each
sensor node contains a data sensing unit, which collects environmental information, a processing unit that performs
local computations, and a communication system that enables wireless data transmission. It also includes a power
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system that typically operates on battery power, which determines the maximum operational time of the node [9,10].
The sink node establishes a connection between the sensor network and external systems by gathering information
from the network while forwarding it to other systems for analysis, as demonstrated in Figure 1.
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Figure 1: Communication architecture of WSNs [11]

The architectural design of WSNs exists in two primary categories, which include flat networking systems and
hierarchical networking systems. All nodes in a flat architecture execute identical functions while using direct
communication or multi-hop routing methods. But hierarchical and cluster-based systems create clusters of nodes that
use cluster heads to perform data aggregation and communication tasks, which leads to improved energy efficiency
and scalability [12,13]. The structured design of WSNs is shown in Figure 2.
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Figure 2: Architecture of WSN [14]

The multiple functions of WSNs have led to their use in various critical mission operations. WSNSs enable
environmental monitoring through their ability to track temperature, humidity, and pollution levels in real time, which
assists predictive models that support disaster management and climate analysis research [15,16]. Wearable sensor
networks used in healthcare enable continuous patient monitoring while they use intelligent data analysis to identify
early signs of anomalies. Industries use WSNs to predict equipment failures and detect faults while they optimize
production processes, and smart agriculture systems use sensor data to improve irrigation effectiveness and increase
crop yields [17,18]. WSNs deliver critical real-time sensing and communication functions, which enable both
emergency response missions and smart city development projects to proceed. The different uses of WSNs
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demonstrate their rising importance as a technology that allows automated intelligent systems to operate effectively
[19,20].

The development of microelectronics in combination with wireless communications and information
processing techniques has led to significant advancements in WSNs [21]. The modern sensors possess enhanced
processing capabilities along with energy-efficient capabilities and can communicate with the help of advanced
communications channels that allow for real-time analysis of information and collaborative computing operations
[22]. The evolution in technology has transformed WSNs from being data acquisition devices to intelligent systems
that adjust their communication techniques based on decisions made collectively while monitoring the environment.
The increasing adoption of WSN systems for critical operations has introduced fresh security challenges because these
systems function in open environments and possess limited capabilities while utilizing wireless connectivity [23,24].

1.1 Intrusion Detection in WSN

The built-in features of WSNs include their limited computational ability, their restricted memory capacity,
their energy usage limits, and their dependence on wireless transmission. These features make the networks susceptible
to multiple security dangers that exist in their operational environment [25]. The existing security measures cannot be
used because of these restrictions, which result in WSNs being vulnerable to multiple types of attacks. The most
common security threats to systems involve eavesdropping, together with data interception and spoofing attacks, as
well as unauthorized access, which results in the loss of data confidentiality and integrity [26]. The advanced attack
methods, which include Denial-of-Service (DoS) attacks, sinkhole attacks, wormhole attacks, Sybil attacks, and
selective forwarding attacks, have the potential to cause major disruptions in network operations. The attacks might
lower system performance and produce incorrect results in essential functions [27,28]. The security difficulties require
IDS, which serve as essential elements within WSN security systems. IDS are designed to monitor network traffic and
node behavior, as shown in Figure 3, to identify malicious activities or anomalies that indicate potential attacks
[29,30]. The WSNs utilize various techniques that are used in the deployment of IDS. The techniques include
centralized distributed systems as well as hybrid systems that enable various nodes to carry out detection tasks. The
development of effective IDS is faced with various challenges, including three main obstacles that include limited
resources as well as changing structures, with instant detection being required [31,32].
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Figure 3: Intrusion Detection in WSN [33]
1.2 Role of Al in WSN

The implementation of Al technology in WSN intrusion detection systems has gained increasing recognition
during the past several years, which includes ML and DL systems, the ability to learn from past data and recognize
intricate patterns while adapting to new attack methods [34,35]. The ML algorithms that researchers use to build
intelligent IDS models enhance detection performance while decreasing false alarm rates. The algorithms possess the
ability to process extensive datasets while accurately determining whether network activities fall within acceptable
limits or represent security threats [36,37].

DL, which exists as a branch of ML, improves IDS through its implementation of multilayer neural networks
that extract features from unprocessed data. Advanced cyber-attack detection systems developed through the
combination of Convolutional Neural Networks (CNNs) as well as Long Short-Term Memory (LSTM) networks have
demonstrated superior performance compared to other methods [38-40]. The models exhibit strong capabilities for
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real-time intrusion detection because they can study both time-based and location-based patterns in network traffic.
The application of DL models to WSNs faces difficulties because these models need substantial processing power and
energy consumption [41,42]. Researchers now investigate lightweight and hybrid Al solutions that establish a balance
between detection performance and system resource usage to solve the existing problems. Al-based methods have
transformed IDS systems in WSN environments by enhancing their performance facilities and ability to grow [43,44].

The security of WSN networks requires performance optimization because their sensor nodes have restricted
energy, bandwidth, and computational capabilities. The network requires efficient resource management to achieve
extended operational time, decreased network response time, and dependable data transmission [45,46]. The
performance of WSN systems gets assessed through four key metrics, which include energy efficiency, throughput,
packet delivery ratio, and network stability. The network performance optimization field has recently adopted Al
methods, which support intelligent routing and adaptive resource distribution, energy-efficient communication, and
fault prediction capabilities [47,48]. WSN performance optimization needs to include intrusion detection because this
method enables complete security and efficiency improvements, which make WSN systems better suited for real-
world use and mission-critical tasks [49,50].

The existing research on Al-based IDS lacks an all-encompassing evaluation that assesses the security and
operational efficiency of all proposed methods [51]. The current research studies approach their analysis of algorithms
through their main component without considering important elements, which include energy efficiency, scalability,
and network lifetime, and real-world usage [52,53]. The research field has considered the way in which IDS combines
with the performance optimization factors, such as latency, throughput, and resource utilization [54]. The research
field has yet to explore the concept of hybrid Al models and lightweight approaches, which are applicable for resource-
constrained sensor devices. The systematic review requires assessment of Al-based intrusion detection methods and
their impact on network performance to attain a complete understanding of WSN efficiency.

1.3 Research Motivation and Contribution

The increasing adoption of WSN technology for vital sectors, including healthcare, military operations, and
smart infrastructure systems, has established significant security challenges that endanger network security. Modern
cyber threats require advanced detection systems that exceed the capabilities of standard intrusion detection methods.
The use of Al methods enables organizations to improve their IDS through increased detection accuracy and better
system performance. The requirement for research about Al-based IDS systems for WSN environments needs
systematic evaluation methods for its fulfillment.

The main contributions of this study are summarized as follows:

e  First, this study presents a comprehensive systematic review of Al-based IDS for WSNs, summarizing
recent advancements, datasets, and methodologies. It provides a structured understanding of current trends
and developments in Al-driven WSN security.

e Second, it analyzes and compares various ML and DL techniques used in IDS based on performance
metrics such as accuracy, detection rate, and efficiency. This helps in identifying the most suitable
techniques for different WSN scenarios.

e Third, the study identifies key challenges, including energy constraints, scalability issues, data imbalance,
and computational overhead in WSN environments. These challenges highlight the limitations of existing
approaches and the need for optimized solutions.

e Finally, it outlines future research directions focusing on lightweight models, hybrid Al approaches, and
real-time IDS. It also emphasizes the integration of security with performance optimization for efficient
WSN deployment.

The rest of the paper is as follows: Section 2 details the previous studies reviewed, and Section 3 uses the
PRISMA model to show how the papers were chosen. Analyzing the literature reviews thematically based on the
research questions is in Sections 4 and 5. Section 6 discusses the Challenges and the future opportunities, while Section
7 shows the discussion, and Section 8 delves into the study's conclusion.

2. Literature review

This section discusses the previous studies done by various authors based on the WSNs.
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Munaye et al., (2026) [55] developed an IDS that specifically meets the needs of IoT environments that operate
with WSNs. The proposed solution used the WSN-DS benchmark dataset together with the Adaptive Synthetic
Sampling (ADASYN) method to address class imbalance problems. The system achieved 99.87% accuracy, which
demonstrated its superior performance compared to base techniques.

Prasad et al. (2026) [56] proposed a technique that combined two metaheuristic optimization techniques
through the Grasshopper Optimization Algorithm with Genetic Algorithm (GOA-GA) integration. After selecting
appropriate features and completing training procedures, the ML classification algorithms successfully detected and
classified four types of DoS attacks. The GOA-GA technique achieved a 95.51% recall and accuracy according to the
experimental results.

Zhang et al., (2025) [57] created a Server-Client ML-based IDS (SC-MLIDS) system to enhance security
protections for WSNs, which faced security threats because of their decentralized system design and their restricted
operational capacity. The framework used a server-client system to efficiently process and analyze data that originated
from the network's nodes and its gateways. The technology showed better performance than traditional methods
because it reduced unnecessary data transmissions while improving detection precision. The proposed framework
achieved F1-scores of 98.80% for the Majority Voting aggregation algorithm and 99.78% for the Weighted Score
algorithm.

Hussain et al. (2025) [58] introduced a hybrid I1DS that combined Deep Reinforcement Learning (DRL) with
LSTM to protect WSNs from their complex security requirements. The proposed system achieved 99.1 percent
accuracy with extremely low false positive rates, which allowed it to outperform existing models. The model's
ensemble design enabled it to enhance detection capabilities while maintaining protection against evolving attack
techniques through its ongoing learning process.

Sun et al., (2025) [59] developed an advanced IDS that used image classification networks for system security.
This setup improved the performance of CNNs in their operations. The experimental results of multiclass classification
testing showed that the proposed LeNet-based IDS system achieved an 89.97% test accuracy rate on NSL-KDD
datasets.

Gowdhaman et al. (2024) [60] developed a Hybrid DL based IDS, designed for WSN by using the Inception
model derived from the ResNet architecture. The researchers conducted their experiments using the NSL-KDD
benchmark dataset, and they assessed the performance of their system by comparing it with existing IDS systems. The
comparative analysis demonstrated that the proposed model's performance of 99.46% accuracy was better than
traditional approaches.

Sadia et al. (2024) [61] proposed Deep Neural Networks (DNNs) to address the intricate challenges that arise
from WSN data processing and to identify hidden security threats. The research developed a multiclass classification
system through training a CNN-based method to achieve optimal results for WSN intrusion detection. The proposed
model demonstrated a loss measurement of 0.14, which resulted in an outstanding accuracy of 97% while maintaining
a low false alarm rate.

Sedhuramalingam et al., (2024) [62] designed an IDS that used an Improved DNN (IDNN) system to enhance
its operational efficiency. The researchers applied a global search methodology and used both WSN-DS and KDDCup
99 datasets. The testing results demonstrated that DNNs outperformed standard ML classifiers in their ability to
monitor network activity and host-level events during real-time operations. The experimental results showed a 95%
improvement in the accuracy ratio using the proposed model.

Karthikeyan et al., (2024) [63] suggested the Firefly Algorithm (FA) in conjunction with ML to improve the
accuracy of IDS of WSN-IoT. A maximum accuracy of 99.34% was attained when simulated using the NSL-KDD
dataset, demonstrating the significant improvement of the FA-ML approach.

Talukder et al., (2024) [64] presented a novel method for intrusion detection that utilized ML approaches in
conjunction with the Synthetic Minority Oversampling (SMOTE)-TomeLink algorithm. Using the WSN-DS dataset,
which contained 374,661 records, the study determined the best model for WSN intrusion detection. Its accuracy rate
was 99.78% in binary and 99.92% in multiclass classification.

Sharma et al., (2023) [65] worked with DNN to develop an loT system that detects anomalies. The DNN
model utilized the features retrieved from the filters. This DNN model was fed the strongly linked characteristics. To
improve the DNN model's detection capabilities, its parameters were fine-tuned. Using the UNSW-NB15 dataset, the
proposed model was examined and achieved an accuracy of 84%.
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Awajan et al., (2023) [66] introduced an innovative IDS for 10T devices that was based on DNNSs. Using a
Fully Connected (FC) network, this smart system was able to identify fraudulent traffic that starts attacks on linked
10T devices. To simplify deployment, the suggested system was built to be independent of communication protocols.
The results showed that the suggested system reliably performed against both real and simulated invasions, with an
accuracy of 93.74%. Table 1 shows the summary of the above literature reviews.

Table 1: Summary of Literature Review

Author Technique | Dataset Used Outcomes Limitations
Used
Munaye et al. (2026) | ADASYN |WSN-DS Demonstrated 99.87% accuracy | High computational cost
[55] with effective handling of class|due to boosting and
imbalance sampling
Prasad et al. (2026) | GOA-GA | WSN dataset Reported 95.51% accuracy and | Complex  optimization
[56] recall, improving DoS attack | increases computation
detection
Zhang et al. (2025)|SC-MLIDS |Not specified Produced F1-scores of 99.78%, | High system complexity
[57] while reducing redundant data | (server-client model)
transmission
Hussain et al. (2025) |DRL +|UNSW-NB15 |Reached 99.1% accuracy with|High computational and
[58] LSTM reduced false positive rates energy requirements
Sun et al. (2025) [59] |CNN - |NSL-KDD, Provided 89.97% accuracy, | Data transformation
LeNet CICloVv2024 enhancing robustness through | overhead required.
image-based processing
Gowdhaman et al.|ResNet NSL-KDD Reported 99.46%  accuracy, | High model complexity
(2024) [60] outperforming traditional
models
Sadia et al. (2024) [61] | DNN Not specified Demonstrated 97% accuracy | Requires high
with low FAR computational resources
Sedhuramalingam et | IDNN KDDCup99, Showed 95% accuracy, | Requires parameter
al. (2024) [62] WSN-DS improving detection | tuning and optimization
performance over ML methods
Karthikeyan et al.|FA NSL-KDD Delivered 99.34% accuracy, | Optimization overhead
(2024) [63] enhancing IDS performance in |increases complexity
WSN-loT
Talukder et al. (2024) |SMOTE WSN-DS Attained 99.92%  accuracy, | Dataset dependency and
[64] improving detection in | preprocessing overhead
imbalanced datasets
Sharma et al. (2023) | DNN UNSW-NB15 |Produced ~84%  detection|Lower accuracy
[65] accuracy, supporting anomaly- |compared to advanced
based detection models
Awajan et al. (2023) [ DNN-FC |loT dataset Demonstrated 93.74% accuracy, | Moderate accuracy,
[66] with protocol-independent | limited scalability
detection capability

3. Review Methodology
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To screen and improve research, the PRISMA declaration is used. Using the SCOPUS database, which contains
records published from 2021 to 2026, a comprehensive literature review on this phenomenon was carried out. All
entries from the Scopus database that are classified as articles, journals, or publications are included in this study.
Table 2 displays the search terms used in the Scopus database to locate relevant papers:

Table 2: Searching Keywords

Databases Keyword used

Scopus (TITLE-ABS-KEY ( ( "wireless sensor network*" OR WSN ) ) AND TITLE-ABS-KEY ( (
"intrusion detection" OR "anomaly detection" ) ) OR TITLE-ABS-KEY ( ( "machine
learning™ OR "deep learning” OR "artificial intelligence™ ) ) ) AND PUBYEAR > 2020 AND
PUBYEAR < 2027 AND ( LIMIT-TO ( DOCTYPE , "ar" ) OR LIMIT-TO ( DOCTYPE ,
"cp" ) OR LIMIT-TO ( DOCTYPE, "cr") ) AND ( LIMIT-TO ( LANGUAGE , "English")
)AND ( LIMIT-TO ( PUBSTAGE , "final"))

Source: Author's own elaboration

When doing a literature review, only records that are classified as articles are taken into consideration for further
analysis and evaluation. Only records that fulfilled the inclusion and exclusion criteria are shown in Table 3.

Table 3: The criteria for determining what is included and excluded

Criterion Inclusion Exclusion
Keywords Studies discussing WSN, IDS, Al, Records where the variables do not
ML, DL, and Network Security correlate are not included.
Type of Peer-reviewed journal articles and Books, book series, book chapters,
Literature review papers conference summaries, editorials, and
thieses
Language English Publications in languages other than
English
Timeframe Studies published between 2021 Studies published before 2021
and 2026
Access Type Open access Articles without an accessible full text

Source: Author's own elaboration
3.1 Prisma Model

The "Preferred Reporting Items for Systematic Reviews and Meta-Analyses" publication outlines the PRISMA
Statement, which governs conducting systematic reviews and meta-analyses. The PRISMA framework not only shows
how high-quality the review is, but it also helps readers understand its pros and cons and how to do their own reviews.
A detailed and organized procedure for data extraction is shown in Figure 4. Extracting research articles, analyzing
sources, removing extraneous material according to predetermined criteria, and finally analyzing the content of the
source research papers are all parts of this procedure. A comprehensive systematic literature evaluation to find relevant
papers in the topic area has been scheduled to take place over the course of six years, from 2021 to 2026.

From the records identified through Scopus, a total of 11,107 records were initially obtained. Out of these,5524
results are excluded based on criteria that include year of publication and document type, which includes conference
paper, article, conference review, review paper, and language. After screening,4969 records remain, which is more
than 5000, which were initially used for testing. The total number of publications that meet the inclusion criteria stands
at 30 after the screening process. The retrieved papers undergo two types of tests: language assessment and duplicate
detection. The study exclusively focuses on works written in English, which results in 30 publications remaining after
the filtering process ends.
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Figure 4: PRISMA Model

Figure 5 shows the distribution of publications across the top five subject areas. The highest number of
publications comes from Computer Science, which has 3917 published works, while Engineering follows with 2959
published works. Mathematics contributes 995 publications, while Physics and Astronomy account for 706. Decision
Sciences represents 665 publications. The research distribution indicates that Al-based intrusion detection for WSN
research mainly originates from Computer Science and Engineering fields, with additional support from other
interdisciplinary disciplines.
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Figure 5: Selected papers from the top 5 Areas.
Source: Author's own elaboration

Figure 6 shows the main keywords that appear throughout the literature about Al-based IDSs designed for
WSN. The WSN research field contains 2296 published papers, which demonstrate a strong interest in studying
network design and data transmission methods and security systems that protect sensor networks. The 1243 ML papers
show that researchers concentrate on using intelligent algorithms to find intrusions and traffic abnormalities in network
systems. Research on node security, energy use, and data transfer systems in WSN is demonstrated through 1176
Sensor Nodes research papers. The 1081 DL research papers show that researchers increasingly study advanced neural
network models to enhance their ability to detect intrusions and identify automated threats. The 10T research area
contains 1019 papers that study how sensor networks connect to complete 10T systems and the security problems that
emerge from this relationship. The research findings show multiple fields of study that support intrusion detection and
security development for WSN through intelligent learning systems, network systems, and 10T applications.
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Figure 6: List of various Keywords.

Source: Author's own elaboration
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The publication years of the studies are shown in Figure 7, which is an important piece of information. This
systematic literature study aims to delve into the realm of Al-enabled IDSs in WSNs by carefully selecting search
phrases.

Documents by Year
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Documents
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2026 2025 2024 2023 2022 2021
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Figure 7: Trend in published papers.
Source: Author's own elaboration
Analytical Questions (AQs) that pertain to the objectives of this SR paper are thoroughly addressed:
AQ1. What are the traditional ML/DL algorithms used in WSN intrusion detection?
AQ2. What are the various datasets used in WSN environments?

AQ3. What are the key challenges and future opportunities for IDS in WSNs?
4. Traditional machine learning-based intrusion detection in WSNs

The following are the traditional intrusion detection techniques used in the WSNSs, such as Sirisha et al., (2026)
[67], who introduced the Dual Level Node Authentication Model along with Node Behavior Analysis (DLNA-NBA)
for Intrusion Detection. The results showed that the proposed model greatly improved intrusion detection capabilities,
achieved 98.9% accuracy in node authentication, 99.2% accuracy in intrusion detection, and decreased false alarms
in WSN. Similarly, Fares et al., (2025) [68] created a novel method utilizing K-Nearest Neighbor (KNN) for the
detection of network DoS assaults. The study used popular WSN-DS data that is tailored to DoS assaults. Accuracy
and recall were two of the conventional measures used to assess the models' efficacy. After reaching a maximum
accuracy of 99.76% in DoS detection, the experimental results proved that the KNN model was effective. However,
Shakya et al., (2025) [69] suggested an intrusion detection system that relies on DNNs to boost efficiency. Using the
cross-correlation method, researchers were able to choose the dataset's most useful features. The suggested model was
tested and trained using the NSL-KDD intrusion dataset. The results of the experiment show that the proposed DNN
outperforms the state-of-the-art ML models in terms of attack detection efficiency, with a score of 96.23%. Likewise,
Alomari et al., (2025) [70] brought attention to the efficacy of various ML methods, including supervised as well as
unsupervised learning, for WSN anomaly and intrusion detection. The main objective of the study was to make WSNs
more secure by using an IDS based on ML techniques. The research found that ML models improved WSN security
by increasing the efficiency of threat detection and retrieval in real time, with testing times ranging from 0.006 to
0.1249 and accuracy rates of 91% to 99.7 percent. Moreover, Talukder et al., (2025) [71] introduced a new hybrid
ML model that uses the TON-IoT and WSN-DS datasets to assess its efficacy in dimensionality reduction and data
balancing using KMeans-SMOTE (KMS). On the WSN-DS dataset, the suggested hybrid method accomplished
outstanding results, with a precision of 99.94% and an F1-score of 99.94%.

Zhukabayeva et al., (2024) [72] put forward a design for enhancing the security of WSNSs running on smart
grids. The system efficiently identified cyber dangers by combining traffic analysis, node classification, and ML
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algorithms. A thorough evaluation showed that WSN traffic load was accurately predicted using the Random Forest
(RF), with a Mean Squared Error (MSE) of 2.772350. The RF model provided the best results in intrusion detection
across all attack types, with a recall of 0.99, a precision of 0.99, and an F1 score of 0.98. Like this, Gebremariam et
al., (2023) [73] devised a Multilayer Perceptron with Artificial Neural Network (MLPANN) to identify and pinpoint
numerous assaults in WSNs. For training and testing the suggested system, four datasets were utilized. The method
was designed to identify 10 attack types, including DoS attacks. Utilizing the WNS-DS dataset, the suggested method
achieved an accuracy rate of 99.65%. Although Elsadig et al., (2023) [74] suggested a Decision Tree (DT) algorithm-
based lightweight ML detection method for WSN DosS attack detection. By outperforming competing classifiers with
a 99.5% accuracy rate and minimal overhead, the suggested method has demonstrated strong performance. The results
showed that the suggested method was far superior to RF, with just 9.7 percent of the processing time required by RF.
Moreover, Salmi and Oughdir (2022) [75] demonstrated a CNN-LSTM method for identifying and categorizing DoS
intrusion assaults. This research utilized a WSN-DS dataset that was generated by computers. With a 97% success rate
in classifying the provided attacks, the created model showed potential in the attack detection process. Lastly,
Alsulaiman and Al-Ahmadi (2021) [76] tested a variety of ML algorithms to identify DoS assaults. Researchers
trained and tested the models on the WSN-DS dataset. Compared to RF, J48 processed data faster (less than 9% of the
time), and it obtained a higher accuracy (99.66%). These results showed that J48 was superior at overcoming the
constraints of WSN. Table 4 and Figure 8 represent the previous studies done by various authors based on the ML
techniques for IDS.

Table 4: ML techniques used in WSNs

Authors Algorithm Accuracy |Limitations
(%)

Sirisha et al., (2026) [67] |DLNA-NBA 99.2 Increased system complexity due to
multilayer architecture

Fares et al., (2025) [68] KNN 99.76 High memory usage and slow with large
datasets; sensitive to noise

Shakya et al., (2025) [69] |DNN 96.23 Performance affected by imbalanced data;
high computational complexity

Talukder et al., (2025) | KMS+PCA 99.94 Increased model complexity; requires

[71] preprocessing and tuning

Zhukabayeva et al., |RF 99.00 Limited generalization across datasets;

(2024) [72] depends on feature quality

Gebremariam et al.,| MLPANN 99.65 Requires large training data; prone to

(2023) [73] overfitting

Elsadig et al. (2023) [74] |DT 99.5 Less effective for complex and nonlinear
attack patterns

Ravindra et al., (2023)|Extreme Learning Machine |96.90 Lower accuracy compared to ensemble and

[77] (ELM) DL models

Alruwaili et al., (2023) | Red kite optimization 98.94 Computational overhead due to the

[78] algorithm (RKOA) optimization process

Salmi and  Oughdir [CNN-LSTM 97.0 High computational cost; requires large

(2022) [75] datasets

Alsulaiman and  Al-|J48 99.66 Limited scalability and generalization

Ahmadi (2021) [76]

Meng et al., (2022) [79] | Light Gradient Boosting 99 Sensitive to parameter tuning
Machine (LightGBM)
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Putrada et al., (2022) [80] | eXtreme Gradient Boosting |99.70 High computational cost and tuning
(XGBoost) complexity

Chandre et al., (2022)|CNN 97 Requires large training data;

[81] computationally expensive

Dener et al., (2022) [82] |LightGBM 99.95 Might overfit without proper tuning

Ifzarne et al., (2021) [83] |Passive-aggressive (PA) 96 Lower accuracy compared to advanced
Classifier ensemble models

Rezvietal., (2021) [84] |ANN 98.56 Requires  extensive  training  and

hyperparameter tuning
Alruhaily et al., (2021) RF 97 Higher computational cost than simpler

[85]

models
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Figure 8: Comparative Analysis
5. Dataset used in the WSN for intrusion detection
The following are the mainly used datasets in WSNs:
> WSN-DS Dataset

The WSN-DS dataset has become one of the most popular datasets that researchers use to study intrusion
detection methods for WSNSs. The dataset uses simulated WSN environments to create its data, which centers on DoS
attacks. The dataset provides researchers with access to normal and malicious traffic patterns, which they can use to
test both binary and multiclass classification systems. Researchers have frequently used this dataset because it
accurately represents actual WSN systems to test ML and DL algorithms, which include RL, LightGBM and hybrid
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models [86]. The dataset enables researchers to investigate how nodes behave and communicate within systems that
have limited available resources. It demonstrates its main drawback because it only focuses on specific types of attack,
which do not represent the complete range of modern cyber threats that exist in diverse WSN and loT environments
[87].

> NSL-KDD Dataset

The NSL-KDD dataset serves as an advanced version of the KDD Cup 1999 dataset, which researchers use to
evaluate IDS. The system was created to solve the problems that existed in its previous version by delivering a better
assessment system. The dataset contains a structured set of features that represent network traffic and includes multiple
categories of attacks, such as DoS [88]. The balanced structure of NSL-KDD, together with its accurate data labeling,
makes it an ideal resource for training and testing ML and DL systems. The dataset has several restrictions because it
fails to capture the actual behavior of WSN environments, and it contains outdated attack patterns that do not match
current cybersecurity threats [89].

> UNSW-NB15 Dataset

The UNSW-NB15 dataset serves as a contemporary intrusion detection dataset, which was created to address
the shortcomings found in previous datasets like NSL-KDD and KDD Cup 99 [90]. The data set was created through
the simulation of real network traffic patterns, which occurred within a controlled cyber range environment, and it
contains various modern attack methods, including exploits, fuzzers, worms, backdoors, and DoS attacks. The dataset
contains a large number of features that capture both flow-based and packet-based characteristics, which make it
appropriate for testing advanced ML and DL models [91]. Researchers use UNSW-NB15 to assess how well IDS
models can identify current cyber threats through their ability to withstand different testing conditions. The dataset
demands extensive preprocessing work together with feature selection activities and computational processing power
because of its complex structure and multiple dimensions, which makes it difficult to use WSN systems with restricted
resources [92].

> CICIDS2017 Dataset

The CICIDS2017 dataset stands as the most extensive and authentic dataset for the study of IDS [93]. It was
created to simulate actual network traffic patterns, which include normal user behavior and all contemporary attack
methods that include Distributed Denial-of-Service (DDoS) attacks, brute force attempts, botnet operations, and
infiltration attempts. The dataset offers complete flow-based characteristics, which researchers extracted through
network traffic investigation methods, making it ideal for DL model development [94]. The CICIDS2017 dataset was
chosen due to the provision of quality data that can effectively simulate activities within networks, thus enabling
researchers to validate advanced IDS within cloud computing and loT-enabled WSNs. However, the huge amount of
data and the high dimensionality call for efficient processing techniques prior to building the model [95]. Table 5
below presents the different types of datasets employed by researchers on WSNS.

Table 5: Dataset used

Authors (Year) Technique used Dataset(s) Accuracy
(%)
KVK and Reddy (2026) | Enhanced Cheetah Optimization Algorithm | CICIDS2017 and UNSW- | 98.33, 97.52
[96] (ECOA) NB15
lleri et al., (2025) [97] Particle Swarm Optimization (PSO) Synthetically generated 99.9
Saleh et al., (2024) [98] Gaussian Nave Bayes (GNB) WSN-DS 96
Dharini et al., (2023) LightGBM WSN DoS 99.16
[99]
Ismail et al. (2022) [100] Naive Bayes (NB)-LightGBM WSN-DS 99.30
Mittal et al. (2021) [101] Support Vector Machine (SVM) NSL-KDD 96.15
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Mahbooba et al. (2021) LSTM WSN-DS 99.88
[102]

Yao et al. (2021) [103] AutoEncoder(AE)-LightGBM KDDCup’99 99.90

Ismail et al. (2021) [104] LightGBM WSN-DS 99.30

Pan et al. (2021) [105] kNN-sine cosine algorithm (SCA) NSL-KDD 99.33

6. Challenges and Future Opportunities

Despite the advancement in technology, the deployment of Al-based IDS for WSN faces several issues. The
first issue, which is experienced by the WSN node, is attributed to its limited resource capabilities due to its energy,
memory and computational abilities. The complex algorithms, such as the CNNs and LSTMs, and their combinations,
need extensive computing capabilities, hence posing difficulties for their application in real-world time-critical cases
[41-44]. In the experiments conducted, Hussain et al. (2025) [58] and Gowdhaman et al. (2024) [60] found that the
DL models provide accurate results, but the models consume considerable energy and computation capacity. The
dependency on the data set and data imbalances posed significant hurdles for the researcher working in this area. The
WSN-DS data set, which is a universal data set, focuses on testing DoS attacks; hence, the trained model is biased
against uncommon and unknown attacks [86-87]. Talukder et al. (2025) [71] solved the problem through SMOTE-
based methods, but the preprocessing procedures made the model more difficult to use. Systems that use NSL-KDD
or UNSW-NB15 datasets for training their models face challenges in achieving effective performance across multiple
testing environments [90-92]. The high complexity of hybrid and optimization-based models also presents a major
limitation. The detection accuracy improvements from GOA-GA [56], RKOA [78], and DRL-LSTM [58] come with
new requirements for computational resources and system configuration. The system design hinders its ability to
function as a real-time WSN deployment solution. The research faces challenges because there are no standardized
datasets and benchmarking standards available for use. The absence of unified evaluation metrics makes it difficult to
compare different IDS models effectively [51-54]. Most datasets fail to replicate actual WSN environments, which
include changing network patterns, environmental disturbances and device malfunctions.

Future research should focus on creating IDS models that require less system resources and use minimal energy
to meet WSN operational requirements. The model complexity reduction through pruning, quantization and
knowledge distillation methods achieves accurate results according to research findings [78-80]. WSN environments
gain better scalability and privacy protection through hybrid and distributed learning methods, which include federated
learning as a viable solution for their development needs. The detection results can be enhanced through the
combination of ML and DL models with optimization methods. Advanced data balancing and augmentation
techniques, which include SMOTE, ADASYN and GAN-based methods, enable researchers to solve class imbalance
problems while achieving better results in identifying minority attack types [55,71]. The creation of comprehensive
WSN datasets that accurately represent actual WSN situations is necessary to enhance model performance in real-
world conditions [90-92]. Future IDS systems should evaluate performance through energy efficiency, latency and
network lifetime metrics, which would help systems operate effectively in actual time-sensitive situations [45-48].

7. Discussion

The analytical questions from this systematic review find their answers through a detailed examination of the
data, methods, challenges, and future directions, which the previous sections provide. The research objectives receive
assessment through a systematic evaluation of existing literature, which delivers complete solutions to all analytical
questions. The literature review for AQ1, which examines the ML and DL algorithms applied to WSN intrusion
detection, shows that traditional ML models, RF, LightGBM, KNN, DT, and SVMs receive widespread use because
they deliver accurate results while requiring less computing power, which makes them ideal for WSN systems with
limited resources [68,72,74,79]. DL models such as CNNs, LSTMs and DNNs have become increasingly popular
because they automatically extract features while identifying hidden and complex attack patterns, although their
operation necessitates more computational power [58,61,62]. Hybrid methods, which combine data balancing and
dimensionality reduction and optimization algorithms, have shown better results for imbalanced datasets because they
handle data imbalances better, but they add more complexity and require extra data preparation work [56,71]. In
relation to AQ2, which investigates the datasets utilized in WSN environments, the study shows that WSN-DS is the
most common dataset for WSN-based IDS evaluation, whereas NSL-KDD, UNSW-NB15, and CICIDS2017 have
been utilized as benchmark and robustness testing datasets due to their diverse range of attacks [86-92]. However,
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depending on individual datasets reduces the generality of the model. Regarding AQ3, which discusses the major
problems and future directions, the findings suggest that there are several challenges faced when deploying IDS
models in practical WSN environments, including imbalanced data sets, complex computation, inability to scale up,
lack of generality, and nonexistence of benchmarked datasets, among others [51-54]. The results showed that although
Al-based IDS achieves a high level of accuracy, more work needs to be done to create scalable and adaptable models
for practical WSN environments.

8. Conclusion

The IDS is a crucial component of WSN since it protects data, ensures the integrity of the system and provides
optimal performance of the network in mission-critical applications such as health care and military surveillance, and
industrial sensing applications. The evolution of Al technology has significantly contributed to the intrusion detection
process by utilizing ML and DL technologies that have been able to effectively detect complex attack methods that
evolve with time in the WSN environment. The systematic review investigated different intrusion detection system
methods by studying widely utilized datasets and analysis of ML and DL models, which included challenges and
future research avenues. The study used structured review methods to select studies that had been published between
2021 and 2026 so that researchers could better understand ongoing research patterns. The research found that
traditional ML models like random forest, LightGBM, KNN, and DT continue to be popular because they work well
within WSN limitations, while DL models like CNN, LSTM, and DNN achieve better detection performance through
their ability to recognize intricate intrusion behaviors. The combination of data balancing, feature selection and
optimization techniques through hybrid methods shows better results when dealing with imbalanced datasets, which
leads to better performance in intrusion detection system accuracy. The review shows that WSN-DS, NSL-KDD,
UNSW-NB15, and CICIDS2017 serve as popular datasets for model evaluation, but their use of restricted and artificial
datasets limits model generalization. The existing improvements face two main obstacles, which include expensive
computational needs, imbalanced data and the absence of common datasets and challenges with real-time system
operation. Future research needs to develop lightweight, energy-efficient and adaptive intrusion detection system
models together with realistic datasets and standardized evaluation methods to enhance WSN security, scalability and
reliability in changing environments.
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