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Abstract: The analysis of large amounts of data generated in real time by applications and services of the Internet of Things (1oT)
has become a real challenge, since the data streams are continuous and non-stationary, therefore they require a high quality
classification and prediction. Therefore, the use of static machine learning models becomes inefficient, since the behavior of the
devices and the distribution of the sensors can change over time, and they require an adaptive model that can be updated in real
time. In this work, an adaptive machine learning framework for real-time device activity recognition and future-state prediction is
proposed. It is tested on a simulated 10T stream with 30,000 observations and 5 different device states (sleep, sensing, processing,
transmitting, idle) under different types of concept drift (abrupt, gradual, incremental, and recurring). The framework consists of
an online stochastic gradient descent (SGD) classifier, a recent-window random forest, dynamic model weighting, and Page—
Hinkley drift detection. A prequential test-then-train approach is used after an initial set of 2,000 observations. For the task of
activity recognition, the framework achieves an accuracy of 93.92% and a corresponding macro-F1 score of 93.81%, outperforming
a static random forest as well as a non-adaptive online SGD model by 9.39% and 1.83% percentage points, respectively. For the
task of one-step-ahead state prediction, it achieves an accuracy of 68.32% and corresponding macro-F1 score of 68.27%. Average
processing latency per observation is below 0.5 ms. The results of this work show that adaptive online learning can efficiently
support reliable 10T classification and prediction in changing operational scenarios, while keeping low computational latency.

Keywords: Internet of Things; online machine learning; concept drift; data-stream classification; time-series forecasting; adaptive
learning; edge intelligence

1. Introduction

The Internet of Things (10T) connects a vast number of sensors, devices, data sources, systems, and applications
to form an interrelated matrix to enable continuous interaction and services for industrial automation, smart homes,
health, transportation, agriculture, and environmental monitoring[1]. High-velocity generation of data from such
environments necessitates their timely processing and analysis to perform monitoring, activity recognition, fault
detection, and decision-making in an autonomous and real-time manner[2]. Most of the existing machine learning
systems are designed to work in batch mode and typically trained on a fixed dataset, which was collected in advance.
These systems assume that future data will follow the same distribution as the data used for training, i.e., the system
is stationary, and this assumption does not hold in 10T environments[3]. Aging sensors, changing environmental
conditions, reconfiguration of devices, variations in networks, and changes in usage patterns affect relations between
input features and target classes over time, and such changes are known as concept drift. Such changes can be abrupt,
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gradual, incremental, or recurring, and their occurrence affects the performance of a stationary machine learning model
in an operational 10T environment significantly[4]. Online learning offers an alternative approach for processing data
observations one at a time, updating the model’s parameters with each new data instance, and thus allows models to
adapt to changing data distributions. However, simply updating models continuously does not guarantee effective
adaptation because adaptive models can suffer from learning instability caused by irrelevant fluctuations in data
distributions, and drift detection can be delayed, which causes deterioration in model’s performance over time. In this
article, we present an adaptive 10T ensemble-based framework with dedicated drift detection that can preserve
classification accuracy and control computational cost in 10T environments, where concept drift occurs[5]. The
proposed framework integrates an online stochastic gradient descent (SGD) classifier with a recent-window-based
random forest (RF) ensemble, a dynamic performance-based weighting mechanism, and Page—Hinkley-based drift
detection method, and evaluates the performance of the framework using a simulated dataset of 30,000 chronologically
ordered instances corresponding to five device states, i.e., sleep, sensing, processing, transmitting, and idle. Results
of current activity recognition and future-state prediction for varying numbers of recent observations are presented[6].
Performance evaluation is carried out using prequential test-then-train approach and compares proposed adaptive
framework with static, non-adaptive online SGD, and RF baselines in terms of classification accuracy, processing
latency, and number of instances required for convergence[7]. Results show that adaptive framework achieves high
average macro-F1 scores of 93.81% and 68.27% for current activity recognition and future-state prediction,
respectively, while maintaining average processing latency per instance below 0.5 ms. Results illustrate the
effectiveness of selective model adaptation for supporting accurate and computationally efficient 10T analytics in non-
stationary environments.

2. Related Work

Recent years have seen increasing interest in applications of Machine learning in 10T. A large number of papers
apply a variety of Machine learning approaches to various problems including activity recognition, anomaly detection,
intrusion detection[8], device monitoring and prediction of the future states of devices[9]. A variety of models have
been applied to these problems including decision trees and forests of decision trees, support vector machines,
gradient-boosting machines, convolutional and recurrent neural networks. For fixed data sets, models of this type can
achieve high accuracy[10]. However, for data streams with time varying statistics, accuracy of fixed models can
decrease significantly. Many approaches to concept drift detection, drift understanding and model adaptation have
been proposed in the related work. For example, an approach for 10T anomaly detection, referred to as Optimized
Adaptive and Sliding Windowing in the related work, uses optimized LightGBM and an adaptive sliding window for
recently arrived observations[11]. The approach can be used for selective retraining of a model for 10T streaming data.
Recent approaches for deal with concept drift also use ensembling methods[12]. For example, a method for dealing
with concept drift referred to as Performance Weighted Probability Averaging Ensemble in the related work, first,
generates a set of models, and then, uses their recently achieved performance for weighted averaging of their
predictions[13]. Although the approach improves robustness of models in the presence of concept drift, it was designed
to deal with concept drift for a specific type of 10T problems, namely for loT anomaly and attack detection
problems[14]. Therefore, the approach cannot be applied directly to other types of 10T problems including activity
recognition and future-state prediction problems. Recent approaches to deal with concept drift for 10T streaming data
also use adaptive online learning methods[15]. For example, an approach referred to as Adaptive Exponentially
Weighted Average Ensemble in the related work, first, generates a set of models through data preprocessing, and base-
models’ learning, and then, uses recently achieved performance of models for adaptive online ensemble learning. The
approach deals with various types of drift including abrupt, gradual, incremental and recurring drift[16]. The approach
also uses adaptive online learning method for dealing with concept drift for 10T data streams. Similar to other adaptive
online learning approaches, the approach, however, has a disadvantage of increasing computational cost and memory
requirements with depth of models, which can become a problem for real-time edge applications[17]. The problem,
however, can be addressed by using shallow models of adaptive online learning methods. Several approaches to
adaptive online learning using shallow models have been recently proposed[18]. For example, a method for adaptive
online incremental learning referred to as D-OIMC with M in the related work, uses an autoencoder with a memory
to detect drift from reconstruction loss and to update models[19]. The approach, however, increases computational
and memory requirements with depth of models. Therefore, the approach is not suitable for real-time edge
applications. Recently, Adaptive Random Forest and Hoeffding Adaptive Tree models have been applied to streaming
loT data. Although the models increase computational cost with depth of trees, their cost is lower than cost of
retraining of batch models. In the related work on activity recognition, concept-drift analysis has been applied to
streaming data containing activity-recognition streams[20]. The changes in sensor positions, users, environments, and
in label quality over time can cause a shift in the feature space and thus affect the relevance of features and the
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performance of activity recognition models. Most of the existing research, however, has focused on treating anomaly
detection, intrusion classification, and current-state recognition as separate problems rather than integrating them into
a unified framework that can handle real-time device activity recognition and one-step-ahead state prediction while
simultaneously and explicitly evaluating for abrupt, gradual, incremental, and recurring drift. Moreover, in most of
the existing research, a set of computational measures including per-observation latency, throughput, and post-drift
recovery have not been reported as comprehensively as corresponding classification measures. The proposed
framework addresses all of the above-mentioned issues by integrating incremental classification, recent-window
learning, dynamic model weighting, and explicit drift detection within the framework’s chronological prequential
evaluation process.

3. Problem Formulation

This work considers a continuous flow of 10T data. These 10T data form a data stream containing a number of
chronologically-arranged observations, each generated by an 10T device. Each of the observations includes a set of
multivariate sensor measurements. They are also each associated with the corresponding device’s activity. In the
within-simulated framework of work, a given IoT device’s operational state has been mapped to one of five different
activity states. These five different activity states are, sleep, sensing, processing, transmitting and idle. Two issues
have therefore to be dealt with. The first one relates to real-time recognition of the current activity of a given loT
device, using its sensor measurements. The second one relates to one-step-ahead prediction of future activity states of
the same loT device. Both issues are made particularly complex by the non-stationary nature of 10T data streams. In
fact, as a given 10T device’s sensors are growing old, and as a given 10T device is being used in changing and varying
environments, the various sensor measurements, which are obtained from the different sensors of a given 10T device,
are affected by a number of factors. These factors include: (1) sensor ageing; (2) varying environments; (3) re-
configuration of a given IoT device; (4) communication disturbances; and (5) varying usage patterns by a given
number of users, using a given number of 10T devices. In addition to affecting the various sensor measurements, in
different ways, and to different extents, the various factors also, affect the relationships between the various sensor
measurements, and the corresponding activity of a given loT device. These various factors cause the relationships
between the various sensor measurements, and the corresponding activity of a given 10T device, to change in a number
of different ways, and to different extents. The changes, in the relationships between the various sensor measurements,
and the corresponding activity of a given 10T device, are of five different types, or forms. These five different types,
or forms of changes are, in fact: (1) sudden changes; (2) gradual changes; (3) incremental changes; and (4) recurring
changes. In order to test and to evaluate the framework of work, a large number of observations have been, generated,
and included in a data stream. In fact, the data stream, which is used for test and evaluation purposes, contains a total
of 30,000 observations. Different types and forms of drift have also been included, in a number of different positions,
within the generated data stream. In other words, the data stream has been made to include different types and forms
of concept drift, at different positions.
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Figure 1. Problem formulation of the adaptive machine learning framework for real-time loT device activity
recognition and future-state prediction

Figure. 1 outlines the full problem setup for real-time 10T device activity recognition and prediction to future
states using an adaptive learning system, i.e. an adaptive machine learning framework. Streaming, multivariate sensors
are first online normalized, deal with missing values, extract temporal features, set up sliding windows. For two related
learning tasks the adaptive ensemble of an incremental, i.e. online learning, stochastic gradient descent learning
machine, i.e. a classifier, and a recent-window, i.e. sliding-window, random forest learning machine is employed.
Dynamic weights are assigned to the individual learning machines in the ensemble to favor the most recently
performing learning machine. Changes in the 10T stream that are also known as concept-drift are monitored for, i.e.
abrupt, gradual, incremental and also recurring changes. Changes in the prediction error are detected using a Page—
Hinkley detector. In case of a significant increase of the prediction error the model is updated. This includes updating
the incremental classifier, i.e. the classification model that is trained incrementally using the streaming data, and
retraining the recent-window model, i.e. the random forest learning machine using the recent observations.
Furthermore, the weights for the individual learning machines are updated and, in case of very old observations, also
removed from the ensemble. Various metrics are used to quantify the performance of the framework, i.e. accuracy,
macro-F1 score, balanced accuracy, drift response, processing latency and also throughput. The framework is able to
learn and adapt in real-time using the feedback from new loT observations.

This is, in order to test and to evaluate the framework of work, within a large number of different scenarios.
Using a test-then-train approach, the frameworks of work learn from a data stream on a chronological basis. In fact,
for each incoming observation, within a given data stream, the corresponding frameworks of work first use the
aforementioned observation in order to recognize the current activity, and to predict the future activity, of a given loT
device. Immediately after the true activity, for the given observation, has become available, then the corresponding
frameworks of work also use the aforementioned observation in order to evaluate the corresponding predictions, and
to update the corresponding models. The basic frameworks of work, for the within-simulated framework of work,
therefore include, an incremental, stochastic gradient descent classifier, and a recent-window, random forest model.
The framework of work makes use of both the aforementioned models, and weights the contributions, of each of the
models, to the final output, according to the corresponding models’ recent performance. The frameworks of work are
therefore able to make full use of the corresponding recent information. The frameworks of work of work are therefore
able to make full use of the corresponding recent information, and to achieve corresponding high levels of accuracy.
Drift detection is carried out using a Page—Hinkley detector, and, upon detection of drift, the corresponding
frameworks of work then update the corresponding incremental model, re-train the corresponding recent-window
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model, update the corresponding ensemble of models’ weights, and then discard the corresponding oldest observations
from the corresponding models’ training window. In summary, the corresponding frameworks of work, therefore
address the within-simulated framework of work’s problems, in the sense that the corresponding frameworks of work
maintain corresponding, accurate, recognition, and corresponding accurate, prediction, in the face of corresponding,
non-stationary, data streams, and corresponding low, real-time, processing latency, and corresponding, high,
throughput, using corresponding accuracy, macro-F1 score, corresponding balanced accuracy, corresponding drift-
detection response, corresponding processing latency, and corresponding, high, throughput, measures.

4. Proposed Adaptive Framework

The proposed adaptive framework is designed to classify the current activity of an 10T device and predict its
next operational state from a continuous, non-stationary data stream. There are five main elements of the adaptive
framework in AFTD. Temporal features are constructed for all online observations in temporal feature construction
component. For the purpose of real time classification, concept-drift detection, and model adaptation, the input to
dual-task prediction component, at any time, is an observation, along with classification of the observation, which
enables the adaptive framework, in real time, to achieve high accuracy of adaptive classification, future-state
prediction, and to recover rapidly from drift. The input, in turn, comes from online data processing, where missing
values are progressively replaced with most recent values from the stream, normalize all sensor readings in real time,
and calculate the differences of corresponding neighboring first-order differences, in each case, using information
from most recent corresponding values in the data stream. This adaptive framework achieves, through a novel and
powerful, sliding window, of increasing fixed length, with growing numbers of most recent temporal observations,
through an ability to progressively remove oldest in time corresponding outdated patterns, a number of important
outcomes. A recent-window random forest is periodically, i.e., after a number of observations, re-trained, and is used
to give a number of recently corresponding outputs, and to dynamically, and adaptively, perform, high-accuracy,
performance-based weighted, fusion of corresponding adaptive classifier, and future-state predictor, outputs. Thus, in
corresponding recentWindow, random forest, in incremental stochastic gradient descent, in the sliding window, the
framework is able to progressively adapt to newly arriving time-varying observations, to recently varying numbers of
corresponding observations, in real time, in real time, to take account of corresponding sequences of previous patterns,
and corresponding sets of recently corresponding previous patterns. The adaptive framework processes in real time
all of the corresponding, adaptive classification, and future-state prediction-related information, in that it, classifies in
real time, each time-varying, incoming observation, into one of five corresponding, adaptive device states, in
corresponding and adaptive online processing, and classification, and, it, in corresponding adaptive prediction, uses,
the recently corresponding adaptive classification information, to accurately, and, in real time, and in corresponding
adaptive prediction, to accurately, and, in real time, in corresponding adaptive future-state prediction, to accurately,
and, in real time, to accurately, and in corresponding adaptive future-state prediction, to accurately, and in real time,
to accurately, and in corresponding adaptive Corresponding to a warning given by detector, and, corresponding to
warning given by detector, the framework uses the buffer, and corresponding recent and corresponding number of
corresponding recent temporal observations, to assess, in adaptive model selection, the performance of candidates, in
corresponding adaptive model adaptation, and corresponding output, of recent corresponding outputs, and
corresponding numbers, of corresponding recent corresponding adaptive models, in corresponding temporal feature
construction, in corresponding recent corresponding adaptive model, in corresponding recent corresponding adaptive
prediction, in corresponding output, of recent corresponding numbers, of corresponding recent temporal observations,
in corresponding adaptive classification, in corresponding classification, of time-varying, and corresponding input, of
adaptive framework, and corresponding online processing.

719



1. Real-Time 2. Online Data Processing 3. Temporal Feature | | 4 ;5 prediction Module | | 5. Adaptive EnsembleModule | & Prediction Error
loT Data Stream Construction Monitoring
Continuous ’““""‘{3"3'0 Missing value a) Original sensor values A. Current AF:I’u’IZy‘ eremantil Sockestic Compare predicted and
sensor observations handiing bois It Recognition Gradient Descent Classifier actual states ‘
| ‘ ‘/;"' o s Input: Current feature vector
& B sieep ‘ | 2= ) Prudicted Actust
V3 ((#)) Sensing ‘/‘/ Incremental | | b) First-order differences c @ @ @ @ Q@ Q@
. _l“ normalization [ @ @
O i~ & A Ao A RS Predicted current state > >
.' ¢ Prouity [ - 1 i A, Recent-Window (] > 5 (]
() Al : | - = Random Forest @ O |
gh\ K Transmitting --l“(h Noise reduction | c) Lagged observations B. One-Step-Ahead
Gi ' ‘ 2 e State Predictior m Kg‘Pl ® ®
@ dle Input: Recent window +
i @ Timestamp ‘ d) Sliding-window features current state Undate sevor statistics
i (pize = w) Dynamic Performance-
Stream of observations ‘ alignment [ BB Zewer | 0tz |l ]| 2% i ettt sequentially
Xy, X3, enn, X, [ P
Predicted next state ()e4r) wy(2) wy(t) W N |
J 16-dimensional feature vector e Cle ™ {w’ e |
: e ok .
9. Performance Output 8. Selective Model Adaptation
. s Drift Types Addressed 7. Page-Hinkley
Accuracy - Update incremental A -
@ | @ SGD model Adq_xawr Buffer ) Drift Detection
ll.ﬂ Macro-F1 Score S R pwount informmeive data) Abrupt Drift Gradual Drift Monitor sequential
m train recent % % 7
51& Balanced Accuracy ] random forest % I precicion errx
Drift Detection Response | m x:’:{:;x:’“"d i Theeshold ()
Processing Latency /
@ {ms / observation) s Update adaptation Stelncit Waghte Incremental Drift Recurring Drift o A~
. |~
m Throughput bufher s 1h, 3 1 - X
(observations / second) 2 ) . O | Time
| ‘! Recalculate ensembie wpe wie ol ¥R ¥ Detects significant change
| ,-..}I' Drift Recowery Performance weights PGNP

Continuous learning loop: new observations —» prediction —»

Figure 2. Operational architecture of the proposed adaptive machine learning framework

Figure 2: Architecture for Real-Time Activity Recognition and One Step Ahead State Prediction for loT
Devices using Adaptive Machine Learning Framework. Raw multivariate temporal sensor observations for various
loT devices were first preprocessed to remove missing values, normalize values, remove random noise, and set same
time-stamps for all devices. Preprocessed sensor observations for various states (sleep, sensing, processing,
transmission, and idle) were then transformed into input feature space (Temporal Features) by including original
sensor measurement values, first-order difference values, lagged observation values, and sliding window observation
values. Input features from all devices were then fed into a dual-layer prediction architecture where current activity of
10T devices was predicted and next state of the devices was estimated using most recent device observation and current
operational mode of the device. An adaptive ensemble prediction approach was used where an incremental Stochastic
Gradient Descent (SGD) classifier was combined with a recent-window Random Forest classifier. An adaptive
dynamic weighting approach was then used where the influence of both individual classifiers was adaptively and
dynamically weighted on the basis of individual classifier’s recent performance. Errors in the prediction were then
monitored and evaluated on the basis of sequential error values and error values detected using the Page—Hinkley drift
detector to identify any drift in data streams. Four types of drifts (abrupt, gradual, incremental, and recurring) were
detected and addressed using selective model adaptation where adaptation included updating of the incremental
learner, retraining of the recent-window Random Forest classifier, removal of outdated observations, refreshing of the
adaptation buffer, and recalculation of the weights for the ensemble classifier. Overall, the adaptive framework formed
a continuous learning loop where current incoming device sensor observations were processed, predicted, evaluated
for any changes, and updated to improve the learning performance and support accurate real-time loT activity
recognition and prediction with excellent accuracy, macro-F1 score, balanced accuracy, drift-detection response,
processing latency, throughput, and drift-recovery capability.

Thus, detector gives framework, in real time, warning, of concept-drift, of drift. Thus, adaptive framework is
able to adapt to sudden, and corresponding abrupt, changes, corresponding gradual drift, corresponding to
incrementally varying, time-varying, corresponding to recurring corresponding drift, corresponding concept-drift.
Detector identifies drift, of changes in corresponding sequential prediction errors, by using Page—Hinkley detector, to
give corresponding framework, corresponding warning, of concept-drift, corresponding to time-varying, of changes,
in corresponding and adaptive, framework, in real time, of predictive performance, corresponding to changes, in
corresponding prediction error, corresponding to drift, in corresponding and adaptive classification, corresponding
future-state prediction. Thus, adaptive framework, of classification, and of future-state prediction, corresponding to
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online time-varying data, gives corresponding framework, corresponding high, and corresponding adaptive predictive
accuracy, corresponding framework, corresponding rapid, corresponding high, corresponding adaptive recovery,
corresponding from concept-drift, of time-varying, corresponding online adaptive framework, corresponding high,
and corresponding adaptive predictive, corresponding accuracy, corresponding from concept-drift, in corresponding
and adaptive framework, in real time, and corresponding adaptive online framework, of time-varying, and
corresponding online adaptive classification, and corresponding online adaptive future-state prediction. The
framework follows a prequential test-then-train procedure in which each observation is first classified and used for
next-state prediction before its true label is introduced for evaluation and model updating.

5. Experimental Methodology

Experimental Evaluation Setup: used a simulated 10T data stream containing 30,000 chronologically ordered
observations. Five device activities (sleep, sensing, processing, transmitting, idle) were represented. Each observation
contained eight sensor variables (processor load, memory usage, energy consumption, signal strength, packet
transmission rate, temperature, response time, and network latency) that were assigned to a state-specific value range.
Random noise was added to the values to simulate measurement uncertainty and communication disturbances. First-
order differences were calculated for the values of all sensor variables to capture short-term behavioral changes,
leading to a total of 16 input features. The data stream was ordered by time only, without shuffling. used the first
2,000 observations for a warm-up period to initialize a learning model, normalization parameters, and recent data
buffer. Subsequently, we used a prequential test-then-train approach, where for each observation, we first used it for
current activity recognition and one-step-ahead state prediction, and then used its true label for performance
assessment and model updating. We inserted four concept-drift conditions at predetermined stream positions. The first
was an abrupt drift at observation 6,000, where the distributions of the sensor variables changed immediately. The
second was a gradual drift at observation 12,000, where the old and new behavioral patterns were mixed progressively.
The third was an incremental drift at observation 18,000, where the sensor variable means changed continuously. The
fourth was a recurring drift at observation 24,000, where an earlier operational pattern reappeared. Experimental
Evaluation: We compared the performance of our proposed framework, which consists of an incrementally updated
stochastic gradient descent (SGD) classifier, and a random forest trained on the most recent observation window. The
framework used dynamic weights for combining predictions from both models, which were updated based on recent
classification performance. A Page-Hinkley detector monitored the sequential prediction errors and initiated
adaptation when the accumulated deviation exceeded a given threshold. Adaptation included refreshing the recent data
window, retraining the random forest, updating the incremental classifier, and recalculating the ensemble weights. We
also compared our framework with a static random forest, which was trained on the warm-up data, and an online non-
adaptive SGD classifier. We evaluated current-state recognition and future-state prediction using accuracy, macro-
precision, macro-recall, macro-F1 score, and balanced accuracy and also evaluated drift adaptation using detection
response and post-drift performance recovery. Finally, we measured computational suitability in terms of average
processing latency per observation and throughput in observations per second. Note that all experiments were repeated
using fixed random seeds to ensure that each model was evaluated on the same data stream, with the same order of
observations and concept-drift conditions.

6. Results and Discussion

The results obtained by the adaptive framework proposed for device activity recognition of 10Ts showed higher
predictive performance than that obtained by the static model and by the non-adaptive online model. Figure 3 shows
the prequential macro-F1 scores of the simulation. The average prequential macro-F1 score of the adaptive framework
for current activity recognition is equal to 93.81%, while that of the non-adaptive online stochastic gradient descent
is equal to 91.98%, and that of the static random forest is equal to 84.42%. In every drift situation, there was a decrease
in the performance scores, but the adaptive framework returned to the good performance scores in a short number of
observations. This behavior is due to the recent-window model used to retrain the learners, which removes the outdated
patterns from the data, and the dynamic weights of the ensemble, which move to the better learner as soon as it returns
good performance scores. On the contrary, the static model shows a cumulative decrease in the performance scores
because its parameters are not updated. Figure 4 provides the class-level confusion matrices for current activity
recognition and one-step-ahead state prediction. Current-state recognition achieved 93.92% accuracy, 93.81% macro-
F1, and 93.81% balanced accuracy. Most of the device states are recognized correctly, with only a limited amount of
confusions between the sensing/processing states and the sleep/transmitting states, and between the
processing/transmitting states. Figure 5 illustrates the relationship between prediction error, Page—Hinkley drift
detection, and adaptive ensemble weighting. Abrupt, gradual, incremental, and recurring drift were detected after 52,
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138, 226, and 74 observations, respectively. The one-step-ahead prediction of the next device state is more difficult,
with an accuracy of 68.32%, a macro-F1 score of 68.27%, and a balanced accuracy of 68.23%.
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Figure 6. Parameler Sensitivity and Real-Time Computational Trade-OIT

(a) Current-State Macro-F1 Sensifivity (%) (b) Future-State Macro-F1 Sensitivity (%)
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Figure 6: Sensitivity and computational trade-off

This is due to the high uncertainty of the next device state, given the current sensing/processing state and the
previous activity. Therefore, there are many possible next activities given a sensing/processing state, and this also
applies to the sleep/transmitting states. Figure 6 evaluates parameter sensitivity and computational efficiency. The
highest predictive performance occurred with recent-data windows between 750 and 1,000 observations and Page—
Hinkley thresholds between 40 and 50. Smaller windows increased variance, whereas larger windows retained
outdated samples and slowed adaptation.The selective drift detection used in the framework allows to select the most
important situations of drift and to apply the updates only in these situations. The incremental updating, the recent-
window retraining of the learners, and the dynamic ensemble weighting used in the framework allow to return to the
good performance scores after a decrease in performance due to a concept drift. Therefore, the framework is effective
for real-time 10T classification and future-state prediction in non-stationary situations.

7. Conclusion

In this work, an adaptive machine learning framework is proposed to tackle the problem of real-time 10T device
activity recognition and one-step-ahead state prediction. The framework incrementally learns a kernel regression
model in a recent-window retraining fashion, where the dynamic ensemble of trained models is jointly and adaptively
weighted using a novel approach based on Page—Hinkley statistics for change-point detection. The framework
maintains high and stable accuracy in recognizing the current activity of 10T devices and in predicting their future
states, while it is able to identify different types of drifts, including abrupt, gradual, incremental, and even recurring
changes in data distribution. The framework is able to achieve high accuracy for recognizing the current activity of
10T devices, as well as for predicting their future states, with considerable gain over the non-adaptive online approach
and even a fixed random forest model. Furthermore, it is able to identify the occurrence of different types of drifts in
a timely fashion, i.e., within 52 to 226 observations, with only moderate additional computational cost, while the
average processing latency is kept very low, i.e., of the order of 0.28 ms per observation. Selective adaptation is enough
to prevent performance degradation without incurring excessive computational overhead. Future work can be devoted
to test the proposed framework on real-world 10T datasets, i.e., containing multiple different physical 10T devices, as
well as multiple different sensors of different nature, using both centralized and distributed learning approaches, such
as, e.g., edge learning. Furthermore, scenarios with Delayed-Labels, as well as with different Energy-Aware
constraints on the computationally expensive components of the framework, can be considered as well. Last but not
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least, an explainable drift detection approach can be designed to provide useful additional insights into the identified
change-points. Validation of the proposed framework using physical 10T devices, as well as using very long
operational data-sets, would be highly desirable to assess its practical scalability, robustness, and reliability.
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