
 

International Journal of Computer Information Systems and Industrial Management Applications 
ISSN 2150-7988 Volume 18(13s) 2026 pp. 973-981 

 

https://doi.org/10.70917/ijcisim-2026-4135 
Article 

Decoding Dark Patterns: An Empirical Analysis 

of Their Impact on User Trust, Decision-Making, 

and Digital Behavior 

Kumudavalli M. V.¹, R. Ganeshmurthi², N. Senthilkumar³, D. Gokila⁴, Vijay Anand R.⁵, R. 

Saravanan⁶ 

¹ Department of Computer Applications, Dayananda Sagar College of Arts Science and Commerce, Bangalore – 560111. 

Email: kumudamanju@gmail.com 

² Department of Computer Applications, SRM Institute of Science and Technology, Ramapuram, Chennai. 

Email: ganeshkit2013@gmail.com 

³ Department of Electronics and Communication Engineering, Dr. N.G.P. Institute of Technology, Coimbatore – 641048. 

Email: senthilkumar.n@drngpit.ac.in 

⁴ Department of Computer Science (PG), Kristu Jayanti Institute of Technology, Kristu Jayanti University, Bangalore – 560077. 

Email: mcagoki21@gmail.com 

⁵ Department of Computer Technology, Dr. N.G.P. Arts and Science College, Coimbatore, Tamil Nadu – 641048. 

Email: vijayanand.r86@gmail.com 

⁶ Department of Master of Computer Applications, RV Institute of Technology and Management, JP Nagar, Bengaluru – 560076. 

Email: saravananr.rvitm@rvei.edu.in 

 

 

Abstract: Dark patterns are deceptive interface layout strategies used to control user behavior and influence selection making in 

digital environments. these manipulative practices are increasingly observed across e-commerce structures, subscription services, 

social media packages, and on line marketplaces to enhance user engagement and conversion overall performance. This have a 

look at evaluates the effect of darkish pattern interfaces on user believe, transparency, usability, and behavioral outcomes via a 

comparative experimental framework concerning moral UI and darkish pattern UI prototypes. Simulated interplay records 

representing forty participant instances had been analysed the usage of behavioral and perceptual metrics inclusive of conversion 

charge, navigation corrections, unintended choices, believe notion, and pride scores. Comparative statistical  evaluation revealed 

that darkish pattern interfaces enhance short-time period conversion behavior but appreciably reduce user believe, transparency 

notion, and universal usability pride. The findings spotlight the exchange-off among behavioral optimisation and moral user enjoy 

layout while emphasizing the importance of obvious and user-targeted digital interface practices. The proposed framework 

additionally contributes toward information the behavioral influence of manipulative interfaces and supports the developing 

demand for moral UX layout standards in contemporary digital ecosystems. 
Keywords: — DP (Dark Patterns), UX (User Experience), HCI (Human-Computer Interaction), UI (User Interface), deceptive 

design, user trust, usability analysis, behavioral analytics, interface transparency, ethical design. 

 

1. INTRODUCTION 

Dark patterns are dishonest user interface (UI) strategies that are purposefully created to trick users into making 

choices that are more advantageous to service providers than to users. E-commerce websites mobile applications 

online subscription services social media platforms and digital marketplaces are increasingly using these deceptive 

interaction tactics. Hidden costs confirm-shaming prompts misleading buttons preselected options urgency-based 

alerts scarcity indicators covert ads and obstructive cancellation mechanisms are examples of common dark pattern 
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tactics. Organizations looking to boost user engagement conversion rates subscription acceptance and revenue 

generation have become much more competitive due to the quick growth of digital platforms and online services. 

Persuasive interface techniques are therefore used by many digital systems to affect user behavior and decision-

making. While some persuasive strategies are employed to increase usability accessibility and interaction efficiency 

manipulative interface techniques take advantage of cognitive biases like decision fatigue urgency perception default 

bias and FOMO to sway user behavior. Checkout systems cookie consent banners free-trial subscriptions ad 

placements and account management workflows frequently use dark patterns. Psycho- logically persuasive design 

elements and deceptive interaction flow frequently lead users interacting with such interfaces to make unintended 

decisions. Unknowingly accepting optional subscriptions giving unwanted consent or having trouble terminating 

digital services are common occurrences. Dark patterns have a negative impact on transparency perception usability 

awareness trust satisfaction and long-term user confidence even though they often improve short-term business metrics 

like click-through rates conversion performance and subscription enrollment. Unintentional choices behavioral 

pressure difficulty navigating and interaction confusion are all frequently increased in manipulative interface 

environments. As a result dark patterns in user experience (UX) design and human- computer interaction (HCI) have 

become a major ethical and legal concern. Because deceptive digital design practices affect user autonomy and 

informed consent a number of researchers and regulatory bodies have expressed concern about them. The principles 

of ethical UX design place a strong emphasis on user-centered interface development reversible actions transparent 

interaction flow and informed decision making. Manipulative interaction strategies that take advantage of behavioral 

flaws and diminish transparency in digital systems are increasingly discouraged by regulatory frameworks. This study 

uses a comparative experimental framework with prototypes of Dark Pattern UI and Ethical UI to assess the behavioral 

and perceptual effects of dark patterns. Along with perceptual metrics like trust usability transparency pressure 

perception and satisfaction the study examines behavioral outcomes like conversion behavior navigation corrections 

unintentional se- lections and cancellation difficulty. The behavioral distinctions between manipulative and ethical 

interface conditions are found through comparative statistical analysis. The study also emphasizes how ethical 

interface design in contemporary digital systems is traded off with behavioral optimization. The suggested framework 

supports the increasing demand for open moral and user-centered digital interface practices and ad- vances knowledge 

of how manipulative interaction structures affect user behavior. 

2. LITERATURE REVIEW 

Dark Patterns in Digital Platforms: Understanding User Manipulation in Online Systems [1] Mathur and 

Narayanan concluded that manipulative interface strategies increase be- havioural influence and significantly affect 

informed user decision making through urgency prompts, forced interaction flow, and deceptive interface 

structures.[2] Di Geronimo, Braz, and Palomba concluded that deceptive interaction patterns such as hidden costs, 

forced continuity, and misleading prompts reduce transparency, increase frustration, and negatively im- pact user trust 

in e-commerce environments. [3] Kojima and Okabe concluded that dark pattern interfaces create higher navigation 

difficulty, lower usability perception, increased confusion, and reduced trust compared to transparent digital interfaces. 

[4] Luguri and Strahilevitz concluded that behavioral psychology and cognitive biases strongly influence digital 

interaction behavior, causing users to unintentionally select cognitively easier or preconfigured options. Gray, Kou, 

and Battles in [5] concluded that ethical UX design and transparency-centered interaction systems improve user 

confidence, usability awareness, and long-term platform credibility while reducing manipulative behavioral 

influence.[6], Wiese and Ransbotham concluded that AI-based detection systems can automatically identify 

manipulative interface elements and improve ethical auditing during digital product development. 

[7] Talwalkar and Singh concluded that deceptive subscrip- tion systems and manipulative cancellation flows 

increase behavioural pressure, navigation complexity, cancellation dif- ficulty, and user dissatisfaction in online 

platforms. Isola in 

[8] concluded that deceptive digital design practices create major legal and ethical concerns associated with 

transparency, informed consent, and user autonomy in digital systems.[9], Vedhapriyavadhana and Devi concluded 

that behavioural and structural analysis methods can systematically identify dark patterns present in shopping 

websites. [10] Lu, Zhang, Yang, Yao, and Li concluded that awareness-based interventions and transparency 

mechanisms improve user understanding and help users recognise manipulative UX practices. [11], Umar, Lawan, 

Abdulkadir, and Dahiru concluded that logistic regression models provide accurate and efficient detection of 

manipulative interface structures within digital systems. [12] Li, Wang, Nie, and Zhao concluded that existing dark 

pattern datasets and detection techniques require stronger classifica- tion frameworks and scalable AI-based 

identification systems. Chang, Seaborn, and Adams in [13] concluded that deceptive UX research requires stronger 
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integration of behavioral, ethical, and psychological theories for better understanding of manipulative interaction 

behaviour. [14], Tran, Mehrotra, Sharma, and Chetty concluded that website opt-out systems frequently employ 

obstruction and misdirection dark patterns that negatively affect transparency and regulatory compliance. 

[15] Sawant, Gamane, and Sonawane concluded that machine learning-based detection systems achieve high 

accuracy in identifying manipulative language and unethical interaction practices within e-commerce platforms. 

Despite these advance-ments, comparatively fewer studies combine behavioral interaction analysis and perceptual 

evaluation within controlled experimental environments. Most existing works rely heavily on observational studies, 

prevalence analysis, or questionnaire-based evaluation rather than comparative experimentation be- tween ethical and 

manipulative interfaces. Recently, intelligent deep learning frameworks have demonstrated that combining multiple 

learning strategies can improve prediction reliability and decision-support capabilities in complex application 

domains. These findings indicate that hybrid AI models can also be extended to behavioral analytics and ethical 

interface assessment for identifying manipulative interaction patterns more effectively [16]. 

3. PROPOSED METHODOLOGY 
This study uses a mixed-method experimental framework to evaluate how dark patterns affect digital interaction 

in terms of behavior and perception. The method combines behavioral interaction analysis comparative statistical 

analysis and questionnaire-based perception assessment. Two interface prototypes were made in order to mimic a 

realistic e-commerce checkout setting. The first prototype followed ethical design principles by providing transparent 

options a clear navigation flow neutral wording and reversible actions. The second proto- type employed a number of 

manipulative interface techniques including obstructive cancellation mechanisms urgency-based messaging confirm-

shaming prompts and preselected subscription options. Both interfaces maintained similar typo-graphy visual layout 

color scheme and structural design to ensure that behavioral differences were primarily caused by interaction design 

rather than visual aesthetics. A simulated experimental dataset comprising forty participant interaction examples was 

used for the evaluation. Twenty participants used the dark pattern interface prototype and twenty used the ethical 

interface prototype. The participants had to complete a simulated purchase task that included product selection 

checkout navigation subscription choices cancellation attempts and purchase confirmation. During the interaction 

behavioral metrics were recorded including click behavior unintentional selections navigation corrections cancellation 

difficulty and conversion outcomes. After completing the task participants filled out a structured perception 

questionnaire that evaluated trust usability transparency pressure perception influence on decision-making and overall 

satisfaction. Behavioral metrics collected during experimentation included: 

• Conversion rate 

• Unintended selections 

• Navigation corrections 

• Cancellation difficulty 

• Completion behavior 

• Interaction consistency 

Perceptual responses were collected using a 5-point Likert scale questionnaire where: 

1 = Strongly Disagree 

• 2 = Disagree 

• 3 = Neutral 

• 4 = Agree 

• 5 = Strongly Agree 

The behavioral analysis algorithm followed these sequential steps: 

1) Record participant interaction behavior 

2) Capture behavioral indicators 

3) Aggregate questionnaire responses 
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4) Calculate average trust and usability scores 

5) Compare ethical and manipulative interface outcomes 

6) Analyse qualitative feedback 

7) Interpret behavioral and perceptual relationships 

4. SYSTEM ARCHITECTURE 

The two primary interface modules that comprise the pro- posed system architecture are the Dark Pattern 

Interface  Module and the Ethical Interface Module. Both modules collect behavioral and perceptual interaction data 

while mimicking real-world e-commerce checkout settings. The Ethical Interface Module offers clear subscription 

options neutral navigation prompts transparent interaction flow and reversible actions. Among other manipulative 

strategies the Dark Pattern Interface Module employs preselected options obstructive cancellation flows and deceptive 

language urgency prompts. The Interaction Monitoring Layer records behavioral information about user interactions 

such as click patterns navigation corrections inadvertent selections and conversion results. Concurrently the Feedback 

Collection Layers structured questionnaire system collects perceptual responses. The collected data is processed by 

the Analysis Engine which then aggregates and statistically assesses perception scores and behavioral metrics. The 

conditions of manipulative and ethical interfaces are then compared 

Fig. 1. Experimental framework comparing ethical and dark pattern interfaces 
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5. EXPERIMENTAL SETUP 

The experiments goal was to evaluate behavioral and perceptual differences between manipulative and ethical 

interface conditions in a controlled environment. Dark Pattern UI and Ethical UI interaction flows were shown in two 

interface prototypes. With cancellation policies purchase confirmation pages and subscription options the interfaces 

replicated the online store checkout process. A simulated dataset containing forty participant interaction instances was 

used throughout the experiment. Twenty people interacted with the UI prototype for Dark Pattern and another twenty 

interacted with the UI prototype for Ethical. Participants completed tasks involving: 

• Product selection 

• Subscription decision making 

• Checkout navigation 

• Purchase confirmation 

• Cancellation attempts 

During the experiment behavioral interaction data were recorded including click behavior navigation 

corrections inadvertent selections and conversion results. Participants used a 5-point Likert scale questionnaire to 

assess the interfaces usability trustworthiness transparency and satisfaction after finishing the tasks. 

5.1 Behavioral Analysis Algorithm 
The collected interaction data were analysed using comparative statistical evaluation between Ethical UI and 

Dark Pattern UI datasets 

1. Conversion Rate 

 

where 
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��= Number of successful conversions 

��= Total number of participants 

2. Average Trust Score 

 

where 

��= Trust score of participant � 

 

�= Total participants 

3. Error Rate 

 

where 

��= Number of interaction errors 

��= Total participants 

The analysis compared conversion behavior, trust perception, and interaction errors between ethical and dark 

pattern interfaces. 

5.2 Sample Dataset 
Table 1 presents a sample representation of the collected experimental dataset. 

Table 1 Sample Experimental Dataset 

User Interface Trust Conversion Errors 
 
U1 
U2  
U3  
U4 
U5 
U6 

 
Ethical 
Ethical Dark UI Dark UI Ethical 
Dark UI 

 
5 
4 
2 
2 
5 
1 

 
Yes 
Yes 
 Yes 
 Yes 
 No 
Yes 

 
1 
0 
4 
5 
1 
6 

6. RESULTS 

The experimental evaluation revealed significant behavioral and perceptual differences between dark pattern 

and ethical pattern interfaces. Comparative statistical analysis indicates that manipulative interface techniques increase 

short-term  behavioral engagement while negatively impacting trust transparency usability and satisfaction. 

Table 2: Behavioral Comparison between Interface Conditions 

Metric Ethical UI Dark UI 

Conversion Rate 

Unintended Selections Cancellation 

68% 85% 

8% 42% 
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Difficulty Navigation 

Corrections 
10% 61% 

12% 48% 

The dark pattern interface significantly outperformed the ethical interface in terms of conversion rates. However 

in the manipulative interface condition inadvertent decisions and navigational changes were much more frequent 

Table 3 Participant Perception Analysis 

Metric Ethical UI Dark UI 

Trust Score 4.5 2.5 

Transparency 4.6 2.2 

Satisfaction 4.5 2.3 

Pressure Perception 1.3 4.5 

Influence on Decisions 1.5 4.7 

Ease of Use 4.5 2.6 

 

Participants interacting with ethical interfaces reported sub- stantially higher trust, transparency, usability, and 

satisfaction scores.Participants who interacted with manipulative interfaces frequently described the experience as 

confusing deceptive and pressure-oriented according to qualitative feedback analysis. Easy navigation and increased 

transparency were linked to ethical interfaces. 

Fig. 2. Comparative perception analysis between ethical and dark pattern interfaces 

 

 

 

 

 

Fig. 3. Comparison of user decision journeys between ethical and dark pattern interfaces 
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7. CONCLUSION 

Evaluating the Impact of Dark Patterns on User Behavior Trust and Decision Making in Digital Interfaces used 

a comparative experimental framework involving Dark Pattern UI and Ethical UI prototypes to assess the effects of 

dark patterns on user behavior trust transparency usability and decision making. The results of the experiment showed 

that manipulative interface techniques greatly enhance short-term behavioral outcomes like conversion rate and 

subscription acceptance. These behavioral benefits however were closely linked to higher levels of behavioral pressure 

lower perceptions of transparency lower levels of trust and lower usability satisfaction. Ethical interfaces consistently 

received higher trust scores better usability perceptions increased transparency awareness and higher user satisfaction 

according to comparative analysis. Reversible actions neutral interaction prompts and transparent navigation flow all 

increase user confidence and decrease inadvertent interaction behavior. The behavioral analysis also revealed that dark 

patterns use deceptive interaction struc- tures such as urgency prompts preselected options misleading navigation and 

obstructive cancellation mechanisms to exploit cognitive biases and influence user decisions. Compared to users 

interacting with ethical interfaces users interacting with manipulative interfaces felt more pressure were more confused 

and made more mistakes. The results also show that dark patterns have a negative impact on long- term platform 

credibility user autonomy transparency and sustainable user experience even though they may improve short-term 

business metrics. As a result ethical interface design becomes crucial for upholding responsible and reliable digital 

interaction environments in addition to being a significant usability principle. Overall the suggested framework 

supports the growing demand for open moral and user-centered digital design practices in contemporary online 

systems and advances knowledge of the behavioral and perceptual effects of manipulative interface tactics. 

8. FUTURE WORK 

Future research may explore AI-based dark pattern detection systems capable of automatically identifying 

manipulative interface elements during the development process. 

Potential future research directions include: 

• AI-based dark pattern detection systems 

• Cross-cultural behavioral evaluation 

• Longitudinal trust analysis 

• Ethical UX auditing frameworks 

• Transparency-based interface evaluation 
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• Automated manipulation detection tools 
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