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Abstract: Purpose: This work introduces a new network security paradigm called Al based intrusion detection system for loT
networks using Graph Neural Networks (GNNs) to improve their security. It solves the issue of many current IDS's that can be
perceived as network traffic as discrete events, and lack the ability to detect relational, dynamic and hidden patterns of attack among
10T devices, flows and services.

Design/methodology/approach: The design of the study is quantitative research design, type of research is explanatory research
and study design is cross sectional study. 510 respondents who know about IoT networks, cybersecurity, artificial intelligence,
intrusion detection systems and IT security were included. The measurement model, the structural model, direct effects and
mediating effects were assessed using PLS-SEM.

Findings:: The results show that the quality of the constructed graph of IoT networks, the ability of the GNN, the quality of the
representation of the relation between the traffic items, and the optimization strategy for training the AI model have a positive and
significant impact on the performance of IoT intrusion detection. The most significant direct effect was from the GNN model
capability. The validity of the representation quality of relational traffic as a partial mediator was tested with regard to the three
independent variables as well as in terms of the intrusion detection performance and as a complementary partial mediator.
Implications: It extends the graph theory, information processing theory and representation learning theory in the field of IoT
cybersecurity theoretically. At a practical level, it assists in improving the design of graphs, the ability to model, the approach to
optimization and the quality of the representation for cybersecurity managers, loT engineers, Al developers, and network
administrators.

Originality/value: This work is original because it emphasizes and clarifies how and why the quality of the representation of traffic
in a relational model improves the safety of [oT systems while considering the relational representation of traffic as a key mediating
mechanism.

Keywords: Artifical Intelligence, Graph Neural Networks, IoT security, Intrusion detection and Relational traffic representation
and PLS-SEM.

1. Introduction

As the Internet of Things (IoT) networks expands rapidly, they have given rise to a large number of connected
devices, vastly more communication flows and an even greater number of attack surfaces — all thwarting the traditional
approach of signature-based and rule-based intrusion detection systems from being able to effectively defend against
increasingly dynamic, distributed, and unseen cyberattacks. Recent studies demonstrate that an anomaly detection
system with artificial intelligence can learn the complex traffic pattern and enhance the anomaly detection ability;
however, most of the conventional machine learning and deep-learning based IDSs consider traffic log files to be
independent samples and cannot model the relationships between the IoT devices, their traffic flows, services, and
attack traces. To this end, Graph Neural Networks (GNNs) have been identified as a promising approach since they
model an IoT network as a graph, where devices or flows are represented as nodes and their connections as edges in
the graph, while the model learns the structural, temporal and relational attacks' patterns. Recent work on GNN-IDS
shows that by incorporating information on network connectivity and the attack-graph, the uncertainty handling,
explainability, and robustness of a graph-based model towards intrusions might be improved (Mohan et al., 2025).
Similarly, multi-graph and attention-based GNN models have been proposed to enhance the detection accuracy at
IoT/edge nodes, leveraging the fact that there are different communication patterns and that only the most relevant
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neighbouring nodes (or traffic characteristics) are considered (Sayed et al., 2023). The other interest has been on
lightweight and optimized GNN-based intrusion detection systems, which typically have limited computational
resources in [oT devices, efficiency, scalability and real-time detection are all critical requirements. Recently, a number
of systematic reviews have also validated the use of GNNs to combat malicious attacks due to its capabilities in
representing non-Euclidean network data and enhancing the representation learning for anomalies (Sankaram et al.,
2024). Recent research work in the areas of Bayesian graph-based IDS, dynamic graph-convolutional models, and
federated graph learning also suggests that the existing research is trending towards developing more adaptive,
uncertainty-aware and privacy-preserving IDS for IoT networks (Moghaddasi et al., 2025). Hence, in this study, the
need to build an Al-driven framework for intrusion detection based on the GNNs that can effectively learn the
relational IoT traffic patterns and enhance the performance of intrusion detection is discussed.

Along with the growing adoption of Al by guardrails for securing Internet of Things (IoT) networks, there
remain challenges in the field of detection of sophisticated, dynamic and zero-day attacks, where most existing
approaches assume network traffic are simply lists of records, rather than lists of relationships and interactions between
devices, flows, services, and paths of attack. There are several recent studies that recognize that Graph Neural
Networks (GNNs) are applicable to IDS, as they model IoT devices, flows, and dependency as graph structured data,
but there is still no sufficient explanation about how the quality of a graph representation of the IoT traffic, the ability
of the GNN, and the Al training/optimization strategy can combine and impact the performance of the IDS, which
relies on the graph representation of the IoT traffic. Most of the previous studies reported have devoted their attention
to the performance of their models (accuracy, F1 score, robustness, explainability, and others) without considering the
theoretical explanation of the intermediate process between the conversion of raw IoT traffic relationships and the
enhanced detection performance (Lopez Delgado & Lopez Ramos, 2024). Most of the studies are rather controlled
experiments and benchmark data-based studies than deployment-oriented security validation in different IoT
environments (including industrial 10T, healthcare [oT, smart energy and edge-1oT) yet the IoT network security sector
lacks significant amount of real world data in the heterogeneous real world and resource constrained IoT environments.
Recent reviews have highlighted the issues with the IoT intrusion detection research, including the volatility of traffic
behavior, data unbalance, real-time scalability and lightweight deployment, explainability, privacy and domain and
sector generalization (Razaque et al., 2025). Additionally, although there are some signs of progress in empirical
studies on spatio-temporal GNNs (Swamy & Sophia, 2025), optimized multi-channel GNNs (Araujo et al., 2025),
federated GNNs (Akanksha & Naik, 2025), and explainable graph-based IDS (Rahmani et al., 2024), this evidence is
fragmented and does not fully leverage and evaluate the interplay between graph construction, GNN architecture, and
optimization strategy to enhance the performance of relational traffic representation and consequently intrusion
detection in practical IoT network environments. Thus, in this research, we filled the theoretical gap by explaining the
mediating role of relational representation quality of traffic and validated the GNN intrusion detection in targeted IoT
network security area, to fill up the empirical gap.

Though recent research has acknowledged that Graph Neural Networks (GNNs) are a good fit for intrusion
detection in IoT networks since they can model the relations among IoT devices, flows and communication
dependencies as graph structured data, little explanation exists in the literature on how the quality of the graph
construction for [oT networks, the capability of the GNN, and the Al training and optimization process interact to
impact the quality of IoT network graph-based representation of relations and, in turn, the performance of intrusion
detection in IoT networks. Existing studies have largely concentrated on the model performance measures such as
accuracy, F1-score, robustness and explainability of the proposed models without a proper theory, which explains the
underlying mechanism in which the graph-based representation learning can transform the relationship between the
various raw [oT traffic elements in order to improve the detection results (Abirami & Palanikumar, 2023). In practice,
the ToT network security sector still lacked a significant amount of practice-oriented and deployment-oriented data to
validate network security in the heterogeneous real-world and resource-constrained IoT environments (such as
industrial IoT, healthcare IoT, smart energy IoT and edge-IoT) other than benchmark data based studies and controlled
experiments. In recent reviews, most of the challenges aforementioned have been experienced in ongoing studies on
IoT intrusion detection, which have left all challenges unaddressed (Alkhafaji et al., 2025). Moreover, recent empirical
research on spatio-temporal GNNs, optimized multi-channel GNNs, federated GNNs, and explainable graph-based
IDS presents some encouraging results; however, these results are fragmented and did not test the interplay between
constructing a graph, GNN architecture, and optimization approach with the goal of improving relational traffic
representation and, ultimately, intrusion detection performance in relevant IoT networking environments with suitable
experiments and studies (Singh et al., 2025). As such, during this study, the theoretical void (the need for the
explanation of the role of RT as an intermediary variable) and the empirical void (the need to validate the GNN-based
ID in the targeted IoT network security sector) are considered.
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Overall, the significance of this study is that it explores the potential of graph-based Al to enhance intrusion
detection in IoT networks to tackle complex and ever-evolving cyber threats. The general goal of the study is to analyze
how the quality of the way the graph is constructed in an IoT network (IoT-GQ), the capability of the GNN model
(IoT-GNC), and the use of Al training and optimization strategy (IoT-AIOSS) affects the performance of IoT intrusion
detection (IoT-ID), while the quality of the representation of the relationships between the objects (IoT-GRRQ) plays
a mediating role. The objective is to provide a more meaningful graph representation of potential traffic relationships
with IoT applications to facilitate more accurate, scalable, explainable and adaptive cyberattack detection. As the
number of heterogeneous devices in IoT and IoT-edge grows, along with the dynamic nature of the traffic they process
because of their mission-critical applications, limited resource availability, and stringent real-time constraints, Al-
driven and GNN-based ID approaches are becoming more and more relevant and essential (Makhmudov et al., 2025).
The study is useful to the management field as it helps in the governance of cybersecurity, management of operational
risk, planning of response to incidents and planning of business continuity as well as Evidence based investment
decisions of various technologies in the field. In the era of IoT, security managers have to rely on trusted security
intelligence to prioritize threat and risk, allocate security resources, protect digital assets and gain trust from and
among stakeholders and especially in critical infrastructures such as energy, smart cities, industrial IoT, and health
care sectors that are prone to cyber incidents. Al's role in improving managerial decision-making processes is also
becoming an area of significant research and development interest, as is the use of explainable Al, Al support for
managerial decision-making and intelligent cybersecurity risk management approaches.In recent times, other research
has shown potential for Al to support managerial decision-making processes and create more actionable, transparent,
and security-strategy-driven threats, including explainable AI, Al-driven decision support, and intelligent
cybersecurity risk management (Taherdoost et al., 2025). This study is therefore intended to further technical
understanding of intrusion detection using GNN for IoT as well as to offer management relevant knowledge on
designing a secure, adaptive and strategically governed IoT cybersecurity system.

This research is novel because it aims to develop an integrated explanatory model of how the quality of the
construction of IoT network graphs, the capabilities of the GNN models, and the way that the Al is trained and
optimized through a mediator variable for relational traffic representation quality (RRQ) influences IoT intrusion
detection performance. While some studies recently have suggested GNN based, multi-graph, attention-based,
optimized and federated models for IDS in IoT and edge environments, the majority of them primarily focus on the
technical performance metrics such as accuracy, F1-score, robustness, explainability, and computational efficiency
without giving any clarity to the internal mechanism on how GNN based learning enhances the detection performance
(Chakraborty et al., 2023). Moreover, recent reviews also reveal that the research on Al for [oT cyber security has
several unresolved issues on how to model the graphs of IoT devices, how to model dynamic traffic, how to handle
heterogeneity, how to deploy it with limited resources, privacy issues, explainability and generalization across the IoT
sectors (Bajpayi et al., 2025). Therefore, this paper is innovative because it does not only measure the performances
of GNN models, this paper will include an explanation of the relationship between the graph design, the capability of
the GNN:ss, training strategy, and the detection results: The mechanism is called relational traffic representation quality.
It is also a more comprehensive theoretical and empirical contribution to the IoT network security field with insights
into the management that can be used to select, optimize and manage Al-based IDSs in large and complex IoT
applications.

Graph Neural Networks (GNN) are well suited for IoT networks intrusion detection (IDS) because of the
Internet of Things (I0T) and Industrial Internet of Things (IloT) are rapidly growing and bringing many devices in the
network together, and the creation of smart cities, loT in healthcare, and critical infrastructure.There is a need to
research the Artificial Intelligence (AI) based Graph Neural Networks (GNN) for Intrusion Detection in the IoT
networks to consider the many devices that are connected with each other in IoT networks and Industrial Internet of
Things (IIoT), smart cities, IoT networks in healthcare, and critical infrastructure networks. Other IoT security
solutions that are already available to the market have several problems that are crucial to the modern IoT application
such as dynamic traffic behavior, zero day attacks, heterogeneous devices, imbalanced datasets, real time processing,
and the explainable decisions (Asim et al., 2023). This study is noteworthy as GNNs can represent networks of IoT
devices as graphs and learn relationships that exist in the network even though they are not immediately apparent from
the individual traffic records (Talukder et al., 2024). Moreover, in recent times the critical need for lightweight,
explainable, adaptive and real-time intrusion detection models applicable to IoT and IoT-edge environments with
resource constraints and security governance/operational decision-making have been emphasized (Koshkin et al.,
2025). Thus, this study is significant, technically, as it clarifies how the quality of the representation of relational traffic
in the graph affects the performance of intrusion detection systems when an IoT-based network is utilized to detect it;
and managerially, because it can be utilized to optimize resources, to respond to cybersecurity incidents, to ensure
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business continuity, or to design and execute a cybersecurity strategy to protect an organization's assets when an IoT-
based network is involved.

The study is valuable for its contribution to the growing body of knowledge on the application of the Al
techniques with intrusion detection and the use of graph based learning to increase the security and resilience of IoT
networks. The contributions of the research are both theoretical and practical: It extends the knowledge on graph
construction quality for the IoT, the capability of the GNN, the strategy of using it for training AI models, the quality
of the representation of the traffic in relational networks and the performance of intrusion detection in IoT. It
contributes to advancing the scientific research in the IoT and IloT domains by offering empirical proof of the
implementation of intrusion detection system based on GNN to tackle the current challenges in IoT/SIloT cyber
security such as heterogeneous traffic, dynamic attacks, real-time detection requirements, resource constraints,
explainability and deployment feasibility (Sokkalingam & Ramakrishnan, 2022). The study is also practical
importance it gives guidelines on designing more accurate, adaptive and reliable intrusion detection system, which
can learn hidden relationship of IoT device, flows and attack path becomes important as people are starting to use
graph learning and Al based security models for the IoT network traffic analysis and cyber defense (Vardakis et al.,
2024). The users of this study are academic researchers who can rely on the model to improve their theory and future
empirical studies, cyber security research and practitioners who can apply the model to strengthen their threat detection
and incident response capability, IOT system developer who can apply the model to design more secure architecture
for IOT systems, organizational managers who can use the model to make better decision on the cyber security
investment and risk governance in IOT systems, and policy makers and regulators who can rely on the model to
strengthen their IOT security guidelines. As such, the study has both academic value and practical value, as it brings
to a fusion between technical innovation in Al and managerial decision-making and cyber security defence in the
context of IoT.

The relationship between the quality of the IoT network graph, the capability of the GNN model, the IoT Al
training and optimization, the quality of the graph-based representation of the IoT traffic, and/or the performance of
IoT ID could be interesting to study as they represent the whole process that the OAI undergoes to use raw IoT traffic
and its network behavior as the base for a valuable decision that will be taken regarding the security of the IoT network.
There were previous studies investigating related aspects of these relationships — such as by learning complex
relationship in IoT traffic using GNNs (Gan et al., 2023); using optimized and multi-channel graph models to boost
detection accuracy (Alrayes et al., 2023); leveraging spatio-temporal and attention-based architectures to learn
dynamic attack behavior (Menon et al., 2023); and representation learning to enhance detection results (Taneja &
Kumar, 2024). However, the novelty of this study is that these variables are not handled technically independently but
as an integrated relationship model, which affects the detection performance based on the relational traffic
representations learned from the IoT communication patterns and the performance of the model itself and the training
strategy. It is important because recent studies have shown that the interactions between devices, flows and attack
paths are non-linear, heterogeneous, dynamic and graph-based, and that increasingly more IDS mechanisms are based
on these interactions.It is important since it has been proven by recent studies that interactions among devices, flows
and attack paths are all non-linear, heterogeneous, dynamic and graph-based, and that more and more IDS mechanisms
rely on such interactions. In this respect, the study of these relationships is valuable since it not only informs whether
the use of GNN-based intrusion detection enhances the security of IoT, but also the mechanism and reasons behind
this enhanced security, as the results demonstrate graph-based representation learning, which makes the study
theoretically meaningful, empirically relevant, and practically applicable to IoT cybersecurity management (Rampone
et al., 2025).

In this research, relational traffic representation quality is investigated as a mediator between relational traffic
representation and the performance of Al based intrusion detection system with graph neural network (GNN). In
particular, the study aims to investigate the relationship between the quality of the IoT network graph construction and
the quality of the representation of the relational traffic, the relationship between the quality of the GNN model and
the quality of the representation of the relational traffic, the relationship between Al training/optimization strategy and
the quality of the representation of the relational traffic, the relationship between the quality of the representation of
the relational traffic and the performance of the IoT intrusion detection, and whether there is a relationship between
the quality of the IoT network graph construction and the capability of the GNN model, mediated by the quality of the
representation of the relational traffic. These objectives are aimed at providing a meaningful vision on how the use of
graphs can improve the intrusion detection in IoT networks, by giving operational penetration tests a meaningful
representation of the relationships between the different types of devices, flows and attacks, to guide their decision
making (Cisar et al., 2022).
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2. Literature Review

2.1 Theoretical Foundation

The theories behind the quality of IoT network graph is rooted in Graph Theory and Network Science, which
has illuminated that graph nodes, graph edges, graph paths, graph clusters, centrality and connectivity patterns can
provide an understanding of complex systems. In the current study, each IoT Device, each communication between
devices, each protocol, each each service, etc. will be treated as a graph element and it will be determined how well
the graph is constructed, since how accurate the graph is to the actual structure of the network makes it useful and
useful. Theoretically these can be explained by the concept of cyberattacks in IoT networks are relational activities,
that pass through communication channel and connected devices. Recent research on graph based IDS for IoT
networks (Kamruzzaman et al., 2024) indicates that representing the devices as graphs is appropriate for IoT networks
to capture the dependency and flow between the devices and the structural behavior of attacks. Therefore, the quality
of the graph constructed is intrinsic and important as a foundation for meaningful cybersecurity patterns to be learnt
on.

The theoretical underpinning for the ability of GNNs and Al Training and Optimization is guided by Relational
Learning Theory, Representation Learning Theory, Statistical Learning Theory and the notion of Relational Inductive
Bias. This paper argues that: Relational Learning Theory proposes that models are more likely to work if they learn
from relationships between entities, as opposed to learning one observation at a time; Relational Inductive Bias
suggests that GNNs are a good fit for IoT intrusion detection because they learn neighborhood aggregation and
message passing from graph-structured dependencies. Along with that, Representation Learning Theory offers the
principles of allowing deep learning to automatically extract useful features, be they simple or sophisticated, from the
data; and Statistical Learning Theory offers justification for training and optimization in terms of avoiding overfitting,
minimizing prediction error and generalizing well. There have been recent advances in intrusion detection using
GNNs, with studies showing that an optimized model, which has focused on the attention mechanism, spatio-temporal
channels, and federated and multi-channel approaches is well suited for learning complex IoT traffic patterns
especially in heterogeneous, dynamic and resource constrained environments (JS et al., 2024). Thus, the learning,
adapting and optimizing of the Al training strategy, and graph capability of the model, is justified from a theoretical
perspective because these aspects affect the effectiveness of the system to learn, adapt and generalize from the graph-
based IoT traffic.

The theoretical basis for the relational traffic representation quality and the intrusion detection of the [oT system
is a Representation Learning Theory, Information Processing Theory, Signal Detection Theory and Socio-Technical
Systems Theory. Relational traffic representation quality is the mediator in the above-mentioned process because it
understands how a graph is built, a GNN's capability is converted to useful learned representations, and how these
learned representations are converted into separating normal and malicious IoT behaviors (Mehta, 2025). It asserts
that, in order to enhance security decisions, it is essential to have high-quality representations that support more
accurate classification, anomaly detection and generalization, which is supported by Representation Learning Theory,
and can be explained by Information Processing Theory as the improved representation of raw information from the
network into meaningful knowledge. In Signal Detection Theory, there is a justification of the dependent variable, as
it considers the performance of intrusion detection in terms of the correctly detected pattern (attack and normal traffic)
for the purpose of reducing false positive and increasing true positive, as well as improving detection reliability. The
nature of [oT intrusion detection is also a socio-technical issue that plays an important part in the management aspect
enabling the study, which is an organizational effort involved in governance, risk management, incident response and
operational continuity in cybersecurity. It is important that explainable, adaptive, and real-time Intrusion Detection
play a fundamental role in practical cybersecurity decision making for IoT, loT-edge, and Industrial [oT (IIoT) systems
and IoT Cyber Physical Systems (ICT) according to recent Researches (Huo et al., 2025). From this point, the
theoretical framework of this study has demonstrated that the key issue to address in order to extend the performance
of the ToT intrusion detection system into an Al-enabled system is the representation of traffic as a graph.

2.2 Hypotheses Development

H1: IoT network graph construction quality has a positive and significant effect on IoT intrusion
detection performance.

The quality of the construction of the IoT network graph is expected to enhance the performance of IoT intrusion
detection, based on the manner in which an IoT application transforms an IoT application into the graph form to
accurately represent the interactions between the various devices, communication flows between the application
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components, services offered by the app at each of the devices, and the paths in which the attack progresses. The
nodes, edges, attributes and time information are exploited for abnormal behaviour detection in the context of GNN-
based intrusion detection.For intrusion detection using GNN, nodes, edges, attributes and temporal tie are the base of
detecting abnormal behavior. Recent studies have shown that a graph-based IDS approach is more effective if traffic
records are not viewed as independent events, but instead, network connectivity, traffic flow dynamics, and attack
information (such as attack-graph) are considered (Kushwaha & Tiwari, 2025).

When the weak graph structure doesn't have the capacity to recover some of the important relationships between
the IoT devices, it can produce incomplete or noisy inputs and can contribute to inaccuracy in detection and high false
alarm rate. With a well-constructed graph on the other hand, the model will be able to include structural and temporal
relationships that are useful to identify hidden attack patterns in IoT networks. So, it has been proved in the most
recent studies on IoT/IIoT (Yang et al., 2025) that the construction of better graphs results in better intrusion detection
performance in such a heterogeneous and dynamic network environment.

H2: GNN model capability has a positive and significant effect on IoT intrusion detection performance.

The GNN model capability is expected to have a positive impact on the performance of intrusion detection
when dealing with [oT traffic data since the architecture dictates the learning capability of the model from graph
structured 1oT traffic data. The advanced GNN models, such as GCN, GAT, spatio-temporal GNNs, multi-graph GNNs
and hybrid GNN+transformer models, can be used for learning complex relationships between flows and IoT devices.
Such models are able to combine neighborhood information, to learn structural dependencies and detect abnormal
communicational patterns, which are not captured by regular machine learning models (Gummadi et al., 2024).

These capabilities also impact the robustness, scalability, explainability and the distinguishing ability of the
GNN for normal and malicious traffic. The model includes attention mechanisms, temporal learning and multi-channel
graph processing, which ensures that it only considers the relevant nodes, flows and attack paths, eliminating irrelevant
noise. However, in recent years, there are some optimised and explainable GNN-based IDS research studies that
indicate that better accuracy, F1 score, adversarial robustness, and real-time applicability of the GNN-based IDS in
the IoT and edge environments are achieved with the improvement of the GNN architectures (Sumathi & Rajesh,
2023).

H3: Al training and optimization strategy has a positive and significant effect on IoT intrusion detection
performance.

How the quality of the training data affects learning attack patterns, handling data imbalances, reducing
overfitting, and generalizing across attacks are likely to be crucial aspects of the effectiveness of the IoT intrusion
detection strategy in the future, with the effectiveness of the training strategy being expected to have a significant
impact on these factors and other metrics. Hyperparamater optimization, feature selection, semi-supervised learning,
self-supervised learning, autoencoder pretraining, knowledge distillation, federated learning, and adversarial training
are some of the techniques that helped with ID in the IoT. Recently, the results of detection have been reported to be
improved by optimized training approaches, including the stabilization of training, reduction in computational
complexity, and unconstrained deployment with limited resources (Cherukuri et al., 2024).

This relationship becomes significant due to the dynamism, heterogeneity and the presence of zero day and
evolving cyberattacks in the IoT networks. For some models, optimization might not be an appropriate approach, and
they may also perform well on a benchmark dataset but not on real IoT applications. Training and optimization can
increase detection accuracy, decrease the false positives, increase latency, and aid in scalable IDS deployment. From
the aforementioned reviews, it can be observed that there is still an unmet need to improve the lightweight learning
ability, explanation and generalization across different IoT contexts of Al-based IDS for IoT systems (Son et al., 2024).

H4: Relational traffic representation quality has a positive and significant effect on IoT intrusion
detection performance.

The quality of representing relational traffic is expected to be a positive impact on IoT intrusion detection
performance as the quality of learned traffic representation affects the ability for the system to distinguish between
normal traffic and malicious traffic. Hidden correlation between the different devices, flows, services and attack paths
are part of the relationship models in a GNN-based IDS. In contrast to the standalone traffic features, these
representations also offer a deeper understanding of the characteristics of IoT attacks, which are mostly based on the
interactions between traffic features (Alghamdi, 2022).
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Misrepresentation of traffic from a relation makes detection of an attack more challenging.A good
representation of relational traffic will ensure the noise is minimized, increase the separability of classes and maintain
the structural and temporal characteristics of the [oT attack. When learned embeddings are definitely associated with
normal vs abnormal behavior, IDS can improve accuracy, recall, precision, F1 score and robustness. The research
research for a spatio-temporal GNN, optimized GNN and latent-attention IDS models confirm that representation
learning is a key element in improving detection performance in IoT and industrial cyber networks (Dubey et al.,
2025).

HS: IoT network graph construction quality has a positive and significant effect on relational traffic
representation quality.

The quality of the graph created for the IoT network is supposed to have a positive impact on the quality of the
representation of relational traffic, since the graph is the input structure used to learn embeddings from. The model is
able to learn more meaningful relational patterns as long as the graph is a true representation of devices, flows,
attributes, temporal sequences and communication dependencies. Example, recent works consider modeling IoT
traffic as communication graphs, provenance graphs, knowledge graphs, or spatio-temporal graphs, which helps in
capturing the dependencies that are not apparent on traditional tabular data (Ma et al., 2024).

This has also been supported graph theory which states that relationships between entities are important and the
information in the entities models the behaviour of the system. Cyberattacks on networks are more likely to occur
within interactions between devices, not a single traffic event within the IoT networks. Thus, a good graph will have
a good representation in terms of the network structure, traffic context and attack-routes. The importance of structural
quality of the graphs towards effective cybersecurity representations on the graph is highlighted (Shen et al., 2024).

Hé6: GNN model capability has a positive and significant effect on relational traffic representation quality.

The capability of the GNN has the potential to positively influence the quality of the representation of relational
traffic: the capability of the GNN is directly related to the capability of processing graph-structured traffic. Different
GNN architectures have different types of aggregation, attention, propagation, and temporal learning and feature-
fusion mechanisms. More complex GNNs can be used to capture relationships between nodes and flows both globally
and locally within the IoT system, which will include more complex representations of normal and malicious
behaviour. In addition, a recent study also demonstrates that multi-channel GNNs, graph attention models and spatio-
temporal GNNs work well in recognizing complex and dynamic relationships in IoT intrusion detection systems
(Cheng et al., 2023).

The quality of representation relies on the data from the graph as well as how the model deals with the graph.
A strong GNN can generate more discriminative embeddings, but a weak GNN can't.A weak GNN might not take into
account the significant neighborhood impact, extended dependencies, alongside the temporal attack evolution.
Recently, optimized and explainable GNN based intrusion detection models were also shown to have superior feature
learning, robustness, and interpretability in the field of IoT cybersecurity, as shown by Al-Amiedy et al. (2022) ,
Zivkovic et al. (2022), and Kunaparaju (2025).

H7: Al training and optimization strategy has a positive and significant effect on relational traffic
representation quality.

Last but not least, the formulation and optimization of the representation of relational traffic in this system is
also expected to be enhanced by the neural network's training and optimization strategy, as it will impact the learning
of meaningful patterns from the traffic generated by IoT. Techniques such as Autoencoder pretraining, Semi-
Supervised learning, Self-supervised learning, Contrastive learning, Feature selection, Federated learning and
Hyperparameter optimization can be used to reduce the noise and its effect on the system, build good generalization
and increase the separation between classes to enhance latent representations. Our results show that autoencoder
pretraining, self-supervised graph learning, and semi-supervised knowledge-graph approaches can result in better
representation learning for intrusion detection, as shown in recent work (Perumal et al., 2023).

The relationship is important because in IoT environments limited, unbalanced and context-dependent attack
data exists. The model might be learning biased or poor representations if it is not trained and optimised correctly,
which will result in good results only in the training datasets. Optimization improves the quality of embeddings learnt,
making them more robust, transferable and attack normalizing. Recently, the market has seen a surge in the number
of IDSs based on artificial intelligence (Al), a requirement emphasized in various studies for Al-based system
optimization, light weight, explainable and cross-domain generalizable (Darla & Naveena, 2024).
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HS8: Relational traffic representation quality mediates the relationship between IoT network graph
construction quality and IoT intrusion detection performance.

To prevent this, we hypothesize that the quality of relational traffic representation (RTRQ) is in between the
quality of IoT network graph construction (INGCQ) and the detection performance of the IoT intrusion detector model
as better construction of an IoT network graph will ease the learning of better relational representations which in turn
will boost the detection performance. High quality graph does not necessarily have the ability to detect attacks, and
one of its aims is to make the structural and contextual information accurate to create meaningful representations of
traffic. What our recent GNN-IDS works have shown is that connectivity, attack path and connection-oriented
attributes like static features and dynamic features of traffic are helpful for graph-based intrusion detection (Saba et
al., 2022).

Results show that the overall detection performance, given the quality of the graph construction, takes place in
part through the learned representation of the quality of the traffic in the relations. With a good graph, the embedding
will be more likely to classify normal traffic as normal and malicious traffic as malicious, aiding detection
performance. Even though the graph is good and informative, the graph can be learned by a good model, which could
produce a non optimal result on detection if the graph is incomplete or noisy. There have been several recent research
efforts toward the use of graph representation learning (Dapel et al., 2023), spatio-temporal knowledge graphs (Karim
et al., 2024), and optimized graph-based IDS (Kavitha, 2025), and this is the proposed explanatory pathway.

H9: Relational traffic representation quality mediates the relationship between GNN model capability
and IoT intrusion detection performance.

The relationship between the ability of the GNN and the performance of the IoT-based intrusion detection is
expected to be moderated by relational traffic representation quality because the main functionality of a GNN is to
derive useful representations from the graph structure of the traffic. With improved GNN, the embeddings of IoT
network behaviour are improved, as well as the detection performance is improved. For instance, attention
mechanisms can highlight the relevant neighboring nodes, spatio-temporal GNNs can capture the attack changes over
time and multi-graph models can learn various types of relationships between networks. The results of the recent
research support the use of advanced GNN architectures for improving the feature learning and intrusion detection
performance (Almehdhar et al., 2024).

In this mediation, we shall speak about how GNN's capability translates to improved intrusion detection
performance. The architecture of the model enables a good performance in the detection of anomalies because it
enhances the relational representations employed for classification or for anomaly detection. The structure may not be
strong enough to be “meaningful” embeddings learned by GNN, and this can result in poorer detection performance.
In recent optimized, explainable and hybrid GNN based IDS studies, it is seen that the better performance of the IDS
can be gained by using more robust model designs which leads to improved learned representations, robustness and
interpretability (Khuwuthyakorn et al., 2025).

H10: Relational traffic representation quality mediates the relationship between AI training and
optimization strategy and IoT intrusion detection performance.

The performance of the IoT intrusion detection is expected to be distributed through relational traffic
representation quality since the better they can be trained and optimized, the better they can detect the intrusions in
the IoT traffic represented in the relational format. Effective measures include optimization methods that produce
more reliable and stable solutions to model the traffic in IoT networks, in order to generate more generalizable and
reliable representations. Pretraining using autoencoder, knowledge distillation, self-supervised learning, semi-
supervised learning, federated learning and optimization-based IDS are recently found to be effective for
representation learning when detecting the performance in IoT, edge and cloud-edge environment (Sana et al., 2024).

This mediation is important for three reasons: Firstly, training and optimization techniques are not only
improvements to the models but actually the improvement of the learned relational traffic pattern which forms the
basis for decisions on intrusion detection. Secondly, the correction of the learned traffic pattern errors is something
that needs to be achieved in the end. Finally, the rest is only a pure technical implementation of the relevant algorithms,
which use the learned traffic pattern as their basis. 2) How this mediation is achieved is very important to the
improvement of the learned traffic pattern. 3) The needed mediation in order to use the methods for improving the
learned traffic pattern is essential for the improvement. Better training can yield with the improvement of overfitting,
dealing with the imbalanced classes, adversarial behaviour and robustness in deployment to resource limited IoT
environments. The reviews and empirical studies have emphasized on optimization and adaptation of IDS system
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based on Al for achieving the highest real-time performance, explanation efficiency, scalability, and adaptability to
different application domain in the [oT sector (Terumalasetti, 2025).
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Figure 1: Proposed Research Model
3. Research Methodology
3.1 Research Design

In this research, the research design is used is quantitative, explanatory and cross-sectional which is intended
to study the relationship between quality of the IoT network graph construction, the capability of the GNN model, the
strategy for training and optimizing an Al model, the quality of the representation of the traffic relation, and the
performance of IoT intrusion detection. Data will be collected through a structured questionnaire, including all the
respondents who have a relevant knowledge regarding IoT networks, cyber security, artificial intelligence, network
security management and intrusion detection systems. The partial least squares structural equation modelling (PLS-
SEM) will be used because the study is a complex predictive model that involves several independent variables, a
mediating variable, and a dependent variable, so that PLS-SEM is able to test the direct and indirect relationship
between the variables. This analysis will be conducted using the SmartPLS software and then the measurement model
test is carried out using indicator reliability, internal consistency reliability, convergent validity and discriminant
validity. After that, the test of the structural model will be carried out through the path coefficient and coefficient of
determination test, effect size test, predictive relevance test, and bootstrapping test for hypothesis testing. The selected
method (PLS-SEM) can be used in this study as it is a technique used to predict research, it is suitable to handle
complex models, and also widely used in technology and technology research (Ogenyi et al., 2025) and cybersecurity
studies involving mediation analysis. This research design will enable the empirical verification of the proposed
framework and explore the influence of graph construction quality, GNN capabilities and training strategy of Al on
the performance of IoT intrusion detection system (IDS) based on relational traffic representation quality.

3.2 Measurement Instruments
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The survey instrument was a structured questionnaire using the scale strongly disagrees to strongly agree that
had 5-point scale. All constructs will be treated as reflection measured constructs in PLS-SEM. The quality of the IoT
network graph construction, performance of the GNN model, and performance of the IoT intrusion detection will be
each selected 7 items; the Al training strategy, optimization strategy will be selected 6 each; the quality of the
representation of the relational traffic will be selected 6. The items take advantage on cutting-edge studies from the
following areas: GNN application to IDS based IoT, graph representation learning, Al optimization and IDS
performance. To test the reliability and validity of indicators, PLS-SEM standards will be followed, such as reliability
test (Cronbach's alpha, composite reliability, AVE), and Fornell-Larcker and HTMT, bootstrapping will be conducted
to test the validity and reliability of the indicators (Madalieva et al., 2025).

Table 1. Instruments

Variable Code Measurement Items Sources
IoT Network GQl1 The IoT network traffic is represented through clear and meaningful Sun, Teixeira, &
Graph graph structures. Toor (2024);
Construction GQ2 The graph construction process accurately represents IoT devices as  1rmos (2026);
Quality nodes. Dasarla (2026);
. . .. Kanca & Tiirker
GQ3 The graph construction process accurately represents communication
. . (2026)
links among IoT devices as edges.
GQ4 The graph structure captures important temporal patterns in [oT
network traffic.
GQ5 The graph construction process includes relevant node and edge
features for intrusion detection.
GQo The graph structure preserves important IoT network topology and
communication dependencies.
GQ7 The graph construction process reduces irrelevant or noisy
relationships in IoT traffic data.
GNN Model GMC1  The GNN model can effectively learn relationships among IoT Alnazzawi et al.
Capability devices and traffic flows. (2025); Jiang et
GMC2  The GNN model can aggregate useful information from neighboring 2l- (2025); Ares-
nodes in the IoT network graph. Robledo, Rifa-

Pous, & Clariso
(2026); Sharma
et al. (2026)

GMC3  The GNN model can identify important traffic relationships through
attention or weighting mechanisms.

GMC4  The GNN model can capture both local and global communication
patterns in IoT networks.

GMCS5  The GNN model can handle heterogeneous and dynamic IoT traffic
conditions.

GMC6 The GNN model is scalable for analyzing large loT network
structures.

GMC7 The GNN model provides explainable or interpretable support for
intrusion detection decisions.

Al Training and ATO1 The model training process uses appropriate hyperparameter tuning Zhou et al.

Optimization to improve detection performance. (2024); Tanvir
Strategy ATO2  The training strategy includes effective feature selection or feature €t al- (2026);
optimization techniques. Diao et al.
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Variable Code Measurement Items Sources
ATO3 The training strategy addresses class imbalance in [oT intrusion (2026); Mwiga
detection data. et al. (2026)
ATO4  The model uses advanced learning strategies such as semi-
supervised, self-supervised, or federated learning.
ATOS The training process improves the model’s ability to detect unseen or
zero-day attacks.
ATO6 The optimization strategy supports lightweight and efficient
deployment in IoT environments.
Relational Traffic RTRQ1 The learned traffic representations clearly capture relationships Mananayaka &
Representation among [oT devices and flows. Chung (2026);
Quality RTRQ2 The learned representations effectively distinguish normal traffic ~ Ares-Robledo et
from malicious traffic. al. (2026); Dey
RTRQ3 The learned representations reduce noise and irrelevant traffic (2026); Gupta et
al. (2026)
features.
RTRQ4 The learned representations capture temporal changes in IoT
network behavior.
RTRQS5 The learned representations improve the separation of different
attack classes.
RTRQ6 The learned representations generalize well across different IoT
traffic conditions.
IoT Intrusion IDP1 The intrusion detection system accurately detects malicious Komal & Li
Detection activities in IoT networks. (2026);
Performance IDP2 The intrusion detection system achieves high precision in identifying Sanjalawe et al.
actual attacks. (2026); Ahmed
IDP3 The intrusion detection system achieves high recall in detecting & Askar (2026);
. . . Sallam, El
different types of intrusions. . )
Barachi, & Li
IDP4 The intrusion detection system maintains a strong F1-score across (2026)
normal and attack traffic.
IDP5 The intrusion detection system reduces false positive alerts in [oT
network monitoring.
IDP6 The intrusion detection system detects attacks with low latency.
IDP7 The intrusion detection system remains effective against dynamic,

unknown, or zero-day attacks.

All items were measured using a five-point Likert scale ranging from 1 = strongly disagree to 5 = strongly

agree.

3.3 Population and Sampling

The population of this study will be professionals and experts with hands-on experience of IoT networks,
cybersecurity, artificial intelligence, network monitoring, intrusion detection systems, cloud-edge computing or IT
security management in companies whereloT-infrastructures are used. The population of the respondents will be
selected by purposive sampling as it is a specialized and technical knowledge based study which involves individuals
who are directly involved in the implementation of IoT security and knowledge about intrusion detection practice
using Al. This total sample size of 510 is judged to be sufficient for PLS-SEM since it has multiple independent
variables, a mediating variable, and a dependent variable and larger population size would lead to higher statistical
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power and parameter stability, better predictive ability and the reliability of the bootstrapping results (Shkarupylo et
al., 2024). Cyber security analysts, engineers working in the field of [oT or other related areas, network administrators,
Al or machine learning specialists, IT managers, system security officers and researchers in IoT security-related areas
may be included on the list of selected respondents. Thus, the selection of 510 subjects is appropriate for conducting
empirical verification of the proposed hypotheses in this study, which connects the construction quality of the graph
of the IoT network, the ability of the GNN model, the training and optimization process for the Al model, the quality
of the representation of the traffic flow, and the performance of the IoT intrusion detection.

3.4 Data Collection

The data for this study will be obtained via a structured questionnaire survey of the respondents who have
experience of knowledge regarding the IoT network, cyber security, Al, intrusion detection systems or IT security
management. The questionnaire will primarily be made available on online platforms like email, Google Forms,
LinkedIn, professional cybersecurity networks and contacts within the organizations themselves — to efficiently reach
the targeted respondents. The instrument will be pre-taken for content validity by academic experts, industrial experts
before main data collection and for the pilot test to check the clarity, reliability, and suitability of content items to the
context of the study. Respondents will be provided with an explanation of the purpose of the study, that responses will
be confidential and that they can withdraw from the study at any time. In this study, structured survey is appropriate
as it is structured to be a quantitative, cross-sectional type of research which tests the possibilities of relationships by
applying PLS-SEM, and using purposive sampling, as widely applied in cybersecurity, IoT and information systems
research, where the research object involves survey data collection (Alohali et al., 2025).

3.5 Respondents Profile

The demographic profile of the respondents will be briefly described in order to give a clear picture of the
characteristics of the background of the 510 respondents who participated in the study. The demographic area includes
things like genders, age groups, levels of education, involvements in IoT networks, levels of monitoring networks,
intrusion detection systems, cyber security, or professional position. The stakeholders include cybersecurity analysts,
IoT engineers, network administrators, Al and machine learning specialists, IT managers and system and cloud-edge
computing experts, and academics or industry experts who are currently studying Al for intrusion detection in IoT
networks. Education level would be represented by having bachelor's or other post-graduate degree and work
experience would be represented as less than 3 years, 3—5 years, 6—10 years and more than 10 years. This demographic
information is important because the technical background, role and experience of the respondents can likely impact
their opinion of the quality of graph construction, the ability of the GNN model, their optimization of the GNN model,
their perception of the quality of relationship traffic, and their detection ability of the IoT intrusion detection system.
Demographic profiling is commonly used in characterizing samples, evaluating the respondents' suitability, and
confirming the results of quantitative survey and PLS-SEM studies particularly in the field of cybersecurity, IoT and
information systems studied (Haldorai, 2023).
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Figure 2: Respondents Profile

3.6 Data Analysis Technique

The data technique used in this study is Partial Least Squares Structural Equation Modeling (PLS-SEM) because
the number of independent variables, one independent variable which is the mediator, and one dependent variable in
this study. Data screening procedures of the data will be conducted in the analysis, which will include the check of
missing values, normality, outliers, common method bias and descriptive statistics. Next, the measurement model is
examined in relation to indicator loadings, Cronbach's alpha coefficient, composite reliability and average variance
extracted, Fornell-Larcker criterion and HTMT ratio to ensure the reliability, convergent validity and discriminant
validity of the measurement model. Then, this model will be examined in terms of variance inflation factor, path
coefficient, coefficient of determination, effect size and bootstrapping for the direct and mediating effects, and for the
predictive relevance. The technique is suitable due to PLS-SEM being prediction-oriented, the fact that there are many
variables involved particularly in the research on information systems and technology adoption, and the widespread
use of such models for mediation analysis (Prince et al., 2024).

3.7 Assessment of Measurement Model

Measurement model will be evaluated first to ensure reliability and validity of construct and then will be tested
structural relationship to ensure reliability and validity of structural relationship. The first analysis will focus on the
reliability of all variables used in this study, the outer loading needs to be checked, if the outer loading is 0.70 or
above, it is deemed to be acceptable, the outer loading below 0.50 may be deleted as it is weak, and the deletion will
increase the reliability and validity of the current study. The internal consistency reliability test will be evaluated by
Cronbach alpha and composite reliability and rho A will be in the range of 0.70-0.95. Convergent validity will be
assessed using average variance extracted in which a construct threshold of 0.50 will be met, meaning that the variance
in the indicators would exceed 50% for each construct. Fornell-Larcker criterion and heterotrait-monotrait ratio will
assess the discriminant validity, which means that the square root of AVE is greater than the inter-construct correlation
and the HTMT is less than the recommended limit of 0.85 or 0.90. Moreover, variance inflation parameters will be
used to check for possible multicollinearity in the indicators, to see whether the measurement model is affected by
multicollinearity. These procedures can be appropriate in order to check whether the quality of the graph construction
is consistent for the IoT network, the ability of the GNN, the training and optimization of the Al model and the quality
of relation representation in traffic can be measured correctly and consistently, prior to engaging in the structural
model assessment process in the SmartPLS (Thavasimani & Srinath, 2022).
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The test-reliability scores for the measurement model in Table 3 show that it has good internal consistency,
reliability and convergent validity. The item factor loading for all the items in this study revealed that they are in the
acceptable range of 0.7 to 0.8 and above, signifying that all items are satisfactory representations of their constructs.
The item factor loading range is from 0.851 to 0.927. The means of the Outer VIF values (2.643 to 4.867) are in the
lower end of the range compared with the general cutoff of 5.0 meaning that the general problem of multicollinearity
is not a significant problem in the measurement items. The internal consistency reliability of the Al training and
optimization strategy is 0.942 - 0.965 for Cronbach's o and 0.942 - 0.966 for composite reliability, which denotes high
internal consistency reliability for the Al training and optimization strategy. The values of AVE range from 0.775 to
0.850, which represents a convergent validity because all constructs explain more than 50% of the variance in their
indicators. The reliability values of all constructs for the Al training and optimization strategy are very high and can
be examined for any item similarities, but the results indicate the constructs are all reliable and valid to further assess
the structural model for PLS-SEM (Li et al., 2024).

From the results shown in Table 4 there are no multi-collinearity problems among the constructs of predictors
in the structural model. All of the inner VIF values are under 1.004, and much less than the threshold values of 5.0
and 3.3. This means that while there is a correlation between each variable, Al training and optimization strategy,
GNN model capability and quality of [oT network graph construction, these three variables are not meaningfully
highly correlated when predicting the quality of relational traffic representation and IoT intrusion detection
performance. Thus, the independent variables can be incorporated in the model without inducing a collinearity
problem and the path coefficients are not over- or underestimated. These results suggest that the structural model could
be suitable for future hypothesis testing and that a path-coefficient and effect size analysis and a mediation analysis in
PLS-SEM were performed (Ramzan et al., 2023).

Table 5 shows that the results did support discriminant validity based on Heterotrait-Monotrait ratio. The values
for HTMT are lower than the recommended value (0.85 or 0.90); range from 0.026 — 0.763. The best correlation
(0.763) exists between performance of intrusion detection for the IoT and the quality of traffic representation for the
relational DB, whereas all the other correlations do not reach the acceptable level. This implies that constructs are
uncorrelated and represent different aspects of the model. Therefore, the discriminant validity of Al training and
optimization strategy, capability of GNN model, quality of IoT network graph construction, IoT intrusion detection
performance, and quality of relational traffic representation are sufficiently developed, and the measurement model is
suitable for evaluating and testing the model presented in this study, which is based on PLS-SEM (Vurubindi et al.,
2025).

Table 6 shows that all the predictor variables have meaningful (ES) effect on each endogenous construct. From
the common understanding of s"2 (Zakariah et al., 2025), values around 0.02 indicate small effects, around 0.15
indicate medium effects and above 0.35 indicate large effects. For IoT IDS the performance of the training and
optimization strategy is medium (0.321) while the effectiveness of the representation of the relational traffic is large
(0.370). The GNN model capability is one of the most prominent for both the IoT intrusion detection and the relational
traffic representation, with f square value of 0.587 and 0.394 for these two, respectively. The quality of IoT network
graph construction also has a significant influence on the performance of IoT intrusion detection (value 0.401), and a
medium impact on representing relational traffic (value 0.345). In general, the results demonstrate that both capability
of the GNN model and the quality of the graph construction used as well as the approach for training and optimizing
the model using Al greatly improve the IoT IDS, and the representation of relational traffic.

The structural model can be seen in the results presented in the table 7, the model is acceptable in terms of
explanatory power, its predictive relevance and model fit. The R-square value for performance of IoT intrusion
detection is 0.582 and adjusted R-square value is 0.579 which means that the performance of IoT intrusion detection
can be explained by the predictors with moderate explanatory power of 58.2%. Similarly, the R-squared value to
represent the traffic in relations is 0.542 and the adjusted R-square value is 0.539 indicating that 54.2% of the variance
of the mediating variable is explained by the predictors (Bensaid et al., 2024). The IoT intrusion detection performance
value of Q? is above 0, which shows the predictive relevance is strong positive; the same applies for the value of the
relational traffic representation quality Q?, which is 0.536. The values of RMSE and MAE are acceptable as they are
within reasonable limit, and relatively low. In terms of model fit, the values of the SRMR for both of the models — the
saturated model (0.026) and the estimated model (0.044) — were both lower than the recommended value of 0.08, and
the NFI for both models was 0.961, which exceeds the recommended value of >0.90. Therefore, the model has a good
fitting of 81%, a moderate explanation of 81% and a reasonable prediction of 80%, which is enough to test the
proposed model with PLS-SEM.
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Table 2: Measurement Model Assessment Criteria

Assessment Criteria Recommended Threshold References
Indicator Reliability (Outer >0.70 Hair et al. (2022; 2024)
Loading)

Cronbach's Alpha (o) >0.70 Hair et al. (2022)
Composite Reliability (CR) >0.70 Hair et al. (2022)
rho A >0.70 Dijkstra & Henseler (2015); Hair et
al. (2022)
Average Variance Extracted >0.50 Fornell & Larcker (1981)
(AVE)
HTMT Ratio < 0.85 (strict) or <0.90 Henseler et al. (2015)
(acceptable)
Variance Inflation Factor < 3.3 (preferred) or < 5.0 Hair et al. (2022; 2024)
(VIF)

Table 3: Internal Consistency, Reliability and Convergent Validity

Average
Construct/Items OuterVIF Factor Cronbach's Composite Variance
values Loadings Alpha Reliability Extracted
(AVE)
Al Training and Optimization Strategy 0.965 0.966 0.850
ATO1 4.568 0.919
ATO2 4.867 0.927
ATO3 4.792 0.923
ATO4 4.553 0.922
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ATOS5 4.594 0.919
ATO6 4.778 0.923
GNN Model Capability 0.958 0.959 0.827
GMC1 4.519 0.921
GMC2 3.887 0.905
GMC3 3.949 0.906
GMC4 3.905 0.905
GMCS 4.333 0.916
GMC6 3.918 0.903
IoT Network Graph Construction Quality 0.948 0.949 0.793
GQI1 3.593 0.894
GQI2 2.809 0.858
GQI3 4.292 0.916
GQI4 3.386 0.889
GQI5 3.736 0.900
GQI6 3.305 0.885
IoT Intrusion Detection Performance 0.949 0.949 0.796
IDP1 3.873 0.903
IDP2 3.131 0.878
IDP3 3.207 0.883
IDP4 3.421 0.890
IDP5 3.973 0.907
IDP6 3.410 0.892
Relational Traffic Representation Quality 0.942 0.942 0.775
RTRQI1 2.643 0.851
RTRQ2 3.311 0.888
RTRQ3 3.118 0.878
RTRQ4 3.519 0.895
RTRQS5 3.024 0.875
RTRQ6 3.486 0.893
Table 4: Collinearity Statistics (Inner VIF)
Relationship VIF Decision
ATO -> IDP 1.004 No multicollinearity issue
ATO -> RTRQ 1.004 No multicollinearity issue
GMC -> IDP 1.003 No multicollinearity issue
GMC > RTRQ 1.003 No multicollinearity issue
GQI -> IDP 1.001 No multicollinearity issue
GOQI -> RTRQ 1.001 No multicollinearity issue

Table S: Discriminate Validity Heterotrait-Monotrait (HTMT) Ratio

ATO

GMC

GQI

IDP

RTRQ
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ATO

GMC 0.058

GQI 0.034 0.026

IDP 0.423 0.546 0.447

RTRQ 0.468 0.476 0.437 0.763

Table 6: Effect Size of Latent Variables

Path f-square Effect Size
ATO -> IDP 0.321 Medium
ATO -> RTRQ 0.370 Large
GMC -> IDP 0.587 Large
GMC -> RTRQ 0.394 Large
GQI > IDP 0.401 Large
GQI -> RTRQ 0.345 Medium

Table 7: Model Fit

R-sq AdjR-sq Q?predict RMSE MAE  Saturated Model Estimated Model

IDP 0.582 0.579 0.576 0.654 0.529
RTRQ 0.542 0.539 0.536 0.685 0.533
SRMR 0.026 0.044
NFI 0.961 0.961

3.8 Hypothesis Testing:

H1: IoT network graph construction quality has a positive and significant effect on IoT intrusion
detection performance.

The result shows that for the hypothesis H1, the path coefficient is 0.410, standard deviation is 0.028, t value is
14.515 and p value is 0.000, which allows the hypothesis to be accepted. It means that the quality of constructing [oT
networks' graph has a positive and statistically significant impact on the performance of IoT intrusion detection.
Therefore, if the graph construction is improved, the knowledge base of the communication pattern, the pattern of the
attack, and the knowledge base of the IoT devices that the intrusion detection system can be constructed upon will be
increased as well (Chaudhari et al., 2023).

H2: GNN model capability has a positive and significant effect on IoT intrusion detection performance.

Based on the obtained result shows that the relationship between the two constructs showed the path coefficient
value of H2 (0.496), the standard deviation value of (0.026), the t value of (18.792) and the p value of (0.000). This
indicates that out of the direct paths, the contribution of GNN model capability to the IoT intrusion detection
performance is the highest. The finding shows that GNNs with improved abilities to collect information, attract
attention and grow and to resist attacks are capable of dissecting intrusions in IoT networks better (Xu et al., 2023).

H3: Al training and optimization strategy has a positive and significant effect on IoT intrusion detection
performance.

Based on this study the result shows the path coefficient of 0.367, standard deviation of 0.028, t value is 13.309
and p value is 0.000 which supports the hypothesis (H3). This means that this training and optimization process of Al
has a positive and significant impact on the performance of the IoT intrusion detection system (IDS). There are various
effective optimization techniques, like hyperparameter tuning, dealing with address class imbalance, feature
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optimization, and lightweight training of the model, that help in achieving attack detection accuracy and efficiency
(Liu, 2024).

H4: Relational traffic representation quality has a positive and significant effect on IoT intrusion
detection performance.

From the result, the value of path coefficient for model H4 is 0.357 with standard deviation (SD) 0.033; this
shows that the model has been confirmed at p-value < 0.05 with the t value of 10.692. It demonstrates that a relational,
high-quality traffic representation will greatly improve the IoT intrusion detection (ID) detection. The result showed
that the detection mechanism was more effective in detecting a normal traffic and abnormal traffic if the learned traffic
representation is clearly based on the relationships between the devices in the network, the dependencies between the
traffic and abnormal pattern (Zhang et al., 2024).

HS: IoT network graph construction quality has a positive and significant effect on relational traffic
representation quality.

Based on the hypothesis test that the result achieved is path coefficient is 0.398, standard deviation of 0.028, t
value of 14.297, and a p value of 0.000 concluded that the hypothesis was accepted. This confirms the effectiveness
of the relational traffic representation quality that can be obtained through the creation of high quality graphs. By
virtue of designing a well-structured IoT graph, meaningful relationships between the nodes, edges, flows and attack
paths are learned, as well as better traffic embeddings for intrusion detection (Abdel-Basset et al., 2022).

H6: GNN model capability has a positive and significant effect on relational traffic representation quality.

H6 is supported by the result, which is path coefficient = 0.426; SD = 0.029; t-value = 14.735; p-value = 0.000.
This indicates that the quality of relational traffic representation positively and significantly affects its capability of
the GNN model. Based on the results, it is evident that deep GNN models can capture richer and more discriminative
graph representations based on the data of an IoT network (Shoukat et al., 2025).

H7: Al training and optimization strategy has a positive and significant effect on relational traffic
representation quality.

From the above results, it can be concluded that the result values of path coefficient, standard deviation, t-value
and p-value support the research of H7 with values of 0.412, 0.028, 14.886 and 0.000 respectively. These suggest that
the way in which the Al is trained and optimized could have a significant effect on performance of relational traffic
representation. The traffic model will be enhanced by learning a stable, generalizable and meaningful traffic
representation from complex IoT network data by properly training and optimizing the model (Zareh Farkhady et al.,
2025).

HS8: Relational traffic representation quality mediates the relationship between IoT network graph
construction quality and IoT intrusion detection performance.

The result showed that the coefficient of determining H8 with the indirect path was 0.142, with SD (standard
deviation) value as 0.016, t-value as 8.684 and p-value as 0.000. This indicates that the quality of the graph
construction in the [oT network is an important QoR to bridge the gap between the quality of the traffic in the relational
network and the intrusions detected from the IoT network. It is also a partial mediation where the direct effect of graph
construction quality on intrusion detection performance is also considered, and the indirect effect of graph construction
quality on intrusion detection performance is mediated by the relational traffic representation of graph construction
(Binthiya & Ravindran, 2025).

H9: Relational traffic representation quality mediates the relationship between GNN model capability
and IoT intrusion detection performance.

The path coefficient of the result is supporting H9 is 0.152, the standard deviation is 0.017, t value is 8.766 and
p value is 0.000. The results demonstrate the important mediation role of the quality of relational traffic representation
between the capability of the GNN model and the performance of IoT intrusion detection. The result here suggests a
partial mediation as another pathway for GNN model capability to influence intrusion detection performance is a
complementary pathway. By improving learnable relational traffic representations, this not only improves the GNN
capability but has a direct positive impact on intrusion detection performance as well (Rajasekaran et al., 2025).

H10: Relational traffic representation quality mediates the relationship between AI training and
optimization strategy and IoT intrusion detection performance.
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It is obtained with an indirect path coefficient of 0.147, a standard deviation of 0.0175 and a t value of 8.478,
the p value is 0.000. This validates that the quality of relational traffic representation, as a result of Al training,
significantly acts as a mediator between Al training and optimization strategy and the performance of IoT intrusion
detection. The mediation is complementary partial mediation since the mediation process of the increase in intrusion
detection performance due to the direct effect of the Al training and optimization strategy is also significant
(Zhukabayeva et al., 2025). This introduces direct and indirect ways of improving intrusion detection via training and
optimization methods to improve the representations of relational traffic.

Table 8: Hypotheses Testing (Bootstrapping)

. . . Path Standard P-
Hypothesis [Relationship Coefficient deviation t- Value values Result
H1 GQI — IDP 0.410 0.028 14.515 0.000 Supported
H2 GMC — IDP 0.496 0.026 18.792 0.000 Supported
H3 ATQ — IDP 0.367 0.028 13.309 0.000 Supported
H4 RTRQ — IDP 0.357 0.033 10.692 0.000 Supported
HS5 GQI — RTRQ 0.398 0.028 14.297 0.000 Supported
Hé6 GMC — RTRQ 0.426 0.029 14.735 0.000 Supported
H7 ATQ — RTRQ 0412 0.028 14.886 0.000 Supported
H38 Complementary
I — RTR IDP | 0.142 .01 .684 .
Gl = Q- 0 0.016 8.68 0.000 Partial Mediation
H9 GMC — RTRQ—IDP| 0.152 0.017 8766 | 0000 | Complementary
Partial Mediation
H1 1
0 ATQ —RTRQ —IDP | 0.147 0.017 8478 | 0000 | Complementary
Partial Mediation

4. Discussion

This study shows that the quality of constructing a graph for IoT network, capability of GNN model, strategy
of Al training and optimization and traffic representation quality of the network in the form of a relation positively
and significantly affect the IoT intrusion detection performance. All three direct predictors had a significant impact on
intrusion detection performance: GNN model capability, quality of IoT network graph construction, and the strategy
for training or optimizing the Al. This indicates that the enhancement of the attack detection in IoT depends on the
improvement of the GNN architecture, graph construction and training techniques. These results align with the recent
research that proves learning relationships between the devices, flows, services, and attack paths is the key to
successfully improve performance of the intrusion detection system model based on GNN — without having the packet
records as independent entities (Wahab et al., 2025). Previous studies in the area of using GNNs for [oT and edge
security confirmed that the application of specialized graph learning, attention mechanisms, multi-channel
architectures and effective optimization strategies can improve the accuracy of detection, resilience and explainability
of GNNs models (Mishra et al., 2023).

The quality of the IoT network graph construction's impact on both relational traffic representation quality and
intrusion detection performance verifies the crucial role that design quality of the graph plays in GNN-based cyber
security systems. Properly structured graph gives the ability to represent an loT device as graph node, communication
as graph edges and attack behavior as patterns, enhancing the ability of the model to detect subtle attack patterns.
Temporal behavior and communication dependency have been highlighted in recent research (El Gadal & Ganti, 2025)
as well as the modelling of network topology for the use of graph-based intrusion detection systems. However, as this
example shows, there are other studies that offer another viewpoint: The graph might also add noise to the system,
add something to the computational load, and not work out in the real world as well if it didn't accurately represent
real world traffic. To cite just a few examples, recent literature on GNN anomaly detection and Al applications for
IoT-edge cybersecurity has pointed out several un-addressed issues such as dynamic graph modeling (Jiang et al.,
2024), data imbalance (Gill & Dhillon, 2024), scalability, and deployment readiness. This contradictive evidence does
not challenge the significance of constructions of graphs but it reinforces the need for a careful design of the graph,
choice of its features, and validation for heterogeneous IoT settings.
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The results also confirm that the performance of GNN can greatly improve the relational traffic representation
and its intrusion detection capability as well. Advanced GNN functions such as neighbourhood aggregation, attention
based weighting, spatio-temporal learning, multi-Graph processing and explainability, allow it to learn more complex
representations of both normal and malicious traffic. The results corroborate those of other researchers, who have
shown that graph attention networks (GAT) and multi-graph neural networks (MGN) as well as hybrid GNN-
transformer models are able to successfully capture the structural and temporal properties of IoT and edge networks
to improve the problem of intrusion detection (Khadam et al., 2024). In large-scale [oT environments, however, the
complex models, such as GNNs, pose challenges on computation cost, low deployability in real-time, vulnerability to
adversarial attacks, and interpretability issues are reported in the literature (Ayyadurai et al., 2025). This is the reason
it is necessary to perform the balance of heavy model capability with light design, and clear outputs and deployment
constraints.

The improvement in relational traffic representation quality achieved by the Al training and optimization
strategy, as well as the improvement in ID performance for loT traffic, indicate that the optimisation strategy plays a
crucial role in model performance, in addition to the model architecture used. Representations are learned with
effective strategies like hyperparameter tuning, handling class imbalance, autoencoder pretraining, semi supervised
learning, self supervised learning, federated learning and knowledge distillation, etc., which can lead to good
generalization to other attacks. Optimized GNNs models, autoencoder-pretrained spatio-temporal GNNs and self-
supervised graph learning approaches have also improved the performance of intrusion detection systems in IoT,
healthcare-IoT and cloud-edge environment as revealed by the recent studies (Al-Jabbar et al., 2023). However, some
studies caution that optimization methods may not always be suitable for a range of datasets and real-life IoT
environment because of the variety of attacks and attack pattern, the different behaviors of devices, and network traffic
distribution (Paliwal et al., 2025). An opposite evidence points out that future models must be tested using other
datasets of IoT and deployment environments in order to guarantee the robustness and generalization of models.

The results of the mediation analysis show that mediation by the quality of representation in relational traffic is
complementary-partially mediating between the three independent variables and intrusion detection performance in
IoT. Quality of intrusion detection is improved both directly and indirectly through quality of the constructed graph,
and the ability of the GNN model, and through improvements to the way the graph is trained and optimized for the
Al The results indicated that the GNN model capability with relational traffic representation quality, Al training
optimization strategy and graph construction quality were the top three indirect correlations. This is a theoretical
significance because it provides the insight on how and why the usage of GNN-based intrusion detection enhances the
security of the IoT network: With the help of graph structures, model architectures and training methods that generate
meaningful embeddings to differentiate between normal and malicious traffic, the system becomes effective. The
outcome aligns with previous graphs representation learning research which confirms that high-quality embeddings
are found to be effective for anomaly detection, attack classification and cybersecurity decision-making (Joshi et al.,
2025). On the contrary, other works suggest that the quality of the representation might be degraded when the data are
imbalanced, the graphs are noisy, the labels are too short, or the traffic pattern changes from time to time (Lin et al.,
2025). This study offers valuable insights into the literature by proving that the quality of traffic representation in the
relational graph is an important explanatory mechanism between the relational graph, its learning capacity and the
optimization method, and its impact on the ability to detect IoT attacks.

4.1 Theoretical implications

From a theoretical perspective, this study helps advance the literature of cybersecurity for Al-supported IoT by
establishing the key relationships among the quality of the constructed graph of the IoT network, the ability of the
GNN, Al training and optimization strategies, the quality of the representation of the traffic, and the performance of
IoT intrusion detection. Therefore, the focus of the previous studies has been on the accuracy, robustness or
explainability of the GNN-based intrusion detection system (IDS) or on the degree of computational efficiency; in this
work, an attempt is made to give an explanation to the improved detection outcomes by using graphs and graph-based
learning techniques. The empirical result that the quality of relational traffic representation is a complementary partial
mediator is a confirmation of the representation learning theory, suggesting that the importance of graph construction,
model capability and optimization strategy is carried through in detection performance by significant relational
embeddings. This is in line with the most recent research, which has indicated that GNNs can be utilized for intrusion
detection, as they have the ability to learn structural, temporal, and relational patterns in the traffic of IoT networks
(Algahtany et al., 2025) , (Xia & Zhou, 2024). The study also represents the stepping forward from the graph theory
to the information processing theory and further reinforces the notion that recent Internet of Things attacks need to be
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seen as the relationships of devices, flows, services and attack paths rather than the view as a list of unrelated traffic
records.

4.2 Practical implications

The study results are applicable in practice to cybersecurity managers, network security experts, loT system
designers, and Al developers who are interested in improving intrusion detection systems for IoT. It was observed that
the capability of GNNs most significantly influenced the performance of an IoT ID system, and thus, the researchers
recommend that organizations consider GNN architectures with the following properties: explainability, robustness,
scalability, attention, and spatio-temporal learning, as well as graph aggregation. Moreover, the quality of the graph
construction is crucial in IoT networks, and organizations can greatly benefit from correct graph design; they need to
properly define nodes, edges, traffic characteristics, communication dependencies, and attack paths, before
implementing GNN models. Additionally, the effectiveness of the method of introducing Al training and optimizing
its parameters suggests that cybersecurity professionals can benefit from hyperparameter tuning, handling class
imbalance, self-supervised learning, autoencoder pretraining, federated learning and lightweight optimization to
improve the effectiveness of real-time detection and readiness for deployment. The implications are noted in
accordance to the latest research on the requirements of optimized EXPLAINED ADAPTIVE LIGHTWEIGHT
intrusion detection systems in IoT/edge network, health-care [oT, Industrial IoT, and Critical Infrastructure scenarios
(Basri, 2025). The study thus pushes the practices to focus towards the improvement of the quality of graph, the ability
to use graph, training strategy and quality of graph representation as the key bases for improving the performance of
IoT cybersec, rather than towards the imminent adoption of an IDS tool based on Al.

5. Conclusion

They determined that IDS systems had to be more sophisticated and capable of detecting more dynamic,
relational and hidden patterns of attacks between the devices, flows, services and messages sometimes passed between
the devices to combat increasingly complex IoT networks. To solve this issue, the study investigated the mediating
effects of relational traffic representation quality between the quality of IoT network graph construction, the capability
of GNN and the strategy of Al training and optimization on IoT intrusion detection performance. The results showed
all positive and significant direct relationships, where high quality constructing graphs correlated with a high
capability of graphs, the optimized use of Al, and meaningful representation of relational traffic helps to improve the
performance of intrusion detection for IoT. As regards predictors, the GNN model capability proved to be the best
direct predictor, with graph aggregation and attention learning, spatio-temporal modeling, scalability and
robustness/explainability playing a crucial role in effective IoT cyber security. The quality of the relational traffic
representation is the other partial mediator it is found in the mediation results, as the construction of the graph, the
GNN capability, and the optimization of the Al based system have a direct and indirect impact on the ID performance
through providing better learned traffic embedding. The findings have theoretical importance as they extend the scope
of graph theory, information processing theory and representation learning theory for [oT Cyber Security, and practical
importance for designing Al-based IDS solutions as they suggest focusing on the quality of the graph, model, training
procedure and representation. The study has limitations in that it has a cross sectional design and quantitative approach,
confined to self reported responses to questionnaires, relies on purposive sampling and engages only selected set of
professionals with angles of security in [oT, failing to generalize to other areas of [oT and real time operations. In the
future, the model should be validated with experimental implementation of a GNN, real datasets of network traffic,
comparing IoT system and smart city systems with edge-cloud systems and industrial IoT systems. Enhancing the
explainability and lightweight nature of IDS models developed using GNNs, while also considering federated and
privacy-preserving models and adversarially robust models, as suggested in recent research, would also be valuable
for future investigations to increase their suitability for deployment and scalability and to ensure trust in Al-based IoT
cybersecurity systems.

Limitations

There are a number of limitations that need to be taken into account in the interpretation of the findings of this
study. This study adopted a cross-sectional quantitative design, where the observations were performed at a single
point in time, thus cannot completely account for the performance changes of IoT intrusion detection techniques with
respect to changing cyber attack, IoT traffic characteristics, and IoT GNN models over time. Secondly, the study was
based on survey questionnaires from 510 respondents, resulting in the responses being based on perceptions as
opposed to direct experimental testing on real IoT traffic sets. Third, because of the limitations of the study, the study
sample consisted of individuals who were knowledgeable in the fields of IoT networks, Cyber security, Al and IoT
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intrusion detection systems, which may limit the ability to generalize the results to other industry areas related to IoT.
Fourth, the study didn't explicitly include all the other factors which are considered as important to the study such as
Data Privacy, Adversarial attacks, Computational cost, Explainability, Real-time deployment readiness and
Organizational Cyber-security maturity. These factors are expected to play almost the same important role as the study.
Furthermore, recent research also has identified some remaining challenges with GNN intruder detection systems as
mentioned below: dataset imbalance (Albattah et al., 2022); scalability (Alippi & Ozawa, 2024); explainability,
generalization and deployability in resource-limited environments (Geetha et al., 2023).

Future Research Directions

Research efforts should be carried out to study such relationships in longitudinal designs, in experiments and
with real 10T traffic data to verify stability of the proposed relationships in time and under attack scenarios. Evaluation
of the model should be done to make the model more generalizable in any specific domain such as, Industrial IoT,
Healthcare [oT, Smart cities, Smart energy, Transportation system and Edge-Cloud environments, etc. In future, other
GNN models such as GCN, GAT, GraphSAGE, spatio-temporal GNNs, multi-graph GNNs and hybrid models can be
compared to identify the best GNN model that performs well in different scenarios of IoT security. Moreover, future
efforts are needed to explore privacy-preserving and federated GNN-based IDS, explainable GNN models, lightweight
deployment of GNNs, countermeasure against adversarial robustness, IDS for zero-day attacks, and scalability for
real-time detection. Future work should be undertaken to gain deeper insights into quality of representation learning
of real-world embeddings of graphs with benchmark datasets, performance metrics (e.g., accuracy, precision, recall,
F1-score, false-positive rate, latency, and robustness), and representation quality of relational traffic by examining the
complementary partial mediating role in this research. The results are consistent with the recent works which advocate
for explainable and adaptive intrusion detection models for IoT and edge devices that are lightweight, privacy-
preserving and generalizable (Huang et al., 2024). Due to a temporary access problem it was not possible to conduct
a new scholarly search and these citations are based on the studies identified in the draft proposal.
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