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Abstract: Digital payment, a journey of tremendous growth in India, from the inception of Unified Payments Interface, card-not-

present transactions, mobile banking, prepaid payment products, Aadhaar services and merchant digitisation. The scale and 

convenience that this expansion brings have rendered authentication a key governance and security concern as it can open up 

opportunities for account takeover, phishing, social engineering, SIM-swap fraud, device compromise, and transaction 

manipulation. The Reserve Bank of India (RBI) has issued directions on authentication for 2025 that mark a significant shift from 

a one-time password (OTP) driven authentication system based on SMS to a more comprehensive, principles-based and risk-

sensitive authentication framework. The directions continue to mandate two factor authentication for the majority of digital 

payments transactions, but add the requirement for at least two authenticating factors for digital payments transactions (non-card-

present) and at least one dynamic or provable factor for digital payments transactions that are not card-present. They also enable 

more risk based checks depending on the context of the transactions, as well as the perception of fraud, but not any one specific 

technical pathway.  

This paper discusses the different type of authentication models that have been developed in India, ranging from pin, otp, biometric 

to behavioural biometric model and its regulatory, technical and operational implications as per the directions issued in 2025. A 

comparative analysis of the regulatory materials is carried out and a doctrinal and analytical review methodology is applied which 

takes into account all the authentication factors (knowledge, possession, inherence, contextual intelligence) with the most recent 

security discourse. The results section is designed in a manner that allows for comparison of the mainstream methods based on the 

strength of the security, ease of use, deployability, resistance to fraud, impact on privacy visibility and regulatory fit in the RBI 

context. 

The paper concludes that OTP-based systems are also important, but also become increasingly inadequate as a solution to today's 

frauds, due to their susceptibility to interception, manipulation, and social engineering. While not ideal, behavioural biometric 

systems provide a strong second line of risk scoring, anomaly detection and adaptive authentication. What will work best for India 

is not simply to replace OTP with biometrics with a single model, but a multi-layered model where aspects of dynamic 

authentication, device intelligence, behavioural signals and transaction risk analytics all play a part within a standards-based 

interoperable compliance regime. The RBI guidelines underscore the importance of transitioning towards the adaptive trust 

mechanism rather than phasing out the existing mechanism for digital transactions. 
Keywords: India digital payments, authentication mechanisms, OTP, behavioural biometric, RBI 2025 directions, two-factor 

authentication, UPI security, card-not-present payments, risk-based authentication, digital financial regulation 
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1. Introduction 

1.1 Background of India’s digital payment transformation 
India has emerged as one of the biggest digital payment markets in the world. Public digital infrastructure, 

affordable Smartphones, prevalence of the internet, QR code payment acceptance, fintech innovation, and the move 

towards formalised digital transactions have changed it. UPI has altered the landscape of P2P and P2M payment 

transactions, and the growing number of card-based e-commerce, mobile wallet, prepaid instruments and mobile 

banking applications have added to the range of digital payment channels for consumers and merchants (Saini, 2025). 

This shift has resulted in distinct improvements in terms of transactions visibility, speed, access and traceability. In 

the meantime it has turned into an important security link. 
Digital payments aren't just a technical process that precedes authorisation. It is one way in which trust is put 

into practice. The truth is that authentication is used to determine if a particular user is legitimate, if a device is known 

or suspected, if a transaction is normal or not, and whether the use of a payment rail is considered to be at an acceptable 

risk of fraud. Authentications should function in a market as large and varied as India, where the devices are not all 

created equal, language barriers, lack of digital literacy, telecom networks, and processes also differ. This is especially 

true for academic/regulatory research in India. 

1.2 Authentication as a policy and security challenge 
What is difficult in India is not that there is no authentication, but that some aspects are stressed on a few 

methods that have been known. For years, the ecosystem has been dependent on various combinations, like card details 

and OTP, mobile application login and MPIN, and account access and registered device assumptions. The models 

were adequate for a period when the first goal was to create a safety foundation adoption. However, eventually, the 

techniques for defrauding became more sophisticated (Vidani, 2024). Instead of brute force attacks, more advanced 

attacks were implemented, including phishing, remote screen sharing, social engineering, malicious apps, SIM 

swapping, and mule routing and convincing fake consent flows. But there could still be a role for a mechanism such 

as SMS OTP in such an environment, just not a security responsibility alone. 
The regulatory approach has slowly shifted from prescriptive minimum safeguards to a more complex notion 

of layered and contextual control. The RBI's 2025 authentication guidelines are important as they capture this 

transition as well. They maintain their basic two-factor authentication structure (which means that most digital 

payment transactions require two different types of factors for authentication), and add a clearer separation between 

the types of factors, and make more stringent requirements for non-card-present transactions by requiring at least one 

factor to be dynamic or verifiable. Furthermore, they enable additional fraud risk checks. With this architecture, 

regulators will have more space to integrate in biometrics, device-native verification, risk engines and behavioural 

analytics, all while maintaining a focus on issuers and payment participants.  

1.3 Research problem 
One of the significant challenges this paper attempts to address is the digital payment ecosystem being created 

in India is outstripping the legacy payment assumption of authentication. OTP is deeply integrated in transaction flows, 

due to its low price, familiarity, interoperability and regulatory acceptance. But new methods of fraud exploit the 

human and infrastructural vulnerabilities in the process of delivery of OTPs. The Biometrics are user-binding but are 

less convenient due to false acceptance, device inequality, consent, privacy, and spoofing and irrevocability (Khan, 

2023). Whilst behavioural biometrics are continuous and frictionless verification, they present a number of challenges, 

including the lack of transparency, surveillance concerns, data governance issues, and inconsistent legal development. 
The research question is not just if behavioural biometrics are better than OTP. The more pressing question is 

how India's payment system in the RBI's vision for 2025 can be designed to enable multiple layers of authentication, 

as well as to take into account security, inclusion, convenience, interoperability and proportionality. 

1.4 Research objectives 
This paper is designed to have four aims. The first one is moving towards OTP to biometric and behavioural 

authentication in India's digital payment system.The first one is the transition from OTP-based authentication to 

biometric and behavioural authentication in India's digital payment system.The first one is a shift from an OTP 

authentication model to biometric and behavioural authentication in India's digital payment system. The second is to 

ensure that the directions of RBI regarding the authentication gets translated into regulation by 2025. The third is to 
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evaluate the main authentication techniques in terms of security, usability, privacy and implementation. The fourth is 

to highlight a realistic design path for authentication in near future that is not just fraud-resistant, but also provides 

access for consumers in India. 

1.5 Scope of the study 
The paper emphasizes on various aspects of digital payment authentication in the retail segment in India 

including domestic digital payment transactions, card-not-present transactions, mobile banking, wallets, UPI 

transactions and implications of risk-based controls. It does not provide a comprehensive analysis of all the circulars 

released by the RBI over the last decade or attempt to cover the entire payment infrastructure in wholesale payments. 

It also does not attempt to offer main empirical fraud measurements from regulated entities (Khan, 2023). The 

contribution is analytical and review in nature with focus on the importance of the directions for 2025 and what they 

mean for authentication design. 

2. Conceptual Foundations of Digital Payment Authentication 

2.1 Meaning and function of authentication 
Authentication is the process of verifying a user, device or transaction claim. In digital payments the 

authentication is between identity and authorisation. Who is speaking: "I am...". Authentication asks if the claimant is 

someone who is likely to be the actual claimant. Authorisation is a determination whether the authenticated person is 

authorized to make the transaction. These layers can be fused together, and ultimately result in payment security 

problems. The authentication part may be weak or compromised, but the customer account could be legitimate and 

the transaction could be fraudulent. 

2.2 Classical categories of authentication factors 
There are 3 types of authentication factors that can be classified from the aspect of a payment and information 

security. The first is something that the user is able to recall like a password, PIN, pass phrase, or challenge answer. 

The second is an object that the user possesses, such as a card, device, token, crypto application or OTP receipt 

capability. The third is a property of the user, such as a fingerprint, face, iris, voice or other biometric property. The 

RBI's framework for 2025 makes it abundantly clear that it leaves this factor-based framework intact and also requires 

a separate factor and not the same factor in multiple forms.  

2.3 Dynamic, proven, and contextual authentication 
The difference between static and dynamic trust is the major conceptual development in the current phase. 

Static methods use credentials that have been set up beforehand, like a stored password or remembered device. With 

Dynamic methods, evidence is created or confirmed when the transaction occurs (Quraishy, 2026). The OTP is 

dynamic because as expected, it is only to be used for one single transaction or session. A biometric is deemed to be 

proved if at the time it is required the system requires the presentation of the biometric and a strong matching of the 

biometric. Contextual and behavioural methods are based on these, and are used to analyze device fingerprint, the 

consistency of geolocation data, session behavior, typing rhythm, typing pressure, swipe pattern, navigation cadence, 

transaction history and markers for anomalies. These signals may not be apparent to the end user, but they will have 

an impact to the level of authentication confidence. 

3. Evolution of Authentication in India’s Digital Payment Ecosystem 

3.1 Early emphasis on PINs, passwords, and card credentials 
Initial digital payments models in India were based on the fundamental knowledge-based and possession-based 

associations. Use of debit and ATM involves cards and pin numbers. Internet banking was based on passwords, 

transaction passwords and challenge questions. The card number was an added factor along with expiry and CVV 

along with more recently OTP with the launch of card-not-present commerce (CNP). Such systems were better than 

single password systems for security, but had some weaknesses. Users credentials were stolen and reused; merchants 

set up sensitive data in an insecure manner; attackers captured static data by phishing and malware. 

3.2 Rise of SMS OTP as the dominant additional factor 
OTP emerged as the most prominent brand of secure digital payments in India. It was accepted because of its 

ease of use and familiarity to users, support of mass-market phones, and ability to be deployed by institutions without 
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special hardware. OTP also met the regulatory goal of the second factor in addition to using a card or account. In a 

market where basic telephones were being phased out for smartphones, SMS OTP was a link between the old and new 

technologies in financial transactions. 
But this OTP superiority, bred dependency. It believed that the registered cell phone number would be a good 

indicator of user's legitimacy (Jyothi, 2025). The assumption weakened as fraudsters started to take advantage of 

telecom vulnerabilities, SIM replacement, device compromise, message forwarding, fake support calls, malicious 

overlays, and trick-based customer coercion. Many of the fraud incidents did not involve missing out on OTP, but 

were deceived into entering the OTP or the malware was able to retrieve the OTP during the SMS sending process. 

3.3 Growth of app-based PINs and device binding 
The rise in the use of smartphones saw these payment applications add in the features of MPINs, app locks, 

secure app sandboxes and device binding. Binding to a previously-registered device using identifiers, certificates, 

cryptographic secrets or signals of platform trust is referred to as device binding. This model minimized the exposure 

of some credential replay as the payment process increasingly moved to assume that the originating device was 

important. This has resulted in an increase in the rate of adoption of UPI. Payment instructions might be connected to 

a user-chosen PIN, to a bank account and to a registered cell phone and the encompassing application security setting. 
The device binding process was an attempt to make things more secure, but not to end fraud. It had been 

disadvantageous toward the device, if it had been infected, coerced, or even remotely controlled. Secondly, device 

change and number portability caused problems, especially for those with low literacy and rural residents. Security 

and access were still outstanding. 

3.4 Emergence of biometric authentication 
Biometric authentication has come in several ways into the ecosystem. In certain systems, one identity stream 

was introduced with the help of the introduction of Aadhaar based verification using fingerprint/iris. Native fingerprint 

and facial recognition began to be supported by consumer devices.Consumer devices began supporting native 

fingerprint and facial recognition. Now, these native capabilities were increasingly being leveraged by payment apps 

and banking apps for logins, login re-entry and sometimes as transaction confirmation. The benefits of biometric are 

the high level of user binding as well as reduced memorisation. The finger print approval is quicker for many users 

compared to PIN authentication and harder to easily share. 
Meanwhile, there are governance concerns with biometrics. Biometric attributes can't be modified in case of 

compromise, unlike passwords. The false match and false rejection impact on trust and usability. Lower end devices 

will have less powerful sensors. Different kinds of accessibility situations such as elderly users, worn fingerprints on 

the laborers' fingers, disabled customers, and poor lighting and hardware. Also privacy related issues of storage 

location, template protection, liveness detection and downstream reuse. 

3.5 Transition toward behavioural biometrics and adaptive authentication 
The new development in authentication is to rely on the behavior of the user, as well as on his knowledge, 

possession or identity. Behavioural biometrics is the study of behavior patterns, such as typing speed, touch pressure, 

gesture angle, hand motion, device usage and transaction speed (Jagannarayan, 2025). The systems are usually 

operated continuously or semi-continuously, in the background. They don't require a specific challenge for every 

payment, and instead generate a confidence score. When the behaviour is in line with historical norms, the transaction 

takes place with low friction. If there are anomalies, the system might ask for another authentication layer, mark the 

session or deny the payment. 
This model is consistent with risk-based regulation as it affords proportional controls. Different low value or 

routine transactions demand different friction. But not all behavioral deviations should be dealt with by exclusion. The 

problem is governance: what is the accuracy of the model, is it explainable, is it fair, is it drifting, is it private, etc., 

etc., there are redress mechanisms. 

4. Literature Review 

4.1 Global scholarship on payment authentication 
This academic research conducted as a whole, makes it clear that the design challenge is to balance security 

and usability of a digital authentication. Knowledge based factors are easy to make, but can be re-used and can be 
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guessed or phished. Possession based works better with high integrity devices, but fails with the theft, cloning, 

interception and telecom compromise. Biometric approaches remove the burden of memory, and make it more 

convenient for the user, but they also introduce permanence and privacy issues. There are also newer studies that 

indicate that an adaptive or risk-based authentication system would be a better structure as it would assign friction 

based on context of the transaction, not every transaction. 
The second is related to fraud displacement. If one form of authentication is more prevalent, then the attackers 

will adapt their actions accordingly. If the system involves the use of OTPs, the attackers are interested in getting the 

messages and psychological manipulation. Biometric solutions for heavy systems are concerned with bypassing, 

presentation attack, spoofing and template theft (Bhatnagar et al., 2026). This implies that over time, none of these 

factors is enough. 

4.2 Indian literature on digital payments and security 
The research on digital payments in India has been limited to digital payment adoption, financial inclusion, 

diffusion of UPI, trust, and cyber fraud. In all these texts, users have been consistently making the assumption that 

"OTP" stands for "security" when it really means just that.It is a pattern that has been repeated in all these texts—users 

think that OTP is about security when it is just about security. Social engineering is one of the major attack vectors 

identified in digital banking fraud cases in India. It is worth noting that authentication failure can be not only 

cryptographic, but socio-technical as well. 
The second strand of Indian literary works are about Aadhaar, biometric identity and digital governance 

(Bhatnagar et al., 2026). The volume is valuable in that it brings to the fore two perpetual tensions. The first is the 

battle between scale and consent. The second is the pressure of convenience/exclusion. These findings will be relevant 

in the context of payment authentication – where a move to a more biometric and/or behavioural business model will 

raise issues of oversight, transparency and complaints. 

4.3 Industry and policy discourse on RBI’s 2025 directions 
RBI's directions 2025 have drawn convergence with the policy and industry review recently on some points. 

The directions call for at least two different authentication factors to be used in digital payment transactions unless 

otherwise exempted. Second, if there is a physical card used at least one factor must be dynamic or provable for digital 

payment transactions other than paying with a physical card in the presence of the customer. Thirdly, the design does 

not rule out the use of SMS OTP; but the design makes it less probable that OTP would remain as a de facto design 

anchor (Kaushik, 2026). Fourth, the second approach allows for the introduction of further checks depending on the 

risk perceived, thus enhancing the scope of authentication including behavioural and contextual factors. Fifth, 

compliance for the main framework is on 1st April 2026, with some cross-border card-not-present requirements to 

come later.  

4.4 Research gap 
The discussion nowadays is more about compliance and about securing the ecosystem with the new regulations 

coming into force, but there isn't much integrated discussion going on about the journey of the India's ecosystem from 

OTP based multi factor authentication to behaviour based biometric and adaptive trust. The material in the existing 

content is mostly a legal summary and comments on the market or limited technical analysis. There remains a need 

for a single paper that examines regulatory direction, authentication taxonomy, and ecosystem realities and method 

for assessment. This research work is a fill in of this. 

5. RBI’s 2025 Authentication Directions and Their Significance 

5.1 Regulatory context 
The RBI's instructions to banks for 2025 will be more focused on payment security, while keeping the payments 

technologic neutral. This framework doesn't require a certain technology stack. Rather, it sets out the results for 

regulated entities to meet. This is important as India's payment system comprises of different architectures and 

customer profiles such as banks, fintech, card networks, merchants and payment service providers. If a technology 

was required, it would have slowed down innovation and increased implementation costs. 
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5.2 Core requirements 
From the doctrinal point of view, the directions might be summarised in the main points. Unless exempted, 

digital payment transactions must be conducted using two different authentication factors (Saraf, 2024). In any digital 

payment transaction (excluding card-present physical card use) one or more of the factors will be dynamic or will be 

able to be proven for that particular transaction. The framework does not yet recognize the knowledge, possession and 

inherence factors, e.g., OTP, PIN, passphrase, Tokens and Biometrics. Issuers may additionally carry out more checks 

with the help of risk assessment. Most of the key requirements will need to be met from 1 April 2026 and there are a 

few exceptions for cross border card-not-present requirements.  

5.3 Significance for OTP 
This is an important nuance as the directions don't outlaw OTP. When some transaction specific dynamism is 

needed, OTP is still a valid factor and is still useful. The directions, however, dilute the normative status of OTP as 

the default unquestioned. From a practical point of view, payment providers can no longer rely on OTP as their 

universal solution for authentication design (Weerakoon, 2026). They need to question whether the combination of all 

factors is different, strong, business-connected as appropriate, and immune to damage of one factor leading to the 

failure of another. This indirectly drives the ecosystem to invest in the following: Device trust, secure App design, 

Biometric verification, Behavioural risk analytics.  
Describe the application of the concept in biometrics and behavioural systems.Explain the significance of the 

concept in Biometrics and behavioural systems. 
The directions are no less significant as they help to confirm a much more different authentication program. 

This is obviously an inherent characteristic, biometrics. The relevance of the behavioural systems is the extra checks 

which are included within the framework and based on the risk. Behavioral biometrics is not a second factor itself but 

it can be combined with the classical second factor and employed to initiate a higher level authentication when some 

anomaly is detected. The change to the regulation thus dovetails nicely with an adaptive approach, where visible 

components and hidden contextual controls are combined to yield a control. 

6. Methodology 

6.1 Research design 
In this study, the research method is doctrinal research and analytical research that uses a qualitative approach. 

It is doctrinal in nature as it explains the directions issued by RBI in 2025 and its implications on regulation. It is 

analytical, in that it provides a comparison of authentication mechanisms, based on structured criteria that have been 

derived from payment security practice (Majumdar, 2025). It is also review-based as it gives a synthesis of policy 

discourse, interpretation of the industry and conceptual literature relevant to the digital payment ecosystem in India. 

6.2 Sources of data 
There are three types of sources for the paper. These include any regulatory and policy papers on RBI's 

authentication directions and their effect when put into practice. The second type are recent legal, technology and 

payments articles by commentators. The third type are conceptual and comparative analysis from the wider body of 

literature on multi-factor authentication, biometric verification, behavioural analytics and digital payment fraud. 

6.3 Analytical framework 
Comparisons of authentication mechanisms are carried out under the six evaluative dimensions. The first one 

is the security that's available to fend off common fraud patterns. The second one is usability or customer friction. 

Feasibility at the ecosystem level is the third. The fourth exposure is related to privacy and data governance. The fifth 

one is the ability to withstand phishing and social engineering. The last one is regulatory fit in line with the RBI 

guidelines of 2025 (Kumar et al., 2026). Each method is given a rating on a 5 point scale ranging from 1 – low 

performance on the dimension and 5 – high performance on the dimension. Not experimental scores and used not as 

a field measurement but for comparative reasoning. 
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6.4 Limitations 
This paper is not based on bank or payment network proprietary fraud data. This numerical tabulation in the 

results section is therefore an evaluation and not in the econometric sense. The goal of the study is not to estimate 

cause but synthesize and compare. Another constraint is that the quality of implementation, training of the models, 

diversity of devices and governance protections vary between institutions and can have a significant impact on 

behavioural biometric performance. 

7. Results and Analysis 

7.1 Comparative assessment of authentication mechanisms 
The comparative analysis shows that OTP has moderate-high practical value, but has a decreasing stand-alone 

adequacy in today's fraud environment. PIN and/or password controls are still required but are relatively ineffective 

when combined with less effective complementary controls. Device-native biometrics work well on convenience and 

user binding, but have mixed privacy and inclusion (Jagadisha, 2025). A hardware or software token method works 

well in terms of cryptographic security, but is more difficult to scale evenly. While the risk-based orchestration and 

anomaly detection in low friction environments are areas where behavioural biometrics excel, significant transparency, 

profiling and governance questions remain. 

7.2 Numerical Comparison Table 

Authentication 

mechanism 
Security 

strength 

(5) 

Usability 

(5) 
Deployability 

at scale (5) 
Resistance to 

phishing/social 

engineering (5) 

Privacy 

exposure 

risk (5, 

higher = 

more risk) 

Fit with 

RBI 2025 

framework 

(5) 

Composite 

suitability 

score /30 

Password or 

static PIN only 
2 3 5 1 2 1 14 

Card details plus 

SMS OTP 
3 4 5 2 2 4 20 

App MPIN plus 

device binding 
4 4 4 3 3 4 22 

Device-native 

fingerprint or 

face biometric 

4 5 4 4 4 5 26 

Hardware or 

software token-

based 

authentication 

5 3 3 4 2 5 22 

Aadhaar-linked 

biometric 

verification in 

relevant flows 

4 3 3 4 5 4 23 

Behavioural 

biometric plus 

step-up 

authentication 

5 5 4 4 5 5 28 
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Figure: Numerical Comparison Table 

7.3 Interpretation of the table 
As can be seen in the table, behavioural biometric plus step-up authentication has the highest composite 

suitability score of 28/30. The result isn't because behavioural biometrics takes the place of all other factors, but 

because it is effective as part of a multi-layered architecture. They help to strengthen security without creating 

unnecessary friction, and they are compatible with having other checks based on risk as well. They are mainly weak 

in terms of risk for privacy exposure as these systems rely on the comprehensive capture and modelling of a user's 

behavior. 
The device-native biometrics segment is also doing very well, with a score of 26 out of 30. They are easily 

understood, rapid and make sense in the smartphone ecosystems. The primary constraint is the difference in device 

capabilities, and the susceptibility of biometric information (Patil, 2025). Card information and SMS OTP score 20/30. 

This is a sign that OTP is not obsolete, it is still relevant and useful in the regulatory arena, but not optimal as the 

ecosystem's model. The Password or static pin only systems rate the lowest at 14 out of 30 as they are not adequate to 

address the current threats of remote payment fraud and do not match well with the RBI's expectation of multi factor 

authentication. 

7.4 Emerging pattern across payment channels 
The results indicate that payment channels will likely evolve to different mixes of authentication methods. In 

the future, the card-not-present ecommerce transactions are expected to shift towards issuers' more powerful risk 

assessment, tokenisation, and device recognition with OTP or biometric proof. The integration of device binding, in-

app biometrics, and contextual anomaly detection will further bolster app-based authentication, which will be 

bolstered by UPI and mobile banking. For assisted and inclusion channels, simpler overt factors can be used, with 

background risk scoring and transaction-specific controls. 

7.5 Regulatory fit and design implications 
The exercise suggests the RBI's 2025 guidelines are flexible but are also weighted towards depth. Mechanisms 

that combine user-visible proof and contextual intelligence work best. Systems that are excessively dependent on any 

one factor type or on factor types that are easily changed by human activity do not fit as well (Lonkar et al., 2025). 

The idea of separate factors is important because false sense of security can be felt when designing at the surface level. 

An improperly designed collection of dependent signals is not as strong as a well-designed collection of independent 

signals. 

8. Discussion 

8.1 Why OTP is no longer enough 
OTP is to the success of digital payments in India what the trifecto of cost, scale, and familiarity make it to the 

success of digital payments in the United States. A successful method can outlast the threat model that originally 

validated it, however. OTP is not weak due to the lack of transaction specificity, but because more and more attackers 
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are going after the channels and behaviors around it. Not all bad guys have to crack OTP cryptographically. They have 

to convince, capture, redirect or otherwise mislead the user when the OTP is used. The human layer is typically the 

weakest layer in a mass retail market. 
The RBI guidelines are an indirect acknowledgment of this fact. The regulator's statement is a clear message to 

ecosystem players to break the perception of OTP as an all-in-one security paradigm (Krishna ES & Varghese James, 

2026).The regulator's message is a definite warning to the players of the ecosystem that they should no longer see 

OTP as a security paradigm. OTP is just one of the tools and not the end goal of authentication design. 

8.2 Why biometrics are attractive but incomplete 
There are some problems that can be solved elegantly with biometrics. They eliminate memorization, decrease 

friction and make authentication more physical than ever. Native fingerprint and facial authentication can result in a 

more intuitive payment experience than reentering an OTP repeatedly in a smartphone environment. Some types of 

credential theft and credential reuse may also be prevented by the use of biometrics. 
However, biometrics doesn't fit all solutions. The accuracy is dependent on the device and environment. Unlike 

OTP and PIN systems, they have different failure mode (Sharma, 2026)s. A stolen biometric template is a more serious 

problem in the long term than a stolen password. There are fairness and access issues, as well. Measuring payment 

authentication too strictly based on advanced device capabilities can lead to worse outcomes for portions of the 

population. Any large-scale biometric plan in India should thus involve a backup design, a policy of consent, retention 

and limited time and an accessible mechanism for redress. 

8.3 Behavioural biometric as the next layer of authentication maturity 
Behavioural biometric systems are significant because they move the act of authentication from individual 

points of verification to continuous verification of confidence. A classic payment flow requires the customer to be 

proven legitimate in one or two clear instances. A behavioural system detects uniformity throughout the whole session. 

This can be helpful for detecting remote computer fraud, scripted attacks, atypical navigation behaviour and non-

standard use on the device. 
This does not imply that behavioural biometrics should be rendered an unseen and unaccountable power. 

Indeed, the opacity that makes these systems predictive also poses regulatory risk. Institutions should be able to explain 

the role of the model in operational terms when it blocks or escalates transactions (Arunachalam, 2025). When there 

are too many false positives, it could hurt customer trust, particularly for new users, elderly users and users exhibiting 

irregular usage patterns. Behavioural biometric systems must therefore be used in addition to the ‘open' authentication 

and not as an ‘open' substitute for due process. 

8.4 Privacy, surveillance, and governance concerns 
The move from OTP to behavioural intelligence alters the privacy dynamics. OTP provides a fair amount of 

information other than possession of numbers and messages. Interaction signature, routine timing, mobility clues, 

device posture and usage patterns can be seen in behavioural biometrics. While these are being gathered to prevent 

fraud, they can end up in wider profiling. This means that governance is a key factor. The questions that arise from 

compliance are now data minimisation, purpose limitation, retention controls, separation of fraud analytics from 

commercial profiling, and disclosure to the user. 
Relying on a compromise in which convenience is bought at the cost of transparency will not be the path 

forward for India's digital payments future. Advanced authentication's regulatory legitimacy will hinge on the proof 

of necessity, proportionality, and accountability of deployments by institutions. 

8.5 Implications for financial inclusion 
Payment systems cater to the needs of Indians with varying levels of literacy, device quality, language 

preferences, and disabilities. The widespread adoption of advanced biometrics or app-based authentication could 

benefit certain groups by enhancing fraud prevention, but at the same time be detrimental to others (Bandhela et al., 

2024). The future architecture should thus be plural and layered, not singular. Low risk transactions can remain with 

a simple flow with background risk scoring. Biometric step-up or more substantial evidence may be required for high-

risk events. Different controls might be required for channels and environments that are assisted or offline. Inclusion 

is NOT a zero-sum game with security; it is a security that must be reimagined in terms of user realities. 
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9. Conclusion 
India's digital payment system now has evolved to the point that authentication can no longer be based on one 

most dominant element like SMS OTP. Older trust assumptions have proved to be insufficient in the age of digital 

commerce, where UPI and mobile channels play a key role and where fraud is increasingly complex. The RBI's 

authentication guidelines for 2025 offer a pertinent and significant regulatory framework for this transition. The 

directions ensure that the minimum two factor authentication is maintained, different factors are required, and the 

dynamic or proven proof is required for transactions with non-card-present digital payments, while also providing for 

the possibility of using extra risk-based checks. Medianama IBM 
The findings of this paper indicate that while OTP is still a valuable but not enough tool for payment security, 

it needs to be complemented with other methods. While using device-native biometrics provide greater user binding 

and reduced friction, they are not without privacy, accessibility, and template security concerns. The most promising 

road toward adaptive and low- friction fraud control is behavioural biometrics, and 
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