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Abstract: Federated learning is a promising approach for Internet of Things intrusion detection because it enables collaborative
model training without centralizing sensitive traffic data. However, federated intrusion detection remains vulnerable to non-I1ID
client distributions, poisoned updates, and unreliable clients that can degrade the global detector. This paper presents a three-part
framework for robust intrusion detection on CICIoT2023: a trust-guided weighted federated averaging scheme, a tamper-evident
audit logging layer, and a poisoning-aware evaluation protocol. The proposed Trust-Guided Weighted Federated Averaging with
Audit Logging (TGWFA-AL) combines validation-based trust, directional agreement of updates, and temporal trust adaptation
using an exponential moving average to reduce the influence of suspicious clients over time. A tamper-evident audit trail records
per-round model provenance using cryptographic hashes, trust components, filtering decisions, and aggregation weights, while
storing raw models off-chain when needed to control cloud cost. The manuscript defines the threat model precisely, includes robust
aggregation baselines beyond FedAvg, and supports both binary and multi-class evaluation with macro-averaged metrics. The
numerical results, ablations, and overhead values in this draft are synthetic example values intended to make the manuscript
structurally complete; they must be replaced with empirical outputs from the human author’s experiments before submission.
Keywords: Federated learning, Internet of Things, intrusion detection system, CICIoT2023, trust-guided aggregation, audit
logging, poisoning robustness

1. Introduction

The Internet of Things has expanded rapidly across consumer, industrial, healthcare, and smart-city
deployments, increasing both connectivity and the attack surface of modern networks. Intrusion detection systems are
therefore central to securing IoT environments, where malicious traffic can blend with legitimate device
communication and evade simple rule-based filters. Deep learning models can improve detection performance, but
centralized training is often problematic because loT traffic is distributed, privacy-sensitive, and operationally
expensive to aggregate in one location.

Federated learning offers a practical alternative by enabling clients to train locally while sharing only model
updates with a coordinating server. This paradigm is particularly attractive for intrusion detection because traffic traces
and labels can remain at the edge while still contributing to a shared model. However, standard federated averaging
assumes that all clients are broadly reliable apart from sample-size differences, an assumption that does not hold in
adversarial or partially compromised IoT deployments. A malicious participant can poison labels, craft misleading
gradients, or collude with other clients to corrupt the global model.

The CICIoT2023 benchmark is an appropriate setting for this study because it provides a contemporary IoT
attack dataset with 33 attacks across seven categories generated from 105 devices. The dataset is specifically intended
for realistic attack benchmarking in IoT environments and has already become a reference point for security analytics
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research. In this manuscript, CICIoT2023 is the only dataset used, and all class counts, train-validation-test splits, and
feature statistics are to be inserted from the actual experiment logs or dataset documentation.

This paper addresses three gaps. First, a trust mechanism is needed that does more than assign a single-round
reliability score; it should adapt over time so that recurrently suspicious clients are increasingly down-weighted while
recovered clients can regain trust gradually. Second, intrusion detection training should be auditable so that per-round
provenance, trust calculation, and aggregation decisions can be verified after the fact. Third, the evaluation must be
broad enough to include non-IID partitions, multiple poisoning strengths, and robust aggregation baselines beyond
FedAvg .

The main contributions are:

e Atemporally adaptive TGWFA rule that combines validation reliability, directional consistency, and trust
history.

e A tamper-evident audit logging architecture for model provenance and round-by-round aggregation
accountability.

® A precise threat model covering attacker knowledge, poisoning capability, collusion, Sybil assumptions,
and server trust assumptions.

® A broader experimental matrix including label-flip, model replacement, sign-flip, scaling attacks, and
non-IID client partitions.

® A complete multi-class evaluation protocol with macro-averaged metrics, repeated runs, and overhead
analysis.

2. Related Work

Federated learning has become a major paradigm for distributed optimization because it reduces raw-data
exposure while allowing clients to participate in collaborative model training. Survey work has shown that FL is
especially attractive in edge and IoT environments, but it also inherits non-IID data, communication inefficiency, and
adversarial robustness challenges.

Intrusion detection on IoT data has been studied extensively using classical machine learning, deep neural
networks, and hybrid feature engineering pipelines. Recent work demonstrates that flow-based IDS models can
achieve strong detection performance on modern IoT benchmarks, including CICIoT2023. However, these models are
usually evaluated under centralized assumptions or overly simplified federated settings. When local clients have highly
skewed class distributions, standard aggregators may underperform or become unstable.

Robust federated learning has been studied through Byzantine-resilient aggregation, robust client weighting,
and poisoning detection. Krum, Multi-Krum, coordinate-wise median, and trimmed mean are classic aggregation
baselines designed to reduce the effect of adversarial clients. FLTrust introduced trust bootstrapping using a server-
side trusted dataset and demonstrated that trust-guided aggregation can improve Byzantine resilience. FoolsGold and
related defenses attempt to suppress sybil-like collusion by penalizing similarity between client updates. These
methods provide useful baselines for this work, especially because the proposed TGWFA-AL combines trust
weighting with auditability rather than relying on a single defense mechanism.

Poisoning attacks remain a persistent threat in FL. Label-flip attacks are simple but effective, while model
replacement, scaling, and sign-flip attacks can be more destructive because they directly alter the update direction. A
security claim that focuses only on label flipping is too narrow for an insider-poisoning scenario. Therefore, this
manuscript expands the evaluation to multiple attack families and multiple malicious-client fractions.

Auditability and provenance are increasingly important in collaborative Al systems. Hash-chained logs,
append-only records, and blockchain-inspired audit trails can provide tamper evidence while limiting the need to store
full model payloads on-chain. For federated learning, provenance logging is useful because it allows later inspection
of round-level decisions, aggregation weights, and suspicious-client filtering outcomes. This is especially relevant
when the trust engine itself must be explainable and subject to post hoc review.

3. System and Threat Model

3.1 System Overview
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The proposed system contains three layers: client-side local IDS training, a server-side trust engine, and a
tamper-evident audit logger. Clients train a deep flow classifier locally on CICIoT2023 partitions and send model
updates together with validation evidence to the server. The server computes trust based on current-round validation
performance, directional agreement, and temporal trust history, then applies a suspicious-client filter before trust-
weighted aggregation. In parallel, the audit logger stores round metadata, cryptographic hashes, and filtering decisions
in an append-only record.

The architecture consists of the IoT client layer, which sends updates and validation evidence to a server-side
trust engine; the trust engine, which computes aggregation weights and filtering decisions and forwards them to the
global IDS model while also forwarding trust components to the audit logger; and the audit logger, which writes
tamper-evident records and provides provenance back into the global model update pipeline. The global model is then
broadcast back to the [oT clients for the next round.
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Fig. 1. Overall architecture of the proposed TGWFA-AL framework integrating local IoT intrusion detection,
adaptive trust evaluation, suspicious-client filtering, trust-guided weighted aggregation, global model updating, and
tamper-evident provenance logging.

3.2 Threat Model

The threat model must be explicit because the security claim depends on it. The attacker may know the model
architecture, training protocol, and trust rule, but not the private local data of honest clients. The attacker can control
a fraction of the clients, may collude across malicious clients, and may perform label poisoning, model poisoning,
sign-flip, scaling, or model-replacement attacks. p

The server is assumed to be honest for aggregation but may be honest-but-curious with respect to client
metadata; the cloud logger may be trusted, permissioned, or honest-but-curious depending on deployment. The
manuscript assumes that raw client updates are not written directly to the public audit store unless explicitly
configured, because that would create privacy and storage problems. Instead, hashes, metadata, and optionally off-
chain object references are recorded to keep the provenance layer scalable.

Sybil assumptions must also be stated. If an attacker can create many pseudonymous clients, then similarity-
based trust needs stronger safeguards such as rate-limiting, identity binding, or server-side trusted reference updates.
If the attacker can compromise the validation set, then validation-based trust alone is unsafe. For this reason, the paper
combines validation trust with directional and temporal trust signals.
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Threat Model for TGWFA-AL Federated loT Intrusion Detection
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4. Temporal Trust and TGWFA
4.1 Current-Round Trust

Let 8¢ denote the global model at round t, A% the update from client k, and v} the validation metric
computed locally by client k. Current-round validation trust is normalized by:

t
o exp(Bvy)
kyval — ok t\"
K_exp (Bvf)
Directional agreement is computed using cosine similarity with a server reference direction:
g p g y
t
. (A5, 1)
Ck -_

I 4% Wl e+ &

where rt is the trusted reference update. To avoid the problem that an untrusted reference can itself be
poisoned, the reference can be formed using either a small trusted server dataset, a robust median/EMA of past updates,
or a verified bootstrap model. A practical clipped direction score is:
max(cf, 0)
j 1 max( 0) +e€

t —
Sk,dir =

4.2 Temporal Trust Adaptation

The manuscript should not call the method adaptive unless trust is updated across rounds. The temporal trust
state is therefore defined by an exponential moving average:

=T+ (A -DT,

where 4 € [0,1) is a trust-history decay factor and T} is the current-round trust score. The instantaneous trust
is:
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Tlg = asli,val + (1 - a)slft,dir'
The final adaptive trust used for aggregation is:
T¢ =ntp + (A —mTy,

where 1 € [0,1] controls the influence of history. This definition allows trust recovery when an honest client
improves and trust decay when suspicious behavior persists. A recovery-penalty ablation should compare A, 7, and
the no-history baseline.

Adaptive Multi-Component Trust Computation in TGWFA

Validation Evidence

!

Validation Performance

Input 1 Current-Round Trust

Validation Trust T, + Directional Trust T,

Next Stage

Adaptive Trust T{1

1 |

Instantaneous / Current-Round Trust T;;

Normalization i

l l Suspiciousness Assessment

Validation Trust T, Temporal Adaptation / \

l _ Reliable /
T;™ + Previous Trust T, " Accepted Client
Trust-Based
l Aggregation Weight

Trusted / Robust Reference Update Bxponentia Mlovmg Average \ /

l Trust- Guided Weighted
Cosine Similarity Aggregation

1

Previous-Round Client Trust T,

Suspicious Client

Reduced Weight

Client Model Update A ,; or Exclusion

Adaptive Temporal Trust 7,

4.3 Trust-Guided Weighted Aggregation

The unnormalized aggregation weight is:

and the normalized weight is:

The global model update is then:

This formulation reduces to FedAvg when all trust values are equal or when y = 0.
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4.4 Suspicious-Client Filtering
A lightweight suspicious-client score can be defined from update distance, direction mismatch, and trust
history. One example is:
gt =6 Il Af =7t 1l
T It gt e
where 83, 8,,83 = 0 sum to 1. If g > ¢, the client can be down-weighted or excluded from aggregation.
The choice between hard exclusion and soft down-weighting should be part of the ablation study.
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4.5 Robustness Sketch

Assume F}, is smooth, stochastic gradients have bounded variance, and adversarial updates are bounded by
B. If the total normalized adversarial weight is at most p;, then a typical smoothness argument yields:

E[F(0°"D)] < E[F(89)] — c;A(1 — p) 1 VF (%) I3+ c,2* (0% + pc B?).

Thus, reducing adversarial weight decreases the poisoning bias term. This is a sketch only and should not
be presented as a formal theorem without a full proof.
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4.5 Audit Logging and Provenance

To enable auditable provenance, the proposed framework maintains an append-only, tamper-evident audit
trail for every communication round. This layer is designed to record not only the outcome of aggregation, but also
the intermediate trust decisions that led to that outcome, thereby supporting post hoc verification, forensic analysis,
and reproducibility. In a federated intrusion detection setting, such accountability is important because the aggregation
server must be able to justify why a client was accepted, down-weighted, or filtered in a given round.

For each round, the audit record should include the round identifier, a pseudonymous client identifier or client
hash, the client update hash, the validation-based trust component, the directional trust component, the temporal trust
state, the final adaptive trust score, the filtering decision, the aggregation weight, the global-model hash, the
timestamp, an attack flag, and the previous-record hash. Linking each record to the previous one creates a hash chain,
so any later modification to an earlier record becomes detectable. This structure provides integrity without revealing
raw client data.

A compact round-level record can be represented as:

Re=H(Re—y N €0 e Ry sy sy NTENTEN £, Il we Il by |l timestamp, || a;)

where H(-)denotes a cryptographic hash function, lldenotes concatenation, R,is the current record hash, and
R;_4is the previous record hash. Here, h.denotes the client pseudonym hash, h, the client update hash, s5;;and s;, the
current trust components, t‘the temporal trust state, T ‘the final trust score, f;the filtering decision, w,the aggregation
weight, h,the global-model hash, and a,the attack flag.

Raw model payloads need not be retained in the audit layer. Instead, the full update tensors or model files can
be stored off-chain or in object storage, while the audit log keeps only hashes, metadata, and references. This approach
reduces storage overhead and write latency while preserving the ability to verify integrity and provenance. It also
makes the logging mechanism scalable for long-running federated deployments where a full on-chain record of every
update would be impractical.
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4.5 Cloud Storage and Integrity

If a permissioned ledger is available, it can store the hash chain and round summaries. If not, a secure cloud
database with append-only permissions and hash chaining is sufficient. The important requirement is tamper evidence,
not necessarily full on-chain storage. This design also supports verification of round-level decisions, suspicious-client
exclusions, and post hoc forensics without exposing raw training data.

5. Experimental Setup

5.1 Dataset and Task Definition

CICIoT2023 is the only dataset used in the study. The task should be explicitly stated as either binary or multi-
class. Because the dataset naturally supports multiple attack classes, the primary evaluation in this draft is multi-class,
with binary results optionally reported as a secondary view.

5.2 Preprocessing and Partitioning

The feature list should be explicitly enumerated in the final paper, and the split strategy should be reproducible.
A standardization rule is:

o _Xij T Hy
9
For IID and non-IID settings, the manuscript should use both stratified sampling and Dirichlet or label-skew
partitioning. A Dirichlet partition with concentration parameter £ can be used to simulate heterogeneous client

distributions. This is important because a trust score based only on validation accuracy can unfairly penalize honest
clients that hold rare traffic classes.

IID versus Non-1ID CICloT2023 Client Data Distribution Al-Generated

(a) 1ID Client Distribution (b) Non-IID Client Distribution
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5.3 Model and Training Details

The shared IDS backbone is a fully connected deep neural network with the following illustrative configuration:
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® Input dimension: 47 flow features,
® Dense-256 + ReLU + BatchNorm + Dropout(0.3),
® Dense-128 + ReLU + BatchNorm + Dropout(0.3),
® Dense-64 + ReLLU + Dropout(0.2),

® Softmax output with 8 classes.

The optimizer is Adam with learning rate 1073, batch size 256, and early stopping patience 8. The number of
clients is K = 5, local epochs are E = 3, and the number of rounds is T = 30. These values are example settings for
a complete draft and should be replaced with the human author’s actual configuration before publication.

5.4 Attack Configurations

The evaluation should not stop at a single p = 0.20 label flip. At minimum, the study should vary malicious-
client fractions in {0,0.1,0.2,0.3,0.4} and poisoning strengths in the same range. The attack families should include:

® label-flip poisoning,
® sign-flip poisoning,
® scaling attack,

® model replacement,

® collusive poisoning where feasible.

Poisoning Attack Surface and TGWFA Defense Pipeline
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Label-Flip Poisoning

Accepted
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TGWFA reduces malicious aggregation influence; it does not assume perfect attack prevention.

The model-replacement and sign-flip cases are especially important because they test the method’s geometric
trust rule more thoroughly than label flipping alone.

5.5 Baselines
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The baseline set should include:
® FedAvg,

® Krum,

® Multi-Krum,

® coordinate-wise median,

® trimmed mean,

FLTrust,

FoolsGold where feasible.

These baselines are needed to show whether TGWFA-AL adds novel value beyond standard robust aggregation
and similarity-based defenses.

5.6 Metrics

Because the task is multi-class, macro precision, macro recall, macro-F1, and per-class confusion matrices
should be reported. Binary accuracy/TP/TN metrics may be included only as secondary summaries. Additional trust-
quality metrics are required:

® malicious-client detection precision,

® malicious-client detection recall,

® malicious-client detection F1,

¢ false-positive rate for honest clients,

® trust separation between honest and malicious clients,
® time-to-detection after poisoning begins.

The study should report mean standard deviation across at least five random seeds or repeated runs. A single-
run Wilcoxon test is not appropriate. +

5.7 Overhead Accounting
The evaluation should include:
® trust computation time,

e filtering time,

bytes transmitted per round,

cloud-log write latency,

audit storage growth,
® end-to-end training overhead.

These overheads are important because the audit layer is a measurable security contribution rather than a
descriptive add-on.

6. Results and Analysis

The numerical values in this section are synthetic example values used to complete the manuscript structure.
They are not experimental claims.

6.1 Benign Setting
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Benign multi-class results on CICIoT2023.

Method Accuracy Macro-P Macro-R Macro-F1
Centralized DNN 98.72% 98.61% 98.55% 98.58%
FedAvg 97.84% 97.72% 97.61% 97.66%
TGWFA 98.10% 98.02% 97.94% 97.98%
Krum 96.91% 96.75% 96.48% 96.61%
Median 97.12% 97.01% 96.90% 96.95%
Trimmed Mean 97.25% 97.18% 97.02% 97.09%
FLTrust 98.03% 97.95% 97.88% 97.91%
FoolsGold 97.60% 97.42% 97.31% 97.35%

Under benign training, TGWFA is intentionally close to FedAvg and may slightly exceed it if trust weighting
emphasizes stable clients. The difference between centralized training and federated training should be interpreted as
an empirical result that depends on repeated seeds and partitioning strategy, not as a universal claim about diversity.

6.2 Poisoning Robustness

Robustness under label-flip, sign-flip, scaling, and replacement attacks.

Method Attack Adyv. frac. Accuracy Macro-F1 Degradation
FedAvg Label flip 0.20 86.40% 85.92% 11.44%
TGWFA Label flip 0.20 93.15% 92.88% 5.10%
FedAvg Sign flip 0.20 82.61% 81.94% 15.23%
TGWFA Sign flip 0.20 91.02% 90.55% 7.43%
FedAvg Scaling 0.20 80.18% 79.66% 17.66%
TGWFA Scaling 0.20 89.47% 89.02% 8.96%
FedAvg Replacement 0.20 78.43% 77.91% 19.41%
TGWFA Replacement 0.20 88.12% 87.60% 10.38%

These values illustrate the expected pattern that TGWFA reduces degradation more effectively than FedAvg
across multiple attack families. The final submission should replace them with real outputs and report confidence

intervals across repeated runs.

6.3 Trust-Quality Results

Malicious-client detection quality and honest-client false positives.

Setting Det. P Det. R Det. F1 Honest FPR
Label flip 0.94 0.91 0.92 0.04
Sign flip 0.96 0.93 0.94 0.05
Scaling 0.95 0.90 0.92 0.06
Replacement 0.97 0.95 0.96 0.03
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Trust-quality metrics make the defense more interpretable than accuracy alone. A high malicious-client
detection score paired with low honest-client false positives indicates that the trust engine is separating suspicious
from legitimate behavior effectively.

6.4 Non-1ID Evaluation

Illustrative Dirichlet non-IID results.

Method & | Accuracy | Macro-F1 | Honest FPR
FedAvg | 0.1 | 88.20% 87.84% 0.08
TGWFA | 0.1 | 90.96% 90.51% 0.09
FedAvg | 0.5 | 92.75% 92.41% 0.05
TGWFA | 0.5 | 94.02% 93.68% 0.05
FedAvg | 1.0 | 94.11% 93.88% 0.03
TGWFA | 1.0 | 95.02% 94.81% 0.03

This experiment shows why non-I1ID data must be included. Honest clients with rare local traffic may receive
lower validation trust, so the trust rule must be evaluated against false positives under skewed distributions.

6.5 Ablation Study

Ablation of trust components and audit layer.

Configuration a A | Filter | Audit | Macro-F1
Validation only 1.0 0.0 | No No 90.14%
Cosine only 0.0 0.0 | No No 89.76%
Combined trust 05100 ]| No No 92.37%
Temporal trust 05109 | No No 93.11%
Trust + filter 05109 | Yes No 94.02%
Trust + filter + audit | 0.5 | 0.9 | Yes | Yes 94.02%

This ablation shows the value of combining validation trust, directional trust, temporal history, and filtering.
The audit layer does not change accuracy directly, but it adds provenance and accountability.

6.6 Overhead

[lustrative computational and communication overhead.

Method Trust time/round Filter time/round Bytes/round Log growth/round
FedAvg 0.00 s 0.00 s 12.4 MB 0 MB
TGWFA 0.18s 0.04 s 12.6 MB 0.18 MB
TGWFA + audit 0.19s 0.04 s 12.6 MB 0.42 MB

The overhead remains moderate because the audit layer stores hashes and metadata rather than raw model
weights. This design keeps the provenance mechanism practical for cloud deployment.

6.7 Convergence

The convergence behavior across communication rounds should be plotted for the Centralized DNN, FedAvg,
and TGWFA methods, tracking macro-F1 from round 1 through round 30. Illustrative trends show the Centralized
model converging fastest and highest, TGWFA converging close behind, and FedAvg trailing slightly below TGWFA
throughout training. These curves are synthetic and should never be presented as experimental evidence. Final figures
must be recreated from actual training logs.
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7. Discussion

The proposed TGWFA-AL framework addresses several shortcomings in prior federated IDS work. First, the
temporal trust formulation prevents the method from being described as adaptive only in name; trust is explicitly
updated across rounds, recovered gradually, and penalized when suspicious behavior persists. Second, the audit layer
adds measurable provenance by logging round-level hashes and trust decisions. Third, the expanded threat model and
baseline set make the evaluation more defensible.

The paper also makes a careful assumption about the trusted reference update. Because a reference formed only
from unknown client updates can itself be poisoned, the method allows either a small trusted server dataset or a robust
median/EMA reference. That assumption should be stated clearly in the final manuscript. If a server-side trusted
dataset is unavailable, the manuscript should acknowledge the reduced assurance level.

Limitations and validity threats must also be explicit. Validation-based trust can penalize honest clients under
non-IID partitions, especially when rare traffic classes appear locally. Adaptive attackers may mimic cosine direction
to evade simple geometric filtering. Secure aggregation may conflict with trust scoring if the server cannot inspect
update-level metadata. Audit logs may also leak metadata patterns unless appropriately pseudonymized and access-
controlled. These concerns should be documented in the final paper rather than hidden.

8. Conclusion

This manuscript presents TGWFA-AL, a trust-guided federated intrusion detection framework for CIC10T2023
with explicit temporal adaptation and tamper-evident audit logging. The method combines validation reliability,
directional consistency, and trust history to reduce the effect of poisoned or suspicious clients, while the audit layer
records per-round provenance in a hash-chained form. The experimental design includes multi-class evaluation,
multiple poisoning strengths, non-1ID partitions, repeated runs, trust-quality metrics, and robust aggregation baselines
beyond FedAvg.

The current text uses synthetic example numerical results to make the draft complete. Before submission, those
values must be replaced with actual experiment outputs, all figures must be regenerated from real logs, and the
reference metadata should be double-checked against the publisher records.
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