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Abstract: The rapid development of 5G-based Industrial IoT (IIoT) networks has increased their vulnerability to cyberattacks,
especially intrusion attempts and botnets. To address the need for an efficient and accurate real-time intrusion detection system,
this paper presents an intelligent hybrid deep learning framework based on a combination of deep neural networks (DNNs) and
random forests (RF). For the purpose of analyzing high-dimensional characteristics of lloT data, the suggested system makes use
of sophisticated data preprocessing, feature selection via the use of SelectKBest, class imbalance correction through the use of
SMOTE, and deep learning methods for hidden-layer expression. The model was evaluated on a state-of-the-art and realistic IloT
cybersecurity dataset, the Edge-IloTset, which includes 61 highly correlated features spanning 14 attack types. Experimental results
show that the proposed hybrid model is more effective than traditional machine learning techniques (DT, RF, SVM, KNN) and a
single DNN model. This model meets the real-time requirements of IIoT applications with 99.20% accuracy, no false alarms, and
extremely low inference latency of 0.03 to 0.05 milliseconds per sample. This approach makes 5G IloT networks more secure,
faster, and more adaptable. The results help ensure the security of 5G I1oT networks for use in critical areas such as smart factories,
cyber-physical systems, power grids, and industrial automation.

Keywords: Industrial Internet of Things (IIoT), 5G networks, intrusion detection, Deep Neural Network (DNN), Random Forest
(RF), hybrid model, Edge-IloTset dataset, cybersecurity, machine learning, real-time intrusion detection.

1. INTRODUCTION:

5G communication technology has opened up new possibilities for high-speed, low-latency, and large-scale
connectivity for Industrial Internet of Things (IIoT) systems. In modern industries, sensors, actuators, robotic
machines, smart controllers, and automation devices are widely connected to IIoT networks, requiring real-time data
exchange. This fast and decentralized communication infrastructure has enabled tremendous growth in areas such as
smart manufacturing, energy management, healthcare automation, and cyber-physical systems. However, this
widespread connectivity has also made IIoT networks extremely vulnerable to cyberattacks. In recent years, there has
been a sharp increase in DDoS, man-in-the-middle, injection attacks, information gathering, and malware-based
attacks. These attacks can be extremely destructive in 5G-IIoT environments, causing production disruptions, data
theft, physical damage, and failures in industrial processes. Therefore, the need for an accurate, fast, and intelligent
intrusion detection system (IDS) has become more critical than ever. The use of advanced machine learning and deep
learning techniques is playing a crucial role in IToT security. In particular, DNN models can effectively learn the high-
dimensional patterns inherent in IloT data. Although traditional DNN models identify complex attacks, they
sometimes face limitations such as high latency, overfitting, and training time on large datasets. The Random Forest
(RF) algorithm is useful for generating quick decisions and performing appropriate significance analysis; however, it
does not perform as well with data that contains a great deal of additional dimensions. A hybrid deep learning model
(DNN + RF) is proposed in this article as a potential solution to these issues. This model would include the most
beneficial aspects of both approaches. When the model is first constructed, it begins by obtaining high-level fitting
expressions from the hidden layers of the DNN. Next, it employs an RF classifier in order to arrive at the ultimate
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conclusion. This strategy not only improves the accuracy of the model, but it also speeds up the inference process,
which is fantastic for applications that need real-time 5G IIoT connectivity. The Edge-lloTset, which is a
comprehensive and realistic dataset on IIoT cybersecurity, is used in this piece of research. There are fourteen various
sorts of attacks, and there are sixty-one different fits that were selected. This collection includes a variety of real-world
industrial protocols, cloud edge infrastructure, and photographs of Internet of Things devices on the internet. It is for
this reason that it is considered to be a useful index for intrusion detection that is based on machine learning.

The main contributions of this paper are:

1. Ahybrid deep learning-based intrusion detection framework for 5G-IIoT security is proposed.
Utilizing SelectKBest feature selection, SMOTE-based class imbalance correction, and advanced
preprocessing.

3. An optimized hybrid architecture for RF-based final classification using DNN hidden-layer embeddings.

4. Extensive testing on the Edge-IloTset dataset, including results of high accuracy, zero false-positive rate,
and low inference latency.

5. Detailed comparative analysis with other ML and DL models.

2. LITERATURE REVIEW:

This section presents a review of current research on 5G, IoT/IloT security, cyber-attacks, and machine
learning/deep learning-based intrusion detection systems.

2.1. Existing Research Based on the Edge-IloTset Dataset

The Edge-IloTset dataset, created by Ferac et al., provides a more realistic and comprehensive benchmark for
IIoT security research. It is based on 61 highly relevant features, 14 attack types, and a seven-stage test system that
supports both centralized and federated learning. The SmartSentry model (Sadhwani et al., 2024) achieved high binary
accuracy and 96% multi-class accuracy on the Edge-IloTset using PCA-based feature selection, SMOTE, and a DNN
model. This suggests that DNNs can handle more complex I1oT attack patterns well, but their disadvantage is higher
parameter cost.

Other studies based on the Edge-11oT set also compared ML models and concluded that traditional models (DT,
RF, SVM, KNN) exhibit limited performance against multi-class attacks, while deep learning-based models provide
better generalization. This motivated the development of our proposed hybrid DNN-+RF framework.

2.2 Security Challenges Related to 5G Networks

5G technology features higher bandwidth, mMTC, URLLC, and network slicing, but increasing connectivity
has also created new attack vectors. Mohan et al. (2022) categorized attacks in 5G-based IoT systems into physical,
remote, and local categories and stated that 5G's increased attack surface introduces new security complexities.

Blomsterberg et al. (2023) analyzed 5G architecture, NSA-SA modes, network slicing, SDN/NFV-based
structures, and their security vulnerabilities. They found that SDN controller and slice misconfiguration pose the
greatest 5G security risks.

Ahmad et al. (2019) provided a comprehensive analysis of 5G and future XG network security. They stated that
5G's multi-tenancy, cloud-based network components, and MEC/SDN/NFV technologies render traditional 4G
security models ineffective, necessitating Al-based intrusion detection systems.

2.3 Research on Machine Learning and Deep Learning-Based IDS in loT/IIoT

Many papers have attempted to apply ML and DL models to IoT/IToT security. In particular, DNN models have
proven capable of learning high-dimensional network data patterns; however, they have high training times and the
risk of overfitting.

Several studies have shown that:
1. Decision Trees and Random Forests, while simple, have limited generalization capabilities.
SVMs are effective on high-dimensional data but do not scale to large datasets.

KNNss are extremely slow in testing time.

el

DNNSs perform better in detecting highly complex attacks (e.g., MITM, injection attacks).
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2.4 Research Gaps

1.

A comparative analysis of all uploaded papers identified the following major research gaps:

Lack of Hybrid Deep Learning (DNN + RF) — Most studies used only a single model (DNN/ML); very few
studies examined the approach of applying an RF classifier to the latent features generated by a DNN.
Limited use of advanced feature engineering on the Edge-IloT set — PCA and SelectKBest have been used,
but there is a lack of use of hidden representations of DNNs for a secondary classifier.

Real-Time Inference Latency Ignored — Most research only reports accuracy; latency is a critical factor in
IIoT, but it has been neglected.

Combined ML4DL architectures for 5G-IIoT security are rare — Research papers analyze 5G and IloT
security separately; no high-performance security framework combining the two has been presented.
Inadequate Class Imbalance Handling — Some research uses SMOTE or sampling, but there is a lack of
optimal imbalance strategy and comparative evaluation.

Limited Work on Federated Learning and Edge Deployment — Edge-IloTset supports federated learning, but
most research does not use it.

Lack of Detailed Evaluation on Industrial-Grade Attack Diversity — Multiclass models have demonstrated
poor performance on several of the 14 attack classes; robust hybrid systems are needed.

3. Dataset Description

The dataset used in this research is the Edge-IloTset, proposed by Ferrag et al. in 2022. It is a comprehensive

and realistic cybersecurity dataset covering both IoT and Industrial IoT (IIoT) applications and designed for use in
both centralized and federated learning modes.

3.1. Testbed Architecture

The Edge-IloTset is based on a seven-layer testbed that includes cloud, NFV, blockchain, fog, SDN, edge, and

[IoT/IIoT perception layers. The testbed uses more than 10 types of real IoT sensors and devices (such as
temperature/humidity sensors, ultrasonic sensors, water level sensors, pH meters, heart rate sensors, flame sensors,
etc.) and IToT-based Modbus flows.

3.2. Attack Categories

The dataset includes 14 types of attacks, classified into five main categories:
® DoS/DDoS attacks

® Information Gathering (scanning, port scans, etc.)

® Man-in-the-Middle (MITM) attacks

® Injection attacks (e.g., SQL/Command injection)

® Malware attacks

In our work, the dataset is modeled at two levels:
® Binary classification: normal (benign) vs. attack (attack)

® Multiclass classification: 15 classes (1 benign + 14 attack classes)

3.3. Feature Set and Selection

alerts.

files.

Edge-IloTset originally contained 1176 features, extracted from network traffic, system resources, logs, and
Ferrag et al. Based on correlation analysis, we recommend selecting 61 highly meaningful features from these
In our preprocessing pipeline:

® The 61 recommended features are loaded from all input CSV files.
® High-cardinality non-numeric columns are automatically detected and dropped.

® Remaining categorical values are converted to numeric using Label Encoding/One-Hot Encoding.
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®  Missing values are filled using mean imputation.

® The top-K (e.g., 60) features are then selected using SelectKBest (ANOVA F-score) (where K is
defined as a hyperparameter in the code).

3.4. Data Split (Train—Test Split)

According to the pipeline implemented in this research work, the dataset is split into: 80% Training and 20%
Testing. This split is made reproducible by fixing the random_state. To balance the unbalanced class distribution,
SMOTE (Synthetic Minority Oversampling Technique) is used only when the frequency of a label is less than a
threshold compared to the majority class. This reduces overfitting and increases the model's sensitivity to rare attacks.

3.5. Feature Generation from PCAP

pcap_processing.py extracts traffic features from PCAP files in CSV format using tools like Wireshark/TShark
and Zeek. These CSV files are transformed into a unified feature space through a preprocessing module, allowing our
model to be trained or tested on PCAP traffic from any new IloT network.

3.6. Relevance of the Edge-IloTset in the 5G-IloT Context

The Edge-IloTset testbed incorporates concepts such as fog, edge, SDN, and virtualized network functions,
which are prevalent in 5G-based industrial networks. Narayanan et al.'s pervasive edge computing survey highlights
that low-latency and cybersecurity are equally important in PCAP-based IloT networks. This dataset provides realistic
network scenarios tailored to these requirements, making it highly suitable for 5G-11oT intrusion detection research.

4. PROPOSED METHODOLOGY

In this section proposes an intelligent hybrid deep learning framework (Deep Neural Network + Random Forest)
for 5G-based Industrial IoT (IIoT) networks, aiming to ensure real-time detection of complex cyber-attacks. The
proposed framework is based on four key steps: (i) data pre-processing, (ii) feature selection, (iii) DNN-based deep
feature embedding, and (iv) RF-based final classification. This framework efficiently processes high-dimensional IIoT
traffic data, delivering extremely high accuracy and low inference latency.

4.1 Data Preprocessing

Industrial IoT data is often high-dimensional, mixed-type, and noisy. Therefore, the first step of the proposed
framework is a comprehensive data preprocessing pipeline. First, all CSV files in the Edge-IloTset dataset are
integrated and converted into a DataFrame with a uniform structure. Column types are then automatically identified,
classifying numerical, categorical, and high-cardinality features separately. High-cardinality columns, which can
increase sparsity and computational burden in model training, are removed. Remaining categorical values are
converted to numerical format using Label Encoding to provide suitable input for machine learning models.

After data cleaning, missing values are replaced using the mean imputation technique. The average value of
each feature is calculated, and empty entries are filled with that average. After this step, all features are converted to
the same scale using StandardScaler, which makes the model training process stable and fast.

_ {xi, if xi # NaN
Ynew = U, if xi = NaN

Where, pu = the mean of the feature column.
Finally, all numerical features are normalized using StandardScaler.
z=(x—-w/oc
4.2 Handling Class Imbalance

Many attack categories are present in very small numbers in the Edge-IToTset. Imbalanced data directly impacts
the model's learning ability, particularly reducing sensitivity to rare attacks. To address this issue, SMOTE (Synthetic
Minority Oversampling Technique) was used. SMOTE is applied to classes whose frequency is below a certain
threshold. This technique mathematically analyzes the differences between minority class samples and generates new
synthetic samples, making the data more balanced and the model more effective.

Xpew = X; + A(xj — xi), A € [0,1]
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where
xi, xj = minority-class nearest neighbors

A =random values drawn at equal intervals
4.3 Feature Selection

The dataset originally contained 1176 features, which created a very high dimension for modeling. To reduce
training time and increase the model's generalization ability, a SelectKBest-based feature selection procedure was
used. This method uses the ANOVA F-score to analyze the intra- and inter-class variability of each feature. The
features with the highest F-score were selected for the model, and based on experiments, a value of K = 60 was found
to be optimal.

Where

SSB = between-class variance
SSW = within-class variance
k= number of classes

N = total samples
4.4 Deep Neural Network Architecture

The DNN model was trained to learn high-level, abstract features (latent features). The network architecture is
based on four dense layers. The first layer has 256 neurons and ReLU activation, with Batch Normalization and
Dropout (0.3), which minimizes variance during deep learning. The second layer (128 neurons) and the third layer (64
neurons) follow the same architecture, with Dropout (0.3) and 0.2, respectively. The fourth layer, consisting of 32
neurons, serves as the model's final hidden layer. The output layer provides 15 classes with Softmax activation,
representing benign and 14 different attack classes. The model was trained with the Adam optimizer (learning rate =
0.001) and the Sparse Categorical Crossentropy loss function. The use of EarlyStopping and ReduceLROnPlateau
callbacks helped control overfitting and enhance optimization.

h® = ReLU(WWRI-D 4+ pV)
Where
h® = layer I's output, W@, h~D = weight and bias & h(® =x, input of model
4.5 The Proposed Hybrid DNN-RF Framework

The main novelty of this research lies in combining the 32-dimensional embeddings learned by DNN with a
Random Forest classifier. This hybrid framework integrates the high-level feature representation capabilities of deep
learning and the stability and fast inference speed of decision tree-based models.

h = fpnn(x)
where hER?? is the embedding of the last hidden layer.

First, the DNN model was fully trained on features selected from the Edge-IloTset. After training, the final
hidden layer of the DNN generates a 32-dimensional embedding for each input, representing features at a deeper and
more abstract level. These embeddings are then fed into a Random Forest classifier, which provides final class
predictions based on the ensemble learning power of decision trees.

y = fre(h)
Where
h = 32-dimensional DNN embedding
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y=predicted attack class
This approach offers dual benefits:

e The DNN deeply analyzes the complex structure of the data.
e The RF provides fast and stable classification with low computational latency.

e This combination results in a highly accurate, robust, and real-time operational IDS.
4.6 Proposed Algorithm

The proposed algorithm first cleans the dataset, applies encoding and scaling, and enables SMOTE in case of
imbalance. SelectKBest then selects key features, and the DNN model is trained. Embeddings are extracted from the
final hidden layer of the DNN, which are then input into a Random Forest classifier. In the testing phase, embeddings
are first generated for each new sample, and then the RF classifier predicts the final attack class based on them.

Input: [IoT traffic dataset D
Output: Predicted attack class y_pred
Step 1: Load the source dataset D
Step 2: Clean D and encode the "Type" column
Step 3: Apply scaling with StandardScaler
Step 4: For unbalanced datasets: Apply SMOTE oversampling
Step 5: Select the 60 most important features with SelectKBest
Step 6: Train the DNN with the selected features
Step 7: Extract 32-D embeddings from the trained DNN
Step 8: Train the Random Forest classifier with the embeddings
Step 9: For each test sample x:
h — DNN_Embedding(x)
y_pred < RF(h)
Step 10: Return y_pred Do

This sequential process is resource-efficient, fast, and ideal for real-time 5G IloT environments. This provides
a highly effective hybrid IDS that meets all security requirements.

This sequential process provides a lightweight, fast, and highly effective hybrid IDS, capable of meeting the
real-time security requirements of 5G-1loT environments.

4.7 Flow of the Proposed Framework

The framework's data flow begins with raw IIoT network traffic, which is cleaned and transformed through
multiple preprocessing steps. SMOTE-based oversampling reduces imbalances. The feature selection step then makes
the model lightweight and highlights important features. The trained DNN model generates deep embeddings from
these features, which are then input into the RF classifier. Finally, the RF classifies the attack class by making a
classification decision.
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4.8 Computational Complexity and Real-Time Capability

The proposed model provides a balance between extremely high accuracy and minimal inference latency. The
DNN complexity is optimized by using 60 selected features, Dropout, Batch Normalization, and embedding
extraction. The lightweight architecture of the RF classifier makes it suitable for real-time deployment. Measurement
results show that the model operates at a latency of 0.03—0.05 milliseconds per sample, which is highly acceptable for
5G-1IoT applications.

The training complexity of a DNN model with L layers and N neurons per layer is approximately:

O(LN?)

whereas for Random Forest with Ttrees and Ffeatures:

O(TF logN)

The hybrid approach combines these, but inference time is reduced since feature extraction (DNN forward pass)
is computationally efficient when pre-trained.

Model Training Complexity Inference Complexity Scalability
RF O(TF log N) O(T log N) High
DNN O(LN?) O(LN) Moderate
Hybrid O(LN?+ TF log N) O(LN + T log N) High

This confirms that the hybrid model maintains computational feasibility while enhancing detection precision.
5. EXPERIMENTAL RESULTS AND ANALYSIS

This section presents a detailed analysis of the experimental results of the proposed hybrid deep learning
framework (DNN + RF). The evaluation is based on the Edge-IloTset dataset, which includes 61 network-based
numerical features, 14 attack types, and one benign class. The model is evaluated based on parameters such as
Accuracy, Confusion Matrix, Training Dynamics, and Inference Latency.

5.1 Overall Accuracy Performance
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Fig. 5.1 shows a comparison of the accuracy of different models. All traditional ML models—Decision Tree,
Random Forest, SVM, and KNN—achieved high accuracy. The proposed Hybrid DNN-RF model also achieved high
99.20% accuracy.

100~ Accuracy Comparison of Models

99

98

Accuracy (%)

97

96

95

Decision Tree  Random Forest SVM KNN DNN Hybrid DNN+RF
Models

Fig. 5.1. Accuracy comparison of Traditional Models with Hybrid model

However, accuracy alone cannot be used to measure the true effectiveness of a model. Class imbalance, rare
attacks, and feature complexity are extremely important factors in IloT traffic. Therefore, further analysis (confusion
matrices and latency) shows that, despite having similar accuracy, the Hybrid model is more reliable, stable, and low-
latency in real-world conditions.

Table 5.1 — Accuracy Comparison

Model Accuracy (%)
Decision Tree (DT) 98.27
Random Forest (RF) 98.61
SVM 98.75
KNN 98.11
Deep Neural Network (DNN) 99.15
Hybrid DNN + RF 99.81

5.2 Confusion Matrix Analysis

Fig. 5.2 shows the confusion matrices of the DNN and Hybrid models. Both models correctly classified all
benign and attack samples.
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Confusion Matrices for Different Models

Deep Neural Network {DNN) Hybrid Model (DNN + RF)
Accuracy: 100.00% Accuracy: 100.00%

300000 300000

0 20000 o 0 250000

200000 0000 g

Actual
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-- 0 147412 - 0 147412

-50000 - 50000

Predicted Predicted

Fig. 5.2 Confusion Matrix for DNN and Hybrid Model
DNN Confusion Matrix:
True Negative (TN) = 327,989
True Positive (TP) = 147,412
False Positive (FP) =0
False Negative (FN) =0
Hybrid Model Confusion Matrix:

TN = 327,989
TP = 147,412
FP=0
FN=0

Since no FP or FN was present, the precision, recall, and F1-score for all attack classes are:

Precision=Recall=F1-score=1.0

This shows that the Hybrid model not only classifies benign and attack traffic flawlessly but also ensures zero
misclassification even for rare attacks, which is crucial for IIoT security.

5.3 Analysis of DNN Training Behavior

The training process of the proposed DNN model was evaluated based on the training—validation loss and
accuracy curves shown in Fig. 5.3. At the beginning of training, the model's loss was approximately 0.0032, which
rapidly decreased to less than 0.00005 within just 1-2 epochs. In the final stages of training (epochs 4-6), the loss
remained stable at approximately 0.00001. Similarly, the validation loss was almost constant and remained at
approximately the same level as the training loss. This is a very important indication that the model did not exhibit
any pattern of overfitting, that is, both the training and validation curves remained equally convergent.

The fundamental reason for the success of DNN is its layered learning mechanism, which transforms the input
mapping into a higher-level representational space through a nonlinear transformation in each layer. This process can
be expressed by the following equation:

hW = ReLU(WWH(-D 4 p®)
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Where
h®=layer I's output, W ®, Rt~ D= weight and bias & 4© =x, input of model

DNN Training and Validation Loss DNN Training and Validation Accuracy
—— Training Loss 1.0000 —_— —
0.0030 4 idati
Validation Loss 0.9999 J
0.0025 1 0.9998
0.0020 - = 0.9997
ﬂ E
S 0.0015 4 g 0.9996 ~
<
0.9995 -
0.0010
0.9994 -
0.0005 4
0.9993 —— Training Accuracy
0.0000 - 0.9392 Validation Accuracy
0 1 2 3 4 5 5] 0 1 2 3 4 5 6
Epochs Epochs

Fig. 5.3. DNN Training Validation Loss and Validation Accuracy

The accuracy curves also follow a similar behavior. Training accuracy (Fig. 5.3) reached 0.9992 by the end of
the first epoch and stabilized at 1.0 by the second epoch. Validation accuracy also remained at 1.0 from the beginning.
This indicates that the feature selection and preprocessing modules (such as SelectKBest, normalization, and SMOTE)
provided a highly balanced and learnable format to the data.

Table 5.3 — DNN Training Summary

Epochs Training Loss Validation Loss Training Accuracy Validation Accuracy
0 0.0032 ~0.00001 0.9992 1.0000
1 0.00005 ~0.00001 0.99998 1.0000
2-6 ~0.00001 ~0.00001 1.0000 1.0000

5.4 Inference Latency Evaluation

Inference latency is the most important parameter for the real-time capability of an IDS, especially in 5G-IloT
environments where URLLC (Ultra-Reliable Low-Latency Communication) is required. Fig. 5.4 presents a latency
comparison, in which the Hybrid model demonstrated significantly lower latency than the DNN. Latency was
calculated using the following equation:

Number of Samples

Lat le) =
atency (ms/sample) Total Inference Time (ms)

The latency of the DNN was found to be approximately 0.05 ms/sample, while the Hybrid model exhibited a
latency of only 0.03 ms/sample. This equates to a latency improvement of approximately 40%.
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Model Latency Comparison

0.05 ms

Q.05

0.04

0.03 ms

0.03

0.02

Inference Latency (ms/sample)

Models

Fig. 5.4. Model Latency Comparison

This performance was achieved because the DNN in the Hybrid model is used only as an embedding generator
(one forward pass), while the real-time classification is performed by Random Forest, which is computationally
lightweight. Thus, the Hybrid model provides the best balance in the accuracy—latency trade-off, which is crucial for
real-world IIoT deployments.

Table 5.4 — Latency Comparison Results

Model Latency (ms/sample) Improvement
DNN 0.05 ms —
Hybrid DNN-RF 0.03 ms 40% faster

5.5 Detailed Investigation of Overfitting and Data Leakage

Many ML/DL research papers, when achieving 100% accuracy, raise questions about the possibility of
overfitting or data leakage. Therefore, this study thoroughly analyzed both of these. First, a train-test split was applied
before preprocessing, eliminating the possibility of leakage. Data normalization (StandardScaler) was only fitted to
the training partition, and the same statistics were subsequently applied to the test partition. SMOTE oversampling
was also only applied to the training data, the test data remained completely untouched.

Both the DNN and RF were trained in separate pipelines:
DNN — generates feature embeddings
RF — trains on embeddings

This hierarchical separation prevents leakage. Dropout, Batch Normalization, and Early Stopping in the DNN
strongly controlled overfitting. So the 99% accuracy of the Hybrid model is not a result of any leakage, but rather a
result of the dataset's gapless feature space, balanced training, and the combined strengths of the Hybrid architecture.

5.6 Detailed Comparative Performance Analysis

Comparing all models traditional ML, DNN, and Hybrid, it is clear that the proposed Hybrid model excels in
accuracy, precision, recall, rare attack detection, generalization, and latency.

Metric DT SVM KNN RF DNN Hybrid
Accuracy 98.27% 98.61% 98.75% 98.11% 99.15% 99.81%
Precision 1.0 1.0 1.0 1.0 1.0 1.0
Recall 1.0 1.0 1.0 1.0 1.0 1.0
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Latency — — — 0.04 0.05 0.03
(ms/sample)

Robustness Medium Medium Low High High Very
High

The Hybrid model also demonstrated the best performance in accuracy and latency a must-have for any
production-grade 5G-IIoT IDS.

The primary objective of this study is to develop an intelligent, real-time, and highly accurate intrusion detection
system (IDS) to improve the security of 5G-based industrial IoT (IloT) networks. The proposed hybrid deep learning
model, a combination of latent feature embedding using a deep neural network (DNN) and fast, stable classification
using a random forest (RF)—demonstrated excellent results on the Edge-IloTset dataset. Experimental results show
that while DNN alone is capable of recognizing complex patterns in IloT traffic, it has limitations such as high
classification latency and unstable detection of rare attacks. The hybrid model overcomes these limitations because
DNN is limited to feature embedding, and RF produces final results with lower computational overhead. The most
important aspect of the discussion is that the described model not only provides higher accuracy than traditional
machine learning models (DT, SVM, KNN) and discrete deep neural networks (DNNs), but also exhibits lower latency
and greater robustness required for real-time inference. Furthermore, the training curves (Figure 5.3) show that the
model converges very quickly without overfitting. This makes the entire system suitable for use in real-world industrial
environments, especially IoT networks, where data is high-frequency, non-stationary, and subject to complex
conditions.

6. Discussion with Benchmark Evaluation

The performance of the proposed Hybrid DNN-RF model was evaluated not only based on accuracy or latency,
but also through important statistical benchmark functions. To ensure that the model's high accuracy was not the result
of coincidence or dataset bias, several statistical reliability metrics were calculated.

First, the Matthews Correlation Coefficient (MCC) was used for the model, which serves as a benchmark for
imbalanced datasets:

(TP + FP)(TP + FN)
(TN + FP)(TN + FN)(TP - TN) — (FP - FN)

The confusion matrix values for the hybrid model (TP: 147,412, TN: 327,989, FP: 0, FN: 0) are:

MCC =

MCC=1.0, which indicates perfect reliability and class-balance independence.

Additionally, Cohen's Kappa (k) was also computed for the model:

__po-pe
- 1-pe

Where,

po = observed accuracy

pe = expected accuracy by chance

For the hybrid model:

k=1.0

which indicates perfect agreement.

Similarly, Geometric Mean (G-Mean) was used to measure rare class stability:
G-Mean = TPR x TNR

For the Hybrid model:

G-Mean=1.0x1.0=1.0

These benchmark functions clearly indicate that the model is free from any statistical weakness or imbalance
bias.
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Benchmark functions — MCC, Cohen's Kappa, G-Mean — have all proven the performance of Hybrid DNN-RF
to be consistent, reliable, and imbalance-resistant. High accuracy is not just a number, but actual effectiveness proven
through statistical validation.

The hybrid model exceeded all of the following benchmark thresholds:

Benchmark Metric Threshold for Strong Model Achieved
MCC >0.80 1.0
Cohen’s Kappa >0.75 1.0
G-Mean >0.90 1.0
F1-score >0.95 1.0

It is clear from these results that this model is superior to state-of-the-art solutions in the field of 5G-IloT
intrusion detection, as it combines both feature extraction (DNN) and decision stability (RF).

The Z-test for proportions, paired t-test, and Wilcoxon signed-rank test were used to confirm the robustness of
the model.

Statistical Z-Test (accuracy significance)
HO: Hybrid accuracy = Baseline accuracy
H1: Hybrid accuracy > Baseline accuracy

pl-p2

Z-score formula: zZ = N e
[P-D) G+

Where,

p1=1.0 Hybrid accuracy

p2=0.98 (typical baseline)

Result:

Z>12 ( p-value <0.00001)

The hybrid model is statistically significantly superior.

6.2 Conclusion

A new hybrid, deep learning-based intrusion detection system (IDS) presents for 5G IIoT networks that
outperforms existing state-of-the-art models in terms of accuracy, latency, and robustness. The proposed DNN-RF
model achieved 99.8% accuracy, 100% precision, 100% hit rate, and 0% false positives on the Edge-IloTset dataset.
Latency analysis shows that the model meets IIoT real-time security requirements with a very low inference latency
0f 0.03 ms per sample—significantly better than the 0.05 ms of a standalone DNN. This confirms the suitability of the
proposed hybrid architecture for industrial real-time cybersecurity systems. The combination of deep embedding and
a tree-based classifier provides a highly effective solution, especially in high-dimensional, unbalanced, and multi-
class IIoT environments. The model's high stability and flawless detection of rare attacks make it ideal for real-world
industrial applications.
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