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Abstract: Social media has become usefull and most important platform for individuals to access news due to its speed and cost-
effectiveness of disseminating information on a particular channel. However, these platforms also make it a breeding ground for
the spread of fake news, which can impact society and individuals. With the advent of modern technology that comes with the
fourth industrial revolution, promoting openness and increased engagement, social media has evolved to serve multiple purposes.
It has become an integral part of our lives, beyond what was originally intended for just a small group of people. Consequently,
identifying such fake news has become a crucial task for researchers and remains a major concern. This paper aims to examine the
methods of publishing and distributing fake news, and outlines the approach of classifying, organizing, and developing algorithms.
Our proposed solution is called the "Fake News Detection using Hybrid-kMeans (FNDHKM)" algorithm that utilizes Natural
Language Processing (NLP) and machine learning (ML) techniques to detect fake news on social media platforms, specifically
Twitter. The experiments were performed on three different datasets obtained from Twitter and involved dimensionality reduction
on the extracted data. The highest accuracy achieved was 85% and 90% for precision and accuracy, respectively. The proposed
FNDHKM approach showed significantly high accuracy with low overhead.

Keywords: Machine Learning, k-means Clustering, Deepfake Analysis, Deep Learning, fake news detection, Cluster Computing,
Natural Language Processing (NLP),hybrid k-Means, fourth industrial transformation

1. INTRODUCTION

Social media provides numerous benefits to people globally, connecting those who are geographically separated
and serving as a tool for activists to organize. However, it also has its downsides, such as instances of bullying, division
caused by political entities, and the spread of false news. These "dark sides" cannot be ignored and pose challenges to
the positive aspects of social media.Companies like Facebook, Google, and Twitter allow users to post content,
including false information that can spread rapidly without proper verification.Fake news has become a widespread
problem, particularly in Europe and among the business community, and can have a significant impact on people's
opinions and decision-making [10].People have been used to a system that provides them with phoney news, and as a
result, they suffer pressure.

1.1 Social Media Fake News Detection

This is followed later by the Look Motor Control Impact and the Look Proposal Impact. This has resulted in
the advancement for the term “post-truth,” which in 2016 was followed by referrals to the Oxford Dictionary’s entry
for the term. [1]. From false information, it is recognised as the component that is presented as a small amount of real
news; nonetheless, it is incorrect most of the time or fully. [2] [3] [4]. The primary reason why firms called Facebook
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were featured in false news was utilised to speed up the social status in media. This was followed by the propagation
of the news that was phoney, which further grew dangerously. [5]. Nearly every social media hub provided an option
for data sharing, encouraging the dissemination of that content for a few specified purposes. The locations of social
media platforms provide a fast and easy option for sharing information; this means that data may

be transmitted without restrictions of either time or space. There is a growing awareness among the citizens of
Cambridge, and they are working toward the goal of putting an end to the spread of false news. [6]. Various biometric
system assessment parameters may be used to evaluate the data and information about false news utilising parameters
as measurements. A select few of the assessment parameters for biometric systems are outlined as follows:

FAR:The False Acceptance Rate (FAR) [40] refers to the probability that the system wrongly recognizes an
unauthorized individual by comparing the biometric input with a template. This occurs when a team reaches the
biometric input with a layout.

__ false_accept(n)
FAR(n) = Temgth(impse) © 1 (1)
FRR:The False Rejection Rate (FRR) [40], also known as the False Negative Rate, is the probability that the
system wrongly denies access to an authorized individual by failing to match the biometric input with the template.

This happens when an authorised individual tries to coordinate the biometric input with a design.

__ false_reject(n)
FRR(n) = Temgthigense) )

EER:The Equal Error Rate (EER) [40] is the value at which the FAR and FRR are equivalent. It signifies the
point where the system's sensitivity is balanced in such a way that both FAR and FRR are minimized.

FAR(M1)+FRR(11)

EER(n) = TSI TP PSPPSR PRSPPSO S 3)

GAR:The Genuine Acceptance Rate (GAR) [41] is a measure used to evaluate the performance of a biometric
authentication system, as an alternative to FRR. The GAR represents the likelihood that a biometric authentication
system accurately accepts an authorized individual based on a comparison between the biometric input and a stored
template.

GAR = 1 = FAR() vvreeeoeeeoeeeeeeoeeeeeeeeeeeeereeeee @)

DI:Decidability Index [42] is an excellent measure to calculate separate genuine and imposter classes.

pJ = lal-lul

\/@ ....................................................................... (5)

The Social Media Fake News Detection sections will be presented in a structured format as follows: The
subsequent section conducts an analysis of the methods discussed in previous sections and presents the obtained
results. Further clarification on the implementation of the calculations can be found in Section III. The experimental
study is presented in Section I'V. The results of tests conducted on benchmark datasets are comprehensively discussed
using Accuracy and Recall metrics in Section V. the conclusions are drawn in Section VI.

2. RELATED WORK

Coordinated techniques are widely used for identifying fake news at present. These algorithms were used to
classify distinct thoughts for different collections of data known as news content [7], user profiles [8], information
propagation [9], and various settings [10]. Despite their promising results, there are certain limitations that should be
taken into account, such as the need for pre-annotated datasets for classification and the increase in time and overhead
due to meticulous examination of genuine and fake news reports. However, there are ways to minimize the stack
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related to manual checking and improve the quality of classification through perseverance. (El-Latif, Quantum-
Inspired Blockchain-Based Cybersecurity: Securing Smart Edge Utilities in IoT-Based Smart Cities,

2021)[11].

The main reason behind fake news being spread in society is to mislead the news readers, and some individuals
are unable to distinguish between genuine and fake news due to a lack of expertise [12][13].Unsupervised learning
has emerged as an alternative to supervised learning in the effort to identify fake news. The reason behind this is the
ability to gather information on reader reactions to fake news published on social media. These reactions allow
researchers to understand the behavior and mindset of the readers. As seen in [14], a study was conducted and showed
a remarkable 90% accuracy in detecting false news. The study also managed to categorize false news into distinct
groups. To address the problem of fake news, a modular approach was taken where the news was analyzed and
processed to verify its authenticity. The proposed solution involves using a module for data analysis and processing to
determine the truthfulness of the news. On the other hand, Akil.io. Aldwairi [15] provides a method for checking the
effectiveness of clickbait. Helmstetter [16] proposed a weakly supervised technique that collects a large scale of data.
The data collected consists of both trustworthy and non-trustworthy titles, and this data is used to generate a list of
classifiers. By using these classifiers, it is possible to differentiate between fake and authentic news. However, it is
important to note that not all news from misleading sources is fake, and classification should be done based on factors
such as the impact of the news and the category.In the study by Yang [17], an unsupervised learning method was
proposed to identify fake news by considering the trustworthiness of the news and the legitimacy of the readers as
static variables. The methodology also takes into account the user's behavior on such news and analyzes their fake
news. Bayesian orchestration is used to establish the conditional dependence between the news trustworthiness, the
client's perception, and the user's legitimacy. The Gibbs sampling approach, known as the collapsed approach of
assessment, is used to infer the news genuineness and the client's legitimacy with unlabeled data. During later times,
Nicollas [18] used a computational approach based on NLP and Positive Naive Bayes (PNB) to identify fake news
obtained from social media. The method analyzed the text content and sentiments expressed in the news and compared
them with the information available in reliable sources to determine the authenticity of the news. The results showed
that the proposed method was able to effectively identify fake news with high accuracy.Denis utilized Positive Naive
Bayes (PNB) [29] and applied it to the Unlabelled Positive (PU) concept related to knowledge, linking it to the
classification and functioning of the content. The Posterior Probability of the Positive Naive Bayes (PNB) Model:

Given certain x
PX=x)xP(C=0c)TL; P(C=0C)iieoiiiiiiiiiiiiiiei, (6)

Conditional probability for uncertain instancexe

Ue — U _ n [V (xi*ol _
P(XUe = x¥) « P(C = ) [I}%, =1 P(C=c)Py..c...... ... (7
V is the probability vector here,
For certain dataP(0)

N(x;;,U)—P(x;;(1)|D|P—|P|)
[D|(1-P)

P(0) =

|D| — Cardinality of the dataset

P — Positive examples

N — Negative examples

U — Hidden positive samples/examples

The equations [30] are explained below, which form the basis of our proposed algorithm:

844



The notations which are shown above are givne in details below (1)-(3) :
n(d;) shows the length of th document , i.e. token in a certain document . di,

n(d;, w;) show how many time the word is repeated d;,

P(d;) show the chace that di is related to the cluster k which is given by variable zj,,
P(z;,) shows the word distribution related to the cluster Zzj,

P(Zk |d;, Wj) shows the details of the cluster distributin with reference to a certain set of document di and

word wW;.

To conclude clusterk is specific for a particular document d;with respect to its magnitude of P(d;):

This study aimed to perform dimensionality reduction and data compression on the raw data using passive
semantic analysis. After reducing 85% of the features, three different classification approaches were implemented,
including two utilizing cascading or unique learning algorithms, and one utilizing statistical analysis to compare the
types of news. We have utilized [18] to learn the machine learning process related to news classification, which is
prone to errors according to our sources. The proposed algorithm is based on False News Detection using Hybrid-k
Means (FNDHKM). Our proposed methodology has been shown to be effective in successfully extracting data and
reducing complexity for news classification using Twitter and NLP pre-processing. The experimental results highlight
the effectiveness of our categorization approaches in accurately classifying the validity of news. A comparison will
then be made between our approach and previously used techniques [18].

3. METHODOLOGY

The current research has established that a novel FNDHKM algorithm was developed to detect false news using
a hybrid K-Means approach. This algorithm consists of three distinct steps: the PLSA calculation for dimensionality
reduction [19], the classifiers based on Positive Naive Bayes [20, 21], and the hybrid k-means [22] by network
adaptation. The focus of this approach is on incorporating innovative techniques, with the key technique being the
Expand method. This method is based on [23],[26] NLP pre-processing and leverages data specific to the user, while
taking into account recent news. Additionally, the Expand method is dependent on the user receiving updated
information.This method is a crucial aspect of the algorithm as it relies on utilizing data specific to the end-user. The
end-user does not have access to the parameters of content distribution or the reputation models, and the proposed
method addresses this issue by simplifying the process through the use of natural language processing (NLP). The
overall structure of the proposed FNDHKM algorithm is depicted in Figure 1.
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Figure 1: The architecture of the proposed FNDHKM algorithm
A. Collection and Management of Datasets:

This study used the corpus of false information as described in Rubin et al. [13]. The news was collected from
Twitter and included both false and authentic reports of recent events. A python script was used to retrieve the most
recent news from the Twitter API. However, this method resulted in the elimination of certain details such as the
report and social network, and the format could be changed. Despite these limitations, Barreto et al.’s study [13]
showed the correlation between the request and the imposed time limit. The use of a specific API has several
drawbacks, including a decrease in the number of tweets that can be recorded. The window of opportunity for data
collection was between the two time periods, starting from the second month. To overcome the restrictions on data
recovery, an alternative is to update the source of the news and collect it from a specific journal. According to experts,
this is the preferred approach. Scholarly research has found that the tweets collected from the website “Boatos.org”
are unreliable sources of information.

B. Data Set Visualization and Preprocessing: Cleaning and further shaping data [43] are crucial steps in any
data extraction plan. They employ language-specific techniques such as checking the spelling of end words and
ensuring that the substances are what they appear to be sourced from.

1.Tokenization: After preprocessing, each line of the corpus undergoes tokenization, which converts a bounded
sequence into a list of tokens, providing finer control [44]. The string can then represent an event token [24]. This
process eliminates distinct spelling variations, such as capitalization and rare characters, from each token.

2.Stop Word Removal: After removing punctuation and special characters, we proceed to remove the stop
words, which are the most frequent and less informative words in the corpus, such as articles, pronouns, and
conjunctions [45]. This is necessary as the more frequently a word occurs in the corpus, the less information it carries.
In the case of tweets, it is also important to exclude specialized Twitter terms, such as possible hashtags, links, and
mentions [46][50].

3.Correction of spelling: checking for accurate spelling may be accomplished by comparing the token and its
closet writer inside to the information provided in the dictionary[25, 47, 48].
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4.. Recognizing named entities: Recognizing named entities involves finding real names in the text and
removing them. The Levenshtein distance is used to measure the difference between two strings, in this case, the
difference

between words in the dataset and the reference words. The goal is to find the smallest number of operations
needed to transform one string into another.

5.Stemming: Stemming is a process of reducing words to their base or root form. The idea behind stemming is
to remove affixes (suffixes, prefixes, infixes, etc.) from a word to obtain its root form, which is called the stem. This
helps to reduce the dimensionality of the data and to group words based on their meanings, even if they have different
forms. The goal of stemming is to normalize the words in a text so that different forms of the same word can be treated
as the same for analysis purposes.

6.Numerical representation: The fundamental academic structure of each phrase is stripped away, and the
remaining words are presented as the numerical representation. Despite adhering to strict standards, no single phrase
would be scientifically useful, as sentences are still composed of word roots rather than measurable values. To create
an algebraic representation, we use the vector space model. This illustration demonstrates that phrases can be viewed
as arrays of vectors, with each expression capable of being related to a different set of goals. We have obtained
evidence using the repeated tf-IDF method, which provides a true measure of the centrality of a particular piece of
work within a given phrase in relation to the database as a whole [27][51].

Because many of the restricted words are removed throughout the process, the estimate of the vector is
connected to the very high number of restricted terms that are included inside the whole database. The work is
employed in a certain area of the phrase with such significance, exposing itself to be fundamental for thoughtfully
considering the text’s most important notion. Additionally, by utilizing a vector space representation, we are able to
perform mathematical operations and manipulations on the data. This is because, in this representation, each word or
term in a document is treated as a numerical value, which makes it possible to perform mathematical calculations on
them. Furthermore, by using the tf-IDF methodology, we are able to determine the importance or centrality of a
particular word or term in a document, relative to the entire corpus. In conclusion, the numerical demonstration of the
data enables us to perform meaningful analysis and gain valuable insights into the data set.

7.Dimensionality reduction is a technique used in natural language processing to simplify the complexity of
large datasets. There are several methods for dimensionality reduction, including PCA(Principal Component
Analysis), LSA (Latent Semantic Analysis), PLSA(Probabilistic Latent Semantic Analysis), Multidimensional Scale,
positive LSA, and fast outline.[28][30] PLSA was chosen in this case because it is a type of integrated vector from a
natural perspective, and it doesn't over-centralize the data like recent singular value decomposition methods. The flow
of activities was checked over to ensure that the data was transformed into the appropriate format for processing by
the algorithm. There are three approaches to classifying news stories as fake or real, including classification and
unsupervised clustering. The next technique is based on the premise that the news is truthful, given the procedure and
conditions. This approach is referred to as the procedure-and-circumstances-based technique. It’s seen in the
illustration below.
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Figure 2: Steps of data representation
B. Proposed Method for Detecting Fake News Using Hybrid K-Means

1.Dimensionality Reduction with a Systematic Approach - Detecting false news involves coordinating
computational processes. This method is based on a dataset that contains both fake and genuine news. The
understanding of the presence of both types of news sets a standard for what is considered "genuine" and "fake"
information. The Positive Naive Bayes (PNB) approach and the Positive Unlabeled (PU) method are used for acquiring
data and storing the news in memory. The PU learning process involves organizing and learning from unlabeled data,
such as images, using techniques like One-Class SVM if they are considered positive occurrences [31]. In this process,
the details of the unlabeled material are not taken into account. The aim is to develop a classifier that can distinguish
between positive and unlabeled data [32]. The computations involved in PU learning can be divided into three different
classes, with 90% of the tests used for planning and 10% used for data.

2.The Network Change Strategy - When all of the tests' dimensions have been decreased, the D grid stores them
all in the database and explains the huge number of columns j that break when the number of tests exceeds 2,000. On
other words, the more highlights in a test there are, the more relevant this explanation becomes. D is projected across
T, resulting in a system S that is actually more condensed, despite the fact that T's estimates are j*i and I is significantly
smaller than j. The following formula must be used to organize the changes in sharpen:

D (KXD)XT_(XG)=S_(KXI)(5) +vreeereeeeeneeeeeeeeeee e, Equ.(5)

The centroids are important in defining the structure of the transformation of data. The decline of arrangement
M (incorporate arrangement) has been observed in the past. The hybrid k-means computation is used as a heuristic
method to divide the data into k different types of clusters. The initial centroids are optimized for grouping the data
points and then multiple phases of large clusters are formed. This is followed by the removal of noise, leading to the
creation of purer clusters.In the following step two, the agglomerative settling (AGNES) calculation is utilized again
to merge with relatively small clusters and refer to a comparative subject. In layer 3, we preserve a strategic distance
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from clamour to decrease their help influence on the K-means, which corrects the incorrect combining that is occurring
in AGNES [33]. To conceal this uncertainty, we used the Elbow to analyze the congruence of the findings and the
numerous wholes of clusters followed by data as the outcomes. To do this, we have planned to deceive it.The data
compactness can be assessed by applying the Elbow [34] method to the clusters and creating a valid relationship for
the number of bunches that effect the overall diversity of the data contained inside the bunch. Graphically, the driving
regard of k can be discovered by selecting the place where the desired twist diminishes unmistakably, then staying
around indefinitely after that.

3.Radial Perimeter Procedure:The radial perimeter procedure is a method for widespread control in the D
network, which has 2,000 features. Condition 2 was created as a result of reducing the PLSA dimensions in the M
framework. Formula 2 tests the position of the x_ij*2 variables in the D network, and the output of this process is an
irregular variable called R_i*2, which is the square of the length of a hypersphere that contains the actual news.

This approach involves expanding the analysis to include the entire network while considering the information
related to both fake and genuine news. By doing so, a set of unique features specific to each type of news is obtained,
providing a comprehensive view of the information being analyzed.

RZ = X2 A X X Equ.(6)

4. APPROACH FOR THE FNDHKM METHOD

genuineThis is a description of the three steps involved in the FNDHKM process. In the first step, the material
is cleaned and organized. In the second step, the material is transformed into a numerical representation using vector
space illustration. In the third step, dimensionality reduction is performed using PLSA, and the identification of false
news is carried out using the PNB classifier and the Hybrid k-Means algorithm..

Q) rec® XF ]lg'r_l)
r i€C;

M o o T Equ(7
j |C]§r)|+1 qu(7)

The process of the FNDHKM method is depicted in Figure 3 and comprises of several stages. The first step
involves tokenizing the content corpus T to extract individual words and phrases. In the next step, tweets from the
content corpus are collected and organized. Step 3 transforms the collected data into a numerical representation by
using a vector space model. Steps 4 and 5 further refine the numerical representation of the data using the PLSA
technique. The purpose of these steps is to reduce the dimensionality of the data, resulting in a more manageable and
simplified numerical representation. In step 6, the reduced dimension numerical representation is returned, which is
then used in step 7. The final step involves using the hybrid-k Means clustering approach to accurately detect and
cluster false news profiles.

Data Cleaning and Shaping

849



TokenisationWORD LEVEL TOKENISATION.
Punctuation.

Special Character Exclusion.

Eradication of Stay Words.

Spelling Rectification.

Appreciation of named Individuals.

Stemming.

HS R e

‘To Attain A Numerical Demonstration —» Vector Space Model

A 4
‘Dimensionality Reduction —»PLSA

hd

Fake news detection with two different methodologies
(0] The reduction methodology with training —» Positive Naive Bayes Classifier
(i) The matrix Transformation Methodology —» Hybrid- K Means

Figure 3: Workflow of the proposed FNDHKM approach
The method for identifying false news is as follows:
Algorithm 1: FNDHKM
1: Begin( ) {
2. Load the text corpus with tweets
3. Do the following for each word in the text corpus:

4. Apply word-level tokenisation, compute tokens, and store them in the word vector:

a6
5: CalculateV= % = —o(—v; —v)u, + Xk_1  o(Wiv)vy
(o
Improve loss f™ by:
9;(6)
]
v, = —0(~v5 — v,

9;(6) . .
‘;Tk = 211§=1 a(v,ivc)vc ; Where, v, The vector is the numerical vector of words.

6: Apply dimension reduction v, calculate log-likelihood of v, .
Then,
7: Call EM Algorithm()
Returns reduced v, using PLSA
8: ApplyKMeans clustering {
8.1 Calculate initial centroid by:

|fpt B fpt_1|

, otherwise
T

u.={1, if(C—-ff1)<o0 -
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Yic1 Ziz1 |xi—Cp|
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Where, f, =

n

2
fk _ i=1 |
D =

[l =<

Wy

}
Then,

9: v.The vectors are divided into two groups: the first group contains actual twitter text, while the second group
contains phoney tweet text. } }

10: End ()
5. UPDATED HYBRID- K-MEANS ALGORITHM

The k-means algorithm is an efficient and widely used unsupervised learning method for partitioning data into
clusters [37], [38]. It is often used for numerical data but can also be applied to non-numerical data by converting
them into d-dimensional vector representations [39]. This allows the algorithm to work with numerical values and
effectively partition the data into different clusters based on similarity or proximity. The algorithm works by iteratively
finding the centroids of each cluster and reallocating data points to the nearest centroid until convergence. This process
results in the formation of distinct clusters, allowing the data to be effectively organized and analyzed:

{x; = [xp1Xip oo XiglT€ERY|[i=1..m}, i, Equ(8)

The superscript "T" in the equation represents the transpose of a matrix. The transpose of a matrix is obtained
by flipping the matrix over its diagonal, so that the row and column indices are interchanged. The "n" in the equation
represents the number of records in the database.

The k-means algorithm works by minimizing the within-cluster sum of squared distances (WCSS) between the
data points and their cluster centroid. The objective is to minimize the WCSS to find the optimal number of clusters,
k, that represent the data. This is achieved by iteratively updating the centroids based on the average of the data points
in the cluster until convergence is reached, or a stopping criterion is met. In other words, the k-means method aims to
find the cluster centroids that produce the best grouping of data points in terms of minimizing the WCSS.

c=V(e) =X B =Gl Equ(9)

T .
¢ = [cjlcjz .....cjd] € R* — the centroid of the cluster(;,

ct = [(CI)T((:;)T (c;)T]T € R%

The k-means method computes its results by using a specific mathematical formula. Using the k mean
procedure, which has a mathematical formula for each record X; and a centroid ¢;, one may get the distanced (x;C;)

value. Now, if we take into consideration the Euclidian distance, we have:dxicj .

dxiCj = ”Xl' - C]” = \/Zle ((xl-l - le)z) e e Equ(lO)
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The formula for the Euclidian distance can be added to equation (9) to optimize the optimization problem. The
result will be a more manageable and solvable issue, as the formula for the distance calculation will be included in the
equation:

c*=V(),V(c) = ?:1 nn \/Z?zl (Xt = G2 Equ(11)
The shape of the final cluster can be determined by using the formula given in (11), which is used for calculating
between the centroid cj and the record xi

There are 5 stages in the k-means algorithm, out of which the first four are given below. The first step is step
zero and is done once, and the remaining are performed cyclically till the cluster is not obtained in the final form.

Step 0.In this step, we select four things: the quantity of clusters p, the preliminary centroids, the
determinedinteger of iterations and the acknowledged error. The pand denotes it is used for further calculations.

Uw=1....Ulmax, Where Ung,Itis the thoroughgoingquantity of iterations which needs to be adjusted. I
am starting from p=I.

Various approaches are often used when it comes to the beginning of the centroid vector c. Earlier in this piece,
we spoke about the initial centroid vector, denoted by the number ¢ (1), and how it contains the potential location of
the final centroid. The vector representing the beginning centroid may be written as:

T
c® = [cf(l)cznl) CT(l)] ERM ., Equ(12)
In addition to this, the first centroids will be derived from this:
{cil) , cél) ) e, cz(,l)} C R Equ(13)

The next step is to set the starting value for the acceptable error € > 0 , which should be greater than zero and
will serve as the stop condition while the algorithm is executed.

Step 1: We may compute the distance (dxic]- ) between each vector xi and a centroid cj of the cluster, Cj

where the for [ = 1....n and. j=1...k respectively. We do this by using the formula (10) as our guide.

Step 2: The results collected in Step 1 will be used to create a new set of clusters in the next step. The vectors
xm that are located close to the centre, also known as the centroid Cj(ﬂ ), will be included in each new cluster Cj(” ).

We can begin the cluster production process by using the distance determined in step 1, which is the first step. Each

point xm has several k distances dx o) i =1..k that was computed, the vector xm will be included in a cluster
m¢&;

c j(# ) if the distance dx ) is minimum, which means:
mCi

cj(“) = {xm|dxmcjgu) < dxmcjgu) Vi=1 k} ....................................... Equ(14)

where each vector xm is exclusively associated with a single cluster Cj(ﬂ),

Step 3.The new centroid C j(”+1)For each cluster, the fundamentals must be established C j(# ) based on the

vectors xi that has been assigned to the cluster Cj(”). The new centroid is determined based on the bsee of the
approaching formuxta, which contributes to the determination of the average of the coordinates for all vectors

x]EC](#)
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¢ = Loy

= m Xi,j =1 B Equ(15)
J

xieC}”)
where |Cj(“ )|is the number of vectors that have been distributed across the cluster C j(”). We may get the

approaching centroid vector by utilising equation (15), which you can find below:

T
ctD) = [clT(”H)c;(”H) cg(”ﬂ)] €ERIM Equ (16)

The scalar representation of the number (8) is:

C(u+1) 1 Z

jl = |C(”)| xiECFI'L) Xil, l=1 d,] =1 P Equ(17)
j J

Step 4.1t is determined whether or not the stop condition of the algorithm is met:

D) — cUD| < e s Equ(18)

This means that the k-means algorithm stops when the centroid vectors no longer change from one iteration to
the next and when the optimization condition described in equation (16) is met. The final centroid vector ¢ obtained
is considered the optimal solution for the optimization problem:

= D) Equ(19)
This is equivalent to the final centroids:
{ci‘, c; ,...,c;;} = {Cl(”ﬂ) , cé’”l) , ...,cgﬁl)} c R Equ(20)

If the conditions in equation (18) are not met, then the iteration will be increased by replacing with 1, and the
process will continue from step 1. This iteration will be repeated until the conditions are met and the optimal solution
is found.

eq® - mean

To update centroid computec; (x;V;).

__ Point which is centroid+mean E 21
DX0Yi T |[[mean]ireation mumber] [y 1 qu(21)

The centred vector has now become,
[Ci(xiyi),  Cipr(Xiz1Vig1) s o vee oo Ci + n(Xi4nYisn)]-
Until stopping condition is met.

The aim of the k-means method is to make each cluster more compact and clearly distinguishable from other
clusters. In the conventional k-means approach, the centroid of a cluster is updated using only the mean value.
However, in our case, the centroid of the cluster was updated using equation 21, which improved the compactness and
separability of the cluster from other clusters.

6. EXPERIMENTAL ANALYSIS

A. The experiment's environment:

This system was selected to perform the exploratory evaluation due to its robust configuration, which includes
the high-performing Intel Core i7 4770 processor, a generous amount of 16 GB of RAM, and fast storage capabilities
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provided by the 512 GB SSD. These components ensure efficient and speedy processing of the data, which is crucial
for accurate and reliable results.

B. Details of the Dataset

1. Financial tweets: The financial tweets dataset consists of over 28,000 tweets related to publicly traded
companies. Each tweet is annotated with the company name being discussed and the profile picture of the user. The
dataset features eight attributes and contains tweets from verified users of firms listed on the NYSE, NASDAQ, and
NSP  exchanges. The user interface for this dataset was inspired by the  website
https://www.kaggle.com/davidwallach/financial-tweets.

2. Political news - This dataset includes items relating to political news marked with phrases indicating that
they check it as politically untrustworthy.This dataset has a total of 25117 tweets that make up the preparation set
and5881 tweets that make up the testing set. The general audience on Kaggle may see Dataset. The collection included
a variety of news tweets that were associated with Trump. https://www.kaggle.com/c/fake-news/data was the URL of
the interface that was utilised for the incorrect news.

3. The COVID-19 tweets dataset [35] contains information on tweets related to the COVID-19 pandemic,
including their IDs and the relevance scores. The data was collected by monitoring real-time tweets sent to Twitter
that were related to the coronavirus and used over 90 specific keywords and hashtags. These keywords and hashtags
were widely used when discussing the pandemic. The dataset was updated on March 20, 2020, to ensure that the data
was accurate. The dataset contains a total of 182,857,703 tweets, with keywords such as "hospital", "covid19",

nn m"non

, "sector",

nn nn

vaccination", "people", "home", "pandemic", and "quarantine". The data was collected using
the SMMT toolkit, a social media mining toolkit, which is used to extract data from various social media sites.

"coronavirus

C. Performance evaluation

In other words, accuracy measures the proportion of correctly classified instances over all instances, while recall
measures the proportion of correctly classified instances among all the relevant instances. A perfect classifier has an
accuracy and recall equal to 1[36].

[lustrative example -

A graph is given to illustrate how the FNDHKM algorithm works to identify false news and demonstrate its
efficacy.The performance of the FNDHKM algorithm was evaluated using the Political News and COVID-19 Tweets
datasets. The algorithm was trained using these datasets and the results were tested using the same datasets. The results
of the testing were presented in the form of graphs, with Figure 3 showing the performance results and Figure 4
showcasing the predictions made by the algorithm. The results were saved in a .csv file for future reference and
analysis.
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Figure 4: Illustrative examples ofthe Political News dataset
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Figure 5: Illustrative examples on COVID-19 Tweets dataset

A. A dataset of tweets on the consequences of the budget Figure 6 is a representation of the data obtained from
the audit and the exactness of the Budgetary Tweet dataset. Figure 6(a) provides information on the total number of
clusters formed from the political dataset depicted forms. There are three clusters, with one cluster containing genuine
tweets, another cluster containing false tweets, and the third grouping comprehending irregularities or exceptional
instances. It represents how well the model performed on the dataset used in a scientific study. Based on
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Figure 6: (a): The outcome of the ProposedFNDHKM algorithm applied to financial tweets regarding

accuracy and recall.

this method, reduction with training has an accuracy of more than 92%, while matrix transformation has an
accuracy of 94%, with a high recall rate. Financial Tweets were also analysed using k Mean [18] reduction with
training, which obtained an accuracy of 86%, and k Mean [18] matrix transformation, which achieved an accuracy of
91%, combined with the ability to accurately remember (sensitivity) tweets, as shown in Figure 6(b).
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Figure 6(b): The result of applying k-means to previously published tweets on the economy in terms of
accuracy and recall.
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Figure 7: Elbow curve for Financial Tweets dataset in terms of the optimal number of cluster k.
Figure 7: Regarding the ideal number of clusters k, the elbow curve for the Financial Tweets dataset.
Dataset of political News

The recall data can be obtained from the accuracy and recall data presented in the graphic. Figuare 7 depict the
Elbow curve for Financial Tweets dataset in terms of the optimal number of cluster, Figure 8(a) provides an illustration
of the number of clusters created from the political news dataset. The dataset was separated into three clusters: one
that contains authentic tweets, another that consists of false tweets, and a third cluster that encompasses either
idiosyncratic or exceptional cases. Figure 9 displays the efficiency of the model when applied to the political news
dataset. It shows that both the training and matrix transformation reductions had an accuracy rate of over 86 percent,
along with a robust recall (sensitivity) rate. Furthermore, Figure 8(b) shows the results of the Political k Means [18]
reduction with training, which achieved an accuracy rate of more than 78 percent, and the k Means [18] matrix
transformation, which achieved an accuracy rate of over 80 percent, with a good recall (sensitivity) rate.
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Figure 8: (a) : The outcome of the Proposed FNDHKM algorithm applied to the Political News dataset

in terms of accuracy and recall.
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Figure 8(b): The result of applying an existing k-means algorithm to the Political News dataset concerning
accuracy and recall.
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The Elbow Method showing the optimal k number of clusters

Figure 9: Elbow curve for a political dataset regarding the optimal number of cluster k.

Dataset of COVID-19 Tweets

Figure 9 demonstrates the effectiveness of the model on the political news dataset, Figure 10a displays the

results of a precision survey conducted on the financial Twitter dataset. Figure 11 provides a closer examination of
the clusters formed from the political dataset. These clusters are represented as three distinct shapes, with the first
cluster containing genuine tweets, the second cluster containing fake tweets, and the third cluster containing
inconsistent tweets or exceptions. It reveals that the reduction achieved through training had an accuracy rate of over
94 percent and the lattice change achieved an accuracy rate of over 95 percent, along with a high recall (sensitivity)
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rate. Furthermore, Figure 10(b) displays the results of the COVID-19 Tweets dataset using the k Means [18] reduction
with training, which achieved an accuracy rate of over 90 percent, and the k Means [18] matrix transformation, which
achieved an accuracy rate of over 93 percent, while still maintaining a good recall (sensitivity) rate.
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Figure 10: (a): In terms of accuracy and recall, the results of applying the ProposedFNDHKM algorithm on
the Covid-19 Tweet dataset are as follows.
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Figure 10: (b): Existing k-means dataset’s results in terms of accuracy and recall for the 19 Tweets in the
dataset.
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7. DISCUSSION

The current model for detecting false news uses a combination of established knowledge, information from the
profiles of individuals who created the news, and natural language processing techniques to extract meaningful
insights. However, the proposed model takes a different approach by utilizing probabilistic latent semantic analysis
(PLSA) for dimensionality reduction. This approach introduces a probabilistic weight to the model, which helps to
optimize the randomness in the clustering component. Additionally, the proposed model uses HK-means and a vector
space model for numerical representation, which enhances its overall performance compared to the current model that
primarily focuses on textual analysis and probabilistic integration of texts. In short, the proposed model combines
various techniques to provide a more comprehensive and effective method for detecting false news.

8. CONCLUSION

In this research, we introduced the "False News Disclosure using Hybrid-k Means (FNDHKM)" approach,
which utilizes NLP and ML techniques to effectively identify fake news obtained from media sources. The FNDHKM
approach employs three methods to detect false news, including classification and unsupervised clustering techniques.
The approach evaluates the veracity of news and its potential for spreading by analyzing the region procedure. Our
results showed that the FNDHKM approach performed well in terms of precision and recall on three different datasets.
We also found that the EIbow approach can be applied to additional datasets. In the future, we plan to extend our work
to larger datasets of fake news as the number of false news instances continues to increase at an exponential rate.
Therefore, it is important to develop a flexible and scalable method to address this issue.

9. FUTURE SCOPE

For future research, expanding the experimentation to real-time datasets from various social media sites, such
as Facebook and LinkedIn, can enhance the results presented in this research. It may also be valuable to consider

messages frequently shared within WhatsApp groups, which could provide insight into real-time traffic
patterns. The development of a flexible and scalable computation that can handle large datasets is crucial in effectively
addressing the issue of false news.
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Data Availability:

This dataset includes around 28 thousand or more tweets about virtually publicly listed organisations. These
tweets are tagged with the name of the company about which the user is tweeting as well as their image in one or more
zones. The dataset features eight highlights and includes tweets from confirmed customers on companies traded on
the NYSE, NASDAQ, and NSP. The user interface of the dataset is modelled after the one found at
https://www.kaggle.com/davidwallach/financial-tweets.
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  ⇒     𝜕  j ( 𝜃 )  𝜕   v  c =   − 𝜎  ( −   v  o  t −   v  c )   u  o +   ∑  k = 1  k  𝜎 (   v  k  t   v  c )   v  k


    f  n


      𝜕  j ( 𝜃 )  𝜕   v  o = − 𝜎  ( −   v  o  t −   v  c )   v  c


      𝜕  j ( 𝜃 )  𝜕   v  k =   ∑  k = 1  k  𝜎 (   v  k  t   v  c )   v  c


    v  c


    v  c


    v  c


    v  c


    u  e = { 1 ,     i f    ( C −   f  p  t − 1 ) < 0   −    |   f  p  t −   f  p  t − 1 |  T ,     o t h e r w i s e  


    f  p =       ∑  j = 1  k    ∑  i = 1  n     |   x  i  j −   c  p  k | 2    w  f


    f  p  k =       ∑  i = 1  n     |   x  i  j −   c  p  k | 2    w  f


    v  c


   {   x  i =    [   x  i 1   x  i 2         … .       x  i d ]  T 𝜖     R  d   | i = 1 … n }


    c ∗ = V ( c )   =   ∑  j = 1  k    ∑    n  ‖   x  i −   c  j ‖


    C  j   ,   j = 1 … . k     ,


    c  j =    [   c  j 1   c  j 2       … . .     c  j d ]  T     𝜖     R  d           −   t h e   c e n t r o i d   o f   t h e   c l u s t e r   C  j   ,


    c ∗ =      [    (   c 1 ∗ )  T    (   c 2 ∗ )  T       … .        (   c  p ∗ )  T ]  T ∈     R  d k      


    c ∗ =      [    (   c 1 ∗ )  T    (   c 2 ∗ )  T       … .        (   c  p ∗ )  T ]  T ∈     R  d k      


    x  i


    c  j


    x  i   c  j


    d    x  i   c  j


    d    x  i   c  j =   ‖   x  i −   c  j ‖ =    ∑  l = 1  d   (    (   x  i l −   c  j l ) 2 )   ,


    c ∗ = V  ( c ) ,   V ( c )   =   ∑  j = 1  k    ∑    n     ∑  l = 1  d    (   x  i l −   c  j l ) 2


  𝜇 = 1 … . .   𝜇  m a x   ,  


    𝜇  m a x


    c  ( 1 ) =      [   c 1  T ( 1 )   c 2  T ( 1 )           … .             c  p  T ( 1 ) ]  T   𝜖     R  d p


   {   c 1  ( 1 )   ,         c 2  ( 1 )     ,   … ,     c  p  ( 1 ) }   ⊂     R  d


  ℇ > 0


    d    x  i   c  j


    C  j  ( 𝜇 )


    C  j  ( 𝜇 )


    d    x  m   c  i  ( 𝜇 ) ,   i = 1 … k


    C  j  ( 𝜇 )


    d    x  m   c  i  ( 𝜇 )


    c  j  ( 𝜇 ) =  {   x  m |   d    x  m   c  j  ( 𝜇 ) ≤     d    x  m   c  j  ( 𝜇 )   ,   ∀ i = 1 … k }


    C  j  ( 𝜇 )


    C  j   ( 𝜇 + 1 )


    C  j   ( 𝜇 )


    C  j   ( 𝜇 )


    x  j 𝜖   C  j   ( 𝜇 )


    C  j  ( 𝜇 ) =    1   |   C  j  ( 𝜇 ) |   ∑    x  i 𝜖   C  j  ( 𝜇 )    x  i ,   j = 1 … p ,


   |   C  j   ( 𝜇 ) |


    C  j  ( 𝜇 )


    c  ( 𝜇 + 1 ) =      [   c 1  T ( 𝜇 + 1 )   c 2  T ( 𝜇 + 1 )           … .             c  p  T ( 𝜇 + 1 ) ]  T   𝜖     R  d p


    C  j l  ( 𝜇 + 1 ) =    1   |   C  j  ( 𝜇 ) |   ∑    x  i 𝜖   C  j  ( 𝜇 )    x  i l ,     l = 1 … d ,   j = 1 … p .


   |   c  ( 𝜇 + 1 ) −   c  ( 𝜇 ) | <   𝜀   …


      c ∗ = c   ( 𝜇 + 1 ) ,


   {   c 1 ∗   ,         c 2 ∗     ,   … ,     c  p ∗ } =  {   c 1  ( 𝜇 + 1 )   ,         c 2  ( 𝜇 + 1 )     ,   … ,     c  p  ( 𝜇 + 1 ) }   ⊂     R  d


    e q 8   → m e a n


    c  i (   x  i   y  i )


    C  i   x  i   y  i =     P o i n t   w h i c h   i s   c e n t r o i d + m e a n   |  [    [ m e a n ]  i t r e a t i o n   n u m b e r ] | + 1


   [   C  i  (   x  i   y  i ) ,             C  i + 1  (   x  i + 1   y  i + 1 )   ,   … … …   C  i + n  (   x  i + n   y  i + n ) ] .

