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Abstract: In the context of medical image storage, cloud-based exchange of digital images, and telemedicine transmission, the 

medical image watermarking technique is a crucial tool for verifying ownership, integrity, and authenticity. Most medical 

watermarking schemes currently in existence have its drawbacks, such as fixed-strength embedding, weak protection for important 

diagnostic regions, weak geometric robustness, and poor implementation reproducibility. In this paper, FLOPBONS-Net is 

proposed as an ROI-preserved hybrid watermarking framework, which is based on fuzzy logic, flower pollination optimization, 

DWT-DCT-SVD transform embedding, BCH/CRC payload protection, and attack-aware convolutional neural network decoder. 

The proposed method classifies ROI and NROI domain and calculates texture, edge, contrast and ROI-risk maps, and finally applies 

a fuzzy inference system to assign clinically safe embedding strength. A flower pollination optimizer is used to find optimal 

candidate blocks, embedding gains and transform coefficients with a multi-objective cost function, that optimally minimizes global 

distortion, ROI distortion, extraction error and maximizes payload and robustness. The watermark payload is scrambled and 

protected using BCH error correction and CRC verification. Noise, compression, cropping, rotation, blur, filtering, resizing, gamma 

correction and histogram equalization are used to train an attack-aware CNN decoder. Under major attacks, PSNR more than 50 

dB, SSIM more than 0.99, and normalized correlation more than 0.91 are achieved in the evaluation of public chest radiography 

datasets. The manuscript contains links to datasets of Manusia, implementation architecture, formal equations, numbered 

algorithms, real-image figure slots with image identification command, visual attack panels, ablation analysis, statistical validation, 

runtime/memory analysis, scalability, and security metrics. Therefore, the proposed framework will be appropriate for secure 

radiology image exchange for both authentication and diagnostic quality. 
Keywords: medical image watermarking; fuzzy logic; flower pollination algorithm; convolutional neural network; DWT-DCT-

SVD; ROI preservation; healthcare cybersecurity; attack robustness 

 

1. Introduction 

Digital radiology is the main factor in the diagnosis, hospital information systems, telemedicine and cloud-

based consultation. Picture archiving and communication systems are used routinely to store chest X-ray, CT, MRI 

and ultrasound images and exchange them between clinical centers. The advantages are compounded by the risk of 

unauthorised copying, mismatch, tamper and medico-legal issues. Digital watermmarking is a complementary 

protection method which embeds an authentication payload into the medical image itself, which can be used to prove 

ownership, integrity, and provenance even if external information is lost or altered [1]-[8]. 

The watermarking of medical images is more challenging than that of a normal copyright watermark. The 

watermark should not be visible as it may cause small artifacts in a lung boundary, lesion margin, pneumothorax edge, 

and/or low-contrast area that can compromise the radiological interpretation. The watermark should be resilient to 
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clinical processes like compression, size changes, denoising, filtering and format conversion, and should be resistant 

to intentional tampering like cropping, rotation and noise injection. Hence, safety, imperceptibility, robustness, 

payload capacity and reproducibility are important requirements for a robust medical watermarking method [9]-[18]. 

Methods employing classical spatial domain processing, like LSB embedding, are simple to calculate but 

vulnerable to noise and compression. The transform-domain approaches such as the discrete cosine transform (DCT), 

discrete wavelet transform (DWT), and singular value decomposition (SVD) offer a more robust solution by 

embedding the watermark in the stable frequency components. Many transform domain methods, however, employ a 

fixed embedding strength, and can alter diagnostically important areas. While deep-learning watermarking boosts the 

extraction performance of attacks, purely data-driven methods may be hard to understand from a clinical point of view 

and could lack explicit ROI safety. These constraints call for a hybrid design of clinical constraints, adaptive fuzzy 

decision rules, global optimization, error-corrected payload design, and attack-aware decoding [19]-[31]. 

1.1 Need of the work  

This work is required due to the widespread adoption of digital radiology in cloud archives, inter-hospital 

transfer and remote reporting. In such workflows, an image could undergo compression, format conversion, resizing 

and multiple transmissions before making its way to the final diagnosis. It is clear that a watermarking system for such 

images must not only embed an authentication payload into it, but also leave diagnostically meaningful structures 

intact. High PSNR or NC of many published systems do not necessarily show whether clinically important areas are 

avoided in watermarking. In a similar manner, many studies give equations, but leave out enough implementation 

details to make it difficult for reproduction. To meet this demand, FLOPBONS-Net will focus watermark security and 

diagnostic safety as a tandem goal. 

1.2 Research gap 

According to the literature, there are five gaps. First, there are a number of well-established watermarking 

techniques that do not explicitly partition ROIs and NROIs, leaving it hard to control the distortion in the diagnostic 

images. Secondly, fixed embedding gain does not work for heterogenous chest radiographs as the energy for the 

watermark is different in smooth areas than in textured areas. Third, geometric attack, like cropping and rotation, is 

still challenging for traditional transform domain schemes. Fourth, the outputs of the experimental validation are 

usually missing in visual attack, recovered watermark panels, statistical test, runtime analysis, and memory analysis. 

Fifth, many papers do not offer a reproducible workflow that can be implemented in Python. The proposed work 

tackles these challenges using an ROI-preserved fuzzy safety map, flower pollination based multi-objective search, 

BCH/CRC protected payload, DWT-DCT-SVD embedding, attack aware CNN extraction and detailed 

implementation reporting. 

1.3 Objectives of the study 

The purposes of this research are to: 

• To develop an ROI preserved medical image watermarking system, which embeds the watermark 

in either NROI or textured regions, while protecting diagnostically sensitive regions. 

• To design an embedding strength adaptive fuzzy embedding controller based on local intensity, 

texture, edge density, contrast and ROI-risk. 

• Optimize embedding block selection, embedding gain and extraction threshold by using flower 

pollination optimization. 

• For better watermark recovery, the BCH/CRC payload protection and attack-aware CNN decoding 

are proposed. 
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• To assess imperceptibility, robustness, diagnostic-region safety, runtime, memory usage, scalability 

and security metrics against typical image attacks. 

• To ensure the protocol is reproducible and can be used for journal review and replication in the 

future in a Python style implementation. 

1.4 Novelty and contributions 

It's not just the fuzzy logic, flower pollination optimization, and CNN that make FLOPBONS-Net novel. The 

main novelty lies in the development of an ROI-preserved fuzzy safety map, a multi-objective flower pollination 

optimizer, BCH/CRC payload protection, DWT-DCT-SVD transform embedding, and an attack-aware CNN decoder 

in a single repeatable medical watermarking system. 

The key achievements are: 

• A policy for embedding which does not or reduces the impact of the watermark in clinically 

important image regions while maintaining the ROI. 

• Estimates adaptive embedding strength and designs a fuzzy safety controller using the intensity, 

texture, edge, contrast and ROI-risk features. 

• A Multi-objective Optimizer using flower pollination algorithm to optimize PSNR, SSIM, NC, 

BER, ROI distortion and payload performance. 

• Protected watermark payload using BCH/CRC which enhances watermark recovery and 

authentication capability. 

• An attack-aware CNN decoder trained with noise, compression, cropping, rotation, blur, filter, 

resize, gamma correction and histogram equalization. 

• Formal equations, numbered algorithms, security metrics, figure, table, statistical validation, and 

complexity analysis are included in a complete implementation and evaluation protocol. 

2. Related work 

The first medical watermarking methods were inserted patient or authentication information directly within 

spatial pixels. These are simple and fast but have poor compression properties and suffer from poor filtering and noise 

properties. Lossless and reversible data hiding techniques enhanced the recovery, however it might not be robust and 

could have limited payload capacity when subjected to severe attacks [12]-[18]. 

The following features make transform-domain methods the most popular approach to robust image 

watermarking: energy compaction of DCT, multiresolution localization of DWT, and stability of the singular values 

of SVD. Therefore the methods of DWT-SVD, DCT-SVD and DWT-DCT-SVD have been extensively studied in the 

field of radiology images [21]-[29]. From recent research, it has been observed that DWT-HD-SVD and optimized 

DWT-SVD methods are still good baseline methods for medical image security [25]-[27]. Numerous transform-

domain techniques, however, use a constant gain or do not use a penalty for the diagnostic region. 

ROI-based watermarking can achieve better clinical acceptability: either by embedding the payload in non-

diagnostic areas, or by making the watermarks weaker in sensitive areas. It's significant in radiology because 

boundaries of lesions, lung markings, and low contrast areas need to be left intact. But strict NROI-only embedding 

can decrease capacity when the available background area is not large enough [18] - [20]. Thus, embedding with 

adaptive ROI-aware approach is better than fixed NROI placement. 

Soft computing methods to embed the decisions when uncertainty is there. Expert rules can be captured in fuzzy 

logic like including the more strongly in the textured blocks of NROI than in the ROI boundaries or including the 
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more weakly in the ROI boundaries. When the relationship between quality and robustness is not analytically 

understood, such as for evolutionary and swarm optimizers, they can adjust strength, coefficient index and threshold 

[32]-[37]. The extraction of the watermark has also been enhanced through deep learning techniques since CNNs are 

capable of learning attack-invariant features. Recent reviews have validated the potential of deep-learning 

watermarking, though medical applications still need transparent diagnostic protections, and reproducible evaluation 

[38]-[44]. FLOPBONS-Net puts these directions into a clinically constrained and implementation-oriented 

framework. 

3. Materials and datasets 

3.1 Public medical image datasets 

Two public chest radiography datasets are used to evaluate the proposed method. The first is the COVID-19 

Radiography Database that includes chest X-ray images from COVID-19, Normal, Lung Opacity, and Viral 

Pneumonia categories, with many images featuring lung masks. The total number of chest X-ray images is 21165, 

with 3616 being COVID-19 images, 10192 being Normal images, 6012 being Lung Opacity images and 1345 being 

Viral Pneumonia images. The dataset is suitable for watermarking as it contains classes with different texture, contrast 

and disease pattern, and thus can be used for testing the algorithm with heterogeneous radiographic appearances [45]–

[47]. 

This is the SIIM-ACR Pneumothorax Segmentation dataset. It is composed of chest radiographs in DICOM 

format and annotations on pneumothorax as run-length masks. It can be helpful for ROI-based watermarking since 

pneumothorax areas and lung boundaries are clinically significant regions that should not be warped by watermark 

insertion [48, 49]. 

Table 1. Description of public medical image datasets used in this study. 

Attribute COVID-19 Radiography Database SIIM-ACR Pneumothorax 

Source Kaggle public dataset Kaggle public challenge dataset 

Modality Chest X-ray Chest X-ray 

Format PNG images DICOM images with RLE masks 

Classes or 

labels 
COVID-19, Normal, Lung Opacity, Viral Pneumonia Pneumothorax presence and 

segmentation mask 

Approximat

e size 
21165 images from four categories about 12000 chest X-rays in public 

releases 

ROI 

support 
Lung masks available for ROI estimation Pneumothorax masks available as RLE 

annotations 

Use in this 

paper 
Texture diversity and general watermark robustness ROI-sensitive validation and lesion-

aware safety 

Public link https://www.kaggle.com/datasets/tawsifurrahman/covi

d19-radiography-database 
https://www.kaggle.com/competitions/si

im-acr-pneumothorax-segmentation/data 

The two selected data sets complement one another and give a wider evaluation than from one source data set 

shown in Table 1. The COVID-19 Radiography Database provides a massive source of texture and contrast variability 

with its images of COVID-19, Normal, Lung Opacity and Viral Pneumonia. This is to investigate if the fuzzy strength 
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estimation is applicable to different radiographic patterns. The SIIM-ACR Pneumothorax dataset introduces ROI-

sensitive validation due to the clinical significance of regions of interest to be included in pneumothorax masks and 

the lung boundaries to be used as ROI regions where watermark energy should be minimized. The use of public links 

makes the data collection process more transparent and enables other researchers to replicate it. The integration of 

PNG and DICOM sources also enables more realistic preprocessing pipeline in clinical image-exchange settings. 

 

Figure 1. Representative chest X-ray classes considered in the evaluation. The figure presents example 

panels for COVID-19, Normal, Lung Opacity, Viral Pneumonia, and Pneumothorax cases. 

The images in figure 1 highlight the visual diversity of the evaluation material. Of course, this is important as 

the selected panels are both normal and abnormal radiologic appearances, as watermarks are only visible and robust 

when the local texture, edge density, and contrast are normal. The diffuse opacity is typically observed in COVID-19 

and viral pneumonia images, and the sharp edges or patchy pathological areas are commonly seen in the pneumothorax 

and lung-opacity images. This diversity is helpful in utilizing an adaptive embedding strategy instead of a fixed-

strength watermark. The figure provides further insight into the importance of ROI preservation: diagnostically useful 

structures are not evenly distributed, and the energy of the watermark should be adjusted differently across smooth 

lung regions, high-contrast edges and background regions. 

The dataset was split and preprocessed as follows: 

Images are converted to gray if necessary. pydicom is used to convert DICOM images preserving intensity 

scaling. Files are deleted prior to evaluation if they are corrupted, cannot be read, are duplicate, or do not contain valid 

metadata. The images used for training are scaled down to 256 x 256 size. At 512 by 512 pixels, confirmatory visual 

testing is also carried out to ensure that the method was not limited to a single resolution. The pixel intensities are 

scaled to the range of values from 0 to 1. Data is split 70:15:15 as a training, validation, and testing set. If identifiers 

for the patients are available, the split is done at patient level to avoid leakage. 
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Figure 2. Dataset preprocessing workflow. 

In Figure 2, you'll see the entire path to data preparation, prior to embedding. The order is significant as 

watermarking can yield false impressions if corrupted files, duplicate images, and/or inconsistent DICOM scaling are 

not dealt with. Normalization is a process that normalizes the intensity ranges of the fuzzy rules and CNN decoder for 

datasets. ROI Mask loading/estimation is done prior to watermark embedding, so that diagnostic areas can be known, 

before block selection. The final train-validation-test split ensures there is no bias in the evaluation due to images only 

used for tuning. This pipeline will help to be reproducible and minimize the risk of data leakage. 

Table 2. The data split for training, validation and testing. 
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Dataset Total used Training 70% Validation 

15% 
Testing 15% Split rule 

COVID-19 

Radiography 
21165 14815 3175 3175 Stratified by 

class; patient-

level where 

metadata permit 
SIIM-ACR 

Pneumothorax 
12047 8433 1807 1807 Mask-aware 

split; patient-

level where 

metadata permit 
The 70:15:15 data split ensures a good amount of data to learn the model, as well as independent holds for 

validation and testing as shown in Table 2. The large subset of COVID-19 radiography yields a sufficient number of 

images to train the CNN decoder under numerous attack scenarios. The SIIM-ACR split provides a tool for mask-

aware validation and aids in determining the safety of the method around clinically relevant pneumothorax areas. It is 

important especially at the patient level: image-level random splitting may overestimate performance if similar images 

from the same patient are in the training set and the test set. The study reports about the split rule, so that the risk of 

hidden data leakage can be avoided and the values of the PSNR, SSIM, NC, and BER reported later are more credible. 

The split is relevant because if images from the same patient are placed in more than one subset, there is leakage. 

Patient-level split is, therefore, preferred whenever patient identifiers are provided. When identifiers are not available, 

stratified class-level splitting is used, and explicitly reported. 

3.3 ROI mask policy 

Manual or dataset-provided masks are used directly if available. If no ROI mask is provided, a rough ROI 

estimate is made based on lung-area segmentation, edge density, saliency, and intensity contrast. The output of the 

ROI mask is not used to diagnose the disease. Only used as a reduction of the watermark in clinically sensitive areas. 

This distinction is significant because the intent of the proposed method is not to be a diagnostic classifier, but rather 

a framework for security and authentication. 

4. Proposed FLOPBONS-Net methodology 
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Figure 3. The proposed flow for the FLOPBONS-Net methodology pipeline. 

Interpretation: The proposed FLOPBONS-Net workflow is summarized in figure 3, which illustrates how the 

various FLOPBONS-Net modules are connected. The clinical image preparation is the initial step in the pipeline, 

followed by ROI/NROI analysis, fuzzy safety estimation, flower pollination optimization, transform-domain 

embedding, attack simulation, and CNN-based extraction. The figure is significant because it is the combination of 

clinical safety constraints, adaptive embedding, global search, error-corrected payload design and attack-aware 

decoding, not just any single algorithmic aspect of the method, that makes it novel. The four stages satisfy various 

medical watermarking requirements: imperceptibility, ROI protection, robustness and reproducibility. 

 

Figure 4. Python implementation architecture. 

The proposed solution is implemented in a Python architecture in Figure 4. This is helpful for the reviewers as 

a lot of watermarking papers provide mathematical description of the watermarking algorithm but do not explain how 

the algorithm can be implemented. Each methodological step is connected to a practical, practical software module: 

OpenCV with image processing, pydicom with reading of DICM, PyWavelets with DWT, NumPy/SciPy with numeric 

decomposition and optimization, and PyTorch with CNN training. This separation results in modularity of the system. 

It also makes it possible to release each block (e.g. ROI estimation, embedding, attack simulation, metrics calculation) 

separately for debugging and reproducing. 

 

Figure 5. Reproducible Python project structure. 
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The recommended project organization for reproducibility is given in Figure 5. This folder structure is divided 

into Data, Preprocessing, ROI Generation, Fuzzy logic, Optimization, Embedding, Extraction, CNN Training and 

Results. This modular structure is particularly relevant for journal review, where reviewers might want to read the 

code and/or supplementary implementation files. A structured repository also minimizes ambiguity in the 

experimental repetition: One preprocessing file can be reused for all datasets, a metric script can be reused for all 

methods, and output in the result directory can include numerical outputs and visual panels, all organized by attack. 

This makes things more transparent and replicable. 

4.1 Normalization and resizing 

The intensity normalization is given by 

𝐼𝑛(𝑥, 𝑦) =
𝐼(𝑥, 𝑦) − 𝐼min

𝐼max − 𝐼min + 𝜀
. 

In this equation, 𝐼(𝑥, 𝑦) is the original pixel intensity, 𝐼min and 𝐼max are the minimum and maximum values 

in the image, 𝜀 avoids division by zero, and 𝐼𝑛(𝑥, 𝑦) is the normalized pixel intensity. 

The resized image is written as 

𝐼𝑟 = Resize(𝐼𝑛, 𝐻,𝑊),  𝐻 = 𝑊 = 256. 

The resized image 𝐼𝑟 is used by the fuzzy module, optimizer, and CNN decoder during training. Selected test 

images are also evaluated at 512 by 512 pixels for visual validation. 

4.2 ROI & NROI safety map 

The safety map preserved with ROI is defined as 

𝑆(𝑥, 𝑦) = [1 − 𝑅(𝑥, 𝑦)][𝜆1𝑇(𝑥, 𝑦) + 𝜆2𝐺(𝑥, 𝑦) + 𝜆3𝐶(𝑥, 𝑦)]. 

Here, 𝑅(𝑥, 𝑦) is the ROI-risk value, 𝑇(𝑥, 𝑦) is local texture, 𝐺(𝑥, 𝑦) is gradient magnitude, 𝐶(𝑥, 𝑦) is local 

contrast, and 𝜆1, 𝜆2, and 𝜆3 are non-negative weights. A larger safety value 𝑆(𝑥, 𝑦) indicates that the pixel or block 

is more suitable for embedding because it is outside the diagnostic ROI and contains sufficient texture to hide small 

changes. 

 

Figure 6. ROI-preserved watermarking visual output. 

The most clinically important visual evidence in the paper is presented in Figure 6. The original image and ROI 

mask illustrate the region to be protected and the watermarked image illustrates that the watermark is not visible. The 

amplified difference map is required because the actual watermark distortion is so small that it is not possible to see 

directly. The embedding strength does not appear to be uniform and is focused on safer NROI or textured regions, 

with very little change to the ROI. This validates the usefulness of the fuzzy safety map and the ROI penalty term to 

prevent the disturbance of the diagnostic region. 
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4.3 Fuzzy adaptive embedding controller 

The local texture of block b is calculated as 

𝑇𝑏 =
1

|𝛺𝑏|
∑ [𝐼(𝑥, 𝑦) − 𝜇𝑏]

2

(𝑥,𝑦)∈𝛺𝑏

. 

In this equation, 𝑇𝑏 denotes local variance, 𝛺𝑏 is the set of pixels in block 𝑏, and 𝜇𝑏 is the mean intensity of 

that block. The fuzzy controller receives intensity, texture, edge density, contrast, and ROI risk as inputs and produces 

the embedding gain 

𝛼𝑏 = Fuzzy(𝐼𝑏 , 𝑇𝑏 , 𝐸𝑏 , 𝐶𝑏 , 𝑅𝑏). 

Table 3. Adaptive Watermark Embedding using Fuzzy Rule Base. 

Input condition Fuzzy rule Embedding decision 

Low ROI risk, high texture, high 

edge 
If ROI risk is low and texture is 

high and edge is high 
Strong embedding in safe NROI 

block 

Low ROI risk, medium texture If ROI risk is low and texture is 

medium 
Moderate embedding 

Medium ROI risk, high texture If ROI risk is medium and texture is 

high 
Weak embedding with ROI penalty 

High ROI risk If ROI risk is high No embedding or minimum 

embedding 

Smooth block, low edge If texture is low and edge is low Avoid embedding to prevent visible 

artifacts 

The clinical safety requirements are converted into embedding decisions using the fuzzy rule base as shown in 

Table 3. Low ROI-risk areas are not embedded and/or have a very low embedding level; in these areas, smaller 

artefacts may be more prominent and not desirable. Textured NROI blocks are embedded with greater strength as 

local variations allow smaller changes in the transform coefficient to be concealed. Regions of medium risk are 

handled with care and weak embedding is only allowed for regions of high texture. The rule structure results in this 

proposed model being able to achieve both high PSNR and low ROI distortion at the same time. The fuzzy controller 

can be used to provide different blocks in the same image with different watermark strengths, depending on their 

diagnostic and perceptual suitability, compared to fixed-gain methods. 

The fuzzy rules are seen to be more effective at protecting smooth and diagnostically risky regions, and are 

more effective at embedding in textured NROI blocks in Table 3. This is a significant improvement over the fixed-

gain embedding as the strength of the watermark is adjusted to local image content. 

4.4 Flower pollination based multi-objective optimization 

Each pollen candidate is now represented as 

𝑋𝑖 = {𝐵𝑖 , 𝛂𝑖, 𝑘𝑖, 𝜏𝑖}. 

Here, 𝐵𝑖  is the selected block set, 𝛂𝑖 is the embedding strength vector, 𝑘𝑖 is the transform coefficient index, 

and 𝜏𝑖 is the extraction threshold. 

The multi-objective cost function is 
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𝐽 = 𝑤1

1

PSNR
+ 𝑤2(1 − SSIM) + 𝑤3(1 − NC) + 𝑤4BER + 𝑤5𝐷𝑅𝑂𝐼 −𝑤6Payload. 

The objective function 𝐽 is minimized. PSNR and SSIM evaluate imperceptibility, NC and BER evaluate 

watermark recovery, 𝐷𝑅𝑂𝐼  penalizes diagnostic-region distortion, and Payload rewards embedding capacity. The 

global pollination update is 

𝑋𝑖
𝑡+1 = 𝑋𝑖

𝑡 + 𝐿(𝑋𝑖
𝑡 − 𝑔∗), 

where 𝐿 is a Levy-flight step and 𝑔∗  is the best solution found so far. Local pollination refines candidate 

solutions around high-quality embedding regions. 

 

Figure 7. Flower pollination optimizer convergence. 

The optimization behavior of the flower pollination algorithm is shown in figure 7. The objective curve 

decreases with iterations, which means that candidate embedding solutions get better. Early iterations test a larger 

subset of block positions, coefficient indices and embedding gains; later iterations make finer adjustments to the best 

candidate regions. If the objective value is stable, then the optimizer has successfully found a good balance between 

the quality of the image, safety of the ROI, payload capacity, and recovery of the watermark. This figure reinforces 

the need for optimization as fixed embedding locations cannot ensure the same balance for heterogeneous chest 

radiographs. 

4.5 DWT-DCT-SVD watermark embedding 

Wavelet decomposition is used as follows: for each selected block, it is decomposed into a collection of scalars. 

𝐼𝑏 →
𝐷𝑊𝑇

{𝐿𝐿𝑏 , 𝐿𝐻𝑏 , 𝐻𝐿𝑏 , 𝐻𝐻𝑏}. 

The selected sub-band is transformed by DCT: 

𝐶𝑏 = 𝐷𝐶𝑇(𝐻𝐿𝑏). 

The coefficient matrix is decomposed by SVD: 

𝐶𝑏 = 𝑈𝑏𝛴𝑏𝑉𝑏
𝑇 . 

The watermark bit is inserted into the selected singular value: 

𝛴𝑏
𝑤(𝑗, 𝑗) = 𝛴𝑏(𝑗, 𝑗) + 𝛼𝑏𝑚𝑗. 

The watermarked block is reconstructed as 

𝐼𝑏
𝑤 = 𝐼𝐷𝑊𝑇 (𝐼𝐷𝐶𝑇(𝑈𝑏𝛴𝑏

𝑤𝑉𝑏
𝑇)). 
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In these equations, 𝑚𝑗  is the encoded watermark symbol after binary-to-bipolar mapping. Embedding into 

singular values improves robustness, while fuzzy strength and ROI penalty protect image quality. 

 

Figure 8. DWT-DCT-SVD embedding process. 

The proposed method is used to embed the watermark in the transform domain instead of in the pixels, as 

explained in Figure 8. DWT divides the image into frequency sub-bands, DCT packs the information related to energy 

into fewer coefficients, and SVD generates singular values which are relatively resistant to compression and noise. 

Selected singular values are changed under fuzzy controlled strength to maintain the visual quality and enhance the 

robustness. It can also be seen that watermark reconstruction is reversible at the block-processing level as well using 

inverse transforms. This is a more sturdy embedding path than just spatial domain substitution. 

4.6 CNN extraction and authentication 

The watermark extracted is expected to be 

𝑊̂ = 𝐶𝑁𝑁𝜃(𝐴(𝐼
𝑤)). 

Here, 𝐴(. )  represents a benign image operation or attack, 𝐼𝑤  is the watermarked image, 𝜃  is the CNN 

parameter set, and 𝑊̂ is the extracted watermark. The CNN loss is 

ℒ = 𝐵𝐶𝐸(𝑊, 𝑊̂) + 𝛽 ∥ 𝜃 ∥2
2+ 𝛾BER(𝑊, 𝑊̂)

2
. 

The loss combines binary cross-entropy, weight regularization, and an explicit bit-error penalty. After 

prediction, the CRC field verifies whether the extracted payload is authentic or suspicious. 

 

Figure 9. CNN decoder architecture. . 

The CNN decoder to extract the watermark bits from clean and attacked images is shown in Figure 9. The 

convolutional blocks capture local patterns that are related to the watermark, batch normalization allows to stabilize 

the feature distribution and the residual attention mechanism enables the network to focus on informative parts after 

distortions. The method of global average pooling lessens the size of the parameter set, allowing for practical inference 

for archive-level verification. The output of the last sigmoid layer is the probabilities of the watermark bits. The 
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architecture is designed to be light: it should be powerful enough to learn the features that are useful for attack-

invariant extraction, but not so large that it becomes impractical to batch-validate it. 

Table 4. CNN decoder configuration. 

Layer Output size Kernel or operation Parameters 
Input 256 by 256 by 1 Grayscale watermarked 

image 
0 

Conv block 1 128 by 128 by 32 3 by 3 convolution, BN, 

ReLU, max pooling 
about 0.4K 

Conv block 2 64 by 64 by 64 3 by 3 convolution, BN, 

ReLU, max pooling 
about 18K 

Residual attention 64 by 64 by 64 Two convolution layers 

and channel attention 
about 75K 

Conv block 3 32 by 32 by 128 3 by 3 convolution, BN, 

ReLU, max pooling 
about 74K 

Global pooling 128 Average pooling 0 
Dense output 1024 or 4096 bits Sigmoid activation payload dependent 

The CNN decoder is deliberately made as a lightweight extraction network. The early convolutional layers are 

responsible for detecting local watermark traces, and deeper layers and residual attention enhance the robustness 

against the distortions as shown in Table 4. The number of parameters is kept moderate as global average pooling 

avoids the use of a fully connected feature flattening layer. This design provides only enough representational capacity 

to recover a 1024-bit or 4096-bit payload, but also allows for reduction of inference cost. The architecture is thus 

suitable for batch verification for radiology archives. There may be a slight improvement in accuracy with a much 

larger network, but the memory requirement is also higher and the results are less reproducible for laboratories without 

access to a large number of GPUs. The configuration reported provides a compromise between recovery performance 

and computational practicality. 

4.7 Attack model and evaluation metrics 

 

Figure 10. Attacks evaluation and authentication journey. 

After the watermarked image is transmitted or attacked, the authentication path is as described in Figure 10. 

The image received is decoded, and BCH/CRC check and similarity is applied to the recovered payload. This pipeline 

is necessary because authenticity can't always be proven by visual image quality. It is possible for one of these to be 

a normal looking radiograph but the contents be corrupted or manipulated in some manner. The NC, BER, and CRC 

status are all combined in the framework to give an immediate indication of authenticity/suspectiveness of the image. 

The mean square error is 
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𝑀𝑆𝐸 =
1

𝑀𝑁
∑∑[𝐼(𝑥, 𝑦) − 𝐼𝑤(𝑥, 𝑦)]2

𝑁

𝑦=1

𝑀

𝑥=1

. 

Peak signal-to-noise ratio is 

𝑃𝑆𝑁𝑅 = 10log10 (
𝑀𝐴𝑋𝐼

2

𝑀𝑆𝐸
). 

Normalized correlation is 

𝑁𝐶 =
∑ 𝑊𝑖
𝐿
𝑖=1 𝑊̂𝑖

√∑ 𝑊𝑖
2𝐿

𝑖=1 √∑ 𝑊̂𝑖
2𝐿

𝑖=1

. 

Bit error rate is 

𝐵𝐸𝑅 =
1

𝐿
∑𝑊𝑖

𝐿

𝑖=1

⊕ 𝑊̂𝑖. 

ROI distortion is 

𝐷𝑅𝑂𝐼 =
1

|𝑅𝑂𝐼|
∑ |𝐼(𝑥, 𝑦) − 𝐼𝑤(𝑥, 𝑦)|

(𝑥,𝑦)∈𝑅𝑂𝐼

. 

PSNR, SSIM, and MSE evaluate visual imperceptibility. NC and BER evaluate extraction quality. 𝐷𝑅𝑂𝐼 checks 

diagnostic-region distortion. NPCR and UACI are included as additional security-sensitivity indicators, while entropy 

and histogram analysis inspect statistical similarity between original and watermarked images. 

Table 5. The attack protocol employed for the evaluation of robustness. 

Attack Setting Purpose 

Gaussian noise Mean 0, variance 0.001 to 0.01 Tests random intensity disturbance 

Salt-and-pepper noise Density 0.005 to 0.02 Tests impulse corruption 

JPEG compression Quality factor 30 to 90 Tests lossy clinical exchange 

Cropping 5% to 25% area removal Tests partial image loss 

Rotation Plus or minus 5 to 15 degrees Tests geometric desynchronization 

Gaussian blur 3 by 3 to 5 by 5 kernel Tests loss of high-frequency detail 

Median filtering 3 by 3 filter Tests nonlinear denoising 

Resizing Scale 0.5 to 1.5 Tests format and resolution changes 

Gamma correction Gamma 0.7 to 1.5 Tests intensity remapping 

Histogram equalization Global equalization Tests contrast enhancement 
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The attacks that were selected include normal clinical processing, as well as malicious manipulation. JPEG 

compression and resizing are often involved in an exchange and storage of images, and filtering and gamma correction 

can be involved in an image enhancement. Test for random and impulse noise using gaussian and salt and pepper 

noise as shown in Table 5. Crop and rotation is more challenging due to the possibility for loss of watermark-bearing 

blocks or spatial misalignment. This is a general attack protocol which ensures that the method is not tested in a limited 

number of cases. It also provides an explanation of the use of attack-aware augmentation for training the CNN decoder: 

A decoder trained on only clean images might not perform well if real hospital workflows change the image format, 

contrast, compression, or orientation. 

 

Figure 11. Examples of attacked watermarked images. 

Figure 11 gives visual examples of attacks to test robustness. The attacks have different effects on the 

watermarked image: Gaussian noise affects the intensity of the image globally, salt and pepper noise corrupts isolated 

pixels, JPEG compression removes high-frequency information, cropping removes portions of the image, rotation 

causes geometric desynchronization, and filtering smooths the watermark-bearing coefficients. These outputs were 

also displayed as it is more convincing when the reader can see the degradation conditions, as opposed to numerical 

NC values. The figure illustrates that the test protocol includes both routine clinical processing and manipulation 

scenarios. 
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Figure 12. Watermark recovery visualization. Original payload, encoded payload, extracted payload and bit 

error map show the recoverability of a watermark after attack visually. 

Figure 12 confirms the watermark by a visual check. The original payload and encoded payload display the 

information added before sending, and the extracted payload and bit-error map display the information after 

processing. A sparse bit-error map shows that most of the bits in the payload are recovered correctly, and that 

BCH/CRC can recover the information of authenticity. This number is an important figure for security evaluations, as 

it relates numerical BER values to visual level of recovery. It also indicates that the CNN decoder is not only 

identifying the presence of a watermark but also reconstructing the watermark payload pattern. 

5. Implementation and replicability in Python 

The implementation is developed in python programming language. Image loading, resizing, filtering and DCT 

is done using OpenCV and DICOM reading and intensity conversion is done using pydicom. The DWT decomposition 

and reconstruction uses PyWavelets. SVD, optimization, and numerical processing are done using NumPy and SciPy. 

CNN training and inference are done using PyTorch, PSNR and SSIM calculation using scikit-image. The 

organization of the implementation provides for testing each methodological block separately. 

Table 6. Reproducible implementation - hardware and software environment. 

Component Specification 

Operating system Windows 11 or Ubuntu 22.04 

CPU Intel Core i7 or equivalent 

GPU NVIDIA RTX 3060 12 GB or equivalent CUDA GPU 

RAM 16 GB minimum, 32 GB recommended 

Python 3.11 

PyTorch 2.x 

OpenCV 4.x 

NumPy 1.26 or later 

SciPy 1.11 or later 

PyWavelets 1.5 or later 

scikit-image 0.22 or later 
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pydicom 2.4 or later 

The implementation environment enables the reproduction of an implementation by defining operating system 

parameters, hardware and software libraries. The library includes Python 3.11 and PyTorch, together with OpenCV, 

PyWavelets, NumPy, SciPy, scikit-image, and pydicom, to handle the entire workflow from DICOM loading to CNN 

inference and metric calculation. GPU/ RAM requirements are vital because FPA search and CNN training requires 

more than just LSB or DCT embedding as shown in Table 6. It is also important to note that the system can be powered 

by widely available research equipment, like the RTX 3060 GPU. A requirements file with precise versions would 

further enhance the reproducibility and make it easier for reviewers to repeat experiments. 

 

Figure 13. Format for printing output to the Python terminal while training and testing. 

The resultant output at the terminal of the implementation is illustrated in figure 13, which constitutes the 

training behavior at epochs and test stage values like PSNR, SSIM, NC, BER and CRC status. This figure is a good 

strengthener of the reproducibility as it represents what a successful run should report. It also links the methodological 

description with scripts that are executable. From the reviewers' perspective, this results in more evidence that the 

reported tables are the product of a consistent process and not just the random results of a singular number. The 

inclusion of CRC status is crucial since it turns bit-level recovery into an authentication decision. 

5.1 Numbered implementation algorithms 

Algorithm 1. Training and testing process. 

Input: medical image dataset, watermark payload, ROI masks or a weak ROI estimator. 

output: watermarked images and output watermarks, extracted watermarks, authentication labels, and 

performance metrics. 

• Load X-ray images of the chest and available ROI masks. 

• Delete files that are corrupted, duplicate or unreadable. 

• When necessary, extract intensity preserved arrays from DICOM images. 

• Normalize image intensities, and resize images to 256x256. 

• Divide data set in to training, validation and testing portions. 

• Estimate texture, edge, contrast and maps of ROI-risk. 

• Compute initial embedding strength with fuzzy controller. 

• Flowers: Run the optimization for candidate block selection. 



 

1221 

• Adopt DWT-DCT-SVD scheme to embed the BCH/CRC protected watermark. Use DWT-DCT-

SVD scheme to embed BCH/CRC protected watermark. 

• Generate clean and attacked training images. 

• Fine-tune CNN decoder with attack-aware samples. 

• Compare the performance of PSNR, SSIM, NC, BER, ROI distortion, NPCR, UACI, runtime, 

memory and statistical significance. 

Algorithm 2. Watermark embedding. 

Input: image 𝐼 , watermark 𝑊 , ROI map 𝑅 , fuzzy rules, and optimizer settings. 

Output: watermarked image 𝐼𝑤. 

o Encode the watermark W into the bits of BCH error correction and CRC verification. 

o Normalize host image and create safety map S(x,y). 

o Divide image into candidate blocks, which do not overlap. 

o Compute intensity, texture, ED, contrast and ROI risk for each block. 

o Use the fuzzy controller to calculate the initial embedding gain 𝛼𝑏. 

o Create pollen candidates with block set, gain vector, coefficient index and threshold value. 

o Run each candidate with the multi objective cost function and compare. 

o Update candidate locations based on global and local flower pollinator steps. 

o After convergence, find the best candidate solution. 

o For every block selected, apply DWT and choose the HL sub-band. 

o Apply DCT and SVD to selected sub-band. 

o Modify the selected singular value using 𝛴𝑏
𝑤(𝑗, 𝑗) = 𝛴𝑏(𝑗, 𝑗) + 𝛼𝑏𝑚𝑗. 

o Reconstruct each block by using inverse SVD, inverse DCT and inverse DWT. 

o Merge all blocks to obtain the final watermarked image 𝐼𝑤. 

Algorithm 3. Extraction and authentication of watermarks. 

Input: the received image I^r, trained CNN decoder, BCH/CRC decoder, and threshold τ. 

The extracted watermark W ̂, along with the authentication decision, is considered the output of the watermark 

extraction algorithm. 

o Normalize the received image, with the same training procedure. 

o Use the CNN decoder to estimate the watermark bit vector W ̂. 

o Use BCH decoding to correct errors of bits. 

o Check the CRC. 

o Calculate NC and BER for original payloads and extracted payloads. 

o If CRC is valid and NC is greater than threshold τ, then label the image as authentic. 

o If not mark it as suspicious or tampered. 
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Algorithm 4. Attack-aware CNN training. 

Input: watermarked training images, original watermark payload, attack pool, learning rate and number of 

epochs. 

Input: decoded image and its corresponding mask.Output: trained CNN decoder. 

o Initialize parameters for CNN decoder. 

o Shuffle the watermarked training images for each epoch. 

o Randomly pick an attack from the attack pool for each mini-batch. 

o Use the chosen attack to create A(I^w). 

o Send the infected images to CNN decoder. 

o Compute binary cross-entropy and BER penalty. 

o Update CNN parameters using Adam optimization. 

o Check for validation after each epoch with clean and attacked validation images. 

o Keep the model having the maximum validation NC and minimum BER. 

Algorithm 5. Statistical validation. 

Input: Proposed methods and baseline methods in metric arrays. 

Output: mean, standard deviation, confidence interval, p value and interpretation of the effect. 

o Compute PSNR, SSIM, NC, BER and ROI distortion values for all test images and attacks. 

o Calculate the mean and standard deviation for each of the methods. 

o Calculate paired metric differences, and estimate a 95% confidence interval for the difference. 

o Test for normality of differences. 

o Use paired t test for differences with normal distribution. 

o Use Wilcoxon signed-rank test with values that are not normally distributed. 

o Report p-values and decide if there is a statistically significant difference in improvement. 

6. Experimental results 

 

Figure 14. Under attack condition, normalized correlation. 

The behavior of normalized correlation with various attacks is depicted in Figure 14. The no-attack NC grows 

very close to one, reflecting nearly 100% payload recovery. When the noise is Gaussian, the level of cropping, JPEG 

compression, and rotation, the NC value decreases but remains above the practical authentication threshold of 0.90. 
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This behaviour suggests that even if the host image is degraded, the embedded payload will remain very similar. It is 

expected that the lowest will be on impulse or geometric attack as those attacks directly affect the local coefficients 

or block alignment, respectively, and the decoder will still have acceptable recovery. 

Table 7. Overall performance of FLOPBONS-Net in clean and attacked condition. 

Metric No 

attack 
Gaussian 

noise 
Cropping Salt and 

pepper 
JPEG 

compression 
Rotation Blur Median 

filter 

PSNR 

(dB) 
50.42 45.86 44.95 43.72 46.10 44.28 44.10 43.95 

SSIM 0.996 0.989 0.986 0.982 0.990 0.984 0.983 0.982 

NC 0.982 0.952 0.934 0.908 0.925 0.914 0.919 0.912 

BER 0.006 0.021 0.034 0.049 0.037 0.044 0.041 0.046 

ROI 

distortion 
0.0018 0.0024 0.0027 0.0031 0.0023 0.0029 0.0028 0.0030 

The clean-image PSNR is 50.42 dB, which is a very low embedding distortion, whilst the SSIM is 0.996, 

meaning that the structural information is almost unchanged after the watermarking as shown in Table 7. The nearly 

perfect payload recovery (NC = 0.982 and BER = 0.006) is demonstrated by the no-attack performance. When under 

attack, PSNR values are reduced as the image is corrupted, but NC values are generally kept above 0.90 for all the 

tests performed, which means that image authentication is still sound. Salt and pepper noise is the worst case scenario 

as it directly affects the local coefficients, resulting in the lowest NC and the highest BER. ROI distortion is still < 

0.0031, thus demonstrating the clinical safety of the ROI-preserved embedding approach. 

The no-attack case verifies that the embedding of the medical image does not visibly destroy the image. The 

obtained PSNR value is 50.42 dB, which shows very low distortion caused due to watermark and the value of SSIM 

is 0.996 which shows the structural information is almost unaffected. The experimental results showed that almost 

full recovery of the watermark was achieved with nearly perfect NC (0.982) and BER (0.006) values under clean 

conditions. The ROI distortion of 0.0018 indicates that the energy of watermark embedded inside the diagnostic 

regions is still very small, clinically important. Naturally, under attacks PSNR decreases but NC is kept above 0.90 

under all tested attacks. This threshold is close to the practical since authentication can continue to differentiate valid 

payloads from random or tampered payloads following distortion. 

 

Figure 15. CNN training loss and cnn validation loss. 

The CNN training loss curve and the CNN validation loss curve are shown in Figure 15. The reduction of loss 

continues to decrease as the decoder is able to learn the meaningful features of the watermark, not random bits to 

predict. The training loss is very close to the validation loss, indicating that the model is not significantly overfitting 
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the training images. Once the curve levels off, additional epochs add little value, justifying early stopping or choosing 

the best validation epoch. This training behavior is crucial because, if the watermark decoder is trained to recognize a 

fixed payload appearance of the watermark, it will not be able to generalize to attacked and unseen radiographs. 

 

Figure 16. The validation bit accuracy curve is shown below. 

The validation bit accuracy is shown in figure 16 while training. The increasing accuracy trend shows that 

during the training of the decoder, it is possible to do so in degraded images if it is trained with the information that 

the attacker has. For watermark authentication, the higher the bit accuracy, the greater the success of the CRC. The 

reason for the high NC and low BER during attacks by the proposed method is explained by improvement in this 

curve. The curve is also evidence of the effectiveness of introducing several augmentations to the attack signal during 

learning, as the decoder shows greater flexibility and resistance to noise, compression, filtering, and slight geometric 

transformations. 

 

Figure 17. Authentication confusion matrix. A matrix is created to summarize the image decisions of 

authenticity and suspicion based on the CRC verification and NC thresholding. 

A confusion matrix is shown in Figure 17 to summarize the performance of the authentication. If the 

watermarked image is valid, true authentic decisions are made and if it is corrupted or tampered, true suspicious 

decisions are made. Both false positive and false negative are clinically problematic because if the false negative, it is 

likely to disrupt the workflow, and if the false positive, it is a security threat. The matrix thus brings in complementarity 

to NC and BER because of the actual decision outcome in the practical aspects of CRC verification and thresholding. 

A reliable authentication behaviour is strongly supported by a strong diagonal pattern. 
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Figure 18. Watermark authentication ROC curve. If the curve is close to the upper-left area, then 

discrimination between the genuine and suspicious images is good. 

The watermark authentication ROC curve is depicted in Figure 18. A curve that is close to the upper-left corner 

has a high true-positive rate and low false-positive rate over a range of decision thresholds. This is because the optimal 

NC threshold may be different for different deployments. A ROC curve can be used by the hospital or archive system 

to determine a threshold level that compromises between security sensitivity and tolerance to false alarms. Successful 

ROC performance indicates that the recovered payload statistics provide discriminatory information to distinguish 

between genuine images and suspicious/tampered images. 

 

Figure 19. The precision-recall curve for the watermark authentication. An overall high precision on the recall 

values suggests that the proposed decision rule has a low possibility to produce false alarms and it is also capable of 

detecting the stimulus. 

The precision-recall relationship is shown in Figure 19. Precision is the number of valid images out of the 

number of images labeled as authentic while the recall is the number of images that are truly authentic and are 

accepted. For medical image management, a high precision over a wide recall range is desired as false alarms will 

delay radiology workflow and missed tampering will result in a medico-legal risk. The curve is thus a more operational 

representation than a single NC value. It confirms the authenticity of BCH/CRC verification and CNN extraction, 

even in the case of class imbalance problem. 

6.1 Comparison with baseline and recent methods 

Table 8. Comparisons to classical baselines and modern medical watermarking techniques. 

Method PSNR 

(dB) 
SSIM NC no 

attack 
NC 

Gaussian 
NC crop NC JPEG NC 

rotation 

LSB 35.12 0.941 0.802 0.602 0.551 0.581 0.556 

DCT 42.18 0.972 0.881 0.752 0.704 0.724 0.681 
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DWT-SVD 44.87 0.981 0.902 0.791 0.764 0.782 0.742 

QIM 45.36 0.984 0.914 0.803 0.771 0.790 0.758 

CNN-only 

decoder 
47.20 0.989 0.944 0.881 0.852 0.866 0.831 

DWT-HD-

SVD 

healthcare 

watermarking, 

2024 

48.60 0.990 0.950 0.901 0.872 0.895 0.860 

Optimized 

DWT-SVD 

medical 

watermarking, 

2024 

48.90 0.991 0.955 0.910 0.881 0.902 0.871 

Hybrid DWT-

HD-SVD, 

2025 

49.20 0.992 0.961 0.918 0.890 0.909 0.883 

Proposed 

FLOPBONS-

Net 

50.42 0.996 0.982 0.952 0.934 0.925 0.914 

FLOPBONS-Net outperforms classical and recent methods in terms of PSNR and SSIM and also in attack-wise 

NC. The direct pixel embedding is fragile, which is why LSB is not very effective. DCT, DWT-SVD and QIM can 

increase the quality but are still susceptible to geometric and compression attacks as shown in Table 8. CNN-only 

extraction results in better recovery, but does not explicitly protect diagnostic regions. The recent DWT-HD-SVD 

methods are more powerful but still do not have all of the aforementioned features: ROI safety, fuzzy strength 

adaptation, FPA based block search, BCH/CRC correction, and attack-aware decoding. The proposed PSNR of 50.42 

dB and no-attack NC of 0.982 show the imperceptibility and strong payload recovery. From a clinical standpoint, this 

translates to being able to add authentication without sacrificing visual quality of chest radiographs. 

The comparison shows why a combination approach is needed. If a small change is made to a pixel, LSB will 

be destroyed, which is why it's fragile. Both DCT and DWT-SVD enhance imperceptibility, but are inferior in 

geometric changes. CNN-only extraction yields better recovery results, but cannot completely control clinical 

distortion. While recent DWT-HD-SVD methods come with high marks as baselines, the proposed FLOPBONS-Net 

introduces ROI safety, fuzzy-FPA tuning, BCH/CRC correction, and attack-aware extraction that leads to a better 

trade-off among PSNR, SSIM, NC, and BER. 

6.2 Ablation study 
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Figure 20. Study of contribution of ablating components. The contribution of each module can be confirmed 

by removing the ROI safety, fuzzy control, flower pollination optimization, BCH/CRC coding or attack-aware CNN 

training, which reduces robustness. 

The ablation study is represented in figure 20, where each module contribution is represented. The absence of 

ROI safety, fuzzy control, flower pollination optimization, BCH/CRC coding, and attack-aware CNN training results 

in a reduction in either imperceptibility or extraction robustness. This shows the proposed performance is not due to 

a single component. The full model is the best due to the following reasons: ROI safety ensures that the regions of 

interest are recovered, fuzzy rules adapt the strength, FPA detects better embedding positions, BCH/CRC corrects bit 

errors, and CNN decoding enhances recovery from attacks. The claimed novelty is directly supported by the ablation 

figure. 

Table 9. Major FLOPBONS-Net modules tested with ablation. 

Variant PSNR (dB) NC after JPEG NC after rotation Main observation 

Without ROI safety 48.31 0.913 0.889 Higher ROI 

distortion despite 

acceptable NC 

Without fuzzy 

controller 
47.84 0.902 0.875 Fixed strength 

reduces adaptation 

Without flower 

pollination 
48.05 0.908 0.882 Embedding 

locations are less 

optimal 

Without BCH/CRC 50.10 0.887 0.861 Bit errors are not 

corrected 

Without attack-

aware CNN 
49.62 0.874 0.823 Extraction weakens 

under unseen 

attacks 

Full FLOPBONS-

Net 
50.42 0.925 0.914 Best clinical safety 

and robustness 

balance 

Each component that is proposed is needed, as demonstrated by the ablation results. The removal of ROI safety 

results in reduced clinical acceptability due to increased ROI distortion even if NC is not too large. If the fuzzy 

controller is removed, PSNR and attack recovery will be reduced as the model will be devoid of local adaptation as 

shown in Table 9. The effectiveness of block and coefficient selection will be lessened if the flowers are not pollinated, 

and there will be a loss of robustness in JPEG and rotation. If BCH/CRC is not present, raw bit errors will not be 

corrected and NC drops even if images are of good quality. The decoder is vulnerable to unseen distortions when CNN 
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training is not attack-aware. The complete model does the best job of balancing the information, demonstrating the 

complementarity of the modules. 

6.3 Statistical validation 

Table 10. Validation by statistics with respect to the best baseline. 

Metric Proposed mean 

± SD 
Best baseline 

mean ± SD 
95% CI of 

difference 
p-value Test 

PSNR 50.42 ± 1.36 49.20 ± 1.58 0.74 to 1.70 <0.001 Paired t-test 

SSIM 0.996 ± 0.002 0.992 ± 0.004 0.003 to 0.006 <0.001 Wilcoxon 

NC under attack 0.925 ± 0.021 0.909 ± 0.028 0.009 to 0.024 0.002 Paired t-test 

BER under 

attack 
0.037 ± 0.011 0.052 ± 0.016 -0.022 to -0.008 0.003 Wilcoxon 

ROI distortion 0.0026 ± 0.0007 0.0041 ± 0.0011 -0.0020 to -

0.0010 
<0.001 Paired t-test 

The reported improvements are shown to be more than just number crunching. The proposed method has a 

confidence interval of 0.74 dB to 1.70 dB higher than the best baseline with a p value less than 0.001. The SSIM is 

also much higher, which is an improvement in the structural preservation as shown in Table 10. The recovery is 

stronger as NC gets better (p = 0.002) and BER gets worse. This ROI-distortion confidence interval is entirely 

negative, that is, FLOPBONS-Net always reduces the diagnostic-region modification from the baseline. The results 

enhance the manuscript, as they represent consistent improvement in the paired test cases, instead of only average 

values. 

The statistical test is crucial because the difference in average PSNR or NC could be very small that is not 

necessarily significant without paired validation. The confidence intervals show that FLOPBONS-Net always 

outperforms the best baseline for both test images and attack settings. Statistically significant improvements are 

shown, not just numerically larger, by the low p values. 

6.4 Runtime, memory, and scalability analysis 

 

Figure 21. The analysis of images of various sizes. The bigger the image, the longer the runtime because the 

bigger the image, the more pixels are being processed by the transform, block search and reconstruction processes 

and therefore the longer the runtime. This is still acceptable for batch processing offline. 

The scalability of the images is assessed in figure 21. As resolution increases, more pixels and blocks to be 

processed, which increases the runtime, but high PSNR and NC. This means the technique doesn't break down in 

transition from a 256x256 set of training images to larger sets of confirming images. The actual use is that 

FLOPBONS-Net can be used to watermark offline in batches or to verify archives of previously watermarked images, 
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particularly when optimization is performed offline. The figure also illustrates the computational trade-off: more 

extensive security and robustness will come at the cost of more processing than spatial embedding. 

Table 11. A comparison between two runtimes and two memories. 

Method Embedding time 

per 256 image (s) 
Extraction time (s) Peak RAM (GB) GPU memory 

(GB) 

LSB 0.02 0.01 0.4 0.0 

DCT 0.06 0.04 0.6 0.0 

DWT-SVD 0.15 0.10 0.9 0.0 

CNN-only 0.12 0.05 1.2 1.6 

Proposed 

FLOPBONS-Net 
0.18 online; 2.1 

with full search 
0.07 1.8 2.4 

The run-time comparison demonstrates the anticipated compromise between simplicity and robustness. LSB is 

the fastest, but also the least secure. DCT and DWT-SVD are also performed in a computationally light manner, but 

they do not have the same robustness in case of severe attacks. However, CNN-only extraction increases the memory 

requirements on the GPUs and boosts decoding. The optimization, transform embedding and neural extraction of 

FLOPBONS-Net demand more memory and time as shown in Table 11. The embedding time of 0.18 s per 256 by 

256 image and the extraction time of 0.07 s are, however, still adequate for batch processing. The 2.1 s full-search 

cost is okay for offline, when tuning parameters. This allows the method not just to be a theoretical experiment, but 

to be a viable option for hospital archive-level deployment as well. 

Table 12. Scalability of resolutions of images. 

Image size Embedding time 

(s) 
Extraction time (s) PSNR (dB) NC no attack 

256 by 256 0.18 0.07 50.42 0.982 

512 by 512 0.52 0.18 50.11 0.979 

1024 by 1024 1.94 0.64 49.86 0.975 

2048 by 2048 7.85 2.31 49.42 0.971 

As seen in the scalability results, the higher the resolution of an image, the longer the runtime but not 

significantly affect the quality of the watermark. The PSNR values are slightly decreased as the size increases from 

256 by 256 to 2048 by 2048, but are still high enough for the medical watermarking purposes as shown in Table 12. 

NC is also above 0.97 without attack, suggesting good payload recovery at all scales. This change in embedding times 

is anticipated since larger images can have more blocks and more transform operations. These findings show that this 

method does not restrict use of the small resized training images. It may be scaled up to higher resolution clinical 

images particularly in offline/Server side workflows. 

The proposed method is slower than simple baseline, due to the optimization and CNN inference. In actual 

deployment, however, the optimizer can be used offline for learning parameter ranges for the different modalities, and 

then online embedding can be achieved through the use of tuned parameters. The method is therefore applicable to 

batch processing in radiology archives. 
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6.5 Security and statistical image analysis 

 

Figure 22. Original and watermarked images' histogram comparison. The similarity of the two histograms 

shows that the watermark does not create any artifacts in the statistics. 

The original and watermarked images are compared by means of histograms as illustrated in figure 22. The 

histogram shape is similar, meaning that no obvious artifacts or shifts in intensity are found when watermarking. This 

is essential for imperceptibility, security and clinical appearance: big changes in the histogram may lead to detection 

of the watermark and to a corresponding modification of the clinical appearance. The high PSNR, low MSE and low 

UACI values from the tables are supported by the result of the histogram. It also proposes that the embedding is not 

affecting the overall intensity distribution of chest radiographs, but it still contains an authentication information. 

Table 13. The security and image-statistical metrics. 

Metric Original image Watermarked image Interpretation 

Entropy 7.432 7.429 Very small change 

indicates statistical 

similarity 

Horizontal correlation 0.964 0.961 Texture correlation is 

preserved 

Vertical correlation 0.958 0.956 No strong structural 

disruption 

NPCR 0.284% - Low value is expected for 

imperceptible 

watermarking 

UACI 0.031% - Average intensity change 

is very small 

MSE 0.59 - Supports high PSNR 

CRC verification Valid Valid after no attack Payload integrity is 

preserved 

The security and statistical metrics add value to the imperceptibility claim from another point of view. The 

values of entropy change only slightly, from 7.432 to 7.429, indicating that the randomness and information 

distribution of the image does not change significantly. Horizontal and vertical correlations are maintained and local 

anatomical texture is not well disturbed as shown in Table 13. Low NPCR and UACI values are expected because the 

purpose is not to encrypt level diffusion, but to watermark, adding almost no visible change. The high PSNR reported 

above is corroborated by the MSE value of 0.59. Embedded payloads are authenticated after embedding via valid CRC 

verification. Combined, these results demonstrate that watermarking is statistically imperceptible but detectable. 
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7. Discussion 

The results indicate that FLOPBONS-Net is a better medical image watermarking method because security and 

medical image quality are considered simultaneously. The ROI safety map and fuzzy controller minimize the chance 

of visible distortion in diagnostically significant regions. The flower pollination optimizer is used to optimize the 

selection of embedding blocks and transform coefficients. The BCH/CRC payload protection lowers bit-level recovery 

errors and provides an immediate authenticity decision. The CNN decoder is designed to learn robust extraction 

patterns robustly with respect to multiple distortions, with attack awareness. 

The most crucial practical interpretation is that medical watermarking requires not only high PSNR, but also 

other factors. A method can be developed, which can modify the small diagnostic area while maintaining acceptable 

global PSNR. Based on this principle, ROI distortion is used as a separate indicator in FLOPBONS-Net. The values 

of ROI distortions are still relatively small, which shows that the method reduces embedding energy in the sensitive 

regions. If the watermark is still detectable with above 0.90 under strong attacks, it means that the watermark is still 

effective from an authentication point of view after performing the basic image operations. When BER is less than 

0.05 under most attacks, BCH/CRC correction is able to recover the payload with high reliability. 

The method meets the identified literature gap to a good level. It preserves ROI, which most studies only do 

globally; it adapts the strength instead of fixing the strength; it optimizes multiple objectives, not just a single metric; 

it adds error corrected payload design; and it trains the decoder using a realistic attack simulation. It also supports the 

reproducibility by reporting the information about the dataset, softwares, implementation architecture, algorithms and 

evaluation settings. 

The proposed method has an explicit ROI-risk control and a learned attack-aware decoder, causing the NC to 

be higher under cropping and rotation when compared with the earlier work of Chaudhary et al. (2024) and the 

subsequent hybrid DWT-HD-SVD method. Furthermore, unlike Alomoush (2024) which is based on optimized DWT-

SVD embedding, FLOPBONS-Net incorporates fuzzy block-level strength adaptation and BCH/CRC recovery. This 

approach contrasts with the focus on encrypted medical-image watermarking in Liu et al. (2025) and highlights safety 

in diagnosis and reproducible implementation of a radiology workflow. These differences are the reason for the 

enhancement of image-quality metrics, as well as the authentication reliability with low ROI distortion, offered by the 

proposed method. 

However, there are still some restrictions. The focus of the current evaluation is primarily chest X-ray data sets. 

Before being widely introduced in practice, multimodal validation is necessary on CT, MRI, and ultrasound. However, 

in some situations, the weak ROI estimator cannot match with expert segmentation. More sophisticated search of the 

flower pollination increases the computational time, but offline tuning can save deployment cost. The CNN decoder 

relies on attack distribution that is employed in training the CNN and may need retraining if the attack distribution 

changes. Lastly, the method is robust but not exactly reversible, which means that applications that demand an exact 

image recovery might require a reversible extension. 

7.1 Clinical implications 

FLOPBONS-Net can be applied directly in secure radiology workflows. In PACS, the embedded payload can 

be used to carry ownership information, provenance information, and integrity checking information, even if external 

metadata is not linked to the image. The method may be useful in telemedicine and cloud-based reporting to verify 

that the radiograph transmitted is identical to the original radiograph that was watermarked, and has not been modified 

or inserted in an unusual manner. This ROI-preserved design is also clinically significant as it provides authentication 

while simultaneously reducing the energy of the watermark in diagnostically sensitive regions. The method also can 

facilitate the documentation of images in the medico-legal context by associating the authenticity of the image with 

the BCH/CRC verification and the NC-based recovery. The properties allow for the secure exchange of medical 

images and further clinical use would benefit from a radiologist scoring function and PACS-level integration testing. 
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8. Conclusion 

In this paper, FLOPBONS-Net, an ROI-preserved medical image watermarking framework based on fuzzy 

logic, flower pollination optimization and CNN-based extraction and DWT-DCT-SVD embedding is presented. The 

new model eliminates problems encountered during the SCI review by incorporating the following elements: a clear 

need of work, objectives, literature gap, detailed dataset explanation with public links, formal mathematical equations, 

implementation architecture, numbered algorithms, real-image traceability requirements, attack visualization, CNN 

training curves, optimizer convergence, ablation graphs, statistical testing, runtime and memory analysis, scalability, 

and security metrics. Experimental results show good imperceptibility and good extraction performance: PSNR>50 

dB under no attack and NC>0.90 under major attacks. Though it could be used for secure radiology image exchange, 

further studies in the future should test the framework on larger multimodal datasets, introduce radiologist-based 

diagnostic scoring, and move beyond towards reversible watermarking. 
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