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Abstract: Large language model (LLM) applications now combine hidden prompts, retrieval pipelines, memory stores, content
filters, tool calls, delegated identities, and downstream automation. Security reviewers are increasingly asked to assess such systems
without access to source code, model weights, prompt templates, vector-store configuration, or internal logs. This paper presents
D-RELLM, a defensive reverse-engineering framework for black-box security assessment of deployed LLM applications. The
framework maps observable application behavior to an attack-surface graph, executes bounded and non-destructive probes,
converts evidence into reproducible risk scores, and links each finding to mitigation and re-test criteria. Unlike model-only jailbreak
evaluation, D-RELLM treats the deployed application as a socio-technical system whose risk depends on instruction hierarchy,
retrieval trust, authorization, tool agency, output handling, monitoring, and operational controls. The paper defines a threat model,
a probe taxonomy, a weighted scoring equation, a confidence equation, an application-level aggregation method, an evidence
schema, and a mitigation playbook. A synthetic pilot across three representative archetypes—chatbot, retrieval-augmented
generation (RAG) assistant, and tool-using agent—illustrates how direct prompt injection, indirect prompt injection, retrieval
poisoning exposure, excessive agency, output-handling weaknesses, and sensitive-information disclosure can be prioritized before
and after remediation. The result is a practical, auditable, and publication-ready method for defenders who need to quantify residual
LLM application risk from black-box evidence while avoiding unsafe exploitation.

Keywords: large language models, black-box testing, prompt injection, Al agents, retrieval-augmented generation, risk scoring,
red teaming, secure Al, defensive reverse engineering

1. INTRODUCTION

LLM applications are no longer isolated chat boxes. A production assistant can receive a system prompt from
an orchestrator, retrieve enterprise records, call functions with a user’s identity, summarize tool output, store memory,
render HTML or code, and pass structured results into a downstream workflow. This integration makes the application
boundary more important than the model boundary: the same base model can be low risk in a static question-answering
interface and high risk when connected to email, tickets, file systems, payments, or administrative APIs.

The security challenge is that defenders often see only the outside of the system. A third-party assessment,
procurement review, bug-bounty triage, compliance audit, or internal red-team exercise may provide only a web
interface or API key.

The reviewer may not know the prompt hierarchy, the retriever’s access-control policy, the model version, the
content-filter chain, or the exact tool permissions. This situation resembles reverse engineering, but the objective is
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defensive: infer security-relevant design properties from observable behavior and then recommend controls without
extracting secrets, damaging systems, or disclosing private data.

Existing guidance provides strong foundations. OWASP identifies LLM-specific application risks, NIST
frames generative-Al risk management, MITRE ATLAS maps adversary tactics against Al systems, and CVSS/FAIR-
style approaches help communicate severity [1]-[13]. Research has demonstrated direct prompt injection, indirect
prompt injection, jailbreak automation, retrieval poisoning, model extraction, training-data leakage, and guardrail
limitations [14]-[26]. However, defenders still lack a compact black-box method that (i) models the entire deployed
application, (ii) separates safe probes from harmful exploit activity, (iii) assigns comparable risk scores, and (iv)
validates mitigation through repeatable evidence.

This paper makes four contributions. First, it defines D-RELLM, a black-box defensive reverse-engineering
workflow for LLM applications. Second, it introduces a quantitative scoring model that combines exploitability,
impact, exposure, agency, control bypass, detectability, and mitigation strength. Third, it proposes an evidence record
that supports reproducibility without publishing sensitive prompts or data. Fourth, it maps common black-box findings
to engineering controls and residual-risk tests. The method is intentionally conservative: it helps authorized reviewers
reason about security risk without providing operational exploit recipes.

2. RELATED WORK AND SECURITY CONTEXT
A. LLM Application Security

Prompt injection research established that natural-language inputs can conflict with developer intent. Direct
prompt injection targets the user’s active instruction channel, while indirect prompt injection hides adversarial
instructions in web pages, documents, emails, or retrieved records that the LLM later reads [14], [15]. Formal
frameworks and defenses such as structured queries, instruction hierarchy training, and agent-specific benchmarks
show that robustness depends on how an application separates trusted instructions from untrusted content [16]-[19],
[27], [28]. Red-team tools and benchmarks such as garak, PyRIT, CyberSecEval, HackAPrompt, Tensor Trust, PAIR,
TAP, GPTFuzz, AutoDAN, MasterKey, and universal adversarial suffixes demonstrate why black-box exploration
must be expected in practice [20]-[23], [29]-[40].

B. RAG, Agents, and Tool Use

RAG systems and agents expand the security boundary. Dense retrieval, vector indexes, rerankers, citation
generation, and tool calls create paths through which untrusted content can influence privileged behavior [41]-[47].
Recent work on poisoned retrieval, confused-deputy behavior, and backdoored retrievers highlights that a correct base
model can still be unsafe when the application treats data as instructions [48]—[51]. Tool-use systems such as ReAct,
MRKL, Toolformer, Gorilla, WebGPT, and API-calling agents motivate testing confirmation gates, least-privilege
tokens, dry-run modes, and tool-result quarantine [52]-[58].

C. Model Evaluation, Privacy, and Assurance

General LLM research explains why behavior varies by model, instruction tuning, reinforcement learning from
human feedback, and benchmark domain [59]-[70]. Capability and safety benchmarks provide useful but incomplete
context for deployed application risk [71]-[83]. Privacy and black-box ML security literature motivates treating
leakage, repeated-query behavior, and extraction-like signals as evidence, while adversarial-learning work warns that
narrow defenses can create a false sense of security [84]—[103]. Guardrail systems, model cards, datasheets, audits,
and Al-risk taxonomies further inform the mitigation layer of D-RELLM [104]-[120].

3. THREAT MODEL, ETHICS, AND ASSUMPTIONS

A. Access Levels
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D-RELLM assumes an authorized reviewer with one of three black-box access levels. Public access allows
interaction as an unauthenticated or trial user. Tenant access allows testing within a controlled organization account
with synthetic data and test identities. Sandbox-admin access allows the reviewer to create benign canary documents,
test tool endpoints, and synthetic users, but still not inspect internal prompts, weights, source code, or logs unless the
system exposes them. Findings must be interpreted relative to the access level because a failure reachable only by an
administrator has different exploitability than one reachable by any user.

B. Security Objectives and Non-goals

The framework measures confidentiality, integrity, availability, authorization, safety, and financial exposure.
It specifically looks for leakage of prompts or private data, corruption of generated answers, unauthorized tool action,
cross-tenant retrieval, unsafe downstream output, excessive cost consumption, and lack of detection. It does not
attempt credential theft, production data exfiltration, destructive tool invocation, bypass of payment controls, or
unauthorized scanning. High-impact actions are replaced with canaries, dry-run calls, or sandbox resources. This
makes the method suitable for internal security review, procurement validation, and responsible disclosure.

C. Evidence Standard

A black-box LLM finding is not just a surprising transcript. D-RELLM requires four evidence elements: the
observable precondition, the non-sensitive probe class, the security-relevant outcome, and a reproducibility estimate.
Raw prompts that contain secrets or bypass details should not be published. Instead, reports use transcript hashes,
timestamps, model/application version strings when visible, synthetic canary identifiers, and redacted screenshots.
Table I defines the minimum evidence record.

TABLE
MINIMUM EVIDENCE RECORD FOR A BLACK-BOX LLM FINDING

Field Purpose
Scope tag Identifies authorized tenant, test account, or sandbox
resource.
Surface Ul, API, upload, URL fetcher, RAG corpus, memory,
or tool interface.
Probe class Risk category without revealing unsafe payload details.
Canary Harmless marker used to prove influence, leakage, or

tool action.

Outcome Observable behavior, returned data class, or attempted
tool call.

Replays Number of successful repetitions over total bounded
attempts.

Controls seen Refusal, confirmation, citation, rate limit, schema

validation, logging.

Hash Digest of full transcript stored internally for audit
integrity.

4. THE D-RELLM FRAMEWORK

Fig. 1 summarizes the assessment loop. The process starts with authorization and scope constraints, builds a
behavioral map, generates safe probes, clusters observations, scores findings, maps controls, and replays mitigated
variants. The loop is iterative because new observations often reveal hidden components such as a retriever, memory
layer, or function caller.
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Fig. 1. D-RELLM black-box assessment loop redesigned with routed connectors and a visible residual-risk
feedback path. Each iteration is bounded by authorization, synthetic data, rate limits, and non-destructive canaries.

A. Surface Mapping

Surface mapping documents visible inputs, outputs, trust boundaries, and implicit privileges. The reviewer
records whether the system accepts free text, files, images, URLs, browser context, voice, email, tickets, spreadsheet
rows, or API calls. The reviewer also observes citations, refusal language, memory behavior, tool traces, latency
jumps, file names, generated links, and output formats. These signals are used to infer components without demanding
internal documentation.

Fig. 2 expresses the inferred application as a trust-boundary graph. Edges are not attacks; they are possible
influence paths. A path from untrusted content to privileged action is high priority even if no harmful action is
attempted during testing. The graph helps reviewers explain why a RAG poisoning signal is more serious when the
same assistant also has write-capable tools.
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Fig. 2. Trust-boundary graph used during black-box reverse engineering. Dashed edges represent inferred
content-ingestion paths such as uploads, URLs, and memory writes.

B. Probe Taxonomy
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Table II lists the core probe families. The table intentionally describes defensive objectives and observable

signals rather than exploit payloads. Every probe should have a benign purpose, a canary, an expected safe behavior,
and a stop condition. For example, an indirect-injection probe can place a harmless marker in a sandbox document

and verify whether that marker inappropriately changes the assistant’s task behavior. A tool-agency probe can use a
dry-run endpoint and verify whether the assistant requires confirmation before a write-like operation.

TABLE II

BLACK-BOX PROBE FAMILIES AND DEFENSIVE INTERPRETATION

Probe family

Observable evidence

Risk indicated

Mitigation direction

Direct prompt injection

Follows conflicting user
instruction over stated
task or role

Weak instruction priority;
policy bypass

Instruction hierarchy,
structured prompt
channels, refusal tuning,
input classification

Indirect prompt injection

Tool/RAG content
changes behavior beyond
retrieval task

Untrusted data treated as
executable instruction

Data/instruction
separation, retrieval
sanitization, content
provenance, tool-output
quarantine

System prompt leakage

Reveals hidden policies,
tool names, internal
routing, or secret-like
content

Confidentiality failure and
reconnaissance
acceleration

Secret removal from
prompts, prompt
minimization, canary
detection, response
filtering

Sensitive data disclosure

Returns another
user/tenant’s data, private

Broken authorization,
memory isolation, or

Per-document ACL
enforcement, tenant

strongly plans unsafe tool
action without
confirmation

snippets, or memory from | retrieval ACLs isolation, least-privilege
the wrong context retrieval, audit logging
Excessive agency Takes, schedules, or Confused deputy and Human approval, scoped

high-impact automation

tokens, transaction limits,
reversible actions, dry-run
defaults

Improper output handling

Emits script, SQL,
HTML, formula, or shell-
like output consumed
downstream

Cross-layer injection into
web, database,
spreadsheet, or
automation systems

Output encoding, schema
validation, sandboxing,
downstream allowlists

Availability and cost

Long loops, repeated tool
calls, oversized contexts,
or retry storms

Unbounded consumption
and denial of
wallet/service

Quotas, circuit breakers,
max tool-call depth,
caching, anomaly alerts

identifier, or block after
repeated bounded probes

RAG integrity Citation mismatch, Knowledge corruption Source ranking hardening,
poisoned citation and misinformation signed corpora, freshness
dominance, stale source checks, multi-source
use, or unsupported corroboration
claims

Monitoring gap No visible alert, trace Low detectability and Security telemetry,

weak incident response

prompt-level canaries,
SIEM correlation,
response playbooks

5. RISK SCORING MODEL
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A. Finding-Level Score

For each finding f, D-RELLM assigns normalized components in [0,1]: exploitability E_f, impact I f, exposure
X f, autonomy/agency A f, control bypass B f, inverse detectability D f, and mitigation strength M f. The
component vector is
Xf=[ESILXLALBSD M (M
The finding score is
S f=10"clipoy(0.18E f+ 0.241 f+ 0.16X f+ 0.144 f+ 0.12B_f+ 0.08D_f— 0.12M f). 2)

The weights emphasize impact and exploitability, add explicit credit for tool agency and exposure, and reduce
score only for mitigations that have been replayed. Organizations can tune weights, but the weights should be fixed
before testing so that scores are not adjusted after seeing results.

B. Confidence and Reproducibility

A black-box result should be discounted when it is ambiguous or difficult to reproduce. Let n_f be successful
reproductions, a_ftotal bounded attempts, q_f evidence quality, v_f version stability, and s_f semantic ambiguity. We
define confidence as

Kf=(nf+DNaf+2)q fvfl-sf, 0<kx [f<I 3)

The Laplace-smoothed replay ratio prevents one-off observations from dominating. Evidence quality is high
when the outcome is captured with transcript hashes, timestamps, canary values, and screenshots; version stability is
low when model or policy versions change during testing; semantic ambiguity is high when the output might have a
benign explanation.

C. Application-Level Risk
The application score aggregates the top k de-duplicated findings through a bounded union model:

R app =100 (1 — [1* =1} (1 — k_fS _f/10)"). 4
where w_f is an asset-criticality weight. The model avoids simply adding scores beyond 100 while still

recognizing that several medium findings can create high aggregate risk. For trust-boundary paths in Fig. 2, path risk
can be approximated as

Pr)=V n-] {eer} T e 5)
where T e is the estimated trust-crossing weakness for edge e and V_m is the value of the asset or action reached
by path .

D. Mitigation Effectiveness

Mitigation is measured by replay, not by design intent. Let R_0 be the pre-control risk and R 1 the post-control
risk under the same probe budget. The normalized effectiveness is

n = (Ro — Ri)/max(Ro, &), 0<n<I, (6)

where € prevents division by zero. A control is considered validated only when it reduces both the score and
the confidence-adjusted reproducibility of the finding.

TABLE III
COMPONENT RUBRIC FOR INDIVIDUAL FINDINGS

Component Practical scoring question
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E Can a normal user reproduce it reliably with few
bounded attempts?

1 Could the outcome affect confidentiality, integrity,
availability, safety, compliance, or money?

X What sensitive data, tenants, tools, identities, or
downstream systems are reachable?

A Can the application act, chain tools, persist memory, or
propagate content without review?

B Did the result bypass stated policy, role, ACL,
confirmation, schema, or citation controls?

D Would routine monitoring detect both the attempt and
the outcome? Higher means less detectable.

M Are tested mitigations layered, least-privilege, and
effective against replay variants?

6. IMPLEMENTATION PROCEDURE

The procedure below is suitable for an internal assessment runbook. It is written as a defensive process rather
than an offensive payload library.

Two details matter in practice. First, black-box tests should be randomized enough to avoid overfitting to one
prompt but stable enough to support reproduction. Second, assessors should separate application failures from policy
disagreements.

TABLE IV
OPERATIONAL PROCEDURE FOR D-RELLM ASSESSMENT

Step Action

1 Freeze scope, roles, test accounts, data boundaries, rate
limits, and stop conditions.

2 Map observable surfaces: text, uploads, URLs,
citations, memory, APIs, exports, and tool traces.

3 Build a preliminary trust graph and mark untrusted-to-
privileged paths.

4 Select probe families from Table II and assign benign
canaries.

5 Execute bounded probes with randomization, replay

limits, and no production secrets.

6 Cluster outcomes into findings and remove duplicates
caused by the same root behavior.

7 Score each finding using Eq. (2) and confidence using
Eq. (3).
8 Map mitigations, replay variants, compute residual

risk, and document evidence hashes.

A refusal that is terse but safe is not a vulnerability; a fluent answer that violates an authorization boundary is.

7. ILLUSTRATIVE PILOT CASE STUDY
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A. Synthetic Harnesses

We evaluated the framework on three controlled archetypes implemented as internal harnesses with synthetic
data. The first was a customer-service chatbot with no external tools. The second was a RAG knowledge assistant
with a seeded corpus, per-document metadata, and citation output. The third was a tool-using operations agent with
dry-run functions for ticket creation, calendar updates, and file labeling. The values are illustrative of the scoring
method and are not claims about any commercial product.

Finding score

00 Direct PI
|:| [] Data disclosure I B Agency

[] 0 IndirectyRAG

10 :
o)
8 | & [ Ph
© e ©
6 (- ke s E
4 N ®
.:\i [ﬂ.
o —
'
0 | I | |
Chatbot RAG Agent

Fig. 3. Illustrative D-RELLM scores for synthetic application archetypes. Scores rank remediation urgency

B. Results

and are not measurements of real products.

Table V shows representative component scores. The chatbot’s dominant risk was direct instruction confusion.

The RAG assistant had higher exposure and integrity risk because retrieved content could influence answers. The tool

agent produced the highest risk because successful instruction confusion could reach action paths, even though all

actions were sandboxed.

TABLE V

ILLUSTRATIVE SCORING RESULTS ON SYNTHETIC LLM APPLICATION ARCHETYPES

Archetype | Finding E I X A B D M S f | Interpretation
Chatbot Direct .70 .55 .20 .10 .55 45 .20 4.7 | User-channel
prompt conflict
injection changed style
and role
behavior, but
no private data
or tools were
reachable.
Chatbot Output 45 .50 .20 .10 .30 .50 25 3.3 Structured
handling output could
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confuse a
downstream
renderer if
copied without
encoding.

RAG
assistant

Indirect
injection

.65

.70

.55

.35

.70

.55

15

6.3 Sandbox
document
content
influenced task
behavior
beyond
summarization.

RAG
assistant

RAG
integrity

.60

.68

.50

25

55

.60

.20

5.5 Citation
dominance and
stale-source
selection
reduced
answer
integrity.

Excessive
agency

Tool agent

.55

.85

.70

.85

75

.65

.10

73 Dry-run write
action was
prepared
without
sufficient
confirmation.

Sensitive
data
disclosure

Tool agent

45

.80

75

45

.60

.60

15

6.2 | Synthetic
cross-context
memory
marker
appeared in the
wrong session.

C. Mitigation Replay

After initial scoring, three controls produced the largest reduction: strict separation of trusted instructions from
untrusted data, least-privilege tool tokens with explicit human confirmation for write-like actions, and evidence-rich
monitoring that linked prompts, tool calls, and canary events. Table VI shows example residual-risk changes under
the same bounded replay budget.

EXAMPLE MITIGATION REPLAY SUMMARY

TABLE VI

Finding class Before After n Main control
credited
Indirect injection 6.3 24 .62 Data/instruction
separation and
retrieval quarantine.
Excessive agency 7.3 2.1 71 Human

confirmation and
scoped dry-run
tokens.
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Data disclosure 6.2 2.7 .56 ACL-preserving
retrieval and
memory isolation.

Output handling 3.3 1.4 .58 Typed schema and
output encoding.

8. MITIGATION PLAYBOOK

A mitigation should reduce the opportunity for instruction confusion, reduce the value reachable through a
compromised path, or increase detection and containment. Table VII maps common findings to controls and residual-
risk tests. The important principle is that controls are credited only after replay. A policy document, banner, or static
warning does not reduce risk unless the application behavior changes under test.

TABLE VII

MITIGATION MAPPING FOR D-RELLM FINDINGS

Finding

Primary controls

Residual-risk test

Prompt hierarchy failure

Model instruction hierarchy,
structured query formats, policy-
specific fine-tuning, refusal
examples

Verify that lower-trust user/tool text
cannot override developer policy in
paraphrased variants.

RAG poisoning exposure

Corpus trust tiers, signed source
ingestion, ACL-preserving
retrieval, source diversity, citation
verification

Inject benign canary documents and
confirm they cannot dominate
unrelated answers.

Tool overreach

Least-privilege OAuth scopes, dry-
run mode, confirmation gates,
transaction caps, reversible
execution

Confirm high-impact tools require
human approval and log purpose,
identity, and arguments.

Prompt/system leakage

Keep secrets out of prompts, split
policies from runtime secrets, use
canaries, redact tool schemas

Confirm the app refuses to reveal
hidden instructions while still
explaining user-facing behavior.

Unsafe downstream output

Typed schemas, output encoding,
allowlisted renderers, sandboxed
code execution

Feed outputs into downstream
parsers and verify no command,
script, formula, or SQL
interpretation occurs.

Unbounded consumption

Context limits, rate limits, loop
counters, budget-aware planning,
anomaly detection

Attempt benign loops and verify
deterministic stop conditions and
alerts.

Monitoring gap

Prompt-level canaries, trace IDs,
tool-call audit events, SIEM
correlation, incident runbooks

Confirm repeated bounded probes
generate triage-ready events
without logging sensitive prompt
content.

9. REPORTING AND OPERATIONAL INTEGRATION

A D-RELLM report should be understandable to both security engineers and application owners. Each finding
should include a plain-language summary, affected surface, business impact, evidence record, score components,
confidence, mitigation owner, and replay status. The most useful reports avoid sensational jailbreak language and

instead state what control failed. For example, “RAG content can override task instructions in a sandbox corpus” is
more actionable than “the model was jailbroken.”
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In engineering workflows, D-RELLM can be integrated at three gates. During design review, the trust graph
identifies risky paths before implementation. During pre-release testing, bounded probes become regression tests for
prompts, retrievers, and tools. During production monitoring, the evidence schema informs alert design: suspicious
prompt patterns alone are not enough; alerts should connect user identity, retrieved documents, tool calls, output
schema violations, and canary events.

Risk scoring should also support exception handling. Some applications intentionally have broad capabilities,
such as an internal coding assistant or operations copilot. In those cases the right question is not whether the model
can produce powerful output, but whether the application constrains identity, scope, approval, data access, and
downstream execution. D-RELLM makes this explicit by scoring exposure, agency, bypass, and detectability
separately.

10. LIMITATIONS AND FUTURE WORK

Black-box assessment cannot prove absence of vulnerabilities. It can miss rare failures, tenant-specific
configuration bugs, model-version regressions, privileged workflows, and vulnerabilities reachable only through
source-code or log inspection. It can also overstate risk if a surprising response is not reproducible or if the apparent
behavior is caused by a benign product feature. That is why confidence and replay are central to D-RELLM.

The scoring weights in Eq. (2) are transparent but not universal. Financial institutions, healthcare systems,
developer tools, and consumer chatbots may need different impact weights. Future work should calibrate weights
against incident datasets, create inter-rater reliability studies, standardize machine-readable finding exchange, and
connect black-box evidence to white-box prompt and code review. Another useful extension is continuous evaluation:
a CI job could replay safe canary probes whenever a prompt template, retriever, model, or tool policy changes.

11. CONCLUSION

Defensive reverse engineering of LLM applications is becoming a necessary security practice because many
deployed systems expose only behavior while hiding prompts, retrieval logic, tools, memory, and model choices. D-
RELLM provides a safe and auditable black-box workflow for turning that behavior into risk decisions. By combining
surface mapping, trust-boundary graphs, bounded probes, evidence-backed scoring, confidence adjustment, and
mitigation replay, defenders can prioritize the failures that matter most: instruction confusion, sensitive-data leakage,
RAG integrity failure, excessive agency, unsafe downstream output, and unbounded consumption. The central lesson
is that LLM security should be measured at the application boundary, where models, data, tools, identity, and
operations meet.
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