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Abstract: The increasing dependence on digital communication, cloud services, and online financial transactions has intensified
the frequency of phishing attacks, which is creating significant challenges for an intelligent cybersecurity system. This study is
proposing a Multi-View Temporal Contrastive Learning Network (MTCLN) for the phishing detection in dynamic Al-driven
cybersecurity environments. The proposed framework is combining the temporal feature learning module with the contrastive
representation learning strategy in capturing the evolving phishing characteristics from the heterogeneous data sources. This
includes URL structures, webpage content, DNS attributes, and behavioral metadata. A lightweight gated temporal encoder is
extracting the sequential attack patterns, while a contrastive feature alignment module is improving the discrimination between the
legitimate and phishing instances under the changing attack scenarios. Further, an adaptive confidence calibration mechanism is
adjusting the classification threshold in accordance with the recent detection feedback. This is allowing robust operation without
requiring the complete model retraining. The proposed method is presenting improved phishing detection capability by achieving
an accuracy of 88.4%, precision of 87.8%, recall of 86.9%, and F1-score of 87.3%, which is performing better than the CNN-Based
Phishing Detection Model, LSTM-Based Phishing Detection Model, and Attention-Based Transformer Phishing Detection Model.
The framework is reducing the detection latency to 31 ms, when it is compared with the 37 ms, 40 ms, and 42 ms obtained by the
Conventional methods.
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1. Introduction

Recent cybersecurity studies are emphasized the importance of artificial intelligence (Al)-driven solutions for
identifying malicious patterns and then it is improving real-time threat response capabilities. [1] is showing that
machine learning-based security approaches are providing effective classification capabilities by learning complex
attack patterns from the large-scale network data. [2] is showing that deep learning models are improving the phishing
detection by automatically extracting high-level representations from the URLs and webpage content without
depending on manually designed rules. [3] is presenting that feature learning from the heterogeneous cybersecurity
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data sources is improving the capability of detection systems in identifying previously unseen attack behaviours. [4]
explains that intelligent cybersecurity frameworks are requiring continuous adaptation mechanisms because modern
attacks is evolving rapidly across the different digital environments. [5] reports that Al-enabled security models are
improving the automation and are reducing dependency on human intervention, thereby it is supporting faster
responses against the emerging phishing threats.

Despite these advancements, several challenges tends to remain in developing reliable real-time phishing
detection systems. One major challenge is the dynamic nature of phishing attacks, where attackers frequently modify
domain structures, webpage layouts, and malicious content patterns to bypass Conventional detection mechanisms.
The conventional models that is often experiencing performance degradation when exposed to newly generated
phishing samples that differ from the training distributions. [6] is identifying that static feature-based detection
approaches are limited capability in handling zero-day phishing attacks because it is depending on predefined
characteristics. [7] discusses that deep learning-based models are requiring extensive computational resources and
frequently challenge complete retraining when new attack patterns appear. [8] is indicating that maintaining a lower
detection latency while achieving high classification accuracy is remaining as a major challenge for real-time
cybersecurity applications. [9] explains that Conventional phishing detection systems are facing difficulties in
combining multiple data perspectives, which is including URL information, webpage semantics, network behaviour,
and temporal attack patterns.

[10] is identifying that conventional machine learning models are suffering from the reduced adaptability
because its feature representations tends to remain unchanged after deployment. [11] is showing that convolutional
neural network-based phishing detectors achieve effective classification but are lacking sufficient temporal awareness
for evolving attack behaviours. [12] reports that recurrent neural network-based models capture sequential patterns
but encounter difficulties in processing heterogeneous cybersecurity information. [13] is emphasizing that
Conventional adaptive detection frameworks still are requiring frequent model updates, increasing computational
overhead and maintenance complexity. [ 14] concludes that current intelligent phishing detection methods are requiring
improved self-learning capabilities to achieve stable performance in real-time environments.

Recent related works are attempting to address these limitations through the advanced learning architectures,
which is including transformer-based models, graph neural networks, and an adaptive reinforcement learning
strategies. However, transformer-based phishing detectors focus on contextual feature extraction and are lacking
continuous adaptation after deployment. Graph-based approaches are improving the relationship modelling between
the domains and URLs, but its effectiveness depends on accurate graph construction and periodic updates.
Reinforcement learning-based security models are providing adaptive decision-making capabilities; however, it tends
in introducing additional computational complexity and are requiring extensive feedback interactions before achieving
optimal detection performance.

The primary objective of this research is in developing an adaptive phishing detection framework that is
combining the multiple cybersecurity data views, which is including URL characteristics, webpage content patterns,
DNS information, and behavioural attributes.

The novelty of this research is the combination of temporal representation learning and contrastive feature
optimization for adaptive phishing detection. A Multi-View Temporal Contrastive Learning Network (MTCLN) is
proposed for phishing detection in dynamic cybersecurity environments.

The major contributions of this research are summarized as follows. First, a MTCLN architecture is introducing
in extracting adaptive phishing characteristics from the heterogeneous cybersecurity data sources and are improving
the detection reliability under the dynamic attack conditions. Second, an adaptive confidence calibration strategy is
developed in supporting the real-time deployment by reducing detection latency and maintaining stable performance
without frequent complete model retraining.
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2. Literature Survey

2.1 Machine Learning-Based Phishing Detection Approaches

Recent phishing detection research is increasingly focused on machine learning (ML) techniques in improving
the automated identification of malicious websites and fraudulent communication patterns. Early ML-based
approaches is depending on handcrafted features extracted from the URLs, domain information, webpage
characteristics, and user behaviour patterns. These methods is showing reasonable classification capability; however,
its performance is highly dependent on feature quality and dataset representation. [15] is presenting a machine
learning-driven phishing detection model that is extracting URL-based lexical features, host-related attributes, and
webpage indicators to classify malicious and legitimate websites. The study is showing that feature-based ML models
achieve effective detection accuracy but are experiencing limitations when phishing attackers modify URL structures
or are introducing new attack patterns. in improving the generalization, [16] proposes an ensemble learning approach
that is combining multiple classifiers for phishing identification. The method is improving classification stability by
reducing individual model bias; however, it is requiring extensive feature engineering and periodic updates in
maintaining performance against the emerging phishing techniques.

2.2 Deep Learning-Based Feature Representation for Phishing Detection

The limitations of conventional ML methods are encouraged researchers to adopt deep learning (DL) models
that automatically learn complex feature representations from the large-scale cybersecurity datasets. Deep learning
approaches are reducing dependence on manually selected features and are providing improved capability for
detecting hidden relationships within the phishing characteristics. [17] is introducing a convolutional neural network
(CNN)-based phishing detection framework that is learning discriminative patterns from the URL sequences and
webpage information. The CNN model is capturing local feature dependencies, and it is improving classification
performance when it is compared with the conventional classifiers. However, the approach that is focussing on spatial
feature extraction and does not sufficiently consider temporal variations in phishing campaigns.

To address sequential dependency limitations, [18] develops a recurrent neural network (RNN)-based detection
model that analyses sequential URL patterns and content behaviours. The method is improving detection capability
by modelling long-term dependencies in phishing data. Nevertheless, conventional RNN architectures are suffering
from the training difficulties and limited scalability when processing large and changing cybersecurity datasets. [19]
proposes a long short-term memory (LSTM)-based phishing detection approach to overcome the limitations of
conventional RNN models. The LSTM architecture is capturing temporal relationships and it is improving detection
performance for dynamically generated phishing URLs.

2.3 Phishing Detection Models

[20] is introducing an attention-enhanced transformer model for phishing classification, where the attention
mechanism is identifying important feature interactions and it is improving detection accuracy. The study is showing
that transformer architectures is performing better than conventional deep learning models in understanding complex
phishing patterns. [21] proposes an efficient transformer framework that is combining the feature compression and
attention optimization for phishing detection. [22] develops a graph neural network (GNN)-based phishing detection
framework that models relationships between the malicious domains and associated network entities. [23] proposes
an online learning framework that updates model parameters using newly observed phishing samples. The approach
is reducing the dependency on complete retraining and it is improving adaptability against the emerging attacks. [24]
is presenting a hybrid deep learning framework combining CNN feature extraction with the attention-based
classification. However, the approach is requiring high computational resources and lacks a dedicated mechanism for
continuous adaptation. [25] is introducing an adaptive cybersecurity framework that is combining deep learning with
the reinforcement-based optimization for real-time phishing detection. The model updates detection policies, which
is based on classification feedback, which is improving resilience against the changing attack behaviours. Although
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the framework is providing adaptive decision-making capability, reinforcement-based learning is introducing
additional computational overhead and it is requiring sufficient feedback samples for effective optimization.

Table 1: Comparative Summary of Conventional Phishing Detection Techniques

Reference Technique /| Main Objective | Feature Used Major Limitations
Model Advantages
[15] Machine Detect phishing | URL lexical, | Simple Requires manual
Learning-Based | URLs using | domain, implementation | feature
Classifier extracted webpage and  effective | engineering
features features classification
[16] Ensemble Improve URL and host- | Reduces High
Learning Model | classification based attributes | classifier  bias | dependency on
stability and improving | feature quality
robustness
[17] CNN-Based Automatically URL sequences | Extracts  high- | Limited
Detection Model | learn  phishing | and  webpage | level feature | temporal
patterns content representations | learning
capability
[18] RNN-Based Analyse URL and | Captures Training
Framework sequential content sequential complexity and
phishing sequences dependencies scalability issues
behaviour
[19] LSTM-Based Improve long- | Temporal URL | Handles Requires
Model term pattern | and  webpage | sequential attack | periodic
learning patterns evolution retraining
[20] Attention Capture URL tokens and | Improved global | High
Transformer contextual semantic feature computational
Model phishing features understanding requirement
relationships
[21] Lightweight Reduce Compressed Faster inference | Limited online
Transformer transformer phishing and reduced | adaptation
complexity representations | overhead
[22] Graph  Neural | Model Domain, URL, | Detects hidden | Graph updating
Network relationships IP relationships | structural attack | complexity
among the cyber patterns
entities
[23] Online Adaptive | Enable Real-time Supports Feedback errors
Learning continuous phishing evolving attack | affect learning
model updates samples detection
[24] CNN-Attention | Combine local | URL and | Improved Increased model
Hybrid Model and global | webpage detection complexity
feature learning | features accuracy
[25] Deep Adaptive Multi-source Supports Requires
Reinforcement phishing cybersecurity dynamic policy | extensive
Learning decision-making | data optimization feedback  and
Framework computation

Although conventional studies achieve significant improvements in phishing detection accuracy, it focusses on
classification performance using fixed datasets. Limited attention is provided to continuous adaptation, lightweight
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online updating, and efficient real-time inference. Therefore, an adaptive phishing detection framework that is
combining temporal feature learning, representation optimization, and dynamic decision adjustment is is requiring to
address evolving cybersecurity threats.

3. Proposed Method

The proposed MTCLN is developed to achieve real-time phishing detection by learning evolving attack
characteristics from the heterogeneous cybersecurity data sources. Unlike conventional phishing detection approaches
that is depending on fixed feature representations and offline retraining, the proposed framework is combining the
multi-view feature extraction, temporal dependency modelling, contrastive representation optimization, and an
adaptive confidence calibration. The entire architecture is consisting of five major phases as in figure 1: (1) multi-
source phishing data acquisition and preprocessing, (2) multi-view feature representation, (3) temporal contrastive
learning-based phishing analysis, (4) adaptive confidence calibration, and (5) real-time threat prediction and model
updating. The complete workflow is designed in improving the detection robustness against the changing phishing
strategies while it is maintaining a lower computational overhead.
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Figure 1: MTCLN-Based Real-Time Phishing Detection

Algorithm 1: MTCLN-Based Real-Time Phishing Detection
Input:
Training dataset D = {(xi, yi)}
where xi is representing multi-view cybersecurity data
yi is representing phishing or legitimate label
Output:
Updated phishing detection model M
1: Initialize multi-view encoders Eurl, Econtent, Edomain
: Initialize temporal encoder T
: Initialize contrastive learning module C
: Initialize confidence calibration module A

: For each training sample xi in D do

2
3
4
5
6: is extracting URL features Xu from the xi
7: is extracting webpage features Xc from the xi
8: is extracting domain and behaviour features Xd from the xi
9: Normalize all feature representations
10: are generating individual embeddings:
Zu = Eurl(Xu)
Zc = Econtent(Xc)
Zd = Edomain(Xd)
11: Fuse multi-view representations:
Zf = Fusion(Zu, Zc, Zd)
12: are generating temporal representation:
Zt="T(Zf)
13: Construct positive and negative sample pairs
14: Optimize representation using contrastive loss:
Lc = Contrastive(Zt)
15: Update encoder parameters
16: End For
17: For each incoming phishing request xnew do
18: is extracting multi-view features
19: are generating temporal representation Znew
20: Calculate phishing probability P(y|Znew)
21: Adjust decision threshold using adaptive calibration module

22: If P(y|Znew) > threshold then
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23:  Classify as Phishing

24: Else

25:  Classify as Legitimate

26: EndIf

27: Store new sample information for incremental update
28: End For

29: Return updated model M

3.1: Multi-Source Phishing Data Acquisition and Preprocessing

The first stage of the proposed MTCLN that is focussing on collecting, combining, and preparing heterogeneous
cybersecurity information is requiring for adaptive phishing detection. Modern phishing attacks are generated through
the multiple attack vectors, where malicious characteristics are distributed across the URLs, webpage structures,
domain registration information, and network communication behaviours. Therefore, depending on a single data
source are limiting the capability of a detection model to identify complex phishing strategies.

The complete input sample representation is formulated as:
X; = (X4 X5 x8xPy,i=12,...,N

Where X; is representing the complete cybersecurity sample, X{'is representing the URL-related attributes, X{
is representing the webpage content attributes, X idis representing the domain-related attributes, X, l-b is representing the

behavioural attributes, and N is representing the total number of collected samples.

Since cybersecurity data are collected from the multiple sources, the initial dataset often contains missing
values, redundant records, inconsistent formats, and noisy observations. These issues negatively influence model
learning because irrelevant patterns tends to be incorrectly interpreted as phishing characteristics. Therefore, the
preprocessing module is performing data cleaning operations before feature extraction. Duplicate samples are removed
using similarity-based filtering, incomplete records are eliminated or reconstructed using statistical replacement
strategies, and inconsistent data formats are converted into a unified representation. The preprocessing process is
allowing that all input samples maintain similar structural characteristics before entering the feature learning stage.

The data cleaning operation is mathematically represented as:
Dy = {X; | X; € Do, C(X;) = 1, R(X;) = 0}

whereD,, is representing the processed datasetD,,, which is representing the original collected datasetC X,

which is indicating the validation condition of sampleX;, R(X;) and it is indicating whether the sample contains
redundant or corrupted information. A value of one is indicating that the sample satisfies the is requiring quality
conditions, whereas a value of zero is representing an invalid sample.

After cleaning, the extracted numerical attributes are normalized in confirming that features with the different
scales is contributing equally during model training. For example, domain age values, URL length values, and network
frequency values tends in significantly different numerical ranges. Directly using these values can cause certain high-
range features to dominate the learning process. The proposed method applies min-max normalization in transforming
the all continuous attributes into a common range.

The normalization process is expressed as:

x;j — min(x;)

o

Xi]'

- max(x;) — min(x;) + €
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whereX; j is representing the normalized value of the j thfeature for the ithsamplexl- j» which is representing the
original feature value, min(x;)and max(x;) is the minimum and maximum values of the corresponding featuree,

and it is representing a small constant used in preventing division instability.

After normalization, categorical cybersecurity information is converted into numerical representations.
Attributes such as domain categories, hosting information, and webpage behaviour types cannot be directly processed
by neural networks. Therefore, encoding operations transform these qualitative characteristics into machine-readable
vectors. The generated representation is maintaining the relationship between the different cybersecurity attributes
while it is reducing information loss during transformation.

The encoded feature representation is obtained as:
Z; = [ X5, X3 XD

whereZ; is representing the complete preprocessed representation of the ithsample, andX lu)? i X l-d ,and X L-b is
normalized feature groups obtained from the URL, content, domain, and behavioural information.

3.2: Multi-View Feature Representation and Fusion

The second stage of the proposed framework that is focussing on transforming the preprocessed cybersecurity
information into meaningful feature representations. Since phishing attacks are showing different characteristics
across the URLs, webpage content, domains, and behavioural patterns, a single feature extraction mechanism tends to
is failing in capturing all attack-related information. Therefore, the proposed MTCLN framework is employing
independent feature encoders for each data perspective and subsequently is combining the generated representations
through the feature fusion mechanism.

The URL feature encoder analyses structural patterns hidden within the malicious links. Phishing URLs
frequently contain abnormal characteristics such as excessive length, unusual character combinations, misleading
subdomains, and suspicious keywords. The URL encoder converts sequential URL information into numerical
embeddings i.e., structural dependencies. Similarly, the webpage content encoder analyses semantic and structural
information from the webpage components. It is identifying patterns related to fake login forms, duplicated webpage
layouts, suspicious scripts, and abnormal hyperlink structures. The domain and behavioural encoder that is focussing
on external characteristics such as domain reputation, network communication behaviour, and access patterns.

The representation generation process for each view is defined as:
HF = F . (ZF; 0,),k € {1,2,3,4}

WhereHlk is representing the extracted representation of the k" information view, Fy is representing the

corresponding feature transformation function, Zik is representing the preprocessed input of the k" view, Oy is
representing the learnable parameters associated with the each feature encoder.

The independent representations generated from the different views are getting combined using a feature fusion
operation. Simple feature concatenation tends in introducing redundant information and increase computational
complexity. Therefore, the proposed framework applies a weighted fusion mechanism that is learning the contribution
level of each feature representation, which is based on its importance for phishing identification.

The fused representation is calculated as:

K
H; = Z ay HEF
k=1
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Where H; is representing the final fused representation, K is representing the total number of feature views,
H lk is representing the representation obtained from k" view, & 1s representing the adaptive contribution coefficient
assigned to each feature view.

The contribution coefficients are dynamically determined, which is based on the relevance of each feature group
to phishing classification. The adaptive weighting process is represented as:
_exp(sk)
v = =—————
Ym=1€xp (Sm)

Where s}, is representing the importance score of the kt" feature representation, mis representing the index of

each available feature view, and «}, is representing the normalized contribution value.
3.3: Temporal Contrastive Learning-Based Phishing Analysis

The complete temporal feature sequence for each sample is represented as: S; = {H}, H, H?,..., HT }, where
S; is the sequential feature representation of the ithcybersecurity sample, Hl-t is the fused feature representation

observed at the t*"time interval, and T'is the total number of temporal observations considered during learning.
Temporal Pattern Learning Module

The temporal encoder processes the input sequence and then it is generating a compact representation
containing historical and current phishing information. The transformation process is expressed as:

Gf = F(Hf,G{™%;6,)

Where Gl-t is representing the generated temporal representation at the tt"time interval, F is the sequential
transformation function, H lt is representing the input feature representation at time intervalt, Git_l is representing the

previously generated temporal state, and 6, is representing the learnable parameters of the temporal module.

The temporal representation is updated as new phishing samples arrive. This is allowing the model to retain
previously learned attack characteristics while incorporating newly observed behaviours. The generated temporal
representation contains information regarding attack progression, feature variation, and behavioural consistency. Such
representation is highly beneficial for identifying phishing attempts that slightly differ from the previously known
samples.

To are improving the stability of temporal learning, the proposed method applies a sequence aggregation
mechanism that is combining information from the multiple time intervals. The aggregated temporal representation is

T
R; = Z B: Gf
t=1

whereR; is representing the final temporal representation of the ithsample, Git is representing the temporal

formulated as:

feature state at time interval t, and f; is representing the contribution coefficient assigned to each temporal
observation.

The temporal aggregation mechanism is allowing the framework to assign greater importance to significant
behavioural changes while it is reducing the effect of insignificant variations. For instance, a sudden increase in
domain similarity or abnormal webpage modification receives higher importance when it is compared with the normal
fluctuations.

Contrastive Representation Optimization Module
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Although temporal learning is capturing attack evolution, the extracted representations tends to still contain
similarities between the phishing and legitimate samples. Modern phishing attacks frequently imitate trusted websites
by copying visual layouts, domain names, and content structures. Therefore, the proposed framework is introducing a
contrastive representation optimization module to increase the separation between the malicious and legitimate feature
distributions.

The contrastive learning process is improving the feature space by grouping similar phishing patterns together
while increasing the distance between the phishing and legitimate representations. Instead of directly optimizing only
classification accuracy, the proposed module that is focussing on learning highly discriminative representations that
tends to remain effective under the changing attack conditions.

For each sample, positive and negative representation pairs are generated. Positive pairs contain samples
belonging to the same behavioural category, while negative pairs is different categories. The relationship between the
sample representations is defined as:

P ={(Ri,R) 1 yi =y}
Ny = {(Ry, Ri) | yi # yic}

whereP; is representing the positive sample relationship set, N; is representing the negative sample relationship

~

set, R;, R, and Ry is feature representations of different samples, and y;, ¥;, and Yy is its corresponding class labels.

The similarity between the two representations is calculated using a normalized distance measurement:
T
D= iR
YOOI R MR

Where D;; is representing the similarity value between the two feature representations RL-T, Rj is representing

the vector multiplication between the two representations, and || R; |l and || R; || is its magnitude values.

The optimization objective is designed to maximize similarity among the related phishing representations and
minimize similarity between the different categories. The entire representation loss is calculated as:

N
1 exp(D; i/T)

N £3"%9 S exp (Du/)

L=

whereL, is representing the representation optimization loss, N is representing the number of training samples,
D;; is representing the similarity between the related samples, Djj is representing the similarity between the current
sample and other samples and T is representing a scaling parameter controlling similarity distribution.

The optimization process is improving the separation between the phishing and legitimate feature spaces. When
a newly generated phishing technique appears, the model can identify its relationship with the previously learned

attack patterns rather than treating it as a completely unknown instance. This property is improving generalization
capability under the zero-day phishing conditions.

Joint Temporal and Representation Optimization

The final operation is combining temporal learning and representation optimization to produce a refined
phishing feature representation. The combined objective is allowing that the model is learning both the attack evolution
behaviour and class-discriminative characteristics. The joint optimization function is expressed as:

L = AlLT + /‘{ZLC
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whereL is representing the total optimization objective, L, is representing the representation optimization
component, L. is representing the classification optimization component, and A; and A, is balancing parameters
controlling the contribution of each optimization component. The model parameters are updated iteratively using the
optimization process:

oL

(m+1) — g(m) _ ,,
7] 0 n PYICD)

. . . . . . . oL
where 8™ is representing the model parameters at iteration, m7 is representing the learning rate, and 390
is representing the gradient of the optimization objective with the respect to the model parameters. The refined
representation generated after optimization is given as:

Z; = F(R;,0)

Where Z; is representing the optimized phishing-aware representation, R; is representing the temporal

representation, F is representing the transformation operation, and 8 is representing the optimized model parameters.

The temporal contrastive learning stage is providing two major advantages for phishing detection. First, the
temporal modelling capability is allowing the framework to understand how phishing strategies is evolving over time,
which is improving detection against the adaptive attacks. Second, the contrastive optimization process creates a more
discriminative feature space where phishing and legitimate samples become easier to separate. Unlike conventional
models that are requiring complete retraining when attack patterns change, the proposed framework is improving its
representation capability through the incoming cybersecurity observations.

3.4: Adaptive Confidence Calibration Module

The fourth stage of the proposed MTCLN that is focussing on improving the reliability of phishing classification
through the adaptive confidence calibration. Although the temporal contrastive learning module generates highly
discriminative phishing representations, real-time cybersecurity environments are introducing continuous uncertainty
because attackers frequently modify its strategies. A fixed classification threshold tends to become ineffective when
the distribution of phishing samples changes over time. For example, a model is trained on previously observed
phishing patterns tends to produce uncertain predictions for newly generated malicious webpages that contain partially
similar characteristics to legitimate websites. Therefore, the proposed framework is introducing an adaptive
confidence calibration mechanism that adjusts the decision boundary in accordance with the recent prediction
behaviour and feedback information.

The adaptive calibration module receives the optimized phishing representation generated from the previous
stage. Instead of directly assigning a fixed class label, the module first is estimating the confidence level associated
with the each prediction. This confidence value is indicating the reliability of the model decision and it is providing
additional information regarding uncertain samples. Samples with the high confidence are directly classified, whereas
uncertain samples are analysed using updated decision parameters obtained from the recent detection feedback.

The input representation obtained from the previous stage is represented as:
Z; ={21,25,23,..., 24}

whereZ;" is representing the optimized feature representation of the ithsample and z,is representing the
individual feature component within the representation space.

Confidence Estimation Process

The first subsection of the adaptive calibration module is estimating the prediction confidence of each incoming
cybersecurity sample. The objective is to measure how strongly the extracted representation corresponds to phishing
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or legitimate behaviour. The confidence estimation process considers the distance between the input representation
and the learned class boundaries.

The classification confidence score is calculated as:

1
P =
" 1+exp(—(0TZ; + b))

Where P; is representing the phishing probability of the ith sample, 6 is representing the learned classification
parameters, Z; is representing the optimized phishing representation, and b is representing the bias parameter.

The generated probability value ranges between the zero and one, where values closer to one are showing
stronger phishing characteristics, while values closer to zero are showing legitimate behaviour. However, relying only
on this probability is insufficient in dynamic environments because the optimal decision boundary tends to change in
accordance with the new attack patterns. Therefore, the proposed framework is introducing a dynamic threshold
adjustment mechanism.

The initial classification decision is represented as:

P > 6;

1,
Yi= {0, P; < 6;

Where Y; is representing the final classification output, §; is representing the adaptive decision threshold, and
the values one and zero are showing phishing and legitimate classes, respectively.

Unlike conventional methods & is remaining as constant throughout operation, the proposed framework
updates, 0; is based on recent model behaviour. This is allowing the classifier in adapting when phishing
characteristics gradually change.

Dynamic Threshold Adjustment Mechanism

The dynamic threshold adjustment process analyses recent classification results, which is including correct
predictions, false alarms, and missed phishing cases. If the system is identifying an increase in false negative cases,
the threshold is reduced in improving the phishing detection sensitivity. Similarly, if excessive false positives occur,
the threshold is is increasing in improving the classification precision.

The threshold update process is formulated as:
8i+1 = 6; + u(E; — Ey)

Where §;,1 is representing the updated threshold value, §; is representing the current threshold value, y is
representing the adaptation factor, E; is representing the current classification error value, and E). is representing the
desired error level.

The error value is obtained from the difference between the predicted and actual outcomes:

M
1 A
Ei=MZIYj—YjI
=1

Where E; is representing the observed classification error, M is representing the number of recently evaluated

samples, ¥} is representing the actual class label, and Y} is representing the predicted class label.

The feedback representation is expressed as:

F; ={Y,Y,P,6;}
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Where F;j is representing the feedback information, Y; is representing the actual class label, ﬁvis representing

the predicted output, P; is representing the prediction confidence, and J; is representing the current decision threshold.
The calibration parameters are updated using:

oLs

0iv1=06;—1 20,

where0; 1 is representing the updated calibration parameters, 0; is representing the current parameters, 77is
representing the update rate, Ly is representing the feedback optimization objective, and ZLB]: is representing the
parameter adjustment gradient.

The complete prediction process is represented as:

0;=G(Z;,6)
Where O; is representing the final output decision, Z; is representing the optimized feature representation, and
0; is representing the adaptive decision threshold. The decision process is represented as:

B, 0;=1

CG=1{y 0 =0

Where C; is representing the system response, B is representing blocking action for phishing samples, and 4 is
representing allowing access for legitimate samples. The knowledge update process is defined as:
Kiys = K U{Z], Y, Fi}
Where K; 1 is representing the updated knowledge repository, K; is representing the Conventional knowledge

repository, Z; is representing the optimized feature representation, Y; is representing the observed class label, and F;
is representing the feedback information. The update selection criterion is expressed as:

Where, S; is representing the update priority score, AK; is representing the amount of newly acquired

knowledge, and C; is representing the computational cost associated with the update operation.

A higher priority score is indicating that the observed pattern is providing significant improvement to the
detection model while that is requiring fewer computational resources.

4. Results and Discussion

Experimental Settings

The proposed MTCLN framework is evaluated using a Python-based experimental environment with the deep
learning libraries including TensorFlow and PyTorch. The phishing detection performance is evaluated using
benchmark phishing datasets are containing URL, webpage, domain, and behavioural information. The experiments
are repeated multiple times in confirming reliability and statistical consistency.

The major experimental and simulation parameters used for implementing the proposed framework are
presented in Table 1.

Table 1. Experimental and Simulation Parameters

Parameter Value
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Programming Environment Python 3.11

Deep Learning Framework PyTorch 2.1
Operating System Ubuntu 22.04
Processor Intel Core 19-13900K
GPU NVIDIA RTX 4090 (24 GB)
RAM Capacity 64 GB

Storage Capacity 2 TB SSD

Learning Rate 0.001

Batch Size 64

Number of Training Epochs 100

Optimizer Adam

Training Samples 80%

Validation Samples 10%

Testing Samples 10%

Feature Dimensions 256

Temporal Window Size 10

Contrastive Scaling Parameter 0.07

Adaptation Factor 0.01

Number of Class Labels 2

Classes Phishing, Legitimate
Evaluation Runs 10

Dataset Description

The proposed framework is evaluated using a combined phishing cybersecurity dataset containing
heterogeneous information sources, which is including malicious URLSs, legitimate URLs, webpage attributes, domain
properties, and network behavioural characteristics. The dataset contains collected phishing samples and legitimate
samples in representing realistic dynamic cybersecurity conditions. The dataset is consisting of URL-level, content-
level, and domain-level information. URL attributes include lexical characteristics such as URL length, special
symbols, suspicious keywords, and domain structure. Webpage information contains HTML-related properties, script
behaviour, and hyperlink patterns. Domain information includes DNS records, domain age, and reputation-based
attributes. These heterogeneous features is supporting the adaptive learning against the evolving phishing strategies

[26].
The detailed dataset characteristics are provided in Table 2.
Table 2. Dataset Description
Dataset Attribute Description Value
Dataset Type Cybersecurity phishing detection | Multi-source phishing dataset [26]

dataset

Total Samples

Combined phishing and legitimate
instances

250,000
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Phishing Samples Malicious URLs and webpages 125,000

Legitimate Samples Benign URLs and webpages 125,000

Feature Categories Multi-view cybersecurity attributes | 4

URL Features Lexical and structural characteristics | 60

Web Content Features HTML and webpage behaviour | 80
attributes

Domain Features DNS and reputation information 50

Behaviour Features Access and communication patterns | 66

Total Extracted Features Combined feature representation 256

Data Classes Classification categories 2

Data Distribution Training/Validation/Testing 80/10/10

Update Samples Incremental learning samples 10,000

Three Conventional approaches are selected from the related literature for performance comparison with the
proposed MTCLN framework. The CNN-based phishing detection model presented in [17] is selected because it is
extracting URL and webpage patterns but lacks temporal adaptation capability. The LSTM-based phishing detection
approach in [19] is considered because of its ability to analyse sequential attack behaviours; however, it is requiring
periodic retraining for changing phishing patterns. The attention-based transformer phishing detection model proposed
in [20] is included because it is capturing contextual relationships among the cybersecurity features but is introducing
higher computational complexity. These methods is conventional deep learning, sequential learning, and advanced
contextual learning approaches.

4.1 Performance Analysis on Accuracy

The accuracy performance of the proposed MTCLN framework is analysed against the three Conventional
methods, namely CNN-Based Phishing Detection Model, LSTM-Based Phishing Detection Model, and Attention-
Based Transformer Phishing Detection Model. The comparison is performed over 100 training epochs with the interval
of 10 epochs to observe the learning behaviour and convergence capability of different models. As shown in figure 2,
all models are improving the accuracy gradually with the increasing epochs. However, the proposed MTCLN
framework is achieving faster convergence because the temporal contrastive learning mechanism is improving feature
discrimination, while the adaptive calibration module is reducing the classification uncertainty. The proposed method
is reaching to the highest accuracy of 88.4% at the 100th epoch when it is compared with the Conventional approaches.
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Figure 2. Accuracy Comparison

4.2 Performance Analysis on Precision

Precision evaluation is determining the capability of the models to correctly classify detected phishing samples.
The comparison results between the proposed MTCLN and Conventional models are presented in figure 3. The CNN-
based model obtains lower precision because of limited capability in separating visually similar phishing and
legitimate webpages. The LSTM-based model is improving precision through the sequential feature analysis, while
the Attention-Based Transformer model is achieving better performance through the contextual feature representation.
The proposed MTCLN is achieving the highest precision of 87.8% because the contrastive optimization process is
improving feature separation and it is reducing the false positive predictions.
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Figure 3. Precision Comparison

4.3 Performance Analysis on Recall

Recall performance is indicating the ability of each model to identify actual phishing attacks. The results
presented in Table 5 is showing that the proposed MTCLN framework consistently is providing higher recall values
when it is compared with the Conventional approaches. The CNN model is showing reduced recall because it is
extracting local feature patterns. The LSTM model is improving recall by analysing sequential dependencies, whereas
the Attention-Based Transformer model is capturing broader feature relationships. The proposed framework is

achieving a recall of 86.9% because the temporal representation learning is hence identifying the evolving phishing
behaviours effectively.
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Figure 4. Recall Comparison

4.4 Performance Analysis on F1-Score

Figure 5 is showing gradual improvement but maintain lower performance because it is failing to adapt to
changing phishing patterns. The Attention-Based Transformer model is achieving improved results because of its
contextual feature learning. However, the proposed MTCLN is achieving a higher F1-score of 87.3% by combining
the temporal analysis and adaptive feature optimization.
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Figure 5. F1-Score Comparison

4.5 Performance Analysis on Detection Latency

The CNN-based model is providing a lower latency because of its simpler architecture, whereas the
transformer-based detection is introducing the computational overhead because of the complex feature interactions as
in figure 6. The proposed MTCLN is maintaining a competitive latency because the incremental update strategy is
reducing the unnecessary computation while it is preserving a detection capability. The final latency is reaching to 31
ms, which is supporting real-time cybersecurity deployment.
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Figure 6. Detection Latency Comparison

The comparative analysis is showing that the proposed MTCLN framework is performing better than the CNN-
Based Phishing Detection Model, LSTM-Based Phishing Detection Model, and Attention-Based Transformer
Phishing Detection Model across all the evaluation metrics.

5. Conclusion

This research is presenting a MTCLN for real-time phishing detection in dynamic Al-driven cybersecurity
environments. The proposed framework is addressing the limitations of conventional phishing detection models that
is depending on the static features and offline retraining procedures. The experimental evaluation is confirming that
MTCLN is achieving an improved classification performance, while it is obtaining 88.4% accuracy, 87.8% precision,
86.9% recall, and 87.3% F1-score over training epochs. Further, the proposed model is reducing the detection latency
to 31 ms, and this is showing its suitability for real-time cybersecurity applications. The adaptive learning capability
is allowing the framework to respond to emerging the phishing variations without requiring a complete retraining.
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