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Abstract: Social networking sites like Twitter facilitate a wide interaction with humanity but are infiltrated more by robotics which
imitating the human behavior propagate false information and control masses. To ensure the information integrity, Spambot
detection is necessary, whereas much of the existing techniques rely on opaque, black box models, which restricts transparency
and interpretability. In this paper, interpretable machine learning on spambot and false follower classification has been explored
on the Cresci-15 and Cresci-17 datasets. Normalization, and tokenization, as well as the removal of extraneous material are part of
preprocessing of text-based and feature-based data. SMOTE and SMOTEENN methods eliminate imbalance in the classification,
and the RFE method reduces the feature dimension. They are the Decision Tree, the Random Forest, the SVM, the XGBoost, the
AdaBoost, the Stacking Classifier and the Voting Classifier. These findings demonstrate that Stacking Classifier has the highest
accuracy of 99.9 per cent in Cresci-15 and 99.5 per cent in Cresci-17. Explainable Al tools such as LIME and SHAP show the
importance of features, which enhances transparency and decision-making with the model. Such a combination of feature selection,
advanced resampling, and ensemble learning algorithms and interpretable methods of robust social network automatic recognition
of accounts is demonstrated to be working.
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1. Introduction

The new digital information distribution is focused on social networks. X (when it was Twitter) is one of the
most popular and significant platforms that enable millions of active users to communicate and discuss in real-time
[1]. Its enormous social and economic sway has liftered bad players who have employed its transparency to appeal to
the masses and spread lies. This is usually done with bots. Bad bots transmit spam, rumors and even harmful
information than good bots, which give instructional blogs and news feeds [2].

Online conversation integrity is crucial to detecting those bogus accounts. Bots can be detected using user
metadata, features of user behavior, timestamps, and network architecture [3]. It requires time and familiarity with the
subject to feature engineer, or design, and extract these characteristics. Bots are developed to mimic humans, thus
becoming more difficult to spot. On the one hand, through a special selection of high-profile accounts, malicious bots
cover disinformation such as fake news and hate speech [4].
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Automated manipulation can be made difficult by botnets and Sybil accounts. A botnet is a group of
synchronized bots, which engage in malicious activities, and Sybil identities are modified identities that aim to corrupt
communications [5], [6]. These methods are inappropriate to encourage the authentic engagement and the spread of
the information with low credibility and raise issues of trust and reliability in the social media ecosystems.

These risks make machine learning (ML) apply to sports analytics [7], sentiment analysis [8], [9], and false
news identification [10]. The social bot detectors using the ML model have been used in recent years to surpass
heuristic and network based methods. ML-based detection models tend to be black-box models, which are not very
interpretable. Transparency lack rendering renders prediction difficult to monitor as researchers and practitioners
cannot discern whether predictions are rooted on actual patterns or overfitted noise.

To avoid these limitations, interpretable machine learning (XAI) is being introduced into bot detection systems.
XAI enhances responsibility and trust since it displays the influence of individual variables on model predictions. The
application of XAl-based frameworks enhances recognition of bots on X and other similar social networks through
developing accuracy and interpretability by closing the disconnect between the human judgment and algorithm
judgment.

2. Related Work

Social network bot identification is a very critical research area because of the development of fraudulent
profiles that dominate online conversation and information system. To enhance detection accuracy and scalability,
advanced machine learning, graph-based methods and interpretable models have become the means used by
researchers.

Mbona and Eloff [11] reported that news is provided by many bots, and they can be considered both hostile and
benign. Learning strategy with minimal labeled and a lot of unlabeled data is a semi-supervised approach that lowers
the annotation costs and enhances bot classification. Yang and others [12] proposed data selection method in ensuring
that machine learning models that are being trained on representative datasets perform effectively on different
environments, which is critical in the quest to create versatile detection systems.

Bots that are generated based on Al suggest new problems. Lopez-Joy et al. [13] analyzed how massive
language model bots are designed and discovered that realistic and contextually relevant content of the chosen type
makes them more difficult to recognize than spambots. Their priorities were on updating methods of Al-enhanced
opponents. Moreover, Pham [14] proposed a combined framework, which captures latent behavioral features and
structural social dynamics based on a pre-trained auto-encoder with graph neural networks (GNNs). This composite
approach was superior to monitored techniques in network generalizability.

Terumalasetti and Reeja [15] have come up with a structure of multi-dimensional analytics, which combines
the features of content, temporal and relational attributes to enhance the user credibility. Their broad approach saved
them against adaptive spambots which proves the necessity of multidimensional models and not feature categories.
Paudel et al. [16] demonstrated the development of bot methods in order to reflect human interactions in the network.
Primarily with the help of the complex network analysis, they were able to find out that such structural statistics as
clustering coefficients and other measures of centrality could be used to detect advanced bots.

The paper of Aljabri et al. [17] has critiqued the literature on machine learning-based bot detection to synthesize
the advancements. They observed the feature engineering dependency, scalability problems, black box model
transparency. Their evaluation emphasized the need to make a tradeoff between detection accuracy, interpretability
and flexibility. The Botshape tool which was developed by Wu et al. [18] examines various behavioral patterns such
as the frequency of posting and the type of temporal activity. Their method was better than human timing bots which
simulation of dynamic behavior.

Graph techniques are also prevalent. Bebensee et al. [19] proposed the application of node neighborhoods and
egraph topology to characterize variation in relationships of social graph microstructures that do not possess created
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characteristics. They also proved that graph-based learning can be used to identify anomalies in contextualized
network frameworks. Finally, Dimitriadis et al. [20] suggested Caleb, a conditional adversarial system reinforced
against adaptive bot algorithms. They used the strategy to generalize and to be stronger, training on adversarial cases,
solving the detection system-adversary arms race.

3. Materials And Methods

By combining both the feature based and textual information of Cresci-15 and Cresci-17 datasets, the
suggested approach involves the design of a powerful and explainable machine learning model to be used in the
detection of social media spambots and fake followers. Preprocessing of the data includes missing values, encoding
of categorical variables, standardization of numbers in the form of a fraction, cleaning of texts (HTML tags or URLs
or non-printable characters), normalization, tokenization, and TF-IDF representation. SMOTE and SMOTEENN deal
with disparity of classes. The decision tree model, the random forest model, the SVM model, and the XGBoost model,
Naive Bayes, AdaBoost, The Stacking / Voting Classifier are all used to build various predictive models. LIME and
SHAP are interpretable: meanwhile, Recursive Feature Elimination is not. It is possible to detect the decision of the
models and to interactively analyse them in real time with Flask.
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Fig. 1. System Architecture

The Cresci dataset is cleaned and prepared in the proposed system architecture through data preparation. The
features engineering and selection are extracted to obtain the representative tweet, user, and sentiment characteristics.
Introduction of processing information into a training, validation and testing achievement produces modeling feature
vectors. Fine-tuned classifiers are used to differentiate on human and bot accounts. Explainable Al techniques (LIME,
SHAP) increase the trust and interpretability of the bot decisions by providing the explanations of the model choices.

a) Dataset Collection:

i) Cresci-17: Cresci-17 dataset was a study of social spambots, conventional spambots, false followers and
actual Twitter accounts, which comprised of 10,894 bots and 3,474 people at the user level and 3,798,254 items and
2,839,362 items at the bot level. There were several different types of accounts: social, conventional and false
followers. Removing, aggregating, and labeling profile and tweet characteristics of every user formed a balanced
dataset to use in a supervised machine learning task and translatable artificial intelligence-based bot detection.
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Fig.2 Cresci-17 dataset

ii) Cresci-15: Cresci-15 dataset is a combination of 5, 301 individuals and 2, 827, 757 tweets of E13, TFP, FSF,
INT and TWT. Human accounts and bot accounts are 1, 950 and 3,351 respectively. All users have 35 raw features,
which consist of follows, friends, statuses, favorites, list count, verified, profile information, and date of account
creation. Tweets are enhanced by word count, hashtags, mentions, URLs, emoticons, punctuation, emotion and
engagement analytics. The ability to perform comprehensive bot identification and behavioral analysis can be done
using 29 user-level variables.

ner id fellowars count friends count statases coumt favourites count isted coumt verified defsut profie trested st aceoumt age days deseription deseription Jength

Fig.3 Cresci-15 dataset
b) Pre-Processing:

The Cresci-15 and Cresci-17 data sets had been preprocessed to prepare, convert, and optimize user and tweet
information in order to have robust and accurate bot and human accounts.

1. Data Processing: The user and tweet data of Cresci-15 and Cresci-17 were combined with each other in all
the sub-datasets. Missing followers, friends and statuses and likes were being filled with zeros. Datetime account
creation dates were used to estimate age in days of an account. To ensure the consistency in account identification in
both datasets to be used in downstream feature engineering and model training, standardized labels were used
(0O=human, 1=bot).

2. Feature Engineering: The user and tweet data were mined to provide meaningful characteristics. The metrics
within the user were followed to friends ratio, description length, presence of a description, and sentiment ratings.
Characteristics at the tweet level include word counts, hashtags, mentions, URLs, emoticons, punctuations, unique
word ratio, ratio of capitalization, length of tweets, and emotion. To give a comprehensive set of features to be
modeled, average hashtags, mentions, emojis, interaction, sentiment per user were calculated.

3. Visualization: Patterns, ranges and variability in both feature distributions were studied. Histograms,
boxplots and scatter graphs were used to plot followers, friends, length of tweet and age of the account. Outliers,
skewed distribution, and bot-human difference were detected through a visual analysis, and the results influenced the
preprocessing and normalization choices to influence the feature selection and model development.

4. Feature Selection: Numeric and aggregated characteristics of tweets were selected to enhance their
predictability. We dropped unnecessary identifiers and degree and columns that were not useful. Facilities that are
retained are followers, friends, followers-friends ratio, description sentiment, average hashtags, mentions, emoticons,
engagement analytics, and tweet-level data. The models of feature selection involved the most informative features so
that efficiency, reduction of noise and accuracy of the classification of the data were increased in both datasets.

5. Data Balancing: In databases, humans were outnumbered by bots. This was solved by over sampling the
minority group or fabricating data to even out human and bot numbers. Similar datasets minimized the dominance of
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one of the classes and improved prediction. User-level aggregated characteristics were consistent and offered equal
training data to use in accurate Cresci-15 and Cresci-17 categorization.

6. Scaling: Normalization was done using min-max or z-score to scale the followers, friends, statuses, likes,
tweet counts and engagement measures. Scaling transformed range of the features, minimized the extreme values, and
made all the characteristics equal to the model training. This amplified the convergence of gradient-based classifier
and feature matching, elevating the level of prediction accuracy on Cresci-15 and Cresci-17 datasets.

¢) Training and Testing:

In order to maintain the distribution of classes, processed and feature-engineered data were stratified and split
into training and testing sets. The classification of supervised classifiers is trained using user-level and aggregated
tweets. The accuracy, precision, recall, and F1-score were used as model performance measures. It made it possible
to strongly generalize across Cresci-15 and Cresci-17 datasets and make full feature representations that recognize bot
and human accounts.

d) Algorithms

Decision Tree: Further, Decision Tree recursively divides data based on the most useful characteristics in order
to investigate feature-based and text-based features. The interpretable structure can be classified to detect spambots
and false followers easily as it can classify accounts and handle category and numerical data.

k
IO=1-) »
i=1

Random Forest: RF also constructs a number of decision trees and averages the outcomes of these trees to avoid
noise and overfitting. It looks at numerous features at the same time to enhance generality and precision and identify
automated accounts which have complicated, nonlinear social network activities.

SVM: That is done to obtain the best hyperplane to separate the human and the automated account classes,
obtained through SVM. Its high-dimensional analysis of the kernel functions enables to identify exactly the difference
of features and yet resist overfitting and a noisy dataset.

XGBoost: The Gradient optimization builds casing improved decision trees in XGBoost which reflects the
interaction of features and aids better performance compared to standardized models. It copes with the imbalance,
analyses both structured and text-based properties in good time, scales to enormous data, and works well in detecting
spambots.

K
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Naive Bayes: Naive Bayes relies on the conditional independence of its features to compute categorization that
is based on probabilities. It quickly and ideas classifies large volumes of reading and orchestral data and information
by probability. It is also basic and effective, offering a baseline of lightweight and reliable bot identification.

P(A).P(4)

P(B) = PGB 3)

AdaBoost: The sequential weak classifiers in AdaBoost pay more weight to the misclassified cases so that they

can be detected. Enhances consistency in prediction and reduces bias, minimizes imbalance whilst preserving
interpretability and produces a composite model of spambot detection in corrupt data.
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Stacking Classifier: It uses predictions of a base model to combine them with a meta-classifier. It tries to detect
false and automated accounts based on evaluating feature-based and text-based characteristics that can capture
different levels of strengths in algorithms and minimize weaknesses and enhance detection rates.

v = g(Vpase) = g(fl(x)'fz(x)v ---rfm(x)) 4)

Voting Classifier: It combines majority consensus with the outputs of classifiers to improve the stability of the
decision-making and reduces model errors. The balance and reliable results with complementary algorithmic views
are detected with easy to understand results that are easy to understand by the user.

n

y = argmax, Z Il (; =) 5)

i=1

e) Integration of XAl and Flask Framework:

Explainable Artificial Intelligence (XAI) is a machine learning framework that uses the flask to make the
application transparent and reachable. Such XAl-based algorithms as SHAP (SHapley Additive exPlanations) and
LIME (Local Interpretable Model-Agnostic Explanations) can present feature contributions and decision-making
mechanisms in model predictions. Such explanations give a consumer the idea that this is a bot or a human because
such a model has selected an account and they create confidence and responsibility.

Such models and illustrations are deployed with the flask which is a light weight python web framework. It
provides an easy way to combine both the Al models running in the back and the user-interfaces running in the front.
The system is user-friendly, intuitive, and transparent to generate input data, receive forecasts, and have complete XAl
explanations in real-time.

4. Experimental Results

Accuracy: The accuracy of a test is its ability to identify the sick and healthy cases. Computation of fraction of
true positive and true negative in aggregate number of cases analyzed is calculated to determine accuracy of test.
Mathematically, this is:

TP+TN
TP+FP+TN+FN

Accuracy = (6)
Precision: Precision has to do with the percentage of positive samples or cases that are correctly categorized.
Precision can be determined as follows:
True Positive

Precision = 7
True Positive + False Positive 7)

Recall: Machine learning recall is used to assess how a model can identify all the pertinent examples of a class.
It presents the thoroughness of the model in volumizing occurrences of a class involving contrasting accurately
predicted positive observations with the sum of positives.
TP

Recall = TP+—F]V (8)

F1-Score: The accuracy of the machine learning model is given in F1 score. A combination of model recall and
preciseness. Accuracy statistic is given as the predicted frequency of the model on the dataset.
Recall X Precision

F1Score =2 Recall + Precision 100
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Table.1 Performance Evaluation — Cresci — 15

ML Model Accuracy Precision Recall F1-Score
Decision Tree 0.979 0.979 0.979 0.979
RF 0.993 0.993 0.993 0.993
SVM 0.988 0.988 0.988 0.988
XGBoost 0.995 0.995 0.995 0.995
Naive Bayes 0.938 0.943 0.938 0.938
AdaBoost 0.994 0.994 0.994 0.994
Stacking Classifier | 0.999 0.999 0.999 0.999
Voting Classifier 0.998 0.998 0.998 0.998

In Table.1, comparative results highlight that the Stacking Classifier achieved the highest overall performance
among all evaluated algorithms.

Fig.4 Comparison Graph — Cresci — 15
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In fig.4 highlights the Stacking Classifier as the highest-performing algorithm, where Accuracy is green,
Precision is dark green, Recall is light blue, and F1-Score is red across all models.

Table.2 Performance Evaluation — Cresci — 17

ML Model Accuracy Precision Recall F1-Score
Decision Tree 0.975 0.975 0.975 0.975
RF 0.990 0.990 0.990 0.990
SVM 0.954 0.955 0.954 0.954
XGBoost 0.991 0.991 0.991 0.991
Naive Bayes 0.689 0.799 0.689 0.657
AdaBoost 0.987 0.987 0.987 0.987
Stacking Classifier | 0.995 0.995 0.995 0.995
Voting Classifier 0.987 0.988 0.987 0.988
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In Table.2, results show that the Stacking Classifier achieved the highest overall performance compared to other
evaluated machine learning models.

Fig.5 Comparison Graph — Cresci — 17
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Fig. 5 indicates how a Stacking Classifier is the most successful among eight classifiers on Accuracy (green),
Precision (light green), Recall (light blue), and F1-Score (brown).
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Fig.6 Enter Input Data

Figure 6 features the twitter interface that allows users to input personal data and tweet content, including
followers, friends and status numbers.
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Fig.7 Predicted Results

Figure 7 depicts the output of the prediction of Bot and the values of features that were typed in to analyse and
be classified.

Enter Twitter Username
Usemame
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Fig.8 Enter Input Data

In Fig. 8, users insert a username in order to analyze whether an account is a human or a bot.
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Extracted Tweet Features (24 tweets)
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Fig.9 Predicted Results

Fig.9 illustrates as anticipated intimates Bot on both the calendar and account characteristic data.
5. Conclusion

The report indicates that social media spambots and fake following can be identified by focusing on features
and utilizing text-based data along with an efficient machine learning. This was done by the models through the
Recursive Feature Elimination (RFE) method which helped in the reduction of features and with the SMOTE and
SMOTEENN methods which helped the models to resolve the issue of class imbalance. The ensemble learning was
the most effective achieving 99.9% accuracy on the Cresci-15 dataset and 99.5% accuracy on the Cresci-17 dataset
which proved the consistency of the algorithm combination. Explainable Al methods such as LIME and SHAP give
a thorough information of feature importance, which guarantee a certain degree of interpretability and accuracy. The
higher ensemble models based on appropriate chosen characteristics and balanced datasets enhance automated account
detection, whereas interpretable algorithms enhance the understanding of the decisions. The results demonstrate that
feature selection, sampling methods, and explainable machine learning can enhance the accuracy of detection,
transparency, and reliability, which is a full solution to monitoring and countering spambots and fake followers within
the social network setting.

The detection system can be upgraded to perform more sophisticated automated accounts that adapt their
behaviour to escape in the subsequent research. Models can identify spambot behavior by real-time feeds of numerous
social networks to enhance relevant scalability and reactivity. Language models that are based on transformers and
more sophisticated deep learning techniques may provide an ability to capture more intricate textual patterns to
feature-based signatures. There are more multimodal data as photos, videos, and network interactions can enhance
detection accuracy. The explainable Al methods will help users and administrators to assess predictions with more
complex model by guaranteeing transparency. It will also be relevant to enhance the efficiency of the computing
systems in the implementation of social networks on large scales.
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  I    ( i ) = 1 −   ∑  i = 1  k    p  i 2         ( 1 )


      y ^  i = 𝜎  (   ∑  k = 1  K    f  k  (   x  i ) ) ,     f  k ∈ F     ( 2 )


  P  ( B ) =     P  ( A ) .   P ( A )  P ( B )           ( 3 )


  y ^ = g  (   Y  b a s e ) = g  (   f 1  ( x ) ,     f 2  ( x ) , … ,     f  m  ( x ) )   ( 4 )


    y ^     = a r g m a x  c  (   ∑  i = 1  n  I I    (     y ^  i = c ) )         ( 5 )


  A c c u r a c y =   T P + T N  T P + F P + T N + F N           ( 6 )


  P r e c i s i o n =   T r u e   P o s i t i v e  T r u e   P o s i t i v e   + F a l s e   P o s i t i v e               ( 7   )


  R e c a l l =   T P  T P   +   F N                                     ( 8 )


  F 1   S c o r e = 2 ∗   R e c a l l   X   P r e c i s i o n  R e c a l l + P r e c i s i o n ∗ 100           ( 9 )

