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Abstract: Coverless image steganography hides secret information without directly changing the cover image. Because the original
image is not modified, it is more difficult for image steganalysis tools to detect the hidden information. In this research, Wasserstein
Generative Adversarial Networks (WGAN) and Local Binary Pattern (LBP) features are used to securely hide and transmit sensitive
information using a single cover image. The proposed method provides higher hiding capacity and better security than traditional
methods that require multiple cover images.First, the cover image is divided into overlapping blocks. The LBP feature is calculated
for each block and converted into a hash code. The secret message is then matched with image blocks having the same hash codes.
A lookup table is used to make the embedding process faster.The generated stego information is given to a GAN model to create a
meaningful but unrelated image. This image can be sent to the receiver instead of directly sending the stego image. At the receiver
side, the WGAN model is used to reconstruct the required stego information. The use of overlapping blocks helps generate many
unique hash codes. Without overlapping blocks, a single image may not provide enough hash codes to hide the complete secret
message.
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1. Introduction

The Internet transmits a large volume of multimedia content, including military intelligence, private trade
information, personal privacy, and other sensitive information. Ensuring the security of data transmission across public
channels, such as the internet, has become a key problem due to the rise in cyberattacks and criminal activity.
Malicious actors pose a major threat to both national and individual interests if they intercept and use such private
information for illegal purposes. Because of this, the problem of information security has grown more pressing and
needs to be resolved right away [1].

A variety of tactics and procedures are used in information security to protect the availability, confidentiality,
and integrity of data. Cryptography is the study and use of secure communication techniques when adversaries are
present. It includes a variety of methods for data encryption and decryption, guaranteeing the information's integrity,
authenticity, and confidentiality [2]. Cryptography makes it possible to turn private information into a form that cannot
be read, making it visible but incomprehensible.

By hiding or embedding data inside another file or medium, data hiding—also referred to as information
hiding—offers a way to overcome this difficulty and render it invisible to the untrained eye. Sensitive information can
be transmitted securely using this technique without drawing undue attention. Steganography is an information-hiding
technique that makes unseen communication possible.
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Conventional picture steganography entails concealing information in digital media, including text, audio,
video, and photographs. The digital cover media can be used to classify different types of steganography. Text
steganography, image steganography, and audio/video steganography are the three main types of steganography. Since
images are essential to the transmission of multimedia, image steganography is especially significant in this industry.
The cover picture is altered during the embedding process, leaving behind evidence of these changes. Consequently,
a number of steganalysis techniques are able to identify these traces and possibly reveal the concealed data [4].
Steganalysis is a method used to identify secret information in carriers by analyzing signs of alteration. Although it
may be difficult for humans to detect such information, detection methods can utilize these traces of modifications to
determine the presence of hidden data.

The fact that there is no cover in the picture does not mean that the carrier is not being used; rather, it is simply
left in its original state. To encode the sensitive data, the carrier's intrinsic qualities—such as pixel brightness value,
color, texture, edge, contour, and high-level semantics—are used. This method embeds the secret information directly
into the carrier, avoiding the traditional steganography process of altering it. By examining the carrier's properties and
linking them to the hidden data according to predetermined guidelines, coverless image steganography works.
Therefore, to circumvent all current steganalysis techniques and improve security measures, coverless information
concealing is implemented [1].

Cover images with features that represent hidden information are selected as stego-images using coverless
information procedures, which are made to withstand steganalysis approaches. By creating hash sequences based on
the image, a strong hashing algorithm can create relationships between portions of private messages and image
properties. However, there are four limitations with existing coverless methods [25].

1. The number of stego-images utilized to send the secret information increases in tandem with the length of
the secret message.

2. The capacity for embedding offered by current coverless techniques is limited.
3. Both the sender and the recipient must have large image databases.
4. Incorrect secret retrieval may result from network issues affecting the sequence of received stego pictures.

This study offers a novel method for information concealment without changing the cover image in order to
overcome the aforementioned issues. The hash sequences of the cover picture are calculated by utilizing the Local
Binary Patterns (LBP) feature, which increases their resilience to image processing attacks. Furthermore, the same
goal as the stego image transmission can be accomplished by transmitting a meaning-normal image that has no
connection to the stego image. The paper's subsequent sections start with Section 2, which offers a variety of studies
centered on coverless picture steganography methods relevant to the paper's general structure. A thorough explanation
of the principles of this method is given in Section 3. The suggested coverless steganographic technique for digital
photographs is described in full in Section 4. The experimental data and their interpretation are presented in Section
5, and closing remarks are provided in Section 6.

2. Related works

A new coverless information hiding technique based on the Most Significant Bit of the cover image was
presented by Yang and Lina [6]. The secret information is encoded in binary form using the pieces of the cover image.
The mapping sequence Km determines the mapping between the binary secret information and the most significant
bit (MSB) of the image fragments, producing a mapping flag Kf. The recipient can decrypt the stego image's secret
information by using Kf and Km. Compared to other approaches, this one has a greater capability for information
concealment and is resistant to steganalysis attacks.

It has a limitless peak signal-to-noise ratio (PSNR) and can conceal up to 2601 bits of secret data per carrier.
This technique also successfully protects against JPEG compression attacks, low-pass filtering, salt and pepper noise,
and steganalysis tools like AGWN.
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To improve the concealment capability of the CIHMSB approach, Shu-Fen Chiou [8] suggested two coverless
information concealment approaches, E-CIHMSB and CBCIHMSB. While CBCIHMSB uses combination theory to
attain greater average values, E-CIHMSB uses image segmentation to calculate averages. The number of average
values strengthens the method's hiding ability. In order to demonstrate the method's resistance to steganalysis attacks,
the study explores its resilience against AWGN, Salt & Pepper noise, low-pass filtering, and JPEG compression
attacks. The experiments' results show that the approach outperforms CIHMSB.

The model uses an image interpolation approach to maximize the steganography impact and an attention
mechanism to improve image clarity and details. With an embedding rate of 0.17 bpp, experimental results show that
the IDGAN obtains remarkable accuracy rates of 99.4%, 95.4%, 93.2%, and 100% on the MNIST, Intel Image
Classification, Flowers, and Face datasets, respectively.

A new method for coverless information concealment is presented by Liu, Hailun, Chunyu Zhang, and Zhaojie
Wang [11], which allows several messages to be sent within a single cover image. One party can generate a binary
coding matrix that corresponds to the cover image by utilizing the bag-of-words concept to create a visual dictionary.
After then, the cover image and secret messages are encrypted and converted into a series of coordinates before being
delivered to a different party. The efficiency of the strategy in terms of resistance, capability, and concealment is
confirmed by experimental data. Unlike current approaches, this technology can communicate more messages with a
single image and does not require a large image collection. This approach broadens the scope of coverless information
research and shows promise for a number of applications.

By using unsupervised learning to build a thorough grouping base, Lu, JianFeng, J. Ni, Li Li, Ting Luo, and C.
Chang [12] provide a unique method for coverless information concealing. While texture estimation is used to
determine image properties, the original image is used as a reference for encoding the concealed information. A link
between the image features and the hidden message is created by training the entire grouping base. Steganographic
images are created for data hiding by processing the secret message and method together. Comparing this strategy to
other covert information concealment methods, experimental results show its efficacy and feasibility.

Using OMR and RBML, Al Hussien, S. Saad, and Mohamed S. [14] presented a reliable and secure coverless
picture steganography method. This technique uses a mapping function to represent binary fragments on a bubble
sheet after the secret information has been encoded as a binary string. Following that, the recipient receives the bubble
sheet with the encoded data on it. This method makes use of optical mark recognition (OMR) and rule-based machine
learning (RBML) algorithms. The RBML system recognizes and marks circles according to right responses,
simulating a student's actions during a bubble-sheet T/F exam.

The OMR algorithm is designed as a cost-effective substitute for pricey scanners. The secret message encoded
during the mapping process is revealed by extracting the right responses from the mapped bubble sheet by combining
the OMR and RBML algorithms during the mapping phase.

3. Preliminaries

3.1 LBP

Rotation and gray invariance are two advantages of the picture texture descriptor known as LBP, or local binary
pattern. In a 3x3 frame, it entails comparing the gray values of the central pixel with those of the eight neighboring
pixels [27]. A surrounding pixel is given a value of 1 if its value is greater than the value of the central pixel; if not, it
is given a value of 0. Figure 1 illustrates how this procedure produces an 8-bit binary number that records texture
details.
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Figure 1: The generation of LBP value
3.2 RSA encryption technique

The RSA cryptosystem is a fundamental and popular encryption technique that was created by Ron Rivest, Adi
Shamir, and Len Adleman. The creation of key pairs and encryption-decryption algorithms are highlighted.

A public key and a private key make up the RSA key pair, which is used for encryption. By selecting two large
prime integers (p and q) and calculating n=p*q, the RSA modulus (n) is created. Usually 512 bits, n should be a big
number to provide strong encryption. With no common factors other than 1, the resultant number (e) must be more
than 1 and less than (p - 1) (q - 1). The RSA public key, which is made public, is made up of the values (n, e).

Once a key pair is established, RSA encryption and decryption become straightforward and computationally
efficient. It requires plaintext to be expressed as a series of numbers less than n and works with numbers modulo n
rather than bit strings as symmetric key encryption does. Data exchanged between the sender and the recipient will be
encrypted using this technique. The locations of the image blocks used to insert the concealed message are stored in
a different file; the x and y coordinates of each image determine its location. The location data file is encrypted with
RSA before being sent to the recipient.

3.3 Wasserstein Generative Adversarial Network

An enhancement of the generative adversarial network, the Wasserstein Generative Adversarial Network (also
known as the Wasserstein GAN) offers a loss function that is directly related to the quality of the generated images
and improves stability during model training. Random noise z is commonly utilized as input when using the WGAN
model to generate handwritten text. The model can still produce an independent image IMG' that is unrelated to the
stego image being utilized, even if this random noise z is substituted with a stego image.

It is now possible to generate an independent image that is unrelated to the stego image by feeding in the stego
image and using WGAN to train the generative model database [26]. The created image is then used as input for the
generative model database to produce another image that visually resembles the stego image after this independent
image has been given to the recipient. Figures 2 and 3 contain the flow charts that show the complete experiment.

v,

Stego Image Generated Image

Figure 2: The Flow Chart of
WGAN
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Figure 3: The flow chart of
generative model

Generated Image

Stego Image

D and G engage in a two-player minimax game within the WGAN framework, utilizing the value function V
(G; D).

min max V(D,G)= Ex~pdataxlogDx+Ez~pz(z)logl/0{(1-DGZ) (1)

v(Xx, y) is a subset of all joint distributions denoted by y(Pr, Pg), where Pr and Pg are the corresponding marginal
distributions. In essence, y(X, y) represents the amount of "mass" that needs to be transferred from x to y in order to
convert the distributions Pr into Pg. As a result, the EM distance represents the cost associated with the most effective
transportation configuration.

4. The Proposed Information Hiding Approach

Lookup table generation, information extraction, information embedding, WGAN, and hash code construction
are the five main components of the suggested methodology. Establishing a link between hash codes generated from
a cover image and secret message characters is the basic idea underlying this method. This method computes hash
codes from picture blocks using the LBP Feature, introducing a coverless information concealing strategy. This work
communicates a hidden message utilizing a single stego-image, in contrast to current covert information concealing
approaches. This is done by extracting several different hash codes from the cover image. As a result, the
recommended technique is used to divide the cover image into portions that partially overlap.

Although this might affect picture processing resistance, it has a number of benefits, including a greater
concealing capacity, less bandwidth needed to send the secret message, the removal of laborious image searching and
indexing tasks, and the lack of a need for a sizable image. A fixed-length binary hash algorithm is used to convert
each block of the cover image into the corresponding ASCII code in order to encode a hidden message in the image.
At the same time, the secret message's characters are changed to ASCII code. During the embedding process, each
character in the secret message is compared to the hash code that was generated from the image block based on its
ASCII value.
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The locations of the matched blocks are then noted in a file. A generative model processes the stego image to
produce a semantically normal independent image from a database before sending it to the recipient. The receiver then
receives the resultant image via transmission. It is crucial to remember that no information pertaining to the secret
data is included in the transmitted image. To guarantee secure communication, the location data file is encrypted and
acts as a shared secret key between the sender and the recipient.

After the sender sends a standard solo image, the recipient uses a generative model to create a stego image from
the received image. The recipient then uses the created stego image in conjunction with the location file to decrypt the
location information file and compute the hash code. The hidden message is then revealed by converting the hash
codes into their matching ASCII codes. Figure 4 elaborates on the sequential procedure of the proposed method.

_— Cover Image
Sender ¥ — .
Generate LBP Value | Receiver Received Independent
- Image
Secret Data Calculate Hash Code 'v
WGAN
ASCII Code Establish Look up Table ',
| | Generated Stego [mage
l £0 Imag
Mapping Relation Decrypt Liatiun File
Generate Location File Generate LBP Value
.
Encrypt Location File Calculate Hash Code
T
Generated Stego Image ASCiCude
& SecretD
WGAN ecret ata
¥
Independent Image

Figure 4: Proposed Method
4.1 Calculation of a binary hash code

The local content of an image block is used to generate the hash code, which is a predefined binary sequence
of specified length. A hash code that corresponds to a specific segment of private information can be used to represent
each image block. The LBP Feature, an operator used to describe an image's local texture properties, is used in this
work to calculate the hash code. Gray invariance and rotation invariance are two noteworthy benefits of LBP. Figure
5 shows the procedure for determining the hash code from each image block; further information is given in the
following sections.

Step 1: The cover image is split into blocks with size 3 X3 as

B1,B2,B3...Bn Where n is the number of blocks.
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Step 2: For Each Block, gray value of the adjacent 8 pixels is compared with the center pixel in the Block. If
the surrounding pixel value is greater than the central pixel value, the pixel is marked as 1, otherwise 0.

Step 3: Generate 8bits binary string using arrangement which is given in figure.

Step 4: At Last, convert 8-bit binary number to a decimal number which is denoted as a LBP Value.

55 |100 | 125
98 | 102 | 80
110 | 115 | 79
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) =

= ] 0¢
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Binary Code: 00100110

LBP Value: 38

Figure 5: Calculation of a binary hash code
4.2 Establishment of a lookup table

Numerous 8-bit hash codes, each of which corresponds to a distinct image block, can be generated from the
provided example. For the purpose of embedding, these hash codes are subsequently transformed into their
corresponding ASCII equivalents. Every character in the secret message is converted into its corresponding ASCII
code value during the embedding process, allowing it to be linked to one or more image blocks that have the same
hash code. A lookup table is made for the cover image to make it easier to find image blocks that match each message
character.

Following the conversion of each image block into its ASCII code, the position and hash code of each block
are recorded using the lookup table. The block's placement inside the image is determined by the coordinates of the
first pixel's upper-left corner. Figure 6 shows how the lookup table is organized.

Hash Code Block Coordinate(X,Y) Mask
1t Block v 95 (1,1) 0
2" Block M 75 (1,4) 0
3" Block Y o224 1,7) 1
4 Block Y 255 (1,10) 0
v
N Block v 221 (n,n) 1
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Figure 6: The lookup table structure
4.3 Information Hiding

Sensitive information is protected by using a proper cover image to hide the data before sending it to the
intended recipient as a stego-image. This information-embedding method is applied at the sender's end. The sender
must use a unique cover image for every new secret message in order to increase the approach's security. The following
steps are included in the embedding process:

Step 1: In order to protect from vulnerable to a rescaling attack, the cover image is adjusted to a predetermined
size of (M x N).

Step 2: The sender streamlines the embedding process by using picture blocks for hashing and creating a lookup
table to hold the generated hash codes and the locations of the relevant blocks.

Step 3: Every character in the secret message is first converted to the appropriate ASCII code during the
embedding process so that the correct image block(s) may be matched with the corresponding hash code in the lookup
table. After that, a file with the matching block's location data is created. The matching block's mask field in the lookup
table is set to 1. If the message character matches many blocks, the method uses the mask field to select the picture
block that hasn't been used previously, increasing the embedding's security. Consequently, a character that appears in
the message more than once can be matched with a completely different image block each time they appear.

Step 4: The location information file is encrypted using the RSA public-key encryption method once every
message character has been matched to its corresponding image block.

Step 5: Then a stego-image is fed into the WGAN model; a unique and independent image is produced.

Step 6: The sender sends a generated independent image to the receiver, along with an encrypted file that
contains a shared secret key between them.

4.4 Information Retrieval

To extract the concealed message characters from the stego image, the recipient must complete the following
data gathering procedure.

Step 1: The recipient receives an independent image first. Step 2: Next, a stego picture is created by feeding an
independent image that was received into the WGAN model.

Step 3: The location information file is decrypted in order to identify the locations of the target picture blocks
within the stego-image. Step 4: Use the hash technique to determine the Block LBP value based on the decrypted
location file.

Step 5: To determine the character of the secret message, the block's binary hash code is translated to its
matching ASCII code.

5. Experimental Results and Analysis

Improving the capacity, security, imperceptibility, and robustness of coverless image steganography is the
primary goal of this research. The effectiveness and efficiency of the suggested method were evaluated experimentally,
and the results were used to contrast it with alternative coverless picture steganography strategies. The evaluation on
100 randomly selected photographs shows that our approach significantly increases the information hiding capability
and successfully counters common harmful attacks.
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Figure 6: Sample Image
5.1 Analysis of the number of unique hash codes

The embedding procedure heavily relies on the hash codes that are extracted from a cover image. The possibility
of effectively embedding a secret message with a variety of characters in a single image rises when the hash codes are
variable and span a large range of values. A maximum of 256 distinct hash codes can be produced as each block's
hash code is 8 bits long. Overlapping blocks can be used to create enough unique hash codes to successfully insert a
secret message in a single image. To compare the variations in the quantity of distinct hash codes between overlapping
and non-overlapping blocks, an experiment was carried out. Both overlapping blocks with a two-third block width
and non-overlapping blocks were used to compute the hash codes. Table 1 presents the results, which show that for
the two images, overlapping blocks provide more unique hash codes than non-overlapping blocks. Thus, the proper
implementation of the embedding process using single images requires the use of overlapping blocks.

In every trial, it is discovered that the blocks of the image partially overlap from the upper left corner to the
lower right corner by two-thirds of a block width. The amount of distinct hash codes required to embed a single
message in an image can be produced in this way.

5.2 Embedding Capacity

Eight bits of information can be stored in each image block using the suggested method. Thus, the hiding
capacity of the suggested method can be determined by the number of picture blocks and the degree of overlap between
blocks in the cover images. Generally speaking, the hiding capacity rises with the overlap.
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5.3 Undetectability analysis

In order to prevent third parties from discovering any hidden information, the cover image must be extremely
similar to the original image in order to be considered undetectable. Our approach preserves the original image during
the hiding process, in contrast to traditional methods that alter the cover image to encode secret data. Steganalysis
methods are successfully thwarted by this method, guaranteeing the confidentiality of the encoded data.

Additionally, using WGAN is essential for improving the suggested algorithm's undetectability. In real-world
applications, this method makes it possible to create an independent, meaningful image that has nothing to do with
the stego image that is meant to be transmitted. Since this capacity successfully satisfies the majority of requirements,
we hypothesize that sending a meaningful and independent image to the recipient is sufficient when conveying a stego
image. Instead of sending the stego image directly, the recipient can use the communicated image to create a visually
equivalent image to the secret one by entering it into the generative model database.

Furthermore, there are no visual clues for possible attackers in the transmitted image, which makes image
steganography analysis useless because it does not include any information from the stego image. As a result, this
approach effectively avoids detection by any steganalysis instrument now in use, strengthening the image's security.

5.4 Image Quality Assessment Parameters Analysis

To evaluate the image quality, we used a number of measures, such as peak signal-to-noise ratio (PSNR) and
structural similarity (SSIM). The pixel errors between the original and stego image are calculated using PSNR. A
higher quality stego image is indicated by a higher PSNR score. The peak value of PSNR, which is expressed in
decibels (dB), represents the highest value found in the picture data. The maximum value for an 8-bit unsigned integer
data type is 255.

5.5 Robustness

The use of grayscale photographs to hide information is examined in this research. An independent image is
susceptible to a variety of interference types, including internal noise and flaws in communication components, when
it is produced and sent via traditional methods. These elements have the potential to distort the image, which will
impact the quality of the hidden information extraction.

Bit Error Rate (BER)

The performance of the method is evaluated based on the Bit Error Rate (BER) criterion, which serves as a
measure of its robustness.

BER=NmMNnX 100%(8) Where, Nm denotes the count of erroneous bits while extracting concealed information
from the stego image, whereas Nn signifies the overall number of bits of secret information to be concealed.

In the event that the BER is 0, no mistakes have been found. The successful and precise recovery of the secret
bits shows that the method is totally impervious to this attack. On the other hand, if the BER is higher than zero, then
indicates that some secret bits were altered or compromised during the assault. This implies that the method is not
entirely impervious to this specific assault.

6. Conclusion

The effectiveness of using Wasserstein Generative Adversarial Networks (GANSs) in conjunction with the Local
Binary Pattern (LBP) feature for coverless information concealment is examined in this paper. Unlike other
approaches in this domain, the proposed method embeds a secret message in a single cover image by dividing the
image into blocks that partially overlap. Overlapping picture blocks are necessary for the embedding process to
provide a wide enough range of distinct hash codes. In order to do this, an image must be divided into blocks, the hash
code must be extracted, and the secret message must be connected to image blocks that have the same hash code. The
embedding procedure is streamlined by creating a lookup table. A coherent, uncorrelated image is then produced by
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feeding the stego image into the Generative Adversarial Networks model. This image is then transmitted to the
recipient, where it is processed by the Wasserstein GAN model to reconstruct the stego image. Studies show that
overlapping picture blocks are necessary to get a significant number of distinct hash codes; without this overlap, one
image would not be sufficient for the embedding. A meaningful, unrelated image can be sent in place of the stego
image to accomplish the same objective. Compared to current covert information-hiding strategies, the suggested
approach improves the ability to conceal information and provides better defense against attacks during picture
processing.
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