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Abstract: Telecom operators hold some of the richest customer data in any industry, yet the models that would turn it into churn,
lifetime-value, fraud, and personalization intelligence are held back by a structural problem: the data cannot be pooled. Customer
records sit across regional operators, business units, edge networks, and clouds, each under a different privacy regime such as
GDPR, CCPA, or telecom-specific governance, and moving them into one repository raises privacy risk, regulatory exposure,
transfer cost, and latency. This paper presents a privacy-by-design federated learning reference architecture for customer
intelligence across telecom networks, in which each operator trains locally on its own CRM, billing, service-interaction, and
network-telemetry data and shares only encrypted model updates, never raw records. The architecture engineers for the realities
that break naive federation in telecom: non-independent, non-identically distributed data across regions, addressed with weighted
aggregation, local epochs, adaptive learning rates, and client clustering; and heterogeneous, intermittently connected nodes,
addressed with a hybrid-asynchronous coordination scheme, aggregation windows, fault-tolerant checkpointing, and client
selection. Secure aggregation, differential privacy, and encrypted transport are bound to explicit GDPR, CCPA, and telecom-
governance evidence so data locality is auditable, not merely asserted. We report projected performance ranges and an illustrative
simulation rather than production benchmarks, and we state that limit plainly. The contribution is the reference architecture, its
privacy-assurance model, a decision framework for when federation earns its complexity in telecom, and an evaluation plan for the
empirical phase.
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1. INTRODUCTION

Telecom networks generate customer intelligence of unusual value. Churn prediction, customer lifetime value,
fraud detection, network-anomaly detection, and service personalization all depend on patterns hidden in customer-
interaction records, billing history, service requests, CRM data, and network telemetry. The data exists at enormous
scale. The problem is that the models which would use it cannot see most of it at once.

The reason is structural. A large telecom provider does not hold its customer data in one place. It is spread
across regional operators, business units, edge data centers, and multiple clouds, and each of those environments
answers to a different privacy regime, whether GDPR in Europe, CCPA in California, or telecom-specific data-
governance rules elsewhere. Centralizing that data into a single training repository is the obvious engineering move
and the wrong one: it increases privacy risk, creates regulatory exposure across borders, incurs real transfer cost, and
adds latency from moving very large volumes of customer-interaction data across geographically distributed networks.
In practice the data cannot be legally, contractually, or operationally pooled, and so the models are trained in silos,
one operator at a time, each blind to the patterns the others hold.

Federated learning offers a different arrangement. Instead of moving data to the model, it moves the model to
the data. Each operator trains locally and shares only encrypted model updates, weights or gradients, with a central
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server that aggregates them into a better global model. Raw customer data never leaves its origin. The privacy risk of
centralization disappears, regulatory compliance is preserved because records stay under the control of the originating
organization, and communication cost falls because only compact model updates cross the network.

This paper argues something more specific than "use federated learning." It argues that in telecom, federation
is best understood as a governance and data-sharing strategy, not merely as an alternative machine-learning
architecture, and that making it work requires engineering for two realities the textbook version ignores. First, telecom
data is deeply non-IID: churn behavior, usage, demographics, and network conditions differ so much across regions
that a naive average of local models degrades badly. Second, telecom nodes are heterogeneous and intermittently
connected, so a synchronous training round moves at the speed of its slowest participant. An architecture that does not
confront both will underperform in exactly the environments where federation is most needed.

We present a privacy-by-design federated reference architecture for telecom customer intelligence and make
four contributions. Section 4 defines the architecture, what trains where, what moves, and what never leaves. Section
5 engineers for non-IID data through weighted aggregation and related techniques. Section 6 confronts the
coordination problem with a hybrid-asynchronous scheme and fault-tolerant checkpointing. Section 7 binds the
privacy machinery, secure aggregation, differential privacy, and encrypted transport, to explicit GDPR, CCPA, and
telecom-governance evidence, so that data locality can be audited rather than trusted. Section 8 reports an illustrative
simulation and projected performance; Section 9 lays out the experimental plan that would validate it; and Section 10
gives a decision framework for when federation is worth its complexity in telecom and when it is not. We are explicit
throughout about what is designed and projected versus what is measured: this work has been developed and evaluated
conceptually, and it does not report production benchmarks.

2. Background and Related Work

Federated learning was introduced as a way to train a shared model across many devices holding local data,
coordinated by a server that averages their updates rather than collecting their data [1]. The averaging algorithm,
FedAvg, remains the backbone of the field, and it scales: production systems have trained models across large device
fleets with server-side infrastructure designed for exactly this pattern [10], and real deployments such as mobile
keyboard prediction demonstrated that privacy-preserving training at scale is practical rather than theoretical [15]. The
broader problem space, spanning statistical heterogeneity, systems heterogeneity, privacy, and communication cost,
has been surveyed comprehensively [2], [3], and a taxonomy separating horizontal, vertical, and transfer federation
clarifies where a given problem sits [9]. Telecom customer intelligence across operators that share a feature space but
hold different customers is horizontal federation.

The hardest technical obstacle in practice is that local datasets are not independent and identically distributed.
When data is non-IID, straightforward averaging of local models can converge slowly or to a poor solution, and the
accuracy loss has been characterized directly [8]. Two lines of work respond to this. FedProx adds a proximal term
that keeps local updates from drifting too far from the global model, which stabilizes training under both statistical
and systems heterogeneity [7]. Normalized averaging schemes such as FedNova correct the objective inconsistency
that arises when clients perform different amounts of local work, which is the norm once dataset sizes and compute
differ across nodes [11]. Both motivate the weighted, work-aware aggregation this architecture uses.

The privacy guarantees rest on two mechanisms. Secure aggregation lets the server compute the sum of client
updates without seeing any individual update, so no single operator's contribution is exposed even to the aggregator
[4]. Differential privacy bounds how much any one record can influence the released model, giving a formal,
quantifiable privacy guarantee [5]; applied to training through noised gradient descent it yields DP-SGD [6], and
combined with federation it protects the model itself against memorization of individual data [13]. For a telecom
deployment the binding constraint is often regulatory rather than algorithmic, and the practical requirements of GDPR,
data residency and the right of the data controller to retain control, shape the architecture directly [14]. Federated
learning has
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also been studied in adjacent edge and IoT settings whose distribution and connectivity resemble telecom
access networks [12].

What this literature does not provide is an integrated, telecom-specific, privacy-by-design reference architecture
for customer intelligence that (1) keeps raw customer, CRM, and billing data local by construction, (2) engineers
jointly for telecom non-IID and straggler realities, (3) maps each privacy control to concrete GDPR, CCPA, and
telecom-governance evidence so locality is auditable, and (4) tells a practitioner when federation is worth its cost in
telecom and when a centralized pipeline is the better choice. Assembling those four into one coherent architecture is
the contribution here.

3. Problem and Requirements

The obstacle to telecom customer intelligence is not a shortage of data or of modeling technique. It is that the
data cannot be brought together. Four constraints combine to make centralization unworkable.

Regulation. Customer data in different regions is governed by different and sometimes conflicting rules, GDPR,
CCPA, and telecom-specific governance among them. Moving records across those boundaries can be unlawful, and
even where it is permitted it creates cross-border transfer exposure that a compliance function will resist.

Organizational boundaries. A provider is rarely one entity. It is a set of regional operators and business units,
often with their own security controls, contracts, and data-ownership expectations. One unit's data is not simply
available to another.

Distribution and edge. Telecom data originates across access networks, edge sites, and multiple clouds. It is
distributed by nature, and much of it is generated where it is consumed.

Volume. Customer-interaction data across a large network is enormous, and moving it to a central store is
expensive in bandwidth and slow enough to matter for models that must stay current.

From these constraints the architecture must satisfy a specific set of requirements, which the rest of the paper
addresses in turn:

- Data locality by design. Raw customer records, PII, billing, CRM, and usage logs must never leave the
originating environment (Section 4, Section 7).

- Non-IID robustness. The method must learn well despite strong distribution differences across operators,
without letting the largest operators dominate (Section 5).

- Communication efficiency. Training must not depend on moving large data volumes, and update traffic must
be controllable (Section 4, Section 6).

- Straggler tolerance. Heterogeneous and intermittently connected nodes must not stall training (Section 6).

- Auditable privacy. Privacy must be demonstrable to compliance stakeholders with evidence, not asserted
(Section 7).

- Scalability. New operators must be able to join without redesigning the privacy model (Section 4).
4. Federated Reference Architecture

The architecture is a distributed, privacy-first arrangement in which every telecom operator, regional data
center, or business unit keeps its customer data inside its own infrastructure and participates in training a shared model.
Figure 1 shows the shape: a central aggregation server coordinates a set of operator nodes grouped by region, and raw
data never crosses a regional boundary.
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Federated reference architecture: raw customer data never leaves its region
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Figure 1. Federated reference architecture. A central aggregation server coordinates operator nodes grouped by
region; raw customer data never crosses a regional boundary, and only encrypted model updates travel to the server.

Each node trains locally on the customer data it already holds, customer-interaction records, network usage,
service requests, billing history, CRM records, and network telemetry. No raw customer data, PII, or proprietary
business data is shared outside the local environment. After each training round a node transmits only its encrypted
model update, weights or gradients, together with minimal training metadata, to the central server for aggregation.
The server combines the updates into an improved global model and returns it, and the cycle repeats. Table 1 states
precisely what leaves a node and what never does; this boundary is the whole point of the design.

Table 1. Data locality by design: what stays inside the operator environment and what crosses the boundary.
Only encrypted, noised model artifacts ever leave a node.

Artifact Handling

Raw customer records, PII

Never leaves the operator environment

Billing history, CRM records

Never leaves the operator environment

Service-interaction and network-usage logs

Never leaves the operator environment

Network telemetry

Never leaves the operator environment

Encrypted model update (weights / gradients)

Crosses boundary: DP-noised + TLS-encrypted

Minimal training metadata (round id, dataset size, local
metrics)

Crosses boundary

Aggregated global model

Returned from server to every node

Figure 2 traces a single round. Inside the operator's environment the sequence is local data, local training for

some number of epochs, differential-privacy noise, and encryption for transport. Only at that point does anything cross
the organizational boundary, and what crosses is an encrypted, noised update. On the server side, secure aggregation
combines updates without inspecting any one of them, producing the global model that is returned for the next round.
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One federated training round

organizational boundary
|
|
|
|

Secure Global model
aggregation update

Local data Local training

(never leaves) (k epochs) DP noise

inside the operator's environment aggregation server

next round: aggregated model retirned to every operator

Figure 2. One federated training round. Local data, training, differential-privacy noise, and encryption happen
inside the operator's environment; only an encrypted, noised update crosses the organizational boundary to be securely
aggregated.

Three mechanisms make the boundary trustworthy rather than nominal. Secure aggregation ensures the server
computes the sum of updates without learning any individual client's contribution [4]. Differential privacy bounds the
influence of any single customer record on the released model, so updates cannot be reverse-engineered into customer
information [5], [13]. Encrypted transport over TLS protects updates in transit. Together they mean that even a curious
or compromised aggregation server cannot reconstruct a customer record, because it never receives one and cannot
isolate the signal of one from the aggregate.

The architecture is specified against a reference deployment rather than a measured one. It is designed to support
twenty federated nodes across five regions, North America, Europe, Asia-Pacific, Latin America, and the Middle East
and Africa, with each node representing a regional operator, business unit, or secure data center holding its own
repository, and collectively spanning on the order of tens of millions of subscriber records. Table 6 states the reference
specification. The design scales horizontally: an additional operator or region can join the federation without any
change to the privacy model, because the model of what leaves a node is identical for every node.

Table 6. Reference deployment specification the architecture targets. This is a design specification, not a
measured deployment.

Parameter Reference value

Federated nodes 20

Geographic regions 5 (North America, Europe, Asia-Pacific, Latin
America, MEA)

Node role Regional operator / business unit / secure data center

Aggregate subscriber records Tens of millions (design scale)

Local data types CRM profiles, billing, service interactions, network

usage, device telemetry
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Aggregation Central server; secure aggregation; no access to local
data

Scaling Horizontal; new operators join without privacy-model
change

5. Handling Non-1ID Data and Heterogeneity

Telecom data is non-IID in the strong sense. Customer behavior, service usage, demographics, and network
conditions differ so much across regions and operators that each node effectively sees a different slice of the problem.
Figure 3 illustrates this with the per-operator churn prevalence from our simulation: some operators see churn in a
large majority of their customers, others in almost none, and a global average would misrepresent every one of them.
A method that assumes uniform distributions fails here.

Non-IID label skew across operators (local churn prevalence)

1.0
North America
0.8
Europe
0.6 2
g
Asia-Pacific %
0.4 &

Latin America

MEA

1 1 1 1 — 0-0
Operator 1 Operator 2 Operator 3 Operator 4
Figure 3. Non-IID label skew across operators (local churn prevalence, from the simulation). Churn rates
range from near zero to a large majority across operators, so a global average misrepresents every node.

The architecture treats non-1ID data as the normal case and applies a set of mechanisms, summarized in Table
2. Each node trains on its own local data, capturing region-specific patterns rather than forcing them into a common
mold. Aggregation is weighted: a node's contribution to the global model is proportional to the size and quality of its
local dataset, so a small or noisy node cannot distort the result and a large, clean one is not diluted [11]. Nodes run
multiple local epochs before synchronizing, which improves learning per unit of communication. Adaptive learning
rates stabilize updates coming from highly heterogeneous datasets. Where it helps, clients with similar traffic
characteristics are clustered so that aggregation happens among comparable distributions. During each round, local
divergence is monitored, and a node producing unusually divergent updates receives robust weighting so that no single
operator disproportionately steers the global model. Performance is validated on datasets drawn from multiple regions,
so the model is measured on its ability to generalize across the estate rather than to fit the largest operator.

Table 2. Mechanisms for non-IID data and heterogeneity, and what each achieves.

Mechanism What it does Effect
Weighted aggregation Contribution proportional to local Prevents small/noisy nodes
dataset size and quality distorting; avoids large-operator
dominance
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Multiple local epochs

More local computation before
synchronizing

Higher learning per communication
round

Adaptive learning rates

Scales step size to update stability

Stabilizes highly heterogeneous
updates

Client clustering

Aggregates among similar traffic
profiles

Reduces averaging across
incompatible distributions

Robust weighting

Down-weights unusually divergent
updates

No single operator steers the global
model

Multi-region validation

Evaluates across regions, not one

Generalization, not overfit to the

largest operator

The weighted aggregation step is the heart of this. Listing 1 shows it: each selected node returns a local model,
and the global model is the dataset-size-weighted average of those models, which is the work-aware form of FedAvg

(1], [11].

Listing 1. Weighted FedAvg aggregation: the global model is the dataset-size-weighted average of the selected
nodes' local models (Python / NumPy, from the reference implementation).

chosen = rng.choice{N_NODES, size=int(participation = N_MNODES), replace=False)
updates, weights = [1, [1
for k in chosen:
wk, bk = local_train(w, b, nodes[k]["X"], nodes[k]["y"]1, epochs, 1r=1r)
updates.append((wk, bk))
weights.append(sizes[k] if weighted else 1.8) # weight by local dataset size
weights = np.array(weights) ! np.sum{weights)
w = sum(wt * u[@] Ffor wt, wu in zip(weights, updates)) # weighted global model

b = sum(wt * u[1l] for wt, u in zip(weights, updates))

Coordination and Systems Engineering

The hardest engineering obstacle is not the learning algorithm; it is coordinating training across nodes that differ
in compute, bandwidth, and connectivity. In a synchronous round, the server waits for every participant before
aggregating, which means the round moves at the speed of its slowest node. Figure 4 shows the effect: a single straggler
forces every other node to sit idle until it finishes, and in a network with intermittent connectivity this happens
constantly.

Synchronous round: aggregation waits for the slowest node
round ends

idle wait

Node | [N
Node > [
Node s [

Node + [

Node s Gungele) ]

Hybrid-asynchronous: aggregation window closes; stragglers roll to the next window

Node | [N ; window closes (aggregate ready)
Node > [ |

Node s [

Node + [ |
SR —————————— |

| straggler contributes next window

Figure 4. Synchronous versus hybrid-asynchronous coordination. A synchronous round waits for the slowest
node; the hybrid-asynchronous scheme closes an aggregation window and lets stragglers contribute to a later window.
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The architecture uses a hybrid-asynchronous scheme with intelligent client orchestration. Nodes perform their
local epochs independently and transmit an encrypted update only when they finish. The aggregation server accepts
updates asynchronously within a predefined aggregation window and produces a global update when the window
closes, rather than blocking on the slowest participant; a straggler simply contributes to a later window, as Figure 4
shows. Weighted FedAvg keeps each update proportional to the quality and size of its node's dataset [11], and adaptive
learning rates limit the drift that heterogeneous data would otherwise introduce [7]. Client selection means only a
representative subset of eligible nodes participates in any given round, which reduces communication without
materially harming model quality. Fault-tolerant checkpointing lets a node that suffers a temporary network failure
rejoin a later round without restarting the global model. Throughout, the server monitors convergence, communication
latency, participation, and model divergence, and uses those signals for dynamic client selection and workload
balancing. Listing 2 sketches the aggregation-window and client-selection logic.

Listing 2. Hybrid-asynchronous aggregation window and client selection: the server aggregates when the
window closes rather than waiting for stragglers, who roll into the next window.

[ [

def aggregation_window(server_model, ready_updates, window_secs, min_updates):
deadline = time.monotonic() + window_secs
collected = [1
while time.monotonic() < deadline and len(ceollected) < TARGET_UPDATES:
upd = ready_updates.get(timeout=deadline - time.monotonic())
if werify_and_decrypt(upd): # secure-aggregation + TLS check
collected.append(upd)
if len(collected) < min_updates:
return server_model # keep model; retry next window
return vweighted fedavg(server_model, collected)
def select_clients(candidates, k):
healthy = [e for c in candidates if c.reachable and not c.checkpoint_stale]

return stratified sample(healthy, k, key=lambda c: c.region)

Communication is optimized in two further ways that compound. Updates are compressed before transmission,
sending only significant parameter changes, and only a subset of clients transmits per round. Figure 5 decomposes the
effect on per-round communication volume: update compression alone cuts it by roughly thirty percent, and adding
client selection brings the combined per-round reduction to well over half. These are the levers behind the projected
communication savings reported in Section 8; the exact figures in a real deployment will depend on model size,
participation, and network conditions

Communication cost reduction from update compression and client selection

1.00

Relative communication volume per round

Full broadcast +update + client
compression selection

Figure 5. Communication cost per round. Update compression reduces per-round volume by about 30%; adding
client selection brings the combined reduction above half. Illustrative, from the reference implementation's design
parameters.
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7. Privacy and Compliance Assurance

Data locality is only useful if it can be proven to the people accountable for it. The architecture is privacy-by-
design: all customer records, PII, billing data, CRM records, and usage logs remain inside each operator's environment
at every point in the model lifecycle, and only encrypted parameter updates with limited metadata are transmitted. At
no point does the design allow transfer, replication, or storage of raw customer data outside its origin.

Demonstrating that to privacy and compliance stakeholders requires evidence, and the architecture is built to
produce it. The complete data flow is documented with architecture diagrams and data-lineage analysis, giving a clear
account that raw datasets never cross an organizational boundary. Network-traffic monitoring during training confirms
that only encrypted updates are exchanged. Access controls ensure the aggregation server has no access to any local
dataset. TLS encryption, secure aggregation, and differential privacy together prevent reconstruction of customer
records from transmitted updates [4], [6], [13]. Audit logs, access logs, and model-update records provide verifiable,
per-round evidence that each training round respected data-residency and privacy requirements.

Table 3 maps the regulatory principles the architecture must satisfy to the architectural control that satisfies
each and the evidence artifact that proves it. The point of the table is that compliance is not a narrative attached after
the fact; each principle has a mechanism and a corresponding record an auditor can inspect. Because raw data remains
under the control of the originating organization throughout, the design aligns with the core data-controller and
residency expectations of GDPR, CCPA, and telecom governance [14], and it does so in a way that simplifies audit
rather than complicating it.

Table 3. Privacy and compliance mapping: each regulatory principle is satisfied by a specific architectural control
and proven by a specific evidence artifact.

Principle (GDPR / CCPA /
telecom)

Architectural control Evidence artifact

Local-only training; raw data never
transmitted

Data-flow + lineage docs; network-
traffic capture

Data residency / locality

Data controller retains control

Operator holds all raw data through
the lifecycle

Access-control policy; server has
no local-data access

Purpose limitation / data
minimization

Only encrypted updates + minimal
metadata leave

Update-payload spec; audit logs

Confidentiality of individual
contribution

Secure aggregation

Aggregation-protocol config;
server sees sums only

Non-reconstruction of records

Differential privacy on updates

Privacy-budget accounting; DP
parameters

Transport security

TLS-encrypted channels

TLS config; transport logs

Auditability

Per-round audit, access, and update

Immutable audit log

records

8. Illustrative Simulation and Projected Performance

To show the architecture's expected behavior end to end, we implemented a federated churn-prediction
simulation in Python using only NumPy, so that it reproduces in seconds. The task is customer-churn prediction, a
canonical customer-intelligence workload; the data is synthetic and partitioned across twenty nodes in five regions
with controllable non-IID skew, the same skew shown in Figure 3. We compare four regimes: a centralized model
trained on pooled data, which is the privacy-violating upper bound; federated training on an IID partition; federated
training on the non-IID partition with plain unweighted averaging; and federated training on the non-IID partition with

938



weighted aggregation and local epochs. We also train a siloed baseline, a model trained on a single operator's data and
evaluated across the whole estate, which is the pre-federation status quo.

We are explicit about what these numbers are. The data is synthetic and the results are illustrative simulation
output, not a production benchmark. They show that the architecture behaves as designed and that its mechanisms
matter; they are not evidence of a specific accuracy figure in a real telecom network. As stated in Section 1 and detailed
in Section 9, this work has been evaluated conceptually, and the validated benchmarks belong to the experimental
phase.

With that understood, the simulation tells a coherent story, shown in Figure 6. The centralized model and the
[ID-federated model converge to essentially the same accuracy, confirming that federation costs almost nothing when
data is well distributed. On non-IID data, plain unweighted averaging lags clearly, the penalty that weighting exists to
fix. The weighted non-IID model closes almost all of that gap and tracks the centralized upper bound within about one
percentage point. Every federated regime that uses weighting comfortably beats the siloed single-operator baseline,
which is the comparison that matters for the business case: federation is worth doing because the alternative is not
centralized training, which is unavailable, but training in isolation.

Ilustrative simulation: federated vs centralized vs siloed (not a production benchmark)
0.76 | . 0.76 | 1
0.74 //_/——'N_- o7a W
= =TT =1 —
S8 072F o =mm— 17z 072 .
= - g mmm T 1
2 Il = L Lo
0.70 | o sins e opermion mean 1 0.70 | s
0.68 | = Centralized (upper bound) . 0.68 | op -
=——— Federated, IID
m— Federated. non-IID + weighted
= = Federated, non-IID., unweighted
0.66 -+ - - - 0.66 - - -
(o] 20 40 60 (o] 20 40 60
Communication round Communication round

Figure 6. Illustrative simulation (not a production benchmark): accuracy and macro-F1 over communication
rounds. Weighted non-IID federation tracks the centralized upper bound within about one percentage point and clearly
beats the siloed single-operator baseline.

Table 4 places the design-target ranges the architecture was specified against alongside the illustrative
simulation results. The projected ranges, an accuracy gap of one to three percent against a centralized model, an
accuracy lift of eight to twelve percent and an F1 lift of six to ten percent over siloed models, a training-time overhead
of twenty to thirty-five percent, and a communication-overhead reduction of twenty-five to thirty-five percent from
the optimizations, are design targets consistent with the federated-learning literature, not measured outcomes. The
simulation corroborates their direction: it shows a sub-one-percent gap to centralized, a mid-single-digit accuracy and
F1 lift over siloed models, and per-round communication reductions of thirty to fifty-eight percent from compression
and client selection. The simulation is a simplified linear model and its lifts are conservative relative to the projected
ranges; both are reported so the reader can see design intent and illustrative behavior side by side.

Table 4. Design-target ranges (projected, consistent with the FL literature) alongside illustrative simulation
values. Simulation output is not a production benchmark.

Metric Design target (projected) Ilustrative simulation

Accuracy gap vs centralized 1-3% ~0.7% (within 1%)
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Accuracy lift vs siloed operator +8-12% +4.5%

model

Macro-F1 lift vs siloed operator +6—-10% +5.7%

model

Non-IID penalty recovered by — +2.4% accuracy over unweighted
weighting

Training-time overhead vs +20-35% design estimate (not simulated)
centralized

Communication reduction per 25-35% 30% (compression); 58% (+ client
round selection)

9. Experimental Evaluation Plan

This work has, at this stage, been designed and evaluated conceptually. It does not yet report validated
benchmark results from a production deployment or a controlled experimental environment, and it therefore does not
present measured federated-versus-centralized accuracy, convergence time, communication overhead, or per-site data
volumes as established fact. Those metrics belong to the experimental phase, and they will be reported with the
methodology, datasets, hardware configuration, and statistical analysis that give them meaning. Table 5 states the
plan: the quantities to be measured and how each will be measured.

Table 5. Experimental evaluation plan. These quantities will be measured and reported in the experimental
phase with full methodology, datasets, hardware, and statistics.

Metric Planned measurement

Federated nodes Regional operators / data centers participating in
training

Subscriber records per node Size of each local customer dataset

Total subscriber records Aggregate dataset across the federation

Model accuracy Federated vs centralized baseline

Precision, recall, F1 Classification-performance comparison

Training convergence Communication rounds and total training time

Communication overhead Data exchanged per federated round

Network-latency impact Training time under varied WAN conditions

Privacy and compliance Verification that no raw customer data leaves local
sites

Scalability Performance as node count increases

The evaluation will span the reference deployment described in Section 4, comparing the federated architecture
against both the centralized upper bound and the siloed baseline on the same held-out, multi-region test population,
under realistic WAN conditions and heterogeneous node profiles. Reporting will follow the discipline the federated-
learning community has converged on for credible evaluation [2]: multi-region validation to test generalization rather
than fit, ablation of each non-IID and coordination mechanism so its contribution is visible, and explicit accounting
of the privacy budget where differential privacy is applied. The privacy-and-compliance verification is itself a
measured outcome: confirmation, through the audit and lineage artifacts of Section 7, that no raw customer data leaves
any local site during training.

10. Discussion
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When Federated Learning Earns Its Complexity in Telecom

Federated learning is not free. It adds orchestration, communication management, privacy machinery, and a
class of failure modes that centralized training does not have. Whether that complexity is justified depends on the
situation, and the honest answer is that it often is not. Figure 7 gives the decision framework.

When federated learning is worth its complexity in telecom

Multi-operator / multi-region + privacy or residency stakes —

Centralized ML Federated learning
(simpler, cheaper) reconsider if truly needed

Low stakes, High stakes,
centralizable but centralizable

Local per-site models FEDERATED LEARNING
(FL overhead not justified) earns its complexity

Low stakes, High stakes,
not centralizable*® not centralizable

Data can be legally / contractually centralized —

* churn, CLV, fraud, network-anomaly, personalization across operators full bottom-right

Figure 7. When federated learning is worth its complexity in telecom. Federation earns its cost when data cannot
be centralized and the stakes are high (bottom-right); elsewhere a centralized or local approach is simpler.

Federation earns its complexity when data cannot be legally, contractually, or operationally centralized and the
stakes are high, the bottom-right of Figure 7. Large telecom providers operating across countries, business units, and
edge sites, each with its own regulatory requirements and residency policies, sit squarely there, and the customer-
intelligence workloads that matter most, churn prediction, fraud detection, network-anomaly detection, personalized
service recommendations, and lifetime-value modeling, are exactly the ones that benefit. In that setting federation
improves regulatory compliance, preserves data sovereignty, reduces the blast radius of a breach, and unlocks insight
from datasets that would otherwise stay siloed.

It is the wrong tool elsewhere. If all relevant data already sits in one secure environment, or regulation permits
centralization without meaningful privacy concern, a conventional centralized pipeline is simpler, cheaper, easier to
monitor, and faster to train. For small datasets, single-region deployments, proofs of concept, or models that need
frequent low-latency retraining, the communication overhead and orchestration complexity of federation outweigh its
benefits, and local per-site models or a centralized pipeline are the better call. The decision should be driven by
business and regulatory requirements, not by technology fashion.

That framing is the paper's central lesson, and it is deliberately not a purely technical one. Federated learning
in telecom is best adopted as a governance and data-sharing strategy: a way to collaborate across organizational and
jurisdictional boundaries that could not otherwise share data at all. Where those boundaries are the binding constraint,
the architecture in this paper provides long-term value; where they are absent, centralized learning will usually deliver
comparable results with less operational weight.
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Limitations. The results here are projected and illustrative rather than measured, and the simulation uses
synthetic data and a simplified model. The architecture inherits the open problems of federated learning, the residual
privacy-utility trade-off of differential privacy, the difficulty of entity resolution across operators with different
identifiers, and the sensitivity of non-IID performance to how skewed the real distributions turn out to be. The
experimental phase in Section 9 is what would turn the design claims into empirical ones.

11. Conclusion

Telecom customer intelligence is blocked not by a lack of data or method but by the fact that the data cannot
be pooled, across regulation, organizational boundaries, distribution, and sheer volume. Federated learning resolves
this by moving the model to the data and sharing only encrypted updates, and this paper has presented a privacy-by-
design federated reference architecture that makes it work in telecom: local training on customer, CRM, billing, and
telemetry data that never leaves its origin; weighted aggregation and related mechanisms for non-IID realities; hybrid-
asynchronous coordination and fault-tolerant checkpointing for heterogeneous, intermittently connected nodes; and
privacy controls bound to auditable GDPR, CCPA, and telecom-governance evidence. An illustrative simulation
shows the architecture recovering nearly all of the accuracy gap to a centralized model while clearly beating siloed
per-operator training, and we have been explicit that these are projected and illustrative results, with the validated
benchmarks left to the experimental plan. The most durable point is a governance one: in telecom, federated learning
is worth its complexity precisely when data cannot be centralized and the stakes are high, and the architecture here is
built for that case.
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