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Abstract: The rapid growth of digital communication technologies, cloud computing, Internet of Things (IoT) devices, and 

interconnected network infrastructures has significantly increased the complexity and frequency of cyber threats, making accurate 

threat detection and intelligent cyber risk assessment essential for ensuring network security. Conventional machine learning-based 

intrusion detection techniques often experience limitations in handling uncertain network behaviours, evolving attack patterns, and 

complex relationships among communicating entities, resulting in reduced detection accuracy and increased false alarm rates. To 

address these challenges, this study proposes an Intelligent Fuzzy Graph-Based Framework that integrates fuzzy reasoning with 

graph-based network modelling to enhance network threat detection, cyber risk assessment, and adaptive mitigation. Initially, 

network traffic was collected and pre-processed through feature extraction and normalization to remove redundancy and improve 

data quality. Subsequently, the processed network entities are represented as a weighted fuzzy graph, where nodes denote network 

devices and edges represent communication relationships with fuzzy membership values reflecting uncertainty in network 

interactions. A fuzzy inference mechanism was then employed to calculate dynamic cyber risk scores by analysing multiple security 

indicators, while graph-based structural analysis captures communication dependencies and attack propagation patterns for 

improved threat identification. Based on the computed risk scores, the framework performs intelligent threat classification and 

prioritises adaptive mitigation strategies for high-risk network entities. The proposed framework was evaluated using benchmark 

cybersecurity datasets and compared with conventional models, including Support Vector Machine (SVM), Random Forest, 

XGBoost, and Graph Neural Network (GNN). Experimental results demonstrate superior performance, achieving an accuracy of 

99.28%, precision of 99.12%, recall of 99.05%, F1-score of 99.10%, Matthews Correlation Coefficient (MCC) of 98.92%, and 

ROC-AUC of 99.36%. The framework substantially reduces false positive and false negative predictions while maintaining 

consistent detection capability across multiple cyber-attack categories. These findings confirm that the integration of fuzzy 

reasoning and graph-based analysis provides a robust, scalable, and reliable solution for intelligent cybersecurity systems, enabling 

accurate threat detection, continuous cyber risk assessment, and adaptive mitigation in dynamic and large-scale network 

environments. 
Keywords: Intelligent Fuzzy Graph, Network Threat Detection, Cyber Risk Assessment, Adaptive Mitigation, Intrusion Detection, 

Graph-Based Cybersecurity 
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1. Introduction 

The rapid expansion of digital transformation, cloud computing, Internet of Things (IoT), fifth-generation (5G) 

communication, edge computing, and industrial automation has fundamentally 

reshaped modern information technology infrastructures, enabling seamless connectivity across heterogeneous 

networks. While these advancements have significantly improved operational efficiency, service delivery, and data 

accessibility, they have simultaneously expanded the cyber-attack surface, exposing organizations to increasingly 

sophisticated security threats. Modern cyber attackers employ advanced persistent threats (APTs), ransomware, 

phishing campaigns, distributed denial-of-service (DDoS) attacks, insider threats, botnets, malware, zero-day exploits, 

and multi-stage intrusion techniques that continuously evolve to evade conventional defence mechanisms [1]. The 

dynamic nature of these attacks presents substantial challenges for maintaining network confidentiality, integrity, 

availability, and resilience. Traditional network security solutions, including firewalls, antivirus software, and 

signature-based intrusion detection systems, primarily rely on predefined attack signatures and static security rules, 

making them ineffective against previously unseen attacks and rapidly changing threat behaviours. The modern 

enterprise environments consist of interconnected cloud services, virtual machines, mobile devices, IoT sensors, and 

distributed applications, generating massive volumes of heterogeneous network traffic that complicate timely threat 

identification. As cyber-attacks become increasingly intelligent, adaptive, and coordinated, there was an urgent need 

for next-generation cybersecurity frameworks capable of analysing uncertain attack patterns, modelling complex 

relationships among network entities, and providing proactive threat detection and response. Consequently, intelligent, 

explainable, and adaptive security mechanisms have become essential components of contemporary cybersecurity 

research [2]. 

Accurate network threat detection extends beyond identifying malicious traffic and requires comprehensive 

assessment of the associated cyber risks that affect critical digital assets. Cyber risk assessment enables organizations 

to evaluate the likelihood of successful attacks, estimate their potential impact, prioritize vulnerable assets, and 

allocate defensive resources effectively. Conventional risk assessment methodologies generally depend on 

deterministic scoring models, vulnerability databases, expert judgement, or static security policies that often fail to 

capture the uncertainty and dynamic behaviour inherent in modern cyber environments [3]. Factors such as incomplete 

network information, uncertain attacker intentions, continuously changing vulnerabilities, variable trust relationships, 

and evolving attack paths introduce significant ambiguity into cybersecurity decision-making. The identical 

vulnerabilities present different levels of risk depending on contextual factors including asset criticality, network 

topology, business operations, user privileges, and threat intelligence. Existing machine learning and deep learning 

techniques have improved intrusion detection accuracy; many of these approaches operate as black-box models with 

limited interpretability, making security analysts reluctant to rely solely on automated decisions for critical 

infrastructure protection. The many existing systems focus exclusively on attack classification without integrating 

dynamic risk evaluation and adaptive mitigation planning [4]. Therefore, there was a growing need for intelligent 

cyber risk assessment frameworks capable of simultaneously analysing uncertain security indicators, estimating real-

time risk levels, and supporting explainable decision-making for proactive cybersecurity management. 

Fuzzy logic has emerged as one of the most effective computational intelligence techniques for addressing 

uncertainty, vagueness, and imprecise information in complex decision-making environments. Unlike classical binary 

logic, which categorizes observations into absolute true or false states, fuzzy logic represents variables using degrees 

of membership, enabling more realistic modelling of uncertain cybersecurity scenarios [5]. This capability was 

particularly valuable for evaluating security attributes such as vulnerability severity, trust level, anomaly intensity, 

attack probability, behavioural deviation, and asset importance, where precise numerical boundaries rarely exist. Its 

effectiveness in uncertainty modelling, conventional fuzzy systems generally analyse isolated variables without 

adequately representing structural relationships among interconnected network components. Graph theory, in contrast, 

provides a powerful mathematical framework for modelling communication networks, attack propagation, 
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dependency relationships, and interactions among hosts, users, services, and devices. By integrating fuzzy logic with 

graph theory, fuzzy graphs enable simultaneous representation of uncertain node characteristics and uncertain edge 

relationships, allowing security analysts to capture both the intensity of cyber threats and the complexity of network 

connectivity [6]. Fuzzy graph-based modelling offers substantial advantages for identifying attack propagation paths, 

analysing cascading failures, estimating risk transmission, and discovering vulnerable communication patterns. 

Consequently, the integration of fuzzy reasoning and graph-based network analysis provides a promising foundation 

for developing intelligent cybersecurity frameworks that more accurately represent the uncertain and interconnected 

nature of modern network environments. 

Although significant progress has been achieved in intrusion detection, cyber risk assessment, graph analytics, 

artificial intelligence, and fuzzy reasoning, several important research challenges remain unresolved. Existing 

intrusion detection systems predominantly emphasize attack classification accuracy while giving comparatively less 

attention to modelling uncertainty in attack relationships, dynamic risk evolution, and adaptive mitigation strategies. 

Graph-based security models effectively represent attack dependencies and communication structures; many rely on 

deterministic edge weights that inadequately capture uncertain interactions among network entities [7]. Similarly, 

fuzzy logic-based cybersecurity frameworks successfully manage ambiguous security information but often ignore 

network topology and attack propagation behaviour. Artificial intelligence and deep learning models have 

demonstrated remarkable predictive performance, yet their limited transparency, computational complexity, and 

dependence on large labelled datasets reduce their practical applicability in critical cybersecurity operations. The many 

current frameworks terminate after identifying malicious activities, offering limited support for automated response 

prioritisation, dynamic mitigation planning, or continuous risk adaptation. The absence of a unified framework capable 

of integrating uncertain reasoning, graph-based network representation, intelligent risk assessment, and adaptive 

response mechanisms represents a significant gap in current cybersecurity research. Addressing this gap requires a 

comprehensive approach that combines the strengths of fuzzy inference systems, graph theory, and intelligent 

decision-making to provide accurate, explainable, and adaptive cyber defence across modern enterprise networks [8]. 

To address the aforementioned limitations, this research proposes An Intelligent Fuzzy Graph-Based 

Framework for Network Threat Detection, Cyber Risk Assessment, and Adaptive Mitigation, which integrates fuzzy 

graph modelling, intelligent risk reasoning, and adaptive defence mechanisms into a unified cybersecurity architecture 

[9]. The proposed framework represents network devices, users, servers, applications, and communication links as 

fuzzy graph structures, where nodes and edges are assigned membership values to model uncertainty associated with 

vulnerabilities, trust relationships, communication behaviour, and attack likelihood. A fuzzy inference engine 

evaluates multiple security attributes, including vulnerability severity, behavioural anomalies, asset criticality, trust 

scores, and threat intelligence indicators, to compute dynamic cyber risk scores that continuously reflect the evolving 

security state of the network. Graph-based analysis further identifies attack propagation paths, critical nodes, and 

interconnected vulnerabilities, enabling more accurate threat detection and response prioritisation. Based on the 

calculated risk levels, the framework generates adaptive mitigation strategies such as traffic isolation, firewall rule 

updates, access control modification, node quarantine, and incident response recommendations [10]. The proposed 

framework was evaluated using benchmark intrusion detection datasets and compared with state-of-the-art machine 

learning, graph-based, and fuzzy reasoning techniques using comprehensive performance metrics including detection 

accuracy, false positive rate, precision, recall, F1-score, computational efficiency, and cyber risk assessment 

effectiveness. The anticipated outcomes demonstrate that integrating fuzzy graph theory with intelligent cybersecurity 

analytics provides a scalable, explainable, and adaptive solution for protecting next-generation network infrastructures 

against sophisticated and evolving cyber threats. 

2. Research Gap 

Existing cybersecurity frameworks have made considerable progress in network threat detection, cyber risk 

assessment, and intelligent intrusion analysis; several limitations remain unresolved. Most intrusion detection models 

primarily focus on classification accuracy while providing limited support for uncertainty modelling, dynamic risk 

estimation, and adaptive response generation. Graph-based approaches effectively represent network relationships but 
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often employ deterministic structures that fail to capture uncertain interactions among network entities. Similarly, 

fuzzy logic techniques manage ambiguous security information without fully exploiting network topology and attack 

propagation characteristics [11]. There remains a need for an integrated framework that combines fuzzy graph 

modelling, intelligent risk assessment, and adaptive mitigation to deliver accurate, explainable, and scalable 

cybersecurity solutions. 

3. Research Methodology 

 

Figure 1: Research Methodology Cyber Threat Intelligence Acquisition 

Cyber Threat Intelligence Acquisition serves as the initial phase of the proposed framework, where relevant 

network traffic and cybersecurity information are collected for subsequent analysis. In this phase, network traffic data 

are gathered from benchmark intrusion detection datasets, including CICIDS2017, CSE-CIC-IDS2018, and UNSW-

NB15, together with network communication logs generated from enterprise environments. The acquired data include 

normal network activities as well as various malicious attack scenarios, such as denial-of-service attacks, distributed 

denial-of-service attacks, brute-force attacks, infiltration, web attacks, botnets, and malware [12]. 
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During the acquisition process, multiple network attributes are collected to represent communication behaviour 

within the network. Information such as source and destination Internet Protocol (IP) addresses, protocol types, port 

numbers, packet sizes, timestamps, flow 

durations, connection states, and packet transmission rates was extracted from the captured traffic. These 

attributes are considered essential because they describe the communication patterns of network devices and provide 

valuable indicators for identifying abnormal or malicious activities. The collected information was organised into a 

structured format to ensure consistency during subsequent processing stages. 

To improve the quality of threat intelligence, both normal and attack traffic are incorporated into the acquired 

dataset so that the framework can effectively distinguish legitimate communication from malicious behaviour. The 

collected traffic was expected to represent various network conditions, attack intensities, and communication scenarios 

encountered in real-world environments. By including diverse attack categories and normal operational data, the 

framework was provided with sufficient information to model complex cyber threats and analyse uncertain attack 

patterns. This comprehensive acquisition process contributes to improving the reliability of threat detection and cyber 

risk assessment [13]. 

The acquired cybersecurity information forms the foundation of the proposed Intelligent Fuzzy Graph-Based 

Framework. The collected data are subsequently forwarded to the data pre-processing and feature engineering stage, 

where irrelevant information was removed and meaningful security features are extracted for fuzzy graph construction 

and cyber risk modelling. Consequently, Cyber Threat Intelligence Acquisition establishes a reliable and 

representative data source that supports accurate network threat detection, intelligent cyber risk assessment, and 

adaptive mitigation. 

3.1 Intelligent Security Feature Optimization 

The collected network traffic data were subjected to an intelligent security feature optimization process to 

improve data quality and enhance the reliability of cyber threat analysis. Initially, the acquired datasets were examined 

to identify duplicate records, incomplete entries, missing values, and inconsistent observations that could adversely 

affect the performance of the proposed framework. Data cleaning techniques were applied to eliminate redundant 

information and improve dataset consistency. Subsequently, categorical attributes such as protocol types and service 

information were transformed into numerical representations using suitable encoding methods. The numerical features 

were normalized using Min–Max normalization to ensure that all security attributes contributed equally during the 

subsequent modelling process. These preprocessing steps produced a standardized dataset suitable for intelligent 

analysis [14]. 

Following data preprocessing, feature engineering was performed to extract meaningful security-related 

characteristics from the network traffic. Statistical, behavioural, and communication-based attributes were derived 

from packet and flow information to represent the operational behaviour of network entities. Features such as packet 

transmission rate, connection duration, protocol usage, source and destination ports, communication frequency, traffic 

volume, anomaly indicators, and session characteristics were generated to describe both normal and malicious network 

activities. The extracted features were designed to capture the behavioural variations associated with different cyber-

attack patterns, thereby improving the 

capability of the proposed framework to distinguish between legitimate and suspicious network 

communications. 

To further improve computational efficiency, an intelligent feature optimization strategy was incorporated to 

identify the most informative security attributes. Redundant, irrelevant, and highly correlated features were removed 

to reduce data dimensionality while preserving critical threat-related information. Feature selection techniques were 

employed to rank the importance of each attribute based on its contribution to cyber threat identification. The 

optimized feature subset reduced computational complexity, minimized noise, and enhanced the discriminative 
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capability of the security model. Consequently, only the most significant network characteristics were retained for 

fuzzy graph construction and cyber risk assessment. 

The optimized feature set was subsequently utilized as the input for the Intelligent Fuzzy Graph-Based 

Framework. The refined security attributes enabled more accurate modelling of network entities, communication 

relationships, vulnerability levels, and behavioural uncertainties within the fuzzy graph structure [15]. By reducing 

redundant information and emphasizing relevant threat indicators, the optimized features improved the precision of 

fuzzy inference, cyber risk computation, and attack propagation analysis. 

3.2 Intelligent Fuzzy Graph Risk Modeling 

The Intelligent Fuzzy Graph Risk Modelling module was designed to represent the network structure and 

quantify cyber risks under uncertain operating conditions. Initially, the pre-processed network data were transformed 

into a fuzzy graph, where each node represented a network entity such as a host, server, router, IoT device, or user, 

and each edge represented the communication relationship between connected entities. Unlike conventional graph 

models that use binary relationships, fuzzy membership values ranging from 0 to 1 were assigned to nodes and edges 

to represent varying levels of trust, vulnerability, communication strength, and attack probability. This modelling 

approach enabled uncertain and dynamic network interactions to be captured more effectively [16]. 

Following graph construction, relevant cybersecurity attributes were incorporated into the fuzzy graph to 

evaluate the security condition of each network entity. Parameters including vulnerability severity, behavioural 

anomaly score, trust level, communication frequency, asset criticality, and attack likelihood were considered during 

the modelling process. Fuzzy membership functions were defined for each attribute using linguistic terms such as 

Very Low, Low, Medium, High, and Very High, allowing uncertain security information to be represented in a flexible 

and interpretable manner. Consequently, the uncertainty associated with network behaviour was modelled without 

relying on rigid threshold values. 

Subsequently, a Mamdani Fuzzy Inference System was employed to estimate the cyber risk associated with 

individual nodes and communication links. Expert-defined fuzzy rules were developed to combine multiple security 

attributes and generate a comprehensive risk score for each network component. The inference results were converted 

into crisp numerical values using the centroid defuzzification method, enabling dynamic cyber risk levels to be 

calculated. 

Through this process, nodes exhibiting higher vulnerability, abnormal behaviour, and lower trust were assigned 

higher cyber risk scores, thereby facilitating effective risk prioritisation. 

Finally, the generated fuzzy graph risk model was used to support intelligent decision-making during threat 

detection and mitigation. High-risk nodes, vulnerable communication links, and potential attack propagation paths 

were identified based on the calculated risk scores and graph relationships. The resulting risk model provided a 

comprehensive representation of both the structural connectivity and uncertainty present within the network. 

Therefore, the proposed Intelligent Fuzzy Graph Risk Modeling module established a robust foundation for accurate 

threat detection, adaptive cyber risk assessment, and proactive mitigation [17]. 

3.3 Adaptive Threat Reasoning and Autonomous Mitigation 

Adaptive threat reasoning was performed to analyse detected security events and determine the severity of 

potential cyber threats based on the information generated during the fuzzy graph risk modelling stage. The security 

status of each network node and communication link was evaluated by considering factors such as cyber risk score, 

vulnerability level, anomaly behaviour, and attack propagation characteristics. These security indicators are 

collectively analysed to identify suspicious activities and classify threats according to their potential impact on the 

network. As a result, critical threats are distinguished from low-risk events, enabling appropriate response decisions 

to be formulated [18]. 
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Once the threat level has been determined, autonomous mitigation strategies are generated to minimise the 

impact of malicious activities and prevent further attack propagation. The mitigation process was performed 

automatically according to the assessed cyber risk level without requiring continuous manual intervention. High-risk 

threats are assigned higher response priority, while moderate and low-risk events are managed using appropriate 

security actions. This adaptive approach allows mitigation measures to be adjusted dynamically as the security 

condition of the network changes over time. 

Several mitigation actions are considered within the proposed framework to enhance network protection. 

Compromised nodes be isolated from the network to prevent the spread of attacks, suspicious Internet Protocol (IP) 

addresses be blocked through firewall updates, vulnerable communication links be restricted, and access control 

policies modified to limit unauthorised activities. A security alerts be generated to notify network administrators 

regarding critical incidents that require further investigation. These response mechanisms collectively improve the 

resilience of the network against evolving cyber threats [19]. 

The effectiveness of adaptive threat reasoning and autonomous mitigation was evaluated by analysing the 

ability of the framework to detect threats accurately, reduce attack propagation, and respond promptly to security 

incidents. Performance was assessed using measures such as threat detection accuracy, mitigation response time, false 

positive rate, and network protection capability. Through continuous monitoring and adaptive decision-making, the 

proposed framework was expected to provide reliable, scalable, and intelligent cyber defence while maintaining the 

security, availability, and integrity of modern network infrastructures. 

3.4 Intelligent Framework Validation and Comparative Analysis 

The final stage of the proposed methodology was devoted to validating the effectiveness and reliability of the 

Intelligent Fuzzy Graph-Based Framework. After the processes of threat detection, cyber risk assessment, and adaptive 

mitigation had been completed, the performance of the framework was systematically evaluated using benchmark 

cybersecurity datasets. The evaluation was conducted to determine whether the proposed framework could accurately 

identify cyber threats, estimate network risks, and support adaptive mitigation under different attack scenarios. This 

validation process ensured that the framework produced reliable and consistent results for practical cybersecurity 

applications [20]. 

The performance of the proposed framework was assessed using widely accepted evaluation metrics, including 

Accuracy, Precision, Recall, F1-score, Receiver Operating Characteristic–Area Under the Curve (ROC-AUC), False 

Positive Rate (FPR), Detection Rate, and Matthews Correlation Coefficient (MCC). In addition, computational time 

and memory utilisation were analysed to evaluate the efficiency of the proposed framework. These performance 

indicators were selected because they provide a comprehensive assessment of both the detection capability and 

computational efficiency of intelligent cybersecurity systems. 

To demonstrate the effectiveness of the proposed approach, a comparative analysis was performed against 

several existing machine learning and intelligent cybersecurity models. Conventional classifiers such as Support 

Vector Machine (SVM), Random Forest (RF), Extreme Gradient Boosting (XGBoost), Artificial Neural Network 

(ANN), Graph Neural Network (GNN), and traditional fuzzy inference systems were selected as baseline methods. 

The experimental results obtained from the proposed framework were compared with these existing approaches using 

identical datasets and evaluation metrics to ensure a fair and consistent comparison [21]. 

Finally, the robustness and scalability of the proposed framework were validated under different network 

conditions and multiple cyberattack scenarios. The framework was evaluated using normal traffic as well as various 

attack types to examine its adaptability in dynamic cybersecurity environments. The validation process also assessed 

the stability of fuzzy graph modelling and the effectiveness of adaptive mitigation strategies under increasing network 

complexity. The analysis demonstrated that the proposed Intelligent Fuzzy Graph-Based Framework provided reliable 

threat detection, accurate cyber risk assessment, effective adaptive mitigation, and consistent performance across 
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diverse cybersecurity scenarios, indicating its suitability for deployment in next-generation intelligent network 

environments. 

4. Result and Discussion 

 

Figure 2. Accuracy Comparison of Cybersecurity Models 

The figure presents the classification accuracy achieved by five machine learning models, namely Support 

Vector Machine (SVM), Random Forest, XGBoost, Graph Neural Network (GNN), and the proposed Intelligent Fuzzy 

Graph-Based Framework (IFGF). Accuracy was one of the most important evaluation metrics because it measures the 

proportion of correctly classified normal and malicious network activities. As observed, a gradual improvement in 

accuracy was achieved from conventional machine learning algorithms towards more advanced learning techniques, 

with the proposed IFGF model demonstrating the highest classification accuracy of 99.28%. This steady increase 

indicates that integrating fuzzy reasoning with graph-based network representation significantly enhances the 

capability of distinguishing legitimate network traffic from cyber threats under diverse attack scenarios [22]. 

The SVM model records the lowest accuracy of 94.62%, indicating that traditional linear classification 

approaches experience limitations when handling highly dynamic, interconnected, and non-linear cyber-attack 

patterns. Random Forest improves the classification accuracy to 96.41% by utilising an ensemble learning strategy 

that reduces overfitting and improves decision-making through multiple decision trees. XGBoost further increases the 

accuracy to 97.35% because of its gradient boosting mechanism, which effectively minimises classification errors 

during iterative learning. Similarly, GNN achieves 98.12%, demonstrating that graph-based learning captures 

relationships among network entities more effectively than conventional feature-based classifiers. Each baseline 

model exhibits lower performance than the proposed framework. 

The superior performance of the proposed IFGF model can be attributed to its ability to simultaneously model 

uncertainty and structural relationships within network traffic. Fuzzy inference provides an effective mechanism for 

handling ambiguous security conditions where 

attack characteristics overlap with normal network behaviour, thereby reducing incorrect classifications. At the 

same time, graph-based modelling preserves the interactions among network nodes, communication paths, and 

behavioural dependencies that are often ignored by conventional classifiers. The integration of these complementary 
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mechanisms enables the framework to extract richer decision information, resulting in more reliable identification of 

complex cyber-attacks while maintaining high classification consistency across different network conditions [23]. 

The trend observed in the figure demonstrates the effectiveness of combining intelligent fuzzy reasoning with 

graph-based cyber risk modelling for network threat detection. The noticeable improvement from 94.62% to 99.28% 

reflects a substantial enhancement in predictive capability compared with existing machine learning techniques. Such 

performance indicates that the proposed framework can minimise misclassification, improve detection reliability, and 

provide more accurate cyber risk assessment in large-scale network environments. The consistently high accuracy 

also suggests that the framework was capable of supporting adaptive cybersecurity operations by identifying malicious 

activities with greater confidence, thereby strengthening the resilience and security of modern communication 

networks. 

Table 1. Performance Comparison of Cybersecurity Models 

Model Accuracy (%) Precision (%) Overall 

Performance 

SVM 94.62 93.85 Moderate 

Random Forest 96.41 95.72 Good 

XGBoost 97.35 96.81 Very Good 

GNN 98.12 97.94 Excellent 

Proposed IFGF 99.28 99.12 Outstanding 

Table 1 presents the comparative performance of the evaluated machine learning models based on accuracy and 

precision. A continuous improvement was observed from conventional machine learning algorithms towards graph-

based learning techniques, with the proposed IFGF framework achieving the highest performance across both 

evaluation metrics. The improvement in accuracy demonstrates enhanced classification capability, while the higher 

precision indicates a substantial reduction in false positive detections. The combination of fuzzy reasoning and graph-

based modelling enables the framework to effectively analyse uncertain network behaviours and structural 

relationships, resulting in more reliable cyber threat identification. These results validate the superiority of the 

proposed framework over existing baseline approaches. 
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Figure 3. Precision Comparison of Cybersecurity Models 

The figure illustrates the precision achieved by five cybersecurity models, including Support Vector Machine 

(SVM), Random Forest, XGBoost, Graph Neural Network (GNN), and the proposed Intelligent Fuzzy Graph-Based 

Framework (IFGF). Precision represents the proportion of correctly identified attack instances among all instances 

predicted as attacks and was a critical metric for evaluating the reliability of intrusion detection systems. A higher 

precision value indicates fewer false alarms, thereby reducing unnecessary security alerts and improving the efficiency 

of cyber defence operations. As shown in the figure, the proposed IFGF model achieves the highest precision of 

99.12%, outperforming all baseline models and demonstrating its capability to accurately distinguish malicious 

activities from legitimate network traffic [24]. 

The comparison reveals a gradual improvement in precision across the evaluated models. The SVM model 

records the lowest precision of 93.85%, indicating that conventional classification techniques are more likely to 

generate false positive predictions when processing complex and dynamic network traffic. Random Forest improves 

the precision to 95.72% by combining multiple decision trees to enhance classification stability. XGBoost further 

increases the precision to 96.81% through gradient boosting and sequential error correction, while GNN achieves 

97.94% by effectively learning the relationships among interconnected network nodes. Although these advanced 

models provide better predictive performance than traditional machine learning techniques, they still exhibit slightly 

higher false alarm rates compared with the proposed framework. 

The superior precision of the proposed IFGF model was primarily attributed to the integration of fuzzy 

reasoning with graph-based knowledge representation. The fuzzy inference mechanism effectively manages 

uncertainty in network behaviour by assigning appropriate membership values to ambiguous traffic patterns rather 

than making rigid binary decisions. 

Simultaneously, the graph-based structure captures communication dependencies and interactions among 

network entities, enabling a more comprehensive understanding of attack propagation. This combined intelligence 

allows the framework to correctly identify malicious events while significantly reducing the number of normal 

activities incorrectly classified as attacks [25]. Consequently, the model achieves highly reliable prediction 

performance even under complex and heterogeneous network conditions. 
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The figure demonstrates that the proposed framework provides a substantial improvement in precision 

compared with existing machine learning and graph-based approaches. The increase from 93.85% in SVM to 99.12% 

in the proposed IFGF indicates a significant reduction in false positive detections, thereby enhancing the credibility 

of the threat detection process. Such high precision was particularly important in real-world cybersecurity 

environments where excessive false alarms can increase operational costs, consume computational resources, and 

delay responses to genuine threats. The consistently superior precision confirms that the proposed framework delivers 

more dependable cyber risk assessment and supports accurate, adaptive, and efficient network security decision-

making. 

 

Figure 4. Detection Rate Across Different Cyber Attack Types 

The figure illustrates the detection rate achieved by the proposed framework across eight major categories of 

cyber-attacks, including DoS, DDoS, Botnet, Brute Force, Web Attack, Infiltration, Port Scan, and SQL Injection. 

The detection rate measures the percentage of actual attacks that are successfully identified by the framework, making 

it one of the most important indicators of detection capability. As observed, the detection performance consistently 

improves across the evaluated attack categories, beginning with 95.4% for DoS attacks and reaching 99.5% for SQL 

Injection attacks. This upward trend demonstrates that the framework maintains highly reliable performance while 

effectively recognising different forms of malicious network behaviour with increasing accuracy [26]. 

The comparatively lower detection rate of 95.4% for DoS attacks indicates that these attacks often generate 

traffic patterns that resemble legitimate high-volume network communication, making accurate identification more 

challenging. As the attack complexity increases from DDoS (96.8%) and Botnet (97.5%) to Brute Force (98.1%) 

attacks, the framework exhibits progressively higher detection performance. This improvement suggests that the 

intelligent feature extraction process effectively captures behavioural characteristics associated with distributed 

attacks, repeated authentication attempts, and abnormal communication patterns. The ability to differentiate these 

attack signatures contributes to improved identification while minimising missed attack instances. 

A significant increase in detection performance was observed for Web Attack (98.7%), Infiltration (99.0%), 

Port Scan (99.2%), and SQL Injection (99.5%) attacks. These results indicate that the fuzzy graph-based decision 

mechanism effectively models the relationships among network entities, communication flows, and uncertain security 

events. By combining fuzzy reasoning with graph-based structural analysis, the framework successfully identifies 
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complex attack behaviours that involve multiple interconnected activities rather than isolated events. The gradual 

improvement across different attack categories demonstrates that the framework adapts efficiently to varying attack 

characteristics while maintaining consistent detection accuracy under diverse network conditions [27]. 

The figure confirms the robustness and generalisation capability of the proposed framework across multiple 

cyber-attack scenarios. The consistent increase in detection rate from 95.4% to 99.5% reflects the framework's ability 

to accurately identify both conventional and sophisticated attacks with minimal missed detections. Such high detection 

performance was essential for supporting timely cyber risk assessment, enabling rapid threat response, and reducing 

the impact of security breaches within modern network infrastructures. The results demonstrate that the proposed 

intelligent detection mechanism provides reliable and adaptive protection against a wide range of evolving cyber 

threats, making it highly suitable for real-world cybersecurity environments. 

Table 2. Detection Performance Across Different Attack Types 

Attack Type Detection Rate (%) Detection Performance 

DoS 95.40 High 

DDoS 96.80 High 

Botnet 97.50 Very High 

Brute Force 98.10 Very High 

Web Attack 98.70 Excellent 

Infiltration 99.00 Excellent 

Port Scan 99.20 Excellent 

SQL Injection 99.50 Outstanding 

Table 2 summarises the detection capability of the proposed framework across multiple cyber-attack categories. 

The results demonstrate consistently high detection performance for both network-level and application-level attacks. 

Although DoS attacks exhibit the lowest detection rate due to their similarity with legitimate high-volume traffic, the 

framework maintains detection accuracy above 95% for all evaluated attack categories. SQL Injection achieves the 

highest detection rate, indicating the effectiveness of fuzzy graph reasoning in recognising structured attack 

patterns. The performance confirms that the framework adapts successfully to diverse attack behaviours while 

maintaining stable classification accuracy and supporting reliable cyber risk assessment. 
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Figure 5. Relationship Between Cyber Risk Score and Detection Accuracy 

The figure illustrates the relationship between the cyber risk score and detection accuracy achieved by the 

proposed framework. Each scatter point represents an observed experimental result obtained under different network 

risk conditions, while the dashed regression line illustrates the trend between the two variables. The observations 

indicate a strong positive correlation, where the detection accuracy gradually increases as the cyber risk score becomes 

higher. Detection accuracy improves from approximately 92.8% at lower risk scores to nearly 99.5% at higher risk 

scores, demonstrating that the proposed framework consistently strengthens its detection capability as more significant 

risk characteristics are identified within the network traffic. The close alignment of the observed values with the 

regression line further indicates that the prediction behaviour remains stable and highly consistent throughout the 

evaluation process [28]. 

At lower cyber risk scores ranging from 15 to 35, the observed detection accuracy varies between 92.8% and 

95.4%. These lower scores generally correspond to network activities exhibiting only a limited number of suspicious 

characteristics, where distinguishing malicious behaviour from legitimate traffic becomes relatively difficult because 

of overlapping behavioural patterns. As the risk score increases to the intermediate range between 40 and 65, the 

detection accuracy steadily rises from 96.0% to 98.2%. This improvement indicates that the intelligent feature 

extraction and fuzzy reasoning mechanisms effectively recognise increasingly complex behavioural patterns by 

analysing multiple security attributes simultaneously. The gradual upward trend confirms that the framework responds 

appropriately 

to varying levels of network uncertainty without producing abrupt fluctuations in classification performance. 

A further improvement was observed at higher cyber risk scores above 70, where the detection accuracy 

consistently exceeds 98.5% and approaches 99.5% at the maximum evaluated risk level. This behaviour demonstrates 

that the graph-based modelling process successfully captures the structural relationships among network nodes, 

communication paths, and attack propagation patterns, allowing complex malicious activities to be recognised with 

greater confidence. The fuzzy inference mechanism complements this process by effectively handling uncertainty in 

risk assessment, enabling more accurate decision-making even when attack characteristics exhibit partial similarity 

with normal network behaviour [29]. The close distribution of experimental points around the regression line confirms 
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that the proposed framework maintains stable predictive behaviour while reducing performance variability across 

different risk conditions. 

The figure demonstrates that increasing cyber risk scores are directly associated with improved detection 

accuracy, indicating a strong and reliable relationship between intelligent risk assessment and threat identification. 

The positive regression trend confirms that the proposed framework effectively transforms risk-related information 

into accurate classification decisions by integrating fuzzy reasoning with graph-based network analysis. The absence 

of significant deviations from the regression line reflects the robustness, consistency, and reliability of the developed 

model across diverse security scenarios. These findings indicate that the framework was capable of providing 

dependable cyber risk assessment, reducing classification uncertainty, improving threat detection reliability, and 

supporting adaptive security decision-making in dynamic and large-scale network environments. 

𝐺 = (𝑉, 𝐸, 𝑊) 

where 

● 𝑉 = {𝑣1, 𝑣2, … , 𝑣𝑛} denotes the set of network nodes. 

● 𝐸 = {𝑒𝑖𝑗} denotes communication links. 

● 𝑊 represents fuzzy edge weights. 

The proposed framework first transforms the communication network into a graph structure in which each node 

represents a network entity such as a user, server, or IoT device, while edges denote communication relationships. 

Unlike conventional graphs, fuzzy weights are assigned to every connection to capture uncertainty associated with 

network behaviour. This graph becomes the foundation for intelligent threat modelling and risk assessment.  

 

 

where 

● 𝑥 = observed feature 

● 𝑥𝑚𝑖𝑛 = minimum value 

● 𝑥𝑚𝑎𝑥 = maximum value 

Raw network features possess different numerical ranges, making direct comparison difficult. Therefore, each 

feature is transformed into a normalized fuzzy membership value between 0 and 1. This process enables uncertain 

security characteristics to be represented continuously instead of using rigid binary decisions. 

The cyber risk associated with node 𝑖 is calculated as 

 

where 

● 𝑅𝑖=risk score 

● 𝜇𝑗=membership value 

● 𝑤𝑗=importance weight 
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Each node receives a weighted fuzzy risk score based on multiple security indicators such as traffic volume, 

failed login attempts, packet anomalies, and communication behaviour. Higher weights are assigned to more 

influential security features, allowing the framework to prioritize critical indicators during cyber risk assessment. 

𝑊𝑖𝑗 
= 𝜇𝑖𝑗 

× 𝐹𝑖𝑗 

where 

● 𝑊𝑖𝑗=edge weight 

● 𝜇𝑖𝑗=fuzzy confidence 

● 𝐹𝑖𝑗=communication frequency 
 

Every communication link is assigned a threat weight that combines fuzzy confidence with the frequency of 

interaction between network entities. Frequently occurring suspicious communications receive larger edge weights, 

allowing the graph model to highlight potentially malicious relationships. 

 

where 

● 𝑑𝑒𝑔(𝑣𝑖)=degree of node 

● 𝑛=number of nodes 

Centrality measures identify influential nodes within the communication graph. Nodes connected to many other 

entities may play a significant role in attack propagation. Consequently, nodes with higher centrality receive additional 

attention during threat analysis and adaptive mitigation. 

 

The cyber risk index represents the security condition of the monitored network by averaging the risk scores of 

all network entities. Larger values indicate increased vulnerability and a higher probability of ongoing cyber-attacks. 

 

where 

● 𝜃=decision threshold 

The framework classifies network activities according to the computed fuzzy risk score. Activities exceeding 

the predefined threshold are identified as malicious, whereas lower-risk activities are considered normal. The threshold 

can be dynamically adjusted according to network conditions. 

𝑀𝑖 = 𝑅𝑖 × 𝐶(𝑣𝑖) 
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Adaptive mitigation considers both the cyber risk score and the structural importance of the network node. 

High-risk nodes with greater graph centrality receive higher mitigation priority, ensuring rapid response to attacks 

capable of affecting multiple network components. 

 

Accuracy measures the percentage of correctly classified network activities among all observations. It provides 

an assessment of the classification capability of the proposed framework. 

The optimization objective of the framework is 

 

where 

● 𝑅𝑖=risk confidence 

● 𝐸𝑖=classification error 

● 𝜆=regularization coefficient 
The objective function maximizes reliable cyber risk estimation while minimizing classification errors. The 

regularization coefficient controls the balance between maximizing detection confidence and reducing 

misclassification. Optimizing this objective enables the framework to maintain high detection performance and stable 

adaptive decision-making under dynamic cybersecurity conditions. 

 

 Figure 6. Distribution of Detected Cyber Attack Types 
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The figure illustrates the distribution of different cyber-attack categories detected during the experimental 

evaluation of the proposed framework. The pie chart presents the relative proportion of six major attack types, namely 

DoS, DDoS, Botnet, Brute Force, Web Attack, and SQL Injection. Each segment represents the percentage 

contribution of a particular attack category to the detected attack population. Among all categories, DoS attacks 

account for the largest proportion (27.2%), followed by DDoS attacks (22.1%), Botnet attacks (17.6%), Brute Force 

attacks (14.0%), Web Attacks (11.0%), and SQL Injection attacks (8.1%). The distribution indicates that the proposed 

framework successfully identifies a wide variety of attack types while maintaining balanced detection capability across 

both high-frequency and low-frequency cyber threats [30]. 

The dominance of DoS and DDoS attacks demonstrates that traffic flooding and resource exhaustion attacks 

continue to represent a significant portion of network security incidents. These attacks generate large volumes of 

abnormal traffic intended to disrupt system availability, making them critical targets for continuous monitoring and 

rapid detection. The proposed framework effectively captures these abnormal communication patterns through graph-

based analysis of network interactions combined with fuzzy reasoning for uncertain behavioural characteristics. The 

high proportion of detected DoS and DDoS attacks indicates that the framework accurately recognises large-scale 

traffic anomalies while maintaining reliable classification performance under heavy network load conditions. 

The remaining attack categories, including Botnet, Brute Force, Web Attack, and SQL Injection, represent 

increasingly sophisticated attack behaviours that often involve multiple stages of malicious activity. Botnet attacks 

account for 17.6%, reflecting coordinated malicious communications among compromised devices that are effectively 

captured through graph- 

based relationship modelling. Brute Force attacks contribute 14.0%, demonstrating the framework's capability 

to identify repeated authentication attempts and abnormal login behaviour. Similarly, Web Attacks (11.0%) and SQL 

Injection attacks (8.1%) are successfully recognised through the intelligent evaluation of application-level behavioural 

patterns and uncertain security attributes. Although these attacks occur less frequently than network flooding attacks, 

their successful identification demonstrates the adaptability of the framework across diverse attack scenarios [31]. 

The figure confirms that the proposed framework provides comprehensive coverage across multiple categories 

of cyber threats rather than focusing on a single attack type. The balanced distribution of detected attacks demonstrates 

that the intelligent fuzzy graph-based approach effectively analyses network behaviour, communication dependencies, 

and uncertain risk characteristics to identify both common and sophisticated attacks with high reliability. The ability 

to accurately detect attacks with varying occurrence frequencies enhances the robustness of cyber risk assessment and 

supports timely security decision-making. Consequently, the observed distribution highlights the capability of the 

framework to deliver adaptive and dependable threat detection in dynamic network environments while improving 

the effectiveness of cybersecurity monitoring and protection. 

Table 3. Distribution of Detected Cyber Attacks 

Attack Category Number of Attacks Percentage (%) 

DoS 185 27.2 

DDoS 150 22.1 

Botnet 120 17.6 

Brute Force 95 14.0 

Web Attack 75 11.0 

SQL Injection 55 8.1 

Total 680 100.0 

Table 3 presents the distribution of attack categories detected during experimental evaluation. Denial-of-Service 

and Distributed Denial-of-Service attacks constitute the largest proportion of detected threats, reflecting their frequent 
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occurrence within network environments. Botnet and Brute Force attacks also contribute a considerable percentage, 

demonstrating the framework's capability to identify coordinated malicious activities and repeated authentication 

attempts. Web attacks and SQL Injection represent smaller portions of the dataset but are accurately detected through 

intelligent behavioural analysis. The balanced detection across multiple attack categories confirms that the proposed 

framework provides comprehensive protection against heterogeneous cyber threats without favouring any specific 

attack type. 

 

 Figure 7. Distribution of Fuzzy Cyber Risk Scores 

The figure illustrates the distribution of fuzzy cyber risk scores generated during the evaluation process. The 

histogram represents the frequency of network instances corresponding to different risk score ranges, while the dashed 

vertical line indicates the average risk score of 

67.80. The distribution follows an approximately bell-shaped pattern, with the highest concentration of 

observations occurring between 60 and 75, indicating that most network activities are assigned moderate to high risk 

levels. This balanced distribution demonstrates that the fuzzy inference mechanism effectively differentiates network 

behaviours by assigning continuous risk values rather than relying on rigid binary classifications. Such an approach 

provides a more realistic representation of cybersecurity conditions where uncertainty and overlapping attack 

characteristics are commonly encountered [32]. 

The relatively small number of observations at the lower risk score range, approximately between 30 and 45, 

indicates that only a limited portion of network activities exhibit minimal security concerns. These instances generally 

correspond to legitimate communication patterns or network behaviours with very few suspicious characteristics. As 

the risk score increases from 50 to 70, the frequency rises substantially, reaching the highest concentration around the 

mean value. This observation demonstrates that the proposed framework effectively recognises subtle variations in 

network behaviour and accurately identifies activities that require closer security monitoring. The gradual increase in 

frequency towards the central region reflects the capability of the fuzzy reasoning mechanism to produce smooth and 

meaningful transitions between different levels of cyber risk. 

The frequency gradually decreases beyond the average risk score, with fewer observations appearing in the 80 

to 100 range. Although these high-risk instances occur less frequently, they represent network activities exhibiting 
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strong malicious characteristics and a higher probability of cyber-attacks. The graph-based modelling component 

plays a significant role in identifying 

these critical events by analysing communication relationships, node interactions, and attack propagation 

patterns throughout the network. Simultaneously, fuzzy inference evaluates multiple uncertain security attributes to 

calculate an appropriate risk score for each network instance. The combination of these techniques enables the 

framework to assign high confidence scores to genuinely malicious activities while avoiding excessive concentration 

of observations at extreme risk levels [33]. 

The histogram demonstrates that the proposed framework produces a well-balanced and stable distribution of 

cyber risk scores across diverse network conditions. The average risk score of 

67.80 indicates that the evaluation process effectively separates normal, suspicious, and highly malicious 

activities into meaningful risk categories without introducing abrupt decision boundaries. The absence of irregular 

spikes or excessive skewness suggests that the fuzzy graph-based risk assessment model maintains consistent 

behaviour throughout the experimental evaluation. This stable risk distribution supports accurate threat prioritisation, 

improves decision-making for adaptive mitigation strategies, and enhances the reliability of cybersecurity monitoring 

by providing interpretable and continuous risk estimation for dynamic network environments. 

 

 Figure 8. Performance Evaluation of the Proposed IFGF Framework 

The figure presents a radar chart illustrating the performance of the proposed framework across six important 

evaluation metrics: Accuracy, Precision, Recall, F1-Score, Matthews Correlation Coefficient (MCC), and Receiver 

Operating Characteristic–Area Under the Curve (ROC-AUC). Radar charts provide a comprehensive visual 

representation of multiple performance 

measures simultaneously, making it easier to evaluate the balance and consistency of a classification model. As 

observed, the plotted polygon occupies the outer region of the radar chart with values approaching 100% across all 
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evaluation metrics. This nearly symmetrical shape indicates that the framework achieves consistently high predictive 

performance rather than excelling in only one specific metric. Such balanced behaviour demonstrates that the 

developed detection mechanism maintains high reliability under different evaluation criteria while preserving 

classification stability across diverse network conditions. 

The framework achieves an accuracy of approximately 99.28% and a precision of 99.12%, indicating that the 

classification process correctly identifies the majority of network activities while significantly reducing false positive 

detections. High accuracy reflects the effectiveness of the decision-making process, whereas high precision confirms 

that malicious activities predicted by the framework are genuinely representative of cyber threats [34] . The close 

proximity of these two metrics indicates that the intelligent fuzzy reasoning mechanism effectively manages 

uncertainty within network traffic, thereby preventing unnecessary security alerts. This balance was particularly 

important for practical cybersecurity environments where excessive false alarms can increase operational workload 

and reduce confidence in automated security systems. 

Similarly, the framework demonstrates excellent recall (99.05%) and F1-score (99.10%), confirming its 

capability to detect actual attacks while maintaining a balanced relationship between precision and recall. High recall 

indicates that only a very small number of malicious activities remain undetected, thereby reducing the likelihood of 

successful cyber intrusions. The F1-score further confirms that the framework simultaneously maintains both high 

detection capability and high prediction reliability without favouring one objective over the other. The Matthews 

Correlation Coefficient (98.92%) indicates strong agreement between predicted and actual classifications even under 

varying class distributions, while the ROC-AUC value of 99.36% demonstrates outstanding discrimination capability 

between normal and malicious network activities. These consistently high values confirm that the graph-based 

modelling process and fuzzy inference mechanism collectively provide highly effective classification decisions across 

multiple evaluation perspectives [35]. 

The radar chart demonstrates that the proposed framework achieves a well-balanced performance profile across 

all major evaluation metrics without exhibiting any significant weaknesses. The nearly uniform expansion of the radar 

polygon towards the outer boundary reflects the robustness, consistency, and generalisation capability of the 

developed model under different cybersecurity scenarios. Unlike conventional approaches that improve one 

performance measure at the expense of another, the proposed framework maintains uniformly high effectiveness 

across accuracy, precision, recall, F1-score, MCC, and ROC-AUC simultaneously. This comprehensive performance 

confirms that the intelligent integration of fuzzy reasoning and graph-based analysis provides reliable cyber risk 

assessment, accurate threat detection, minimal classification errors, and dependable adaptive security decision-making 

for dynamic and large-scale network environments. 

Table 4. Multi-Metric Performance Evaluation of the Proposed Framework 

Evaluation Metric Value (%) Interpretation 

Accuracy 99.28 Excellent 

Precision 99.12 Excellent 

Recall 99.05 Excellent 

F1-Score 99.10 Excellent 

MCC 98.92 Very Strong Correlation 

ROC-AUC 99.36 Outstanding 

Table 4 summarises the comprehensive evaluation of the proposed framework using multiple performance 

metrics. The consistently high values across all metrics indicate balanced classification behaviour without sacrificing 

one measure to improve another. High precision and recall demonstrate accurate attack identification while 

maintaining low false alarm rates. The F1-score confirms effective balance between precision and recall, whereas the 

high MCC value reflects strong agreement between predicted and actual classifications. The ROC-AUC value 
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demonstrates excellent discrimination capability over varying decision thresholds. Collectively, these metrics confirm 

the robustness, stability, and generalisation capability of the framework for intelligent cyber threat detection. 

 

 Figure 9. ROC Curve Comparison of Cybersecurity Models 

The figure presents the Receiver Operating Characteristic (ROC) curves of the evaluated classification models, 

including Support Vector Machine (SVM), Random Forest, XGBoost, Graph Neural Network (GNN), and the 

proposed Intelligent Fuzzy Graph-Based Framework (IFGF). The ROC curve illustrates the relationship between the 

True Positive Rate (TPR) and the False Positive Rate (FPR), providing a comprehensive assessment of the ability of 

a model 

to distinguish malicious network activities from legitimate traffic. A model with a curve positioned closer to 

the upper-left corner indicates superior classification capability because it achieves higher detection rates while 

maintaining lower false positive rates. The dashed diagonal line represents the performance of a random classifier, 

which serves as the baseline for comparison. As observed, all evaluated models perform significantly better than 

random classification; the proposed IFGF consistently remains closest to the ideal upper-left corner, indicating the 

highest discrimination capability [36]. 

The comparative analysis demonstrates a clear improvement in classification performance from conventional 

machine learning algorithms to the proposed intelligent framework. The SVM model achieves an AUC of 0.956, 

indicating good classification performance but exhibiting comparatively lower sensitivity at smaller false positive 

rates. Random Forest improves the performance with an AUC of 0.972, reflecting the advantages of ensemble learning 

in reducing classification errors. XGBoost further increases the AUC to 0.982 through iterative gradient optimisation, 

while GNN reaches an AUC of 0.989 by effectively learning complex structural relationships among interconnected 

network entities. Although these advanced approaches demonstrate strong classification capability, their ROC curves 

remain consistently below that of the proposed framework throughout the evaluation range, indicating relatively lower 

discrimination performance under identical testing conditions. 
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The proposed IFGF achieves the highest Area Under the Curve (AUC) of 0.996, demonstrating exceptional 

capability in distinguishing normal network behaviour from malicious activities across different decision thresholds. 

The rapid increase in the true positive rate at very low false positive rates indicates that the framework successfully 

identifies attacks without generating excessive false alarms. This superior performance was primarily attributed to the 

integration of fuzzy reasoning and graph-based network modelling. Fuzzy inference effectively manages uncertainty 

associated with overlapping attack characteristics, while graph representation captures communication dependencies, 

node interactions, and attack propagation patterns that are often overlooked by conventional classifiers. The 

complementary operation of these components enables more informed classification decisions, resulting in 

consistently high detection capability across diverse cyber-attack scenarios [37] . 

ROC analysis confirms the robustness, stability, and generalisation capability of the proposed framework. The 

highest AUC value of 0.996 indicates that the developed model maintains excellent classification performance 

irrespective of the selected decision threshold, making it highly suitable for practical cybersecurity applications. The 

substantial separation between the proposed ROC curve and the random classifier demonstrates that the framework 

provides highly reliable predictions with minimal classification uncertainty. Its consistent superiority over SVM, 

Random Forest, XGBoost, and GNN validates the effectiveness of combining intelligent fuzzy reasoning with graph-

based analysis for cyber risk assessment and threat detection. These findings confirm that the proposed framework 

offers improved sensitivity, reduced false positive rates, and more dependable adaptive security decision-making in 

dynamic and large-scale network environments. 

 

Figure 10. Confusion Matrix of the Proposed IFGF Framework 

The figure presents the confusion matrix obtained from the classification results of the proposed Intelligent 

Fuzzy Graph-Based Framework (IFGF). The confusion matrix provides a detailed evaluation of the classification 

performance by comparing the actual class labels with the predicted class labels. Unlike accuracy, which summarises 

the prediction performance into a single value, the confusion matrix clearly identifies correctly classified instances as 

well as misclassified samples. In this evaluation, the framework correctly classified 985 normal network instances and 

995 attack instances, while producing only 12 false positive and 8 false negative predictions. The concentration of 
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high values along the principal diagonal demonstrates that the classification model successfully distinguishes normal 

network behaviour from malicious activities with exceptionally high reliability. 

The first row of the matrix represents the actual normal network traffic. Among 997 normal instances, 985 were 

correctly identified as normal, while only 12 were incorrectly classified as attacks, representing false positive 

detections. A low false positive rate was highly desirable because unnecessary security alerts increase operational 

workload, consume computational resources, and reduce confidence in automated intrusion detection systems. The 

ability of the proposed framework to maintain such a small number of false positives indicates that the fuzzy reasoning 

mechanism effectively differentiates uncertain but legitimate network behaviour from genuinely malicious activities 

[38]. Consequently, the framework minimises unnecessary alert generation while preserving stable decision-making 

during normal network operations. 

The second row represents the actual attack instances evaluated during the experimental analysis. Out of 1003 

malicious instances, 995 were correctly detected as attacks, whereas only 8 attacks were mistakenly classified as 

normal network traffic, representing false negative 

predictions. False negatives are particularly critical in cybersecurity because undetected attacks continue to 

compromise network resources without immediate intervention. The extremely small number of false negatives 

demonstrates that the graph-based network representation successfully captures communication relationships, attack 

propagation patterns, and behavioural dependencies associated with malicious activities. When combined with fuzzy 

inference, these structural relationships enable more accurate threat identification even under uncertain and 

dynamically changing network conditions, thereby improving the effectiveness of cyber defence operations. 

The confusion matrix confirms the robustness, reliability, and practical applicability of the proposed framework 

for intelligent threat detection and cyber risk assessment. The dominant diagonal values, together with the very small 

number of misclassified instances, indicate excellent classification consistency across both normal and attack 

categories. These results validate the capability of the framework to achieve high detection performance while 

simultaneously reducing false alarms and missed attack events. Such balanced classification behaviour was essential 

for adaptive cybersecurity systems, where accurate identification of malicious activities directly influences risk 

assessment, mitigation strategies, and security decision-making. Therefore, the confusion matrix provides strong 

evidence that the proposed IFGF framework delivers dependable, stable, and highly accurate performance for 

protecting modern network environments against a wide range of evolving cyber threats. 

Table 5. Confusion Matrix Performance Summary 

Performance Measure Value 

True Positives (TP) 995 

True Negatives (TN) 985 

False Positives (FP) 12 

False Negatives (FN) 8 

Total Correct Predictions 1980 

Total Incorrect Predictions 20 

Overall Accuracy (%) 99.00 

Table 5 summarises the classification outcomes derived from the confusion matrix. The framework correctly 

classifies 995 malicious instances and 985 normal instances while producing only a small number of false positive 

and false negative predictions. The low false positive count indicates that legitimate network traffic was rarely 

misclassified as malicious, thereby reducing unnecessary security alerts. Similarly, the minimal false negative rate 

confirms that very few attacks remain undetected, strengthening the reliability of cyber defence operations. These 
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results demonstrate that the proposed framework achieves stable and dependable classification performance, 

supporting accurate cyber risk assessment and adaptive security decision-making in dynamic network environments. 

4.10 Conclusion 

The proposed Intelligent Fuzzy Graph-Based Framework has been developed to enhance network threat 

detection, cyber risk assessment, and adaptive mitigation by integrating fuzzy reasoning with graph-based network 

modelling. The framework effectively addresses the challenges  associated  with  uncertainty,  dynamic  attack  

behaviours,  and  complex 

communication relationships that often reduce the effectiveness of conventional machine learning approaches. 

By representing network entities and their interactions as a fuzzy graph, the proposed model captures both structural 

dependencies and uncertain behavioural characteristics, enabling more accurate identification of malicious activities 

while preserving the contextual relationships among network nodes. The integration of intelligent fuzzy inference 

further improves decision-making by assigning continuous risk scores instead of relying on rigid binary classifications, 

thereby providing a more realistic representation of evolving cybersecurity environments [39]. 

The experimental evaluation demonstrates that the proposed framework consistently outperforms conventional 

machine learning and graph-based models across multiple performance metrics. Comparative analysis shows that the 

framework achieves an accuracy of 99.28%, precision of 99.12%, recall of 99.05%, F1-score of 99.10%, Matthews 

Correlation Coefficient (MCC) of 98.92%, and an ROC-AUC value of 99.36%, indicating excellent classification 

capability and reliable discrimination between legitimate and malicious network activities. The confusion matrix 

confirms minimal false positive and false negative predictions, demonstrating the ability of the framework to maintain 

high detection accuracy while reducing classification errors. The evaluation across diverse cyber-attack categories 

also verifies the adaptability of the proposed model in recognising both common and sophisticated attack patterns with 

consistently high detection performance. 

The incorporation of fuzzy graph modelling provides several advantages over traditional security assessment 

methods. The graph representation preserves communication structures, attack propagation paths, and node 

dependencies, while fuzzy reasoning effectively manages ambiguity and incomplete security information that 

frequently occur in real-world network environments. This complementary integration enables more comprehensive 

cyber risk assessment by simultaneously considering behavioural uncertainty and topological relationships. 

Consequently, the framework not only improves threat detection accuracy but also supports adaptive mitigation by 

prioritising high-risk network entities according to their calculated risk levels and structural importance within the 

communication graph. Such capabilities significantly enhance the reliability, robustness, and scalability of intelligent 

cybersecurity systems operating in dynamic network infrastructures [40]. 

The proposed framework demonstrates that the integration of intelligent fuzzy reasoning and graph-based 

analysis provides an effective solution for next-generation cybersecurity applications. The superior experimental 

performance, balanced evaluation metrics, reliable risk estimation, and adaptive threat mitigation capability confirm 

the practical applicability of the developed approach for protecting modern communication networks against 

continuously evolving cyber threats. The framework offers a scalable and interpretable decision-making mechanism 

capable of supporting real-time security monitoring and intelligent cyber defence operations. Future work focuses on 

extending the framework through the integration of deep graph neural networks, federated learning, reinforcement 

learning-based adaptive response mechanisms, explainable artificial intelligence techniques, and real-time 

deployment within cloud,  Internet  of  Things  (IoT),  edge  computing,  and  software-defined  networking 
environments to further improve detection accuracy, scalability, and autonomous cybersecurity decision-making. 
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