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Abstract: Smart contracts are a crucial element in blockchain technology, enabling the decentralisation and automation of
digital transactions. However, re-entrancy, access control, integer overflows and logic errors all pose a danger to their security
and reliability. Previously available audit solutions rely on a single analytical approach, resulting in insufficient detection
coverage, high false-positive rate and poor explainability. We propose an AMESCAF to eliminate the aforementioned
problems, which adopts static analysis, dynamic testing, symbolic execution, formal verification and Al-assisted reasoning.
Common knowledge base and consensus validation method enhances vulnerabilities detection rate and minimizes the duplicate
vulnerability discovery. Moreover, there is a context-aware risk assessment model which categorizes vulnerabilities according
to technical severity, vulnerability exploitability, business impact and confidence scores. The explainability module gives
visual hints on cures. The prototype has been analyzed with respect to the benchmark intelligent contracts, and benchmarked
against the current smart contract auditing tools. Safe smart contract auditing was performed by comparing the proposed
framework in terms of detection accuracy and analysis efficiency, achieving a 96.4% accuracy, 95.2% recall, 4.1% false
positive rate, and 95.8% F1-score, demonstrating superior results.
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1. Introduction

With the development of blockchain technology, decentralised apps have been made possible, providing
a secure, transparent and tamper-proof platform for digital transactions, without the use of any central middlemen.
The most outstanding feature is the concept of Intelligent Contracts that permits automatic execution of pre-
programmed business logic, thereby reducing operational costs, boosting confidence and enhancing the efficiency
of transactions. Smart contract technology has been utilised in many areas such as DeFi, digital 1D, healthcare,
supply chain management, insurance and NFT with the use of platforms like Ethereum. But, due to the
immutability of blockchain, security problems that have been propagated throughout the development process and
can't be patched after deployment, can cause enormous financial and operational losses [1].

Over the last ten years, numerous attacks have been observed, including risks like reentrancy attacks,
integer overflows, access control issues, front-running and oracles attacks. As the use of blockchain applications
to utilise high value digital resources is increasing at a fast pace, correctness and security of the deployed
intelligent contracts becomes one of the important topics for study. Several automated audit techniques have been
put forward to uncover a product's vulnerabilities before deployment. Known pattern vulnerabilities can be easily
identified by static analysis techniques, without executing the code. Symbolic execution can explore many paths
in which the program can be executed and discover unknown logical bugs. The security is proved through formal
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verification of the correctness properties specified in the contract, by using a mathematical proof. Dynamic testing
involves the test of the contract behaviour in a real execution context [2] [3].

Though blockchain has significantly improved its security with current auditing techniques, there are
still some drawbacks in practice. Static analysis has a lot of false positives because it doesn't have realtime context.
There are however scaling issues with Symbolic execution due to path explosion in case of analysis of complicated
contracts. However, the formal verification requires a lot of expertise on the topic and a strict specification of the
formal language and is difficult to apply in large scale industrial applications. Moreover, current auditing systems
are often standalone, and produce separate and different vulnerability assessments of varying levels of severity,
and they typically fail to give any comprehensible decision making. This renders it challenging for developers to
pinpoint the vulnerabilities that they should prioritize and understand the “why” behind the automation of security
recommendations [4, 5].

The introduction of Al and the creation of LLMs has provided fresh opportunities for increasing the
study of software security by translating code in context, explaining weaknesses, and providing intelligent
remedial suggestions. Meanwhile, it has been proved that multi-agent systems can solve complex analytical
problems. This is made possible by the cooperation of specialised autonomous agents sharing intermediate
knowledge and coming to a consensus-based judgement. The field of collaborative multi-agent architectures and
traditional smart contract auditing techniques still has some unexplored areas, particularly with respect to
explainability and adaptive vulnerability assessment [10, 12].

To address these challenges, we present a hybrid security framework, AMESCAF, where static analysis,
dynamic testing, symbolic execution, formal verification and Al based reasoning are jointly deployed and operated
in a collaborative framework. This platform features its own analytical agents, a Vulnerabilities Knowledge
Repository, a consensus-based validation of vulnerabilities, and a context-aware risk assessment model to help
achieve more accurate detection and to minimize false-positive results. An explanation module is also provided
for the clear explanation and organised repair solution of software secure development. To illustrate the
applicability of the proposed approach, we evaluate a prototype of its implementation on a set of benchmark smart
contract data sets and compare it to a number of the most popular auditing tools.

The main contributions of this paper are as follows:
e Complementary approach of a single architecture for multi-agent smart contract auditing platform.

e A shared knowledge base for a consensus validation process regarding vulnerabilities and enhancing
reliability of detection.

e A context-aware risk assessment and explainability approach for vulnerabilities with visible
recommendations for remedy

e A prototype implementation and an evaluation study which compares the auditing performance of
the prototype with the current smart contract analysis tools.

2. RELATED WORK

With the growing acceptance of blockchain technology and the rising significance of electronic assets
managed by dApps, the security of intelligent contracts has garnered much attention. Most of the existing studies
are aimed at enhancing the vulnerability identification with the help of static analysis, symbolic execution, formal
verification, dynamic testing and more recently Al-based techniques. These techniques have contributed much to
the security of blockchain . However, no one solution can encompass all of the vulnerabilities. This encourages
the development of the hybrid audit systems by applying two or more complementary analytical processes.

Static analysis is still one of the most common approaches for smart contract audits since it is fast to
conduct, scalable and fits easily into software development workflows. Most of the vulnerability like re-entrancy,
access control, arithmetic and unsafe external calls can be identified using modern static analysis tools like
creation of abstract syntax tree, control flow graph and data dependency graph. These techniques are quite
effective on initial stage of development process, however they tend to generate false positive results, since the
analysis does not take into account code execution paths and runtime conditions. Thus, they can't always be sure
about their repair decisions as the results they get are not always verified [3,4].

To circumvent the limitations of static analysis, there have been a number of techniques to symbolic
execution and formal verification. Symbolic execution treats inputs to a program symbolically, and can explore
numerous execution paths at once. This enables us to discover hidden logical errors and complex situation
scenarios which cannot be discovered by pattern analysis. Program assurance can be improved by quantitatively
verifying pre-defined security features and contract invariants through formal verification. These methods
improve the accuracy of the vulnerability detection process, and offer more accurate guarantees but they also are
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computationally intensive. Path explosion does exist and these methods may be scalability issues. For real
implementation in some cases, one would require all the domain knowledge and formal specification [2] [8].

In addition to static techniques, there are also dynamic techniques and fuzzing techniques to test the
contract's behaviour in real running scenarios. They analyse inputs with intelligent contracts, which are either
automatically generated or manually put together, to find runtime vulnerabilities, mistakes and behavioural
anomalies. Recent benchmarking frameworks have shown that combination of various testing techniques have
shown great improvement in the coverage of vulnerabilities than using a single analytical technique. But, complete
covering a complicated IC [5] [9] using dynamic approaches is largely reliant on the quality of the tests and the
variety of the inputs.

Smart Contracts Audits are now being enriched with new possibilities thanks to recent advancements in
Al (e.g., semantic code understanding, vulnerability classification, documentation and corrective advice
automation). Transformer-based models and LLMs have shown promise in comprehending intricate source code
and providing security explanations with a developer-centric perspective. The findings of this study, however,
indicate that Al is not a guaranteed sign of security and the lack of consistent thinking and in-depth blockchain
knowledge could hinder its trustworthiness. Al is therefore seen as a complement to the existing security analysis
tools and not a replacement for traditional auditing methods [10] [11].

Another emerging research area is in collaborative multi-agent systems and applying them to software
security testing. Unlike the sequential execution of standard auditing pipelines of security tools, multi-agent
architectures split and spread the analytical duties to specialised agents that can share intermediate knowledge and
collaboratively check the security outcomes. The architectures provide flexibility, adaptability and decision
consistency, while decreasing redundant vulnerability reports. But previous studies have been either on Al-
assisted auditing or multi-agent cooperation without considering their explainability and contextual risk
assessment, and their vulnerability validation in a consensus-based framework [12, 13].

Literature reviewed indicates that there are still research gaps. The current smart contract auditing
methods largely rely on a single analysis method, resulting in inadequate coverage of vulnerabilities,
inconsistencies in severity, and poor explicability. Also, lack of knowledge sharing between the analytical
components of the system limits their ability to correlate evidence and, therefore, their certainty of vulnerability
detection. These constraints have sparked the development of AMESCAF that combines static analysis, dynamic
testing, symbolic execution, formal reasoning, and Al-assisted reasoning in a collaborative fashion. The
framework leverages open source security approaches, consensus based validation and context based risk
assessment to improve the accuracy of security detections, reduce false positive detections and deliver clear and
developer orientated security recommendations.

3. MATERIALS AND METHODS

A. Overall Framework

The proposed AMESCAF attempts to enhance the security of intelligent contracts and merge a number
of free and complimentary auditing approaches together in a single framework. The system is based on different
specialised agents for static analysis, dynamic testing, symbolic execution, formal verification, Al assisted
reasoning and vulnerability assessment and not on a single analytical technique. Common knowledge-base, on
which intermediate information is exchanged between agents, leads to consensus decision mechanism to agree
detected vulnerabilities. It also has a context-aware risk assessment approach where it can prioritize the discovered
vulnerabilities according to their severity, exploitability, confidence and business implications. Explainability
module gives the developer short and succinct explanations and guidelines for repair. Fig.1. represents the
comprehensive process of proposed AMESCAF framework. It shows the interplay of the analytical agents and
end-to-end smart contract auditing pipeline.
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Fig. 1 shows the structure of the proposed framework. The audit procedure starts with the submission
of the intelligent contracts and the preparation and simultaneous execution of the specialised analytic agents.
Generated discoveries are validated and integrated with other discoveries in a common knowledge repository
using a consensus decision engine. Then it’s the risk assessment and explainability modules that list vulnerabilities
and give intelligible security advise to developers before it’s time to output the final complete auditing report.

B. Multi-Agent Workflow

Our proposed AMESCAF system is structured around a multi-agent pipeline where each agent focuses
on a particular complementary security study and shares the intermediate results with the rest of the agents by
using a shared knowledge repository. The first step is to acquire the Solidity smart contract and then preprocess
it, i.e., generate intermediate representations for analysis. Static Analysis, Dynamic Testing, Symbolic Execution
and Formal Verification agents work in parallel to give syntax-level, runtime, logical and specification-based error
identification. The AI Reasoning agent incorporates their responses and provides context and ideas for
improvement. Then the Correlation module merges redundant data in a consensus manner. The Risk Assessment
module ranks the vulnerabilities according to severity, exploitability and confidence and business effect. Finally,
the Explainability module gives interpretable arguments and the Report Generation module delivers a security
audit report to the developers.

C. Risk Assessment Model

The suggested framework AMESCAF computes a set of assessment metrics on the output of the
collaborating analytical agents, to rank the detected vulnerabilities. The metrics are based on the confidence in
the detections, the overall security risk, the prioritisation of security vulnerabilities, and the consensus (across
agents) in the quality and the ability to explain the conclusions.

Confidence Score (CS): The odds that a vulnerability will be correctly detected. This is based on the
number of analysis agents that have detected the same vulnerability.
¢s = Na 1
=N &)
where N; is the number of agents that detect the vulnerability and N; the number of agents involved.

Risk Score (RS) is the overall severity of a vulnerability, taking into account the technical severity, the
exploitability and the business impact.

RS = wsS +w.E + w,B 2)
S, E and B are the normalised severity, exploitability and business impact ratings respectively. w, w,,
and w;, are their weighting coefficients so that wg + w, +w;, =1.

Vulnerability Priority Score (VPS) An ordering of validated vulnerabilities by the calculated risk and
confidence score.
RS

PS =—
VPS = 3)

The more vulnerabilities that VPS numbers have, the more vulnerabilities that have to be patched now.

Finally, the Consensus Score (ConS) is a measure of the consensus between the analytical agents and it
is calculated as
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Given Na number of agents, who agree on the stated vulnerability. The consensus ratings were higher
with reliability of final security recommendations. It is also useful in minimizing false positive results.

D. Prototype Implementation

To make the proposed AMESCAF viable, the prototype of the proposed framework was developed. The
framework is realized in the core language Python and is used to orchestrate analytical agents as well as the
execution of processes. Ethereum-based platform. Solidity is used for banking development and testing of
benchmark intelligent contracts. Static vulnerability study We used Slither for the static vulnerability
investigation. We included Mythril symbolic execution and security checks. Foundry has provided the test
environment to compile, deploy and test intelligent contracts in different scenarios. Problematically, the Z3 SMT
Solver for symbolic reasoning and constraint resolution was used to verify the vulnerabilities. To be portable,
reproducible and segregated for use, all components are containerised using Docker. Automated vulnerability
detection, consensus-based validation, risk assessment and explainable security reporting can all be integrated in
a single auditing framework with the help of an integrated technological stack.

E. Algorithm
Algorithm 1: The algorithm of AMSA is presented.
Input: Solidity SC

Output: Execute Static Analysis, Dynamic Testing, Symbolic Execution and Formal Verification agents in
parallel.

Group and consolidate vulnerabilities that are found by all agents.

Data were triangulated and Al-assisted reasoning was used to analyse the results.
They are the same vulnerabilities and agree on them by consensus.

Find out your confidence level(s)

It is called the Score, Risk Score and Vulnerability Priority Score.

Provide clear suggestions for remedial work.

Auditor's final audit document (R).

of results obtained from validation.

Back (R)

VXN B WD =

4. EXPERIMENTAL RESULTS

A. Experimental Setup

In the most common types of vulnerabilities (arithmetic, access control and re-entrancy), the proposed
AMESCAF framework was found to be valid with the SmartBugs benchmark data of smart contract data and
SWC Registry. The tests were executed using different versions of the Solidity compiler, in order to support
different versions of the contracts. The following are evaluated as criteria for a full comparison with the existing
smart contract audit tools: Precision, Recall, F1-score, FPR, Analysis Time.

B. Performance Evaluation

A few commonly used smart contract auditing tools are compared to the proposed AMESCAF
framework in Table 1. Based on the evaluation, AMESCAF has the highest accuracy, the lowest false-positive
ratio, and the highest recall and F1-Score. The performance gains are due to the multiple free analytic approaches,
the consensus-based validation and the context-aware risk assessment which collectively boost the reliability of
detections, and minimise the amount of false vulnerability reports.

Table 1. Performance Comparison of Smart Contract Auditing Methods

Method Precision | Recall F1- FPR
(%) (%) score (%)
(%)
Slither 91.8 88.4 90.1 10.6
Mythril 93.1 91.5 92.3 8.4
Security 92.4 90.6 91.5 8.9
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SmartCheck 89.6 87.2 88.4 12.8

AMESCAF 96.4 95.2 95.8 4.1
(Proposed)

C. Discussion

The findings of the experiments show that the proposed AMESCAF framework is more precise and more
recalling than traditional smart contract auditing tools and has significantly fewer false-positive detections. This
complementary vulnerability detection is realized by employing static analysis, dynamic testing, symbolic
execution and formal verification and the vulnerability detected by different vulnerability analyzers can be ignored
before the report is generated through the consensus-based validation process. The Al-driven explainability
module also provides developers with easy-to-understand explanations and corrective actions in security reports.
Another part of vulnerability management is context aware risk assessment model which prioritises the findings
on the basis of severity, exploitability, confidence and business impact which can help in successful remediation
planning. But the present prototype is primarily adapted to the smart contract platform Ethereum, which is based
on the programming language Solidity. When auditing larger and/or more complex decentralised applications,
there are a number of analytical components that may drive up processing costs. Future work includes the
optimisation of the execution efficiency and support for other blockchain systems and smart contract languages.

D. Performance Graph

Figure 2 provides a summary of the results of the various smart contract auditing approaches after
choosing the evaluation metrics. The proposed AMESCAF algorithm provides the best accuracy, recall, F1-score
and the lowest percentage of false positive continually compared with other algorithms. We show that the
combination of complementary analytical methodologies, consensus validation and risk assessment with
explanation increases the reliability of detection and minimises the number of false vulnerability reports. Hence,
the suggested system is more efficient while doing secure smart contract auditing.
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B sustainx

Audit Smarter.
Ship Safer.

Fig.3 Audit Smarter Ship Safer

Fig. 3. Log in to the SustainX dashboard and get an Al smart contract security auditing interface with
vulnerability detection, mythril analysis, foundry fuzz testing, CertiK verification and automatic report
production, which enables efficient blockchain security assessment.

Fig.4 Energy Efficient Page

Fig. 4. Itunifies the security audit of the intelligent contracts into one interface, allowing users to write
the Solidity smart contract code, to select a range of security analysis tools, to establish the audit rules and to
automatically run a thorough security audit and report.

Running SustainX Analysis

Fig.5 Running SustainX Analysis Page

Figure 5. The analysis execution screen displays the graph and the evolution of the SustainX security
audit over the various AST parsing, static analysis, symbolic execution, fuzz testing and formal verification steps
in real time.
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Fig.6 Predicted Result

Figure 6. The audit result dashboard displays the security score of 34% that is derived from the
vulnerabilities found in the smart contract. It displays findings according to the severity, tool specific findings,
risk analysis and recommendations for actions to enhance secure code.

Fig.7 Predicted Result

Figure 7. The thorough vulnerability report shows a high confidence (34%) reentrancy vulnerability and
provides the following affected Solidity code, CWE classification, severity, risk explanation and mitigation
methods to assist improve the security of intelligent contracts.

5. CONCLUSION

In this study, in an effort to increase the reliability and transparency of the smart contract auditing
process, we presented a hybrid security architecture AMESCAF. We introduce a multi-agent environment that is
synergistically composed of static analysis, dynamic testing, symbolic execution, formal verification and Al-based
reasoning. An analytical agent can provide a validation method and common knowledge store to synthesize the
results and minimize duplicate or conflicting vulnerability reporting. The proposed Context-aware Risk
Assessment Model also classifies detected vulnerabilities based on technical severity, exploitability, confidence
and business impact and the explainability module will explain the reason for the level of risk and will provide
suggestions for remediation with the aim of building safe software. The experimental results of the benchmarked
intelligent contracts show that the proposed method outperforms the existing smart contract auditing tools by
exhibiting higher precision, recall, and F1 Score and lower false-positive rate. The results indicate that, where
such complementary analysis approaches are used, they can be combined in one joint analysis framework, thereby
significantly increasing the accuracy of detection, which in turn strengthens the confidence of the developers and
allows more effective security audits of smart contract systems built on Ethereum.

Future development will be to enable other multi-blockchain systems as Hyperledger Fabric, Solana and
Binance smart chain. On top of this, advanced large language models for automatic vulnerability mitigation,
computational optimisation of multi-agent coordination and continuous security monitoring for new decentralised
apps will be included. The proposed auditing approach will be scaled up and generalised to real world setting via
reinforcement learning enabled adaptive agent collaboration and benchmark extension.
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