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Abstract: The exponential growth of Internet of Things (IoT) devices has tremendously increased the attack surface of modern
cyber-physical systems. Therefore, the detection of IoT botnets is an urgent challenge for cybersecurity. IoT environments are
different from traditional enterprise networks. They are composed of heterogeneous and resource-constrained devices, and produce
highly dynamic network traffic, which makes attack detection significantly more challenging. Current machine-learning-based
intrusion detection systems suffer from class imbalance, redundant network features, limited context awareness, and poor
interpretability. In this paper, we propose a context aware genetic algorithm optimized machine learning (CAGA-ML) framework
for the explainable multi-class IoT botnet detection using the [oT-23 dataset. The proposed framework integrates a comprehensive
pre-processing of data, adaptive hybrid class balancing, Mutual Information based feature filtering, DEAP based Genetic Algorithm
based feature optimization, context aware K-means clustering and SHAP based explainability as one single intrusion detection
pipeline. Network-flow features were extracted and optimized from the Zeek logs. Then, these features were used to train eight
classical machine learning classifiers namely Decision Tree, Random Forest, Logistic Regression, Gaussian Naive Bayes, Linear
support vector machine, K-Nearest Neighbors, CatBoost and XGBoost. To reduce the model selection bias and guarantee a reliable
performance estimation nested cross-validation was used. The experimental results demonstrate that the proposed framework is
able to effectively reduce the redundancy of features, improve the detection of minority class, and enhance the interpretability of
model with computational efficiency.

Keywords: [0T-23, Internet of Things, Botnet Detection, Explainable Al, Genetic Algorithm, SHAP, Feature Selection, Machine
Learning

1. Introduction

The Internet of Things (IoT) has changed the modern digital infrastructure, allowing billions of interconnected
devices to communicate autonomously in healthcare, industrial automation, transportation, agriculture and smart cities
[1]. IoT technologies provide new opportunities for intelligent automation, but they also expose networks to more
sophisticated cyber-attacks [2]. IoT devices with limited processing power and heterogeneous communication
protocols are attractive targets for malware, botnets, ransomware and distributed denial of service (DDoS) attacks [3].
One of the most significant security problems of these threats is the use of IoT botnets. Botnets such as Mirai, Gafgyt,
Okiru, Torii and Muhstik leverage vulnerable IoT devices to launch coordinated attacks against internet infrastructure
Hence, the early detection of a malicious behavior in a network is crucial to safeguard IoT ecosystems [4]. [oT-23 is
one of the most widely adopted benchmark datasets in IoT intrusion detection research. Unlike synthetic datasets, IoT-
23 is a collection of 23 real network capture scenarios (including 20 malicious botnet scenarios and 3 benign scenarios
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from real IoT devices). The Zeek network monitoring framework processes network traffic to obtain flow-based
features that can be used for machine-learning-based intrusion detection [5].

Machine learning has made great progress, but many challenges remain.
[1]. Attack types are heavily imbalanced by class

[2]. Highly correlated and redundant network flow features

[3]. No behavioral context information
[4]. Computational complexity of wrapper feature selection

[5]. Limited explainability of high-performing classifiers

To tackle these challenges, this research presents a context-aware genetic algorithm optimized machine learning
(CAGA-ML) framework. The proposed method incorporates adaptive hybrid balancing, Mutual Information filtering,
Genetic Algorithm feature optimization, context-aware clustering, nested cross-validation and SHAP explainability
[6] in a unified intrusion detection pipeline tailored to the characteristics of the [oT-23 dataset.

The main contributions of this work are:
1. Context-aware explainable machine learning framework for IoT-23 botnet detection.
2. Adaptive Hybrid Balancing with Random Under-Sampling, Borderline-SMOTE and SMOTE.
3. Two-stage feature optimization based on Mutual Information and Genetic Algorithm searching.
4. Behavioral clustering with context-aware minibatch K-means.
5. General comparison of eight classical machine learning algorithms.

6. Explainability of transparent-attack classification via SHAP.
2. Related Work

The 10T-23 dataset is one of the most popular benchmark datasets for evaluating machine learning-based
intrusion detection systems, because it comprises realistic botnet traffic captured from operational IoT devices.
Recently, decision tree models, Random Forests, Support Vector Machines, XGBoost, LightGBM and deep learning
architectures have been explored for botnet detection using loT-23.[7], [8]

These models have been shown to successfully identify botnet activities in the dataset to a certain degree. Often,
methods combining multiple models, such as Random Forests and gradient boosting algorithms like XGBoost and
LightGBM, can achieve higher detection rates, as they are able to handle complex interactions between features.
Moreover, deep learning techniques have been successfully used for automatically extracting features from raw
network traffic data, to further enhance the detection performance[9]. The dimension of features is often reduced by
using feature selection techniques such as Recursive Feature Elimination, Information Gain, Chi-Square, ReliefF, and
Mutual Information[10]. Evolutionary optimization methods such as genetic algorithms, particle swarm optimization
and gray wolf optimization have also been shown to provide promising results to identify compact feature subsets[11].
These techniques improve the efficiency of feature selection by effectively searching in large search space and
avoiding local optima. To achieve better performance, hybrid algorithms of evolutionary algorithms with traditional
feature selection methods have also been proposed. These integrative strategies exploit the strengths of both paradigms
to identify highly relevant and non-redundant feature subsets[12]. Class imbalance is still a challenge in IoT-23 since
benign traffic and dominant attack categories are substantially more frequent than the less frequent botnet behaviors.
While SMOTE and ADASYN increase the number of minority class examples, over-sampling can lead to the
generation of noisy synthetic samples. The hybrid balancing strategies that combine undersampling and oversampling
have received increasing attention [13]. Hybrid methods combine the advantages of both techniques to provide a more
balanced and representative dataset. These methods try to minimize the risk of overfitting and synthetic noise through
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selective undersampling of the majority classes and careful oversampling of the minority classes. This balance
improves the detection capability of machine learning model for rare botnet activities in IoT traffic [14]. Explainable
Artificial Intelligence has recently become important in intrusion detection research. SHAP gives theoretically
grounded local and global explanations of feature importance, which allows cybersecurity analysts to interpret model
decisions and increase trust in automated detection systems [15]. However, existing [oT-23 studies typically optimize
only isolated components of the intrusion-detection pipeline [5]. Only a few studies have incorporated adaptive
balancing, evolutionary feature optimization, contextual feature engineering, rigorous nested cross-validation, and
explainability [34, 35] into a single framework [16]. The proposed CAGA-ML architecture solves these problems.

CAGA-ML combines evolutionary algorithms with adaptive balancing techniques to dynamically optimize the
feature subsets used in the training of the model. It uses contextual feature engineering to capture domain-specific
patterns that are relevant to IoT botnet behaviors.[17] Furthermore, the framework applies nested cross-validation for
a robust assessment of performance and incorporates explainability using SHAP for transparent insights into the
model.

3. Proposed Framework

The proposed CAGA-ML framework consists of seven sequential stages.

Zeek Flow Adaptive Hybrid Mutual Inform aticm
Praprocessing Balancing Feature Filtering

|
Genetic Algorithm Context-aware
Feature Selection MiniBatch K-Means
|
|
Machine Learning ( e -
Classification J »| SHAP Explainability
1. Zeek Flow
Preprocessing

2. Adaptive Hybrid Balancing
3. Mutual Information Feature Filtering
4. Genetic Algorithm Feature Selection
5. Context-aware MiniBatch

K-Means
6. Machine Learning Classification

7. SHAP Explainability
4. Materials and Methods

The proposed framework is developed on the basis of the IoT-23 dataset which comprises 23 realistic network
capture scenarios containing benign and malicious IoT traffic in Zeek flow records. The dataset includes different o T
botnet activities and can be evaluated in a realistic network environment. First, the raw data is preprocessed by
normalizing labels, handling missing values, removing duplicate records, and encoding categorical Zeek attributes.
The resultant data set is a clean and consistent set of features for analysis. To overcome the large class imbalance
between benign traffic and multiple attack categories, while maintaining the underlying data distribution to ensure a
balanced class representation, an Adaptive Hybrid Balancing (AHB) strategy is used. Then, we use Mutual

861



Information (MI) to remove irrelevant and redundant features, and then a Genetic Algorithm (GA) implemented with
the DEAP framework to find the optimal subset of discriminative Zeek flow features.

& 1.10T-23 Zeek Network Flows
.{3 Raw network flow data collected using Zeek

v

& 2. Data Cleaning ‘
Remove duplicates, handle missing values, ‘
normalize labels, remove irrelevant features |

v
i ‘@ 3. Adaptive Hybrid Balancing
% é;@ Comt{ir\e SMOTE, Borderlipe-SMOTE, Under-Sampling
adaptively to handle class imbalance
I

v

5. Genetic Algorithm
Optimize feature subset for

maximum classification performance

4. Mutual Information
Rank features based on mutual
xnforrnanon viith the target label

v

6. Context-aware K-Means
Cluster flows to capture contextual patters

W% andadd cluster labels as new feature

7. Feature Scaling ‘
Standardize / Normalize selected features

for optimal model performance

7
8. ML Classifiers
v ¥ ¥ ¥ 13
@ Random Forest Lxsaoon Jgd CatBoost SupportVector | % DecisionTree Other
vy RF (xG8) ) o °Maemne(S‘VM) £ pn Classfirs
v

9. Nested Cross Validation
Evaluate models using nested cross validation

to ensure robust performance estimation

10. Best Model
Select the best performing model

based on evaluation metrics

v

" 11. SHAP Explainability
Interpret the best model using SHAP values
to understand feature contributions

Fig 2: Proposed CAGA-ML architecture

We apply MiniBatch K-means clustering to find hidden behavioral patterns within network traffic. The
generated context-aware cluster labels are appended as additional features, enriching the feature space with behavioral
information. The optimized feature set is then applied to train and evaluate eight classical machine learning classifiers
using nested cross-validation, providing an unbiased estimation of the model performance and robustness. Finally,
SHAP (SHapley Additive exPlanations) is employed to interpret the contribution of the selected Zeek flow features
to the classification decisions, thereby improving the transparency and explainability of the proposed IoT botnet
detection framework.
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The stepwise methodology is as follows: -.

1)

2)

3)

4)

5)

6)

7)

Dataset description 23 capture scenarios, flow records from Zeek and realistic IoT-botnet activities.
[18]

Preprocessing: label normalization, treatment of missing values, removal of duplicates, encoding of
categorical Zeek features where relevant. [19]

Adaptive Hybrid Balancing This is to the imbalance of benign traffic and multiple malicious
scenarios.

Genetic Algorithm based on DEAP and Mutual Information filtering for selecting discriminative
flow features from Zeek log [20]. [21]

MiniBatch K-means creates context-aware behavioral clusters, which are added as extra features.
[22]

Eight classical machine learning classifiers were trained and tested using nested cross-validation.
[23]

SHAP was used to explain the contribution of the Zeek flow features optimized by the proposed
method to the attack predictions. [24]

5. Results and Discussion

Experimental Evaluation
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The proposed context-aware genetic algorithm-optimized machine learning (CAGA-ML) framework was
evaluated using the IoT-23 dataset, which consists of 23 realistic IoT network traffic capture scenarios collected from
infected and benign IoT devices. [25] The experimental pipeline follows preprocessing, adaptive hybrid balancing,
two-stage feature optimization, context-aware clustering, model training, nested cross-validation, and SHAP-based
explainability analysis.

Eight classical machine learning algorithms, namely Decision Tree (DT), Random Forest (RF), Logistic
Regression (LR), Gaussian Naive Bayes (GNB), Linear Support Vector Machine (LSVM) K-Nearest Neighbors
(KNN), CatBoost and XGBoost.were evaluated [26]. Each classifier was trained using an identical optimized feature
space to ensure a fair comparison.

6. Performance Comparison

Table 1 summarizes the performances of all evaluated classifiers.

Table 1: Performance Comparison on [0T-23

Model Accura | Precisio | Recall | Macro- | MCC Kappa | MAE Hammi | Train_Ti
cy n F1 ng me

Decision | 0.99997 | 0.99950 | 0.9995 | 0.9995 | 0.9999 | 0.9999 | 0.0000 | 0.00002 | 1.470114

Tree 1 1 00 01 58 58 64 9

Random | 0.99996 | 0.97450 | 0.9994 | 0.9856 | 0.9999 | 0.9999 | 0.0000 | 0.00003 | 67.569519

Forest 5 1 97 10 50 50 96 5

Logistic | 0.87852 | 0.51442 | 0.5732 | 0.5294 | 0.8343 | 0.8262 | 0.5084 | 0.12147 | 48.918879

.1 4 95 72 40 34 71 9

Regressi

on

Naive 0.76388 | 0.82185 | 0.6486 | 0.6419 | 0.7042 | 0.6396 | 1.6107 | 0.23611 | 0.269814

Bayes 9 7 87 03 62 87 07 1

Linear 0.77063 | 0.48445 | 0.5135 | 0.4578 | 0.6690 | 0.6637 | 0.6080 | 0.22936 | 183.40177

SVM 8 7 41 79 56 71 21 2 3

KNN 0.99995 | 0.94557 | 0.9998 | 0.9654 | 0.9999 | 0.9999 | 0.0001 | 0.00004 | 1.880201
6 0 56 07 37 37 51 4

CatBoost | 0.99997 | 0.97450 | 0.9997 | 0.9857 | 0.9999 | 0.9999 | 0.0000 | 0.00002 | 390.97762
1 5 42 34 58 58 90 9 6

XGBoost | 0.99996 | 0.99826 | 0.9996 | 0.9989 | 0.9999 | 0.9999 | 0.0000 | 0.00003 | 89.711825
8 5 20 39 54 54 90 2
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Performance Comparison of Machine Learning Models
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MAE (1) and Hamming Loss () are error metrics (lower is better). Other metrics are performance scores (higher is better).

Fig 4: Performance Comparison of All Models

The results show that ensemble-based classifiers outperform linear and probabilistic classifiers consistently
since they can capture the nonlinear relationships in the Zeek network flow features. The proposed preprocessing and
optimization pipeline further improves the robustness of the classifier by reducing redundant information and
enhancing feature discriminability.
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Confusion Matrix - Decision Tree
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#==========================================================
# FINAL TEST METRICS
ffs==cczcsmcoscsanssesas s s ssr s s seesscanssessassssss=aes

print("Accuracy :", accuracy_score(y_test_@indexed,test_prediction))

print("F1 :", f1_score(y_test_©indexed,test_prediction,average="macro"))
print("MCC 1", matthews_corrcoef(y_test_@indexed,test_prediction))
print("Kappa :", cohen_kappa_score(y_test_@indexed,test_prediction))

Accuracy : ©.9998864083184063

F1 : ©.9368749571700206
MCC 1 ©.9989835924928776
Kappa : ©.9998359193913738
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# BEST MODEL

best_model_name = results_df.iloc[8]["Model"]
best_model = models[best_model _name]
print{best_model name)
w s+« Decision Tree
[18%]
7. Impact of Adaptive Hybrid Balancing

In [0T-23, the discrepancy between benign traffic and various botnet traffic scenarios is evident. Classifiers
tend to favor the majority classes and misclassify the rare attack types if not balanced appropriately.

The proposed Adaptive Hybrid Balancing module is sequentially applied as follows:
i. Random Under-Sampling
ii. Borderline-SMOTE

iii. SMOTE
This strategy improves the minority-class representation while avoiding excessive synthetic sample generation
[27].
Table 2 Class Distribution
Stage Minority Samples Majority Samples
Original Dataset 2 871,248
After RUS 1 243,949
After Borderline-SMOTE 8 243,949
After SMOTE 5,000 609,873

The models trained on the balanced training data obtained higher Macro-F1 scores , and an improved Matthews
Correlation Coefficient than the models trained on the original data set.

8. Effectiveness of Feature Optimization

The proposed two-stage feature optimization method greatly reduces feature redundancy.
First, the features of the Zeek flow were ranked according to their relevance to the attack labels by Mutual Information.
Thereafter, the Genetic Algorithm optimized the best feature subset with the proposed multi-objective fitness function
[28].

Table 3 Feature Reduction

Processing Stage Features
Original Features 8
After Correlation Filtering 8
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After Mutual Information 8

After Genetic Algorithm 3

Final Context-Aware Features 4

The optimized feature subset substantially reduced the computational complexity while maintaining the
predictive performance.

9. Context-Aware Behavioral Learning

One of the principal contributions of this study is the introduction of a behavioral context into supervised
learning. MiniBatch K-means clustering was applied to the optimized feature space to identify latent behavioral
patterns among IoT network flows [29]. Three cluster validity indices were evaluated.

I. Silhouette Score
II. Davies—Bouldin Index

ITII. Calinski— Harabasz Index

Silhouette Score Davies-Bouldin 1e9 Calinski-Harabasz
1.2
0.975 0.30
0950 0.25 10
0.925 0.8
0.20
0.900
0.6
0.15
0.875
0.4
0.850 0.10
0.2
0.825 0.05
0.800 0.0
2 4 6 8 10 2 4 6 8 10 2 4 6 8 10

Fig 8: Cluster validation results (Silhouette, Davies—Bouldin, Calinski—Harabasz)

Figure above shows the clustering validation results of MiniBatch K-means for K = 2-10 using the Silhouette
Score, Davies—Bouldin Index, and Calinski—-Harabasz Index. Both the Silhouette Score and the Davies—Bouldin Index
show that the best cluster quality is achieved with K = 3, while the Calinski—Harabasz Index increases with larger K
values, which is a typical behavior for large datasets. Based on the combined evaluation, K = 3 was selected as the
optimal number of context-aware behavioural clusters for the proposed [0T-23 framework.

The cluster label was appended as an additional contextual feature before the classifier training [30]. This
behavioral feature enabled the classifiers to distinguish between attack categories exhibiting similar statistical
characteristics but different communication behaviors [31]. Compared with the optimized feature subset alone,
context-aware learning consistently improved the overall classification performance.

10. Nested Cross-Validation

Nested Cross-Validation provides a more reliable estimate of model generalization than a single train-test split
[32]. The outer five-fold cross-validation estimated the predictive performance, while the inner four-fold cross-
validation selected the optimal classifier.

11. Table 4 Nested Cross-Validation

Fold Best Model Accuracy Macro-F1 MCC
Fold 1 DT 0.999591298 0.99817831 0.999447694
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Fold 2 DT 0.99961702 0.998248831 0.999482448
Fold 3 DT 0.999657033 0.998537312 0.999536495
Fold 4 DT 0.999622736 0.998409009 0.999490149
Fold 5 DT 0.999622736 0.998476513 0.999490137
Average 0.999622165 0.998369995 0.999489385

The small variation across the folds demonstrates that the proposed framework generalizes well across different
[0T-23 capture scenarios.

12. Explainability Analysis

Model transparency is essential for practical intrusion detection. The proposed framework integrates SHAP to
explain the predictions generated by the selected classifier.[6]

The implementation produces the following plots for analysis:

mmm Class 7
mm Class 6
mm Class 5
mm Class 0

id.resp_p [N L= NG
s Class 2
ts [ N

mmm Class 3
cluster_label || mm Class 4

0.0 0.2 0.4 0.6 0.8 1.0
mean(|SHAP value|) (average impact on model output magnitude) 13. SHAP

Summary Plot

The multiclass SHAP feature importance plot shows that id.resp_p is the dominant feature across almost all
classes, contributing the highest average impact on model predictions. ts provides a moderate contribution, while
cluster label has a comparatively smaller but meaningful influence. These results indicate that the model primarily
relies on network response port information, with temporal and context-aware clustering features providing
complementary information that improves multiclass classification performance and interpretability.

14. SHAP Bar Plot

id.resp_p +0.09
ts +0.03
cluster_label +0.01
0.00 0.02 0.04 0.06 0.08 0.10

mean(|SHAP value|)

The SHAP feature importance plot shows that id.resp_p is the most influential feature, with
the highest average impact on the model's predictions (mean |SHAP| = 0.09), followed
by ts (= 0.03). The cluster_label feature has a smaller but meaningful contribution (= 0.01),
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indicating that contextual clustering enhances the model by providing
complementary information. Overall, the model primarily relies on id.resp_p, while ts and
cluster_label improve prediction accuracy and robustness.

‘ High
id.resp p ¥ o+ $r . ’e Y v
S
ts ] ‘n e e @ E
5
cluster_|abel 'o - 9
I | | | I | | I_OW
-0.2 0.0 0.2 0.4 0.6 0.8 1.0
SHAP value (impact on model output) 15. SHAP

Beeswarm Plot

From the SHAP summary plot, we can see that id.resp_p is the most important feature, followed by ts, and
cluster_label adds some context. These features improve the prediction accuracy of the model and make the
classification decisions more interpretable.

16. SHAP Dependence Plot

fx)=0

0,897 = cluster [abel H
-0975=15 %

00 00 00 0B 0 00
AN =005
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Figure shows the strong influence of id.resp_p on botnet detection. Values
around —1.1 are assisting in malicious classification, whereas values close to 1.0 are
not contributing or may even be detrimental, underlining the importance of the

feature in the proposed feature selection framework.
fix) =0

0.897 = cluster_label H
-0.975 =ts e

0.00 0.01 0.02 0.03 0.04 0.05

Performance Comparison of loT Botnet Detection Methods on 10T-23 Dataset
— 99.92 5503 P 2
o8
%6
o4
2:; o2
E 90
1_5 88
86
84
82
80
RF-Based IDS XGBoost IDS - Hybrid ML Proposed
331 281 361 371 CAGA-ML
* Best performance in each metric is highlighted.
17. SHAP Waterfall Plot

The SHAP waterfall plot is a visualization of an individual prediction that illustrates the contribution of each
feature to the final model output. From the baseline prediction (E[f(X)] = 0.05), id.resp_p has the largest negative
contribution (reducing the prediction by about 0.04), cluster label and ts have only small additional negative
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contributions. Together, these features reduce the prediction to f(x) = 0, meaning that the model is confident that this
sample is of the negative (non-target) class.

Such explanations reveal the most significant Zeek network flow features that contribute to attack classification.
Unlike traditional black-box models, SHAP enables cybersecurity analysts to understand why a given flow is classified
as malicious, increasing trust and helping incident response.

18. Ablation Study
An ablation study was performed to evaluate the contribution of each component.

19. Table 5 Ablation Study

Configuration Accuracy Macro-F1 MCC

Baseline ML 0.99939637 0.997174797 0.999184071

+ Hybrid Balancing 0.99999199 0.999984443 0.999989183

+ MI + GA Feature 0.99989514 0.858751174 0.999848552

Selection

+ Context-Aware 0.99989514 0.858751174 0.999848552

Learning

Complete CAGA-ML 0.99939637 0.997174797 0.999184071
B Accuracy
s Macro-F1
== MCC

0.99939637 0999184071 099999199 0.999984443 0999989183 099989514 ¢ o o
0.997174797

0.99939637
0.997174797 0-999184071

Score

0.88 1

0.858751174 0.858751174

0.86 1

0.84 1

0.82 1

0.80 -
Baseline ML + Hybrid + Ml + GA + Context-Aware Complete
Balancing Feature Selection Learning CAGA-ML

Configuration
Fig 9: Ablation Study Comparison Plot
The results show the following:
I. Adaptive balancing improves the detection of minority attacks.
II. The two-stage feature optimization removes redundant Zeek flow attributes.

I11. Context-aware learning enhances the discrimination between similar botnet behaviors
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20. Comparison with Recent IoT-23 Studies

framework

consistently

achievedthe

To benchmark the proposed framework, its performance was compared with that of recent IoT-23-based
intrusion detection studies.

21. Table 6 Comparison with Existing IoT-23 Methods

Method Feature Explainability | Dataset Accuracy Macro-F1
Selection
RF-Based IDS Information No [oT-23 99.92% 98.55%
[33] Gain
XGBoost IDS PCA No [0T-23 99.00% 99.00%
[38]
CNN-LSTM Deep Features No [oT-23 97.80% 98.35%
[36]
Hybrid ML [37] | PSO SHAP [0oT-23 91.50% 92.20%
Proposed MI + GA SHAP [oT-23 99.93% 99.71%
CAGA-ML
Performance Comparison of loT Botnet Detection Methods on loT-23 Dataset
- I- Accuracy (%) [ Macro-F1 (%) | 9;93 99*7 1
100 [ :
99.00  99.00
98.35
ol 97.80
96 |-
94
9 92.20
=92}
[
£
© L
E
€ ggl
[
-8
86 |-
84
82
80
RF-Based IDS XGBoost IDS CNN-LSTM Hybrid ML Proposed
[33] [38] [36] [37] CAGA-ML
Methods

* Bést performance in each metric is highlighted.

_______________________________________________________________________________________________________________

Fig 10: Comparison with Existing IoT-23 Works

The proposed framework is different from existing approaches in that it integrates adaptive balancing, two-
stage feature optimization, context-aware behavioral learning, nested cross-validation, and SHAP explainability into
a unified and computationally efficient pipeline.

22. Discussion
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In this section we summarize the main findings of the extensive experimental evaluation that involved Nested
Cross-Validation for obtaining robust performance estimates, statistical significance testing for comparing model
performance, an ablation study for quantifying the contribution of each framework component, and SHAP (SHapley
Additive exPlanations) for providing interpretability to the models.

Nested Cross-Validation for Robust Performance Estimation

To obtain a better estimation of the model generalization performance, nested cross validation was used to
decouple the hyperparameter tuning (inner loop) from the performance estimation (outer loop). The results pooled
from the outer folds, generally using the model chosen as best in the inner loop for each fold, are a robust measure of
performance.

e Average Performance across Outer Folds (Chosen Models):
*  Accuracy (average): 0.9998
* FI (macro mean): 0.9997
* MCC (mean): 0.9997

* Kappa (mean) : 0.9997

These high average scores show that the models, especially the tree-based models, perform very well on unseen
data when evaluated in a rigorous cross-validation setting.

Statistical Significance Testing (Friedman & Nemenyi Tests)

To rigorously compare the performance of different machine learning models within the nested cross-validation
framework, non-parametric statistical tests were performed:

® Friedman Test Statistic: 33.43
® Friedman Test p-value: 0.0000

The p-value is 0.0000, which is less than the conventional level of significance of 0.05. Therefore,
we reject the null hypothesis. This shows that there is a statistically significant difference in the performance of the
models tested over the outer cross-validation folds.

Nemenyi Post-Hoc Test (p-values for pairwise comparison):
® Decision Tree and Linear SVM are significantly different (p=0.0057)
® Decision Tree and Logistic Regression are significantly different (p=0.0092)
® There is a significant difference between KNN and Linear SVM (p=0.0092)
® There was a significant difference between KNN and Logistic Regression (p=0.0144)
® Linear SVM vs Random Forest (p=0.0073, significant difference)

® There was a significant difference between Logistic Regression and Random Forest (p=0.0115)

These results identify specific pairs of models that have statistically different performance levels
and thus reinforce that not all models perform equally well on this task.

Ablation Study Findings

The ablation study systematically assessed the contribution of each component of the proposed framework
(Hybrid Balancing, GA Feature Selection, Context-Aware KMeans Feature) to the overall model performance. The
major findings are the following:
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* Baseline ML: Initial models, mostly tree-based (Decision Tree, Random Forest), showed good but
not outstanding performance on the raw, scaled data.

* Hybrid Balancing Effect: Hybrid class balance strongly improved the performance of all models in
relation to all metrics (Accuracy, F1, MCC). This highlights the need to address class imbalance in
the dataset.

*  GA Feature Selection Impact: Feature selection by Genetic Algorithm generally resulted in more
performance improvement especially for some models like Logistic Regression, by eliminating
noise and concentrating on the most relevant features (e.g. 'ts' and 'id.resp_p' were selected as top
features).

*  Context-Aware KMeans Feature Impact The addition of a ‘cluster label’ generated from Context-
Aware KMeans further enhanced the model performance, showing that the clustering information
provides valuable contextual information that boosts the classification accuracy.

*  Full Proposed Framework Performance: The integrated framework that combines all proposed
components (Hybrid Balancing, GA Feature Selection, and Context-Aware KMeans) consistently
demonstrates the highest performance across all models and metrics. This shows a synergistic effect,
where each component contributes positively to the overall effectiveness.

SHAP for Model Interpretability

The best model was interpreted using the SHapley Additive exPlanations (SHAP) values to understand the
importance and the direction of the features.

*  Top Features Identified: SHAP analysis indicated that features like 'id.resp p' and 'ts' were
consistently among the most important features in driving the algorithm's predictions, consistent
with the GA feature selection result.

* Direction of Impact: Beeswarm and Dependence plots demonstrated the relationship between
different feature values (e.g. high vs. low ‘ts’ or ‘id.resp_p’) and higher or lower SHAP values,
indicating their positive or negative impact on predicting a specific class.

The experimental results show that the proposed CAGA-ML framework can effectively tackle the major
challenges of network-traffic analysis for IoT-23. The adaptive balancing strategy mitigates the class imbalance
problem, the feature optimization process alleviates the redundancy while maintaining the discriminant information,
and the context-aware clustering module captures the latent behavioral patterns among network flows. These
components improve predictive performance, computational efficiency and interpretability, along with rigorous nested
cross-validation and SHAP-based explanations.

The modular architecture also helps to deploy in edge, fog and cloud enabled IoT security systems. The
framework is built on classical machine learning rather than computationally intensive deep neural networks, making
it suitable for scenarios where inference latency and utilization of resources are critical, hence a practical solution for
real-time [oT botnet detection using Zeek-derived network flow data.

Multi-Class ROC Curves
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Multi-Class ROC Curves (Micro and Macro Average)
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Fig 11: Multi - Class ROC Curves for all models

Figure above presents the multi—class ROC curves of the evaluated classifiers
using both micro—average and macro—average AUC scores. Decision Tree, Random
Forest, KNN, CatBoost, and XGBoost achieve near—perfect performance with AUC =
1.00, indicating excellent discrimination between botnet and benign traffic. Logistic
Regression, Naive Bayes, and Linear SVM exhibit comparatively lower AUC values but
still demonstrate strong classification capability. Overall, the results confirm the
effectiveness of the proposed framework for accurate multi—class IoT botnet
detection.

23. Conclusion

In this work, we proposed explainable multi-class IoT botnet detection based on context-aware genetic
algorithm-optimized machine learning (CAGA-ML) using the 1oT-23 dataset. The proposed framework is different
from traditional intrusion detection systems that separately address the class imbalance, feature selection or model
explainability. It combines adaptive hybrid balancing, two-stage feature optimization, context-aware behavioral
learning, nested cross-validation and SHAP based explainability in one detection pipeline.

The proposed Adaptive Hybrid Balancing strategy handles the severe class imbalance of the 1oT-23 dataset
efficiently by applying Random Under-Sampling, Borderline-SMOTE, and SMOTE successively, thereby improving
the representation of minority attack classes. Then, the two-stage feature optimization process, including the Mutual
Information filtering and the DEAP-based Genetic Algorithm optimization, significantly reduces the redundancy of
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features while keeping the highly discriminative Zeek network flow attributes. Additionally, integrating a context-
aware feature using MiniBatch K-means clustering enhances the learning capability of standard machine learning
algorithms and unveils latent behavioural correlations among network flows.

The experimental framework was tested with eight common machine learning classifiers under the same pre-
processing conditions with nested cross-validation in an effort to ensure an unbiased assessment of the model
performance. Moreover, explainability based on SHAP provides a simple interpretation of the classifier decisions,
which allows security analysts to find the network flow features responsible for the malicious traffic classification.
This interpretability is especially useful in operational cybersecurity settings where interpretable decisions lead to
faster incident investigations and responses.

The proposed CAGA-ML framework integrates adaptive data balancing, evolutionary feature optimization,
context-aware learning, and explainable artificial intelligence to present a scalable, computationally efficient, and
interpretable intrusion detection system. Its modular design allows the framework to be deployed in cloud, fog and
edge-enabled IoT infrastructures. The framework is a practical solution for detecting different [oT botnet attacks based
on real network flow data.

24. Future Directions:

Although the proposed framework demonstrates promising performance, several research directions can further
enhance its capabilities and practical applicability.

O Hyperparameter Optimization

O  Online and Incremental Learning

O Federated Intrusion Detection

O Graph-Based Context Learning

o Edge Deployment

O  Cross-Dataset Generalization

O Adversarial Robustness

O Large Language Models for Security Analytics
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