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Abstract: Fog computing extends cloud services toward edge nodes by distributing computation, storage, and networking closer
to data sources. This architecture can reduce network latency and bandwidth requirements. However, the distribution of computing
resources also introduces reliability challenges and increases the attack surface. Traditional security mechanisms may provide
limited protection when attackers use valid credentials or compromise legitimate fog nodes. This systematic literature review
examines the development and integration of reliability mechanisms, security frameworks, behavioural analytics, dynamic trust
evaluation, and deception-based approaches in fog computing, with particular attention to data-theft prevention and insider threats.
The review considers studies published between 2012 and 2025 and uses a structured literature-search, screening, eligibility
assessment, quality evaluation, and thematic synthesis process. The findings indicate that existing fog-security approaches are
largely based on preventive mechanisms, including authentication, encryption, access control, and trust management. These
mechanisms provide essential protection but may be insufficient against insiders or compromised entities using legitimate
privileges. Data theft can occur without disrupting service availability. The review further indicates that deception mechanisms are
commonly investigated separately from behavioural analytics and dynamic trust evaluation, while adaptive integration remains
limited. Effective protection against stealthy data theft in fog computing therefore requires a shift from isolated security controls
toward integrated and adaptive protection. Future fog-security architectures should combine continuous behaviour profiling,
dynamic trust evaluation, anomaly detection, and context-aware decoy selection while considering the resource, latency, scalability,
and reliability constraints of fog environments.
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1. Introduction

Fog computing extends cloud computing by bringing computation, storage, and networking closer to 10T
devices and end users. This approach can reduce latency and bandwidth use and support applications that require faster
local processing [1-4]. However, fog environments consist of distributed, heterogeneous, resource-limited, and
sometimes mobile nodes. These conditions create challenges related to reliability, resource management, fault
tolerance, availability, and recovery [5-8]. Fog environments may include gateways, routers, access points, micro-
data centers, and other heterogeneous computing nodes distributed across different geographical locations, as
illustrated in Figure 1.

Security is another major concern because fog nodes may operate across different locations and administrative
environments and can be physically exposed. Common threats include unauthorized access, eavesdropping, denial-
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of-service attacks, node compromise, privacy violations, and malicious or compromised devices [9-12]. Fog
computing faces several security risks because of its distributed architecture, heterogeneous devices, limited resources,
and exposure to physical environments [9-12,31]. The major threats affecting fog environments are summarized in
Figure 2. Conventional mechanisms such as authentication, authorization, access control, encryption, privacy
protection, and trust management provide important protection, but they may be less effective when legitimate
credentials are misused or a trusted fog node is compromised [9-12,16,17,23,25-28].

Insider-driven data theft is particularly difficult because an attacker may access sensitive information without
disrupting normal services. Such attacks can therefore remain unnoticed when security decisions depend mainly on
identity and authorization [13,14]. Behaviour-based anomaly detection can help identify unusual access patterns
[14,15], while trust-management approaches provide additional information about the reliability of users, devices, and
fog nodes [16,17]. Deception techniques such as decoy data, decoy documents, and honeypots can further help detect,
mislead, or divert attackers [13,18,19]. However, these approaches have largely been studied separately, and adaptive
integration between behaviour analysis, trust evaluation, anomaly detection, and deception remains limited [20].

The literature also shows that reliability and security are closely connected in fog computing. Security
mechanisms consume computational and communication resources, while node failures, overload, and connectivity
problems can affect the availability of security services [6-8]. Therefore, a practical data-theft protection mechanism
must provide effective security without creating excessive overhead or affecting fog-service reliability.
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Figure 1. Fog Computing Architecture

This systematic literature review examines research on reliable and secure fog computing from 2012 to 2025,
with particular focus on insider threats, data theft, behaviour-based anomaly detection, trust management, and
deception-based protection. The review compares existing approaches in terms of security effectiveness, detection
capability, adaptability, computational overhead, latency, scalability, and reliability. It also identifies the main
research gaps and future directions for developing an integrated and lightweight approach to data-theft prevention in
fog computing.
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Figure 2. Security Threat Landscape in Fog Computing
Organization of the Paper

The remainder of the paper is organized as follows. Section 2 presents the systematic review methodology,
including the search strategy, databases, eligibility criteria, study selection, quality assessment, and data extraction
process. Section 3 presents the systematic results and thematic synthesis of the reviewed studies. Section 4 discusses
the integrated evidence and research gap identified from the literature. Section 5 provides a critical synthesis of the
major research gaps. Section 6 presents an illustrative healthcare case study showing the application of behaviour-
aware and deception-based data-theft prevention in a fog-based healthcare environment. Section 7 discusses the
limitations and threats to validity of the review. Section 8 presents future research directions and a strategic roadmap.
Finally, Section 9 concludes the review and summarizes the main findings.

Research Objectives

The objectives of this systematic literature review are formulated to progressively examine the broader
evolution of fog computing and its reliability and security requirements and then focus on the specific research gap
concerning adaptive, behaviour-aware prevention of data theft.

OBJ1: To examine the evolution of fog computing research and identify major trends in reliability and security
from 2012 to 2025.

OBJ2: To analyze major reliability and dependability challenges in fog computing, including fault tolerance,
redundancy, resource management, load distribution, availability, resilience, and recovery.

OBJ3: To classify major security threats and structural vulnerabilities across different layers of fog-computing
architectures.

OBJ4: To critically evaluate conventional fog-security mechanisms, including authentication, authorization,
access control, encryption, privacy preservation, and trust management.

OBJ5: To investigate data-theft and data-exfiltration attack vectors in fog computing, with particular emphasis
on insider threats, compromised entities, and misuse of legitimate credentials.
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OBJ6: To examine behaviour-based and anomaly-detection techniques for identifying suspicious activities
involving users, devices, and fog nodes.

OBJ7: To assess adaptive security mechanisms capable of dynamically responding to changing user behaviour,
system conditions, and threat patterns.

OBJ8: To examine the application of honeypots, decoy data, decoy documents, honeyfiles, and other deception-
based mechanisms for detecting, delaying, misleading, and preventing unauthorized data access and theft.

OBJ9: To comparatively evaluate existing reliability and security approaches in terms of security effectiveness,
detection capability, adaptability, computational overhead, latency, scalability, and impact on system reliability.

OBJ10: To identify major research gaps and develop a future research roadmap for an integrated, lightweight,
behavior-aware, trust-informed, and adaptive deception framework for data-theft prevention in fog computing.

Research Questions

The research questions are designed to progressively narrow the review from the broader development of fog
computing to the specific problem of adaptive and behavior-aware data-theft prevention.

RQ1: How has research on reliability and security in fog computing evolved between 2012 and 2025, and what
major research trends can be identified during this period?

RQ2: What are the major reliability challenges in fog computing, and what techniques have been proposed to
address fault tolerance, redundancy, resource management, availability, and recovery?

RQ3: What are the major security vulnerabilities and data-theft threats affecting fog computing, and what are
the limitations of conventional cryptographic and access-control mechanisms against such threats?

RQ4: How do external attacks differ from insider and compromised-entity threats in fog environments,
particularly when legitimate credentials or privileges are misused for data theft?

RQ5: How can behavior analytics, dynamic trust evaluation, anomaly detection, adaptive security, and
deception-based mechanisms be integrated to improve data-theft prevention in fog computing?

The mapping between the research questions, corresponding objectives, and their main analytical focus is
presented in Table 1.

Table 1. Research Question—Objective Alignment

RQ | Related Objectives Main Analytical Focus

RQ | OBJ1,0BJ10 Evolution, trends, research development, and emerging directions

1

RQ | OBJ2,0BJ9 Reliability, fault tolerance, redundancy, resource management, availability,
2 recovery, and reliability impact

RQ | OBJ3, 0OBJ4, OBJ9 Security vulnerabilities, threats, preventive security mechanisms, and their
3

limitations
RQ | OBJ5, OBJ9 Insider threats, compromised entities, credential misuse, data theft/exfiltration,
4 and detection challenges

RQ | OBJ6, OBJ7, OBJS, Behaviour analytics, anomaly detection, trust, adaptive security, deception,
5 0OBJ9, OBJ10 decoys, comparative effectiveness, research gaps, and future directions

2. Methodology

This systematic literature review employed a structured and reproducible methodology for literature
identification, screening, eligibility assessment, quality evaluation, data extraction, and thematic synthesis. The review
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process was designed to ensure transparency, consistency, and reproducibility in the identification, screening,
eligibility assessment, and selection of relevant studies. The search covered literature published from January 2012 to
December 2025. The starting year was selected to capture the emergence of fog computing as a distinct computing
paradigm. Studies published during till 2025 were treated as recent evidence because the year represents a partial
publication period.

Search Strategy and Databases

A structured literature search was conducted across major scientific databases and digital libraries. The primary
sources included IEEE Xplore, ACM Digital Library, Scopus, Web of Science, ScienceDirect, SpringerLink, PubMed,
and Google Scholar. These sources were selected to provide broad coverage of computer science, networking,
cybersecurity, distributed systems, Internet of Things, and reliability research.

The search strategy was developed around four thematic concepts: fog computing, reliability, security and data
protection, and behavior-aware or deception-based defense. Synonyms and related terms were included to reduce the
possibility of missing relevant studies because of differences in terminology across research communities.

The general search structure was defined as:

("Fog Computing™ OR "Fog Environment” OR "Fog-Cloud Computing"
OR "Edge Computing")

AND

("Reliability” OR "Dependability” OR "Fault Tolerance"

OR "Availability" OR "Redundancy" OR "Recovery")

AND

("Security" OR "Privacy" OR "Authentication" OR "Authorization"

OR "Access Control" OR "Trust" OR "Intrusion Detection"

OR "Anomaly Detection")

A second search string was used to specifically identify literature related to data theft, insider threats, behaviour
analysis, adaptive security, and deception:

("Fog Computing™" OR "Fog Environment" OR "Edge Computing™)
AND

("Data Theft" OR "Data Exfiltration” OR "Insider Threat"

OR "Credential Misuse" OR "Malicious Insider")

AND

("Behaviour Analysis" OR "Behavior Analytics"

OR "User Behaviour Profiling" OR "Anomaly Detection"
OR "Adaptive Security" OR "Dynamic Trust"

OR "Decoy Data" OR "Honeyfile" OR "Honeypot"

OR "Deception™)
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A broader supplementary search was also considered necessary because terminology related to deception and
insider-threat detection is not consistently associated with the term fog computing. Therefore, studies from closely
related distributed environments were examined when their mechanisms had clear applicability to fog computing:

("Edge Computing" OR "Cloud Computing"

OR "Distributed Computing")

AND

("Insider Threat" OR "Data Exfiltration"

OR "User Behavior Profiling" OR "Behavior Analytics"
OR "Decoy" OR "Honeyfile" OR "Deception™)

The supplementary search was not used to classify non-fog studies as fog-specific evidence. Instead, such
studies were categorized as transferable evidence and were used to examine whether behavioral and deception
mechanisms developed in adjacent computing environments could inform future fog-security research.

Search Concept Framework

The four domains were conceptually defined for search construction and were not treated as mutually exclusive
analytical categories, since individual studies may address multiple domains simultaneously. These four domains and
their corresponding keywords are summarized in Table 2.

Table 2. Domain Classification and Keyword Mapping Framework

Domain Primary terms Purpose

D1: Computing Environment Fog computing, fog environment, Identify the target computing
fog-cloud, edge computing paradigm

D2: Reliability Reliability, dependability, fault Identify reliability mechanisms and
tolerance, redundancy, availability, | challenges
recovery

D3: Security & Data Protection Security, privacy, authentication, Identify conventional and

authorization, access control, trust, | intelligent security mechanisms
IDS, anomaly detection

D4: Behaviour & Deception Behaviour analytics, behaviour Identify mechanisms relevant to
profiling, data theft, insider threat, stealthy data theft

adaptive security, dynamic trust,
decoy, honeyfile, deception

Eligibility Criteria

Predefined eligibility criteria were established before study screening to ensure consistent and reproducible
study selection. The criteria were aligned with the research questions and the main thematic areas of the review,
including fog-computing reliability, security, data protection, behavioural analysis, adaptive security, trust
management, and deception-based mechanisms.

Inclusion Criteria
Studies were included when they satisfied the following conditions:

1. Publication type: Peer-reviewed journal articles and full-length peer-reviewed conference papers were
considered.

2. Publication period: Studies published between 2012 and 2025 were considered.
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3. Research relevance: Studies addressing fog computing, fog-cloud environments, or closely related edge-
computing environments were considered when their findings were directly relevant to the research
questions.

4. Reliability: Studies addressing fault tolerance, redundancy, resource management, load distribution/load
balancing, availability, resilience, recovery, dependability, or related reliability mechanisms were eligible.

5. Security: Studies addressing authentication, authorization, access control, encryption, privacy, trust
management, intrusion detection, anomaly detection, or other fog-security mechanisms were eligible.

6. Data security: Studies investigating unauthorized data access, data leakage, data theft, data exfiltration,
insider threats, credential misuse, or compromised entities were considered.

7. Behaviour and adaptive security: Studies examining user/device behaviour, behavioural profiling,
anomaly detection, dynamic trust, adaptive security, or context-aware security were included.

8. Deception mechanisms: Studies investigating honeypots, honeyfiles, decoy data, honeytokens, deception
environments, or other deception-based defense mechanisms were included when they had relevance to data
protection or threat detection.

9. Technical contribution: The study had to present a clearly described technical model, framework,
algorithm, protocol, architecture, experiment, simulation, or empirical evaluation.

10. Accessibility: The publication had to provide sufficient bibliographic and methodological information for
systematic data extraction and quality assessment.

Exclusion Criteria
Studies were excluded when they met one or more of the following conditions:

1. Studies focused exclusively on centralized cloud computing without a meaningful fog or edge-computing
context.

2. Studies unrelated to the security, reliability, privacy, trust, behavioural analysis, data protection, or deception
aspects covered by the research questions.

3. Non-peer-reviewed material, including editorials, magazine articles, posters, abstracts, theses, dissertations,
technical reports, and non-reviewed preprints, unless specifically retained for supplementary background
evidence.

4. Duplicate publications or multiple reports describing substantially the same study. Where multiple versions
existed, the most complete and authoritative version was retained.

5. Studies that did not provide sufficient technical information to understand the proposed mechanism or
methodology.

6. Studies lacking meaningful technical evaluation, validation, simulation, experimentation, formal analysis, or
empirical assessment, where such evaluation was necessary to support the study's claims.

7. Studies for which the full text could not be obtained after reasonable retrieval attempts.
8. Studies published outside the defined 2012—-2025 period.
Eligibility decision process

The study-selection process was conducted through sequential stages. First, duplicate records were removed
from the combined database results. Second, titles and abstracts were screened against the predefined inclusion and
exclusion criteria. Finally, potentially relevant studies underwent full-text assessment. Reasons for exclusion at the
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full-text stage were recorded to ensure transparency and consistency in the study-selection process. The study-
selection process consisted of the following stages:

Identification — Deduplication — Title/Abstract Screening — Full-Text Assessment — Quality Assessment
— Final Inclusion

The study-selection process was conducted through sequential stages, beginning with identification and

duplicate removal, followed by title and abstract screening, full-text assessment, quality assessment, and final
inclusion. The overall study-selection process is presented in Figure 3.

Database Searching

|

Record Collection

|

Duplicate Removal

|

Title and Abstract Screening

]

Full-Text Eligibility Assessment

!

Quality Assessment

|

Final Study Selection

|

Data Extraction and Thematic Synthesis

Figure 3. Systematic Literature Review Study-Selection Process

Quality Assessment

Each potentially eligible study was assessed using predefined methodological and technical quality criteria.
The assessment considered the clarity of the research objective, description of the proposed method, technical
contribution, evaluation or validation procedure, clarity of reported results, and availability of sufficient
methodological information for comparison. Studies with insufficient methodological or technical information were
excluded during the quality-assessment stage. The quality assessment also informed the interpretation of evidence and
the identification of research gaps.

Data Extraction and Synthesis

Data were extracted from the selected studies using a predefined evidence-extraction framework. The
extracted information included publication year, computing environment, application domain, reliability mechanism,
security mechanism, threat type, data-theft relevance, behaviour analysis, anomaly detection, trust management,
deception mechanism, adaptive capability, evaluation method, computational overhead, latency, scalability, and
reported limitations. The extracted evidence was grouped according to the research questions and synthesized
thematically to identify research trends, common approaches, limitations, and unresolved research gaps.

3. Systematic Results and Thematic Synthesis

Characteristics and Thematic Distribution of the Reviewed Studies

The included literature demonstrates a progressive evolution of fog-computing research from foundational
architectural and resource-management concerns toward more specialized security, trust, anomaly-detection, and
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deception-based mechanisms. The reviewed studies were therefore grouped according to their dominant research
contribution, while recognizing that several studies address more than one thematic area. Foundational studies
established fog computing as a distributed extension of cloud capabilities toward network-edge locations, emphasizing
proximity to data sources, reduced latency, resource distribution, and support for 10T applications [1-5]. Subsequent
research increasingly addressed the reliability, resilience, security, and privacy challenges associated with
geographically distributed and resource-constrained fog environments [6-12,21,31-34].

The evidence also shows that reliability and security have developed as closely related but largely distinct
research streams. Reliability-oriented studies primarily investigate resource management, fault tolerance, resilience,
availability, load balancing, and recovery [6-8,21,22]. Security-oriented studies, in contrast, predominantly examine
authentication, access control, privacy preservation, cryptographic protection, intrusion detection, and trust
management [9-12,23,25,31-34]. Although these mechanisms provide important protection, relatively few studies
evaluate their combined effect on both security and fog-service reliability.

A separate research stream has focused on insider threats and anomalous behaviour. Stolfo et al. specifically
examined insider data-theft threats in cloud/fog environments and proposed the use of decoy information as an
additional protection mechanism [13]. Chen et al. investigated anomalous insider behaviour in collaborative
information systems, demonstrating the relevance of behavioural characteristics for identifying potentially malicious
insiders [14]. Deep-learning-based distributed attack detection subsequently extended anomaly detection toward fog-
to-things environments [15]. More recent systematic reviews confirm the growing importance of intrusion detection,
anomaly detection, and intelligent security mechanisms in fog environments [29,30].

Trust management represents another important research direction. Trust-based mechanisms have been
investigated for fog-enabled vehicular environments and general fog services to support more informed security
decisions concerning nodes, users, and interactions [16,17,26-28]. These studies demonstrate the potential of
dynamically updating trust information according to observed behaviour and interaction history. However, trust
evaluation has generally been investigated as a mechanism for authentication, node selection, access control, or service
management rather than as an explicit decision mechanism for adaptive data-theft deception.

Deception-based security forms a comparatively smaller but strategically important research stream. Decoy
documents were investigated as a means of detecting and misleading malicious insiders and increasing the uncertainty
associated with stolen information [13,18]. Broader defensive-deception research subsequently established
taxonomies and strategic models for deception in cybersecurity [19]. However, the reviewed literature indicates that
deception is still less extensively investigated in fog computing than conventional security mechanisms, particularly
when deception must be dynamically selected according to observed behaviour, trust level, threat context, and fog-
resource conditions. The main research themes, representative references, and their relevance to the present review
are summarized in Table 3.

Table 3. Thematic distribution of the core evidence base

Research theme Representative references | Principal contribution Relationship to the
present review
Fog architecture and [1-5] Defines fog computing, Establishes the
evolution edge proximity, resource | technological context
distribution, and 10T
applications
Reliability and resilience | [6-8,21,22] Fault tolerance, resource Addresses RQ1-RQ2

management, resilience,
availability, and recovery

Conventional fog security | [9-12,23,25,31-34] Authentication, access Addresses RQ3
control, privacy,
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encryption, and security

frameworks
Insider threats and data [13,14] Insider data theft, Addresses RQ4
theft anomalous insider

behaviour, and data-
access monitoring

ML/anomaly-based [15,29,30] Machine learning, deep Addresses RQ4-RQ5
detection learning, intrusion

detection, and anomaly

detection
Trust management [16,17,26-28] Trust evaluation, Addresses RQ3-RQ5

node/service trust, and
trust-based security

decisions
Deception and decoy [13,18,19] Decoy documents and Addresses RQ5
mechanisms defensive deception
Integrated security [6,25,31-34] Reviews relationships Supports cross-theme
research among security, privacy, synthesis

trust, and emerging

mechanisms

Research Evolution and Reliability Analysis (RQ1 and RQ2)

The reviewed literature shows a gradual development of fog-computing research from 2012 to 2025. Early
studies focused on defining fog computing and its role in reducing latency and bringing computation and storage
closer to loT devices [1-4]. Later surveys expanded this work to fog architectures, resource management, applications,
and research challenges [2,5]. During this period, reliability and security were mostly studied as separate concerns.

From 2017 onward, the use of fog computing in areas such as healthcare, vehicular systems, and loT brought
new challenges, including changing workloads, node failures, mobility, limited resources, and unstable connectivity
[16,17,24]. As a result, researchers increasingly studied resource allocation, load balancing, fault tolerance, resilience,
task management, and recovery [6-8,21,22].The literature also shows that reliability and security are closely related
in fog environments. Security mechanisms require computing, memory, communication, and energy resources, while
node failures, overload, and connectivity problems can reduce the availability of security services [6,8]. Therefore,
stronger security should not create excessive overhead or latency on resource-limited fog nodes.

Recent studies have given greater attention to intelligent and adaptive security, including trust management,
intrusion detection, anomaly detection, and privacy protection based on changing user, node, and system behaviour
[16,17,26-34]. Reviews of fog security and intrusion detection also show a shift from static security policies toward
more intelligent and adaptive monitoring [29,30,34]. However, the literature is still largely divided. Reliability studies
mainly focus on service continuity and resource management, while security studies focus on confidentiality,
authentication, access control, privacy, trust, and intrusion detection. The integration of reliability constraints with
behaviour-aware data-theft prevention remains limited. This gap is important because security mechanisms in fog
computing must work effectively despite limitations in latency, resources, mobility, and service continuity.

Figure 3 illustrates the evolution of fog-computing research from its early foundations in 2012-2016 to more
adaptive and intelligent security approaches during 2022—-2025. The first phase focuses mainly on establishing fog
computing as a distributed computing paradigm, with emphasis on reducing latency, task offloading, and efficient use
of computing and network resources. During 2017-2021, research expanded toward 10T applications and placed
greater emphasis on security, reliability, fault tolerance, trust, and authentication. From 2022 onward, increasing
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attention has been given to continuous monitoring, machine-learning-based anomaly detection, dynamic trust
evaluation, and adaptive security.

The figure also highlights the identified research gap emerging from this evolution. Although behaviour
profiling, trust management, anomaly detection, and deception have been investigated individually, their integration
remains limited. The identified future direction is therefore to combine behaviour profiling, dynamic trust evaluation,
anomaly detection, and adaptive deception into a lightweight and reliability-aware security framework capable of
responding to suspicious data-access and potential data-theft activities in fog environments.

Security Threat Landscape and Insider Dynamics (RQ3 & RQ4)

Fog computing faces several security risks because of its distributed architecture, heterogeneous devices,
limited resources, and exposure to physical environments [9-12,31]. Common threats include unauthorized access,
eavesdropping, man-in-the-middle attacks, denial-of-service, node compromise, privacy violations, and malicious
entities [9-12].

Traditional security measures such as authentication, authorization, access control, encryption, privacy
protection, and trust management remain essential for securing fog environments [9-12,16,17,23,25-28]. However,
these measures may be less effective when an attacker uses valid credentials or compromises a trusted entity. This
issue is particularly important for insider-driven data theft. Stolfo et al. highlighted that an insider may misuse
legitimate access to obtain sensitive information without causing an obvious service disruption [13]. Chen et al. also
showed that unusual behavioural patterns can help identify potentially malicious insiders [14]. Thus, having valid
authorization does not always mean that the access is legitimate.

The key difference is that external attackers often try to bypass security controls, whereas insiders or
compromised entities can operate within existing security boundaries. This creates a post-authentication security
problem that cannot be adequately addressed through identity and static authorization alone [13,14,25]. Therefore, fog
security needs to move beyond asking “Who is authorized?” and also consider “Is the current behaviour legitimate?”
This provides the basis for behaviour-based monitoring and adaptive security mechanisms. The key difference
between external attacks and insider or compromised-entity attacks is their position relative to existing security
controls. This distinction is illustrated in Figure 4.

COMPARATIVE THREAT CHARACTERISTICS: OUTSIDER VS. INSIDER
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Figure 4. Comparative Analysis of External and Insider Data-Security Threats
Behaviour Analytics and Anomaly Detection (RQ4 and RQ5)

Behaviour-based security provides an additional layer of analysis by examining activity patterns rather than
relying exclusively on identity and predefined access privileges. The reviewed literature demonstrates the relevance
of behavioural information for detecting anomalous insider activity and distributed attacks [13—15]. Behavioural
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characteristics may include access frequency, request patterns, resource usage, temporal activity, and other observable
interactions with system resources.

Chen et al. demonstrated the use of behavioural characteristics for identifying anomalous insiders in
collaborative information systems [14]. In fog-related environments, machine-learning and deep-learning approaches
have subsequently been investigated for distributed attack detection and intrusion detection [15,29,30]. These
approaches indicate that behavioural and activity-related information can complement conventional authentication
and access-control mechanisms by identifying deviations from expected operational patterns.

However, anomaly detection and behaviour analytics primarily provide a detection capability. Detection alone
does not necessarily determine how the system should respond when suspicious activity is identified. In particular,
the reviewed literature provides limited evidence of mechanisms that use behavioural deviations to dynamically
determine whether a suspicious entity should receive normal data, restricted access, synthetic information, or a
specifically selected decoy resource.

This distinction is important for data-theft prevention. A security architecture that only detects anomalous
behaviour may identify a potential threat after sensitive information has already been accessed. A more proactive
architecture could use behavioural evidence to modify subsequent interactions with the suspicious entity and thereby
reduce the probability or value of successful data exfiltration.

Trust Management and Adaptive Security (RQ5)

Trust management provides a complementary mechanism for representing the confidence associated with users,
devices, nodes, or services. Fog-oriented trust models have investigated direct and indirect trust information,
behavioural observations, interaction history, and other factors to support security-related decisions [16,17,26-28].

Soleymani et al. proposed trust-based mechanisms for fog-enabled vehicular environments, demonstrating how
trust information can contribute to secure communication and node-related decisions [16,17]. More general fog trust-
management research has subsequently examined dynamic approaches for evaluating and updating trust among fog
entities [26-28]. These studies demonstrate that trust can provide a dynamic security signal that complements static
identity-based authorization.

Nevertheless, trust management and behaviour analytics are not equivalent. Behaviour analytics primarily
observes and classifies activity, whereas trust management aggregates evidence into a representation of confidence or
reliability. Their combination therefore provides an opportunity for more context-sensitive security decisions. For
example, repeated anomalous access behaviour could contribute to a reduction in the trust associated with an entity,
which could subsequently influence access privileges or security responses.

The reviewed literature, however, provides limited evidence of trust scores being directly coupled with data-
specific deception decisions. In particular, few approaches establish a complete decision chain in which observed
behaviour influences anomaly detection, anomaly evidence updates trust, and the resulting trust state determines the
type, content, placement, or activation of a decoy resource.

Deception and Decoy-Based Data-Theft Protection (RQ5)

Deception mechanisms provide a different security strategy from conventional preventive controls. Instead of
attempting only to block an attacker, deception can introduce misleading or synthetic resources that increase attacker
uncertainty, generate detection signals, or reduce the value of compromised information [13,18,19].

Stolfo et al. proposed the use of decoy information to mitigate insider data theft, establishing an important
connection between data-exfiltration threats and deception-based protection in distributed computing environments
[13]. Voris et al. subsequently investigated the design of decoy documents to make deceptive information more
plausible and useful for detecting and misleading malicious users [18]. Pawlick et al. provided a broader taxonomy of
defensive deception and demonstrated that deception can be viewed as a strategic cybersecurity mechanism rather
than simply as a static honeypot technique [19].
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The evidence therefore suggests that decoy-based mechanisms can provide three complementary benefits:
detection, by generating signals when suspicious entities interact with decoys; delay or diversion, by directing
attackers away from genuine information; and misinformation, by reducing the value of information obtained by an
attacker [13,18,19].

However, a major limitation identified from the reviewed literature is that deception mechanisms are frequently
designed independently of continuous behaviour assessment and dynamic trust evaluation. Predefined decoy resources
may not account for differences in attacker behaviour, user context, sensitivity of requested data, fog-node capabilities,
or current system conditions. Consequently, the effectiveness of a decoy may vary according to the context in which
it is deployed.

This limitation is particularly significant in fog environments, where resource and latency constraints restrict
the feasibility of continuously deploying computationally expensive security mechanisms. An adaptive deception
mechanism should therefore consider not only the likelihood of malicious activity but also the current operational
state of the fog environment.

4. Integrated Evidence and Research Gap

The cross-study comparison reveals that the major research components required for adaptive data-theft
prevention already exist in the literature, but they are predominantly distributed across separate research streams.
Reliability studies address availability, resilience, resource management, and recovery [6—8,21,22]. Security studies
provide authentication, authorization, access control, encryption, privacy, and trust mechanisms [9-12,23,25-28].
Insider-threat and anomaly-detection studies demonstrate the value of behavioural evidence for identifying suspicious
activity [13-15,29,30]. Deception research provides mechanisms for detecting, misleading, and diverting attackers
through decoy resources [13,18,19]. The cross-study comparison shows that the major components required for
adaptive data-theft prevention are present in the literature, but they are mainly addressed in separate research streams.
The extent to which each evidence stream, addresses reliability, behaviour analytics, anomaly detection, dynamic
trust, data-theft protection, deception, adaptive response, and fog-specific constraints is summarized in Table 4.

Table 4. Evidence-based integration and research-gap matrix

Evidence stream | Reliabili | Behavio | Anomal | Dynam Data- Decepti | Adaptiv Fog
ty ur y ic Theft on e Constrain
Analytic | Detectio | Trust | Protecti Respon ts
s n on se

Reliability/resilie
nce studies [6— v X X X X X © v
8,21,22]

Conventional
security studies

[9-12,23,25,31— © © v v ) © © v
34]

Insider-threat

studies [13,14] © v v x v Vs © ©
ML/IDS studies

[15,29,30] 0 v v [)) () X v v
Trust- © v o v © X S/ Y
management
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studies
[16,17,26-28]

Deception studies

[18,19] X (D) (D) X v v v (D)
Integrated

evidence © © © © [ )} [ )} [ )} [ )}
identified

v = explicitly/substantively addressed; © = partially or indirectly addressed; X = not addressed.

The matrix indicates that the literature provides substantial evidence for individual components but limited
evidence of their integration into a single fog-specific data-theft prevention framework. In particular, behaviour
analytics and anomaly detection are primarily used for identifying suspicious activity; trust mechanisms are primarily
used for evaluating entities or interactions; and deception mechanisms are generally investigated as independent
defensive strategies. The explicit coupling of these mechanisms for adaptive data-theft prevention remains
comparatively underdeveloped.

A second gap concerns the interaction between security adaptation and fog reliability. Existing approaches
frequently evaluate security effectiveness through detection accuracy, authentication performance, or attack-detection
capability, while comparatively less attention is given to the combined effects of adaptive security decisions on
computational overhead, latency, resource consumption, availability, and service reliability.

Accordingly, the evidence supports a research direction in which continuous behaviour profiling provides
behavioural evidence, anomaly detection identifies deviations from expected activity, dynamic trust evaluation
converts accumulated evidence into an updated security state, and context-aware deception determines an appropriate
response to suspicious data-access activity. Such a framework should additionally consider fog-specific resource,
latency, scalability, availability, and reliability constraints.

The cross-study comparison shows that the reviewed literature covers the major security components to
different degrees. The evidence coverage across reliability, behaviour analytics, anomaly detection, dynamic trust,
data-theft protection, deception, adaptive response, and fog constraints is presented in Figure 5.

Aggregated evidence coverage across the representative research streams. Complete evidence = 2, partial evidence
=1, and no or limited evidence = 0.

Reliability / Res...
Behaviour Analytics
Anomaly Detection

Dynamic Trust
Data-Theft Protec...
Deception

Adaptive Response

Fog Constraints

o
M
s
=]
=]

® Strong evidence @ Partial evidence @ No/limited evidence

Higher total scores indicate broader evidence coverage across the reviewed literature.

Figure 5. Evidence Coverage Across Key Security Dimensions
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5. Critical Synthesis of Research Gaps

The systematic synthesis of the reviewed literature reveals five interconnected research gaps concerning the
reliability and security of fog-computing environments. These gaps emerge from the comparison of conventional
security mechanisms, reliability approaches, insider-threat detection, behaviour analytics, trust management, anomaly
detection, and deception-based mechanisms. The comparison of existing studies indicates that the main research gap
is not the absence of individual security techniques, but their limited integration into a reliability-aware and adaptive
data-theft prevention approach. The identified research gap and the proposed integration direction are summarized in

Figure 6.
+ SYNTHESIZED STRUCTURAL RESEARCH GAPS -

Conventional authentication, encryption, and access

Over-Reliance on
Preventive Controls

-
w ]
2]
ool

Stealthy Data-Theft and
Exfiltration

Insider and Compromised-
Entity Ambiguity

Static Deception and
Fragmented Behaviour
Analysis

Limited Adaptation to
Dynamic Fog Conditions

control provide important protection but may be
insufficient when legitimate credentials are misused
or trusted entities are compromised.

Data exfiltration can compromise confidentiality
without necessarily disrupting service availability.

Identity-based access decisions may not distinguish
legitimate activity from malicious use of valid
privileges.

Decoy mechanisms and behaviour-based detection
are often investigated separately, with limited
dynamic coupling between detection and deception.

Security decisions must account for changing
behaviour, mobility, resource availability, network
conditions, and service requirements.

5]

Figure 6. Synthesized Research Gap and Proposed Integration Direction

Existing fog-security research predominantly emphasizes authentication, access control, encryption, privacy,
and trust mechanisms [9-12,23,25-28]. These mechanisms establish essential security boundaries but may provide
limited protection when valid credentials are misused or trusted fog entities are compromised [13,25,26]. This creates
a need for security mechanisms that evaluate behaviour after authentication, rather than relying exclusively on identity
and authorization.

Insider-threat research demonstrates that sensitive information can be accessed and exfiltrated without
necessarily disrupting service availability [13,14]. Behaviour-based anomaly detection can identify suspicious access
patterns [14,15,29,30], but detection does not inherently prevent subsequent access to genuine data. Thus, an important
gap exists between detecting suspicious behaviour and actively protecting data from subsequent exfiltration.

Behaviour analytics, trust management, and deception have each been investigated in fog and related
computing environments [13-19,26-30]. However, they generally operate as separate security capabilities.
Behaviour analysis identifies deviations, trust mechanisms assess entity credibility, and deception mechanisms
provide misleading resources. Limited evidence exists of a closed-loop mechanism in which behavioural evidence

— anomaly assessment — trust update — adaptive deception forms a continuous security process.

Fog environments experience changing workloads, mobility, resource availability, connectivity, and node
conditions [6-8,21,22]. Although dynamic trust and intelligent intrusion-detection approaches have been investigated
[16,17,26-34], security responses are not consistently adapted simultaneously to threat behaviour and fog-system
conditions. This limits the applicability of computationally intensive or static security mechanisms in resource-
constrained environments.
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Reliability and security are commonly evaluated as separate research dimensions. Reliability-oriented studies
focus on resilience, resource management, availability, and recovery [6-8,21,22], whereas security studies primarily
evaluate protection and detection effectiveness [9-12,29-34]. Consequently, limited evidence exists for adaptive
security mechanisms that explicitly evaluate their effects on latency, computational overhead, resource consumption,
scalability, availability, and overall fog-service reliability.

6. lllustrative Healthcare Case Study

A fog-based healthcare environment can be used to demonstrate the practical application of the security
mechanisms identified in this review. Patient data generated by wearable devices, medical 10T devices, monitoring
applications, and EHR terminals are first processed at a hospital fog node before being forwarded to the cloud [24].
As shown in Figure 7, the fog node monitors user and device behaviour and uses anomaly detection and dynamic
trust evaluation to assess each access request [14-17]. Normal requests are provided with genuine patient data, while
unusual or high-risk requests can trigger an adaptive deception mechanism that provides decoy data, honeyfiles, or
decoy documents instead [13,18,19]. Suspicious activities are logged and reported to the security team. This scenario
shows how behaviour monitoring, anomaly detection, dynamic trust, and deception can work together to reduce
the risk of post-authentication data theft while maintaining low latency, resource efficiency, availability, and service
continuity [6-8].

1. Data Sources 2. Fog Layer (Hospital Fog Node / Gateway) 3. Cloud / Data Centre 4. Security Team Action
(Patient Side) =

Wearable/Implantable
Devices (ECG, Sp0,,
BP etc)

Hospital Cloud
(EHR Storage /
Long-term Storage / ‘

Alert Generated

Risk Assessment

Behaviour | | Anomaly Dynamic | ﬂ
Monitoring Detection Trust Evaluation ‘ /

— ' e J Advanced Analytics)
Medlz‘ta.l loT Devices = N 6
(Infusion Pump, > B | Low// Normal Risk High Risk / |

@

. | Activity Logged
Ventilator, etc. [ =
) T |(Access&Usage| | (ML/Statistical | | (User / Device / Genuine Access Suspicious [ | =
] PatientMonitoring | Secure | | Pattems) Models) Node) ! 1 Seare
< Applications Commanicaton 2 R = 2 e il o
4 Genuine Patient Data | | Adaptive Deception an | User/Device Reviewed
! = (Decoy Data / Honeyfiles / (=)
b Documents
| EHR Terminals i il i o
(Doctors/Nurses) | ( Q ] Further Monitoring or
i Y A Access Revoked
H —
: e Alert & Logging
(Security Team)
5. Reliability Considerations (Enforced at Fog Layer)
Low Latency High Availability g Resource Efficiency Service Continuity
o ) Local Processing Redundant Fog Nodes Lightweight Models & Security Without Disrupting

Reduces Delay Ensure Continuity "' Smart Offloading Critical Healthcare Services

Figure 7. Illustrative Behaviour-Aware and Deception-Based Framework for Data-Theft Prevention in Fog-Based
Healthcare

Note: This case study is conceptual and is based on findings from the reviewed literature. It does not represent
an experimentally validated or real-world hospital deployment.

The Principal Knowledge Gap

The evidence therefore indicates that the primary gap is not the absence of individual security techniques but
their limited integration into a reliability-aware, adaptive data-theft prevention framework.

Existing studies provide the individual building blocks:
Behaviour profiling — [13-15]
Anomaly detection — [15,29,30]
Trust management — [16,17,26-28]

Deception/decoy mechanisms — [13,18,19]
Reliability and resilience — [6-8,21,22]
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Based on the reviewed literature, the major research gaps can be summarized into five points:
1. Limitations of traditional security:

Authentication, encryption, and access control may not be sufficient when valid credentials are misused or
trusted fog nodes are compromised.

2. Insufficient protection against stealthy data theft:

Existing approaches often focus on unauthorized access or service disruption, while data can be quietly
accessed and exfiltrated without affecting normal services.

3. Limited integration of behaviour, anomaly detection, and trust:

User and node behaviour, anomaly detection, and trust management are often studied separately rather than
being combined into a continuous security process.

4. Static and limited use of deception:

Many decoy-based approaches use predefined resources and are not dynamically selected according to user
behaviour, trust level, threat conditions, or fog-system state.

5. Lack of a reliability-aware adaptive framework:

There is limited research on an integrated, lightweight framework that combines behaviour monitoring,
anomaly detection, dynamic trust evaluation, and adaptive decoy selection while maintaining low latency,
efficient resource usage, scalability, availability, and overall fog-system reliability.

7. Limitations and Threats to Validity
Evaluating potential threats to validity ensures transparency and rigor in systematic literature reviews:

e Construct Validity: Search queries may omit relevant studies using alternate terminology. To minimize this
risk, keyword combinations were tested across multiple iterations and validated against known benchmark
publications [35].

e Internal Validity: Selection bias may influence study inclusion. This risk was minimized by applying
predefined inclusion and exclusion criteria consistently throughout the screening and study-selection process.

e External Validity: Fog computing encompasses diverse application domains, including smart cities,
healthcare, and industrial 10T. The findings of this review reflect general architectural principles, but specific
hardware constraints may alter deployment requirements.

e Database Indexing Constraints: Studies were selected only if indexed in established scientific databases and
verified on Google Scholar. The review focused primarily on peer-reviewed journal articles and full-length
conference papers identified through the selected databases and supplementary searches. Unindexed technical
reports and non-English publications were excluded.

e Temporal Limitation: The review covers publications from 2012 to 2025. Research developments published
after 2025 are therefore outside the defined evidence base.

8. Future Research Directions and Strategic Roadmap

The findings of this review show that future research should focus on bringing different security mechanisms
together rather than studying them separately. Four important directions are identified.

1. Lightweight Behaviour Monitoring
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Future work should focus on developing lightweight methods for continuously monitoring the behaviour of
users, devices, and fog nodes. Machine-learning techniques can be used to identify unusual access or usage patterns,
but they should require limited processing power, memory, energy, and communication. Their effect on latency and
overall fog-system performance should also be carefully evaluated.

2. Dynamic and Context-Aware Decoys

Future research should move beyond fixed or predefined decoy files and resources. Decoys should be selected
or generated according to the situation, such as the type of data being requested, the behaviour of the user, the level
of trust, the detected threat, and the current condition of the fog node. This can make deception more useful for
detecting and slowing down potential data theft.

3. Integration of Behaviour, Trust and Deception

An important research direction is to connect behaviour monitoring, anomaly detection, trust evaluation, and
deception. For example, unusual behaviour could first increase the anomaly level of a user or node. This evidence
could then reduce its trust level and trigger an appropriate response, such as additional monitoring, restricted access,
or delivery of decoy data. Such a continuous process could provide better protection against users or nodes that misuse
legitimate access.

4. Reliability-Aware Fog Security

Future security solutions should also consider the reliability of fog nodes and the availability of resources. A
compromised, overloaded, or failed node should not be able to affect the entire security process. Therefore, future
research should investigate fault-tolerant and distributed approaches for maintaining behaviour information, trust
decisions, and security policies. These approaches should be designed carefully so that additional security does not
create excessive computational or communication overhead.

9. Conclusion

Fog computing brings computing and storage closer to 10T devices, which can reduce latency and network
traffic. At the same time, its distributed and resource-constrained nature creates important reliability and security
challenges.

The literature reviewed in this study shows that authentication, access control, encryption, privacy protection,
trust management, anomaly detection, and deception have all been studied in fog and related computing environments.
These mechanisms provide important protection, but they are generally investigated separately. In particular,
conventional security mechanisms may provide limited protection when an insider or a compromised fog node uses
legitimate credentials to access sensitive information [9-14,23,25].

Behaviour-based approaches can help identify unusual activities [14,15,29,30], while trust-management
techniques can provide information about the reliability of users, devices, and fog nodes [16,17,26—28]. Decoy-based
approaches can further help detect and mislead attackers [13,18,19]. However, there is limited evidence of a single
fog-specific framework that combines these capabilities for preventing stealthy data theft. The main research gap
identified by this review is therefore the lack of an integrated, lightweight, and adaptive approach that connects
behaviour monitoring, anomaly detection, trust evaluation, and decoy-based protection while maintaining fog-system
reliability and performance.

Future research should focus on developing such integrated approaches and evaluating them under realistic fog
conditions. Particular attention should be given to latency, resource consumption, scalability, availability,
computational overhead, and service reliability, in addition to security effectiveness.

Overall, the review suggests that future fog-security systems should move from isolated and mainly preventive
mechanisms toward continuous, behaviour-aware, trust-informed, and adaptive protection. Such an approach can
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provide an additional layer of defense against insider and compromised-entity data theft while maintaining the
performance and reliability expected from fog-computing environments.
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