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Abstract: Software-Defined Networking (SDN) is a new way of thinking about networking in which the networking function is
split into two planes: control plane and data plane. The aim of SDN is to give network managers greater control over network
configuration, increased programmability, flexibility, and efficient use of network resources. These features have driven the rapid-
fire uptake of SDN in today's communications networks, cloud and data center. However, all these appealing features can create
additional security problems, increasing the attack surface and putting critical elements at risk of breaches. With the rapid
emergence of SDN, network security and resilience are emerging top topics of researchers' interests. This paper provides a
comprehensive survey of the SDN security by covering its architecture, key benefits and potential vulnerabilities. It explores
potential attacks on the data plane, attacks on the communication channels outside the control plane, security challenges in the
control plane, and existing approaches and proposed countermeasures from the literature. Moreover, the paper presents a survey of
existing work, lists open challenges, research gaps and future research directions and implements some new trends related to secure,
scalable and resilient SDN environments.

Keywords: Software-Defined Networking (SDN), Network Security, SDN Architecture, Control Plane Security, Intrusion
Detection Systems, OpenFlow Security, DDoS Attacks and Network Virtualization

1. Introduction

Recently, Software-Defined Networking (SDN) has soon transformed from a research idea to a commonly
adopted networking paradigm; experimental and production SDN-enabled infrastructures are everywhere, creating a
rapidly growing body of work that closely resembles areas such as virtualization, cloud, and the Internet of Things
(IoT). SDN separates the control plane from the data plane, which allows network resources to be centrally managed,
programmed and dynamically controlled. They are the concepts that were first introduced in architectures like Ethane
and SANE, and have since been standardised as part of SDN, as it is a major enabler of cloud computing, network
virtualisation and of next generation communication infrastructures.

SDN benefits have been proved in all types of networks: enterprise networks, data center networks, WANs, and
carrier networks. For example, B4's network, deployed by Google, features all these attributes at a massive scale,
helping to optimize traffic engineering, maximize the use of resources, and facilitate simpler use of the network
through central control. Furthermore, SDN also provides substantial benefit in network visibility, monitoring, policy
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enforcement, and traffic engineering; allowing administrators to finely tune network behaviours to meet changing
requirements on the fly.

The SDN has both great potential and new security challenges. Its logically centralized controller allows for a
global overview of the network, offering real-time monitoring, traffic analysis, and anomaly detection and quick
reaction to security events. They have led to several security solutions such as intrusion detection systems, anomaly
detection systems and dynamic policy enforcement as is the case with the FlowTags and SIMPLE. SDN is also
programmable, allowing for automated security orchestration and fine-grained traffic control, further bolstering the
security of today's networks.

The same features, which make the architecture attractive, also give rise to new attack surface areas, however.
The SDN controller is a key element that can break the entire network when breached and is thus an appealing target
for Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) attacks. Similarly, attack based on saturating
the flow-table can be a problem for forwarding devices that have a small flow-table, degrading network performance
significantly. In addition, SDN is open and programmable, which means it has issues with trust among the application,
control, and data planes. Problems with OpenFlow-based implementations also complicate the security of SDN
deployments, such as OpenFlow protocol vulnerabilities, policy verification, and security of controllers and software
validation.

To tackle these, a wide array of different security mechanisms are proposed, including secure controller
architectures, modular security services like FRESCO, security enforcement kernels, policy verification frameworks
like VeriFlow and smart IDS. Though these methods have largely improved SDN security, in-depth security support
from end to end using all SDN layers is still a research topic. Still, more research is needed on aspects such as controller
resilience, secure communication channels, trust management, scalability, mitigating zero-day attacks and
coordinating security across distributed controllers.

Driven by the efforts of these challenges, this paper proposes a thorough and up to date review of SDN Security.
It investigates SDN architecture, its benefits, and the security threats posed by SDN, reviews the current defense
techniques and mitigation strategies, and categorizes the existing research efforts systematically. Moreover, it
identifies an existing research gap, presents the emerging trends in the field of software-defined networks (SDN)
security, and proposes future research directions towards the design of secure SDN architectures that are scalable,
resilient and intelligent.

1.1 The main contributions in this study are:
The results of this paper are derived by the following key contributions:

e  Comprehensive analysis of SDN security issues in the light of SDN features and working: This paper involves
comprehensive investigation of security issues of Software Defined Networking (SDN) with respect to SDN
features and working.

e Layer Based Threat Classification: To gain a systematic view of security threats, categorize the different
layers of the SDN they affect such as the application plane, control plane and data plane.

e [t presents an extensive analysis of the current and emerging solutions -such as authentication, policy conflict
resolution, controller replication, etc. and their capabilities.

e Research Gap Analysis: Research discovers its gaps in security needs and the demand for more effective,
scalable and holistic security mechanisms.

e Implications for Emerging Technologies: It addresses the issues about the influence of SDN security
challenges over new SDN technologies (Network Functions Virtualization (NFV) and design of algorithms),
and the importance of increasing the security points in future SDN networks.
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2. Literature review

Software-Defined Networking (SDN) has been one of the fastest growing technologies in the networking world
and gaining much attention from academia and industry since it offers a centralized control, network programmability,
flexibility and efficient management of resources. The control plane is separated from the data plane, which allows
network administrators to configure and manage network behavior with software-driven policies, making network
operations easier and more scalable. Hence, SDN has been broadly applied in cloud computing, data centres, Internet
of Things (IoT) applications, wireless communication systems, edge computing and SDN in 5G/6G. Despite the
various benefits that SDN has over the traditional networking architectures, the centralized control operation and
programmable interfaces of the open networking create new security issues and point of vulnerabilities, which have
become an area of foremost research.

In the last decade, there have been many studies conducted to explore different aspects of SDN design and
implementation, such as SDN communication protocols, SDN security threats, SDN trust management, SDN access
control, and SDN network monitoring techniques. Potential weaknesses at the application layer, control layer and
infrastructure layer have been analysed, including denial-of-service (DoS) attacks, distributed denial-of-service
(DDoS) attacks, attacks against the controller, flow-table overflow attacks, malicious application injection, spoofing
attacks and man-in-the-middle attacks. These studies make it important to understand the trade-offs of centralizing
network intelligence, which simplifies network management while introducing potential single points of failure and
enticing targets for network attacks.

In the literature, many security mechanisms and countermeasures have been suggested to tackle the challenges.
These include encryption methods like Elliptic Curve Cryptography (ECC), Advanced Encryption Standard (AES),
and Transport Layer Security (TLS) for securing communication channels and protecting sensitive data. Further,
RBAC based security, policy implementation system like FortNOX, IDS and IDP system, attack graph analysis, trust
management models, and machine learning (ML) based approaches have been studied to improve the security of SDN.
Recently, the integration of Artificial Intelligence (Al) and Machine Learning (ML) techniques together with SDN
controller has garnered more attention, which promises automated threat detection, anomaly identification, adaptive
policy enforcement, and real-time attack mitigation.

Moreover, there have been various studies on the verification and policy enforcement of networks to guarantee
correctness, consistency, and security in the network configurations. A number of directions have become significant
areas of research for secure SDN deployment to guarantee SDN deployments reliability and trustworthiness, such as
policy conflict detection, flow-rule verification, controller authentication and secure northbound and southbound
interfaces. As SDN is more adopted in critical infrastructures, the creation of complete SDN security frameworks has
become even more important as they can tackle both traditional and novel cyber threats.

We consider the literature survey on SDN architecture, threats, threat models, attack surface, security
mechanisms, cryptographic security protection techniques, access control frameworks and policy verification
approaches. The review will give a broad picture of the existing state of SDN security research and the challenges and
opportunities faced by the dynamic of creating secure, scalable and resilient environment of SDN.

2.1 SDN nature and evolution

It can be traced back to the initial “SDN” research projects (Ethane, SANE) which led to the idea of SDN for
centralised control of network policies enforcement [6] [5]. These papers were a breeding ground for what is currently
known as SDN in determining that both the control logic as well as the forwarding devices could be separated. It was
also during OpenFlow's announcement as a communication protocol standard that SDN became even more adoptable
[9] and communication between control and data planes occurred.

With the further development, SDN can now be applied to various applications such network virtualization and
cloud computing nowadays [3] [27]. The architecture has been very successful in a large-scale environment, such as
the various traffic engineering and resource optimization in B4 network of Google for instance [1]. While SDN has
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been successful at these, research has also uncovered a number of issues for SDN on a large scale including scalability,
interoperability and reliability issues [2] [11]]. These ground works will then serve as the foundation for grasping
SDN systems possibilities and restrictions.

2.2 Security threat landscape in SDN

Flexibility and programmability are some of the benefits SDN offers, but they also expand the attack surface
of network infrastructures. The problem with it is it will have a (central) controller and that might be considered a
single point of failure. Denial of Service (DoS) / Distributed Denial of Service (DDoS) attack can be used to attack
the controller and as such, it affects the overall working of the network [17]. Moreover, the small flow table size of
SDN switches can lead them to performance degradation and service failure due to attacks to exhaust their flow table
[10].

Whilst the SDN is a programmable network, which is advantageous, it also includes the threats of trust and
authentication between different layers of the network. OpenFlow installations have been identified with
vulnerabilities in literature and a secure channel of communication and strong authentication mechanism need to be
assured [7] [12]. Furthermore, traditional intrusion detection techniques can be simplified in SDN as it allows
dynamically modifying the network topology and new adaptable and scalable network security solutions need to be
designed [24].

A systematic approach to identify potential security vulnerabilities and threats from a SDN has been threat
modelled by its developers by applying one of the threat modelling methodologies such as the STRIDE method [8].
These tests reveal that there are numerous attacks against SDN including Spoofing, Tampering and Information
disclosure. This means that the threat landscape for the SDN is unique and requires an in-depth understanding to
secure SDN.

2.3 Security mechanisms and defence structure

To address the listed vulnerabilities, several research studies have proposed security controls to SDN
environment. One of SDN's drawbacks is that it enables flexible implementation of the policies using a centralized
monitoring and dynamic enforcement system. One such example is CloudWatcher system that leverages the SDN
capability for network-wide security monitoring, and anomaly detection [19]. The same applies to traffic anomaly
detection in which the study results indicated that SDN is proven a legitimate tool to detect any malicious activity in
real time [24]. Fine-grained network traffic access control between the dynamically deployed security policies in
various network devices is accomplished in frameworks such as FlowTags and SIMPLE [14] [15]. This kind of policy
enhances the likelihood of consistency, and compliance with security needs. In addition, with techniques like
OpenFlow-based random host mutation, moving target defense (MTD) can be achieved by an attacker must be able
to breach a fortified defense network with stationary network settings [16]. Other articles have discussed the
possibilities of applying SDN to intrusion detection and prevention systems (IDS/IPS) to real-time detect threat status
to mitigate the threat based on programmable network controls [22] and [23]. The following solutions point to the
promise SDN can bring to truly transform how networks are secured by amalgamating the elements of monitoring,
analysis and response under a single (solution) roof.

2.4 Modifications in Policy & Planning

This concern over SDN correctness and the settings' security becomes a significant concern, in a network
context that is dynamic and programmable. Many tools and frameworks have been implemented to address this issue.
One of them is VeriFlow, which assists verifying properties across the network, which are considered to be
“invariants” in real-time with the aim of ensuring that network security policies are being followed across the network
[29]. Likewise, FlowChecker is able to provide configuration analysis and verification for federated SDN networks
[26]. To perform model checking the different security properties using model-checking techniques [28] have also
been applied to determine whether SDN breaks any of the properties prior to deployment. These are proper steps to
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avoid any security compromises, which only can occur due to improper configurations. Furthermore, it is possible to
test and validate SDN apps based on tools such as NICE, to guarantee their correctness and reliability [25]. In addition
to the verification, attempts have been made to develop extensible security frameworks, which are modular. An
example of the same is FRESCO, which offers a tool to create security services in SDN infrastructures, which allow
different forms of protection to be used [32]. In the same vein, security enforcement kernels have been suggested to
offer a centralized point of control when it comes to enforcing network policies [33]. Such solutions can help augment
and extend the flexibility of SDN security solutions.

2.5 Research gaps and challenges

While a lot has been accomplished so far, there are several more challenges to overcome in terms of SDN
security. Most of the solutions focus on some aspects of security, such as intrusion detection or policy enforcement
and are unable to provide a framework that can be used on all levels of the SDN architecture. Thus, the issue of how
to manage the trust of the app plane, control plane, and data plane are topics ripe for research, especially in multi-
tenant and distributed environments [7]. The centralized controller is also an interesting feature since it could be a
potential traffic congestion issue in a large-scale network implementation. While distributed controller architectures
are proposed, these add to the added complexity needed in providing consistency and security among multiple
controllers [11]. Furthermore, new technologies, such as Internet of Things (IoT) and edge computing and SDN
generate new challenges to delve into. In sum, this literature seems to stress the urgency to adopt a holistic strategy to
SDN security threat, using a mix of cryptography, live monitoring and smart implementation of security policies.

Through the literature search, it is proved that SDN provides many advantages namely flexibility of services,
programmability of the services and centralized control. The advantages, however, are associated with security
dilemmas, which need to be handled with utmost care. Many proposals have been made but up to date there are no
comprehensive and comprehensive security frameworks. This motivates further research to provide more security
mechanisms like hybrid cryptographic schemes, smart threat detection models and so on that could make SDN
deployable in the existing network architectures.

3. Security analysis of SDN

Confidentiality, Integrity, Availability, Authentication and Non-Repudiation are well known principles of
secure communication networks [4]. It is crucial to provide protection to these properties, which entails protecting
both the data and the network resources, including forwarding devices and other control entities, and communication
processes against malicious attack and accidental disruption. In fact, this Software-Defined Networking (SDN)
concept, which alters the whole perspective of networks in traditional setups, requires rethinking of its existing security
models, and care must be taken to ensure that the existing fundamental principles are maintained. The architectural
paradigm launched by SDN with the separation of the control plane and the data plane and the logical centralization
of the control mode brings with it opportunities and challenges on the security front. Casado et al. [5] who focused on
the security implications of a split control and forwarding architecture, and who designed the architecture of “Secure
Architecture of Networked Enterprises (SANE) have performed one of the first studies on such architectures. This
method employed logically centralized controller system that provides access control policy and manages
authentication of the host in it so that access control can be performed at a fine-grained level and visibility is provided
across network. Irrespective of its conceptual advantages, the SANE architecture was initially seen as a limiting
solution because of its demand of significant changes to current network infrastructures and end-host settings. These
requirements posed a challenge in enterprise environment as far as scalability and deployability were concerned.
However, this initial effort played a major role in the development of SDN as it pointed out the trade-offs between
centralized control and security and hence became the foundation of future work in SDN security architectures.

The Ethane architecture [6] expanded on the original concepts of SANE, and presented a more realistic and
viable version, where the changes were fewer to the existing network architectures. Ethane employed specialized
switches that used to relay packets from rules written on flow tables and a logically centralized controller applied
global network policies. This separation of the control and data plane components of networking caused control and
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requirements to be more flexible yet considerably more programmable, and this represented a giant leap towards
implementation of modern SDN and OpenFlow based system. Useful as the Ethane architecture was, it had a number
of drawbacks that previewed security concerns that modern SDN deployments pose. Among the key issues is the
vulnerability of network policies to attack by application-layer vulnerabilities. One major aspect of SDN networks
that are important today is the role of an application that supports services such as Network Functions Virtualization
(NFV) and runs on top of the SDN controller. As a result, application intrusions may spread to the rest of the network
compromising policy enforcement and overall system integrity. These risks can be systematically evaluated during
the architectural exploration of SDN stack, including application plane, control plane, data plane, and the interfaces
which glue them together. Applying the context of the security concerns with SDN to the SDN framework (Fig. 1),
we can outline the challenges related to each layer of the framework: application, control and data planes, and the
interfaces between the planes.
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Figure. 1 SDN Functional Architecture illustrating the data, control and application layers and interfaces

However, there are new vulnerabilities associated with SDN thanks to the changes to the architecture and
interactions made by various components that have been identified by ongoing security research. One example can be
the detailed analysis of potential vulnerabilities of the OpenFlow protocol, applying a threat-modelling framework
such as STRIDE (Denial-of-Service (DoS), Information disclosure etc.), which were only suggested, but no attempt
was made to validate the usefulness of this threats in real-life situations, so further questions are left regarding
applicability of the mitigation proposals in practical use. In the case of OpenFlow specification, a possibility is to
establish communication channels between the controllers and the switches by means of TLS, which does not mention
any mutual authentication; and is considered optional [9]. However, this level of security doesn't need to be done in
the protocol. After vulnerability tests it has been noticed that in majority of the commercial implementations, the TLS
has not been used to protect the network, which puts it at risk of injective and changeable rules that can affect the
integrity of the network [10]. Based on Kreutz et al. [11] a broader perspective on SDN Security provides insights of
the emerging threats, which are target of SDN Security: centralized control plane and network programmability. They
provide helpful tips as to aspects that might be relaxed to make a more resilient system - such as controller replication,
software splitting and safe parts etc. Furthermore, certain attack vectors can be detected through experiments deployed
in ProtoGENI testbed - the propagation of malicious traffic, the wormhole between users and the flooding attack via
massive scale attack [12].

As mentioned above, each study on the different, but yet similar, security concerns of SDN type of architecture
has always been constant. Since there are a lot of these vulnerabilities, a systematic discussion by type of attack (e.g.
unauthorized access DoS etc.) should be made, accompanied with a layer/interface at which an attack happens (SDN
in particular is highly vulnerable to these factors). Mainly because there are no such central control unit, (central
control unit is called SDN-Controller) and programmable data path unit (Data Plane Unit) changes in the SDN network
graphics when compared with traditional network graphics. Although these vulnerabilities exist in the literature to
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date have focused on how SDN can be used to provide a more secure network rather than investigating the
vulnerabilities. However, due to this inequity, people have started questioning whether a solution more specific and
detailed (in the control plane or data plane), is required to solve the SDN infrastructures problem. The above problems
related to SDN and network security will be presented and SDN will be discussed how it is going to solve above
problems.

4. Security enhance-SDN

Controls software: can be controlled by software defined network (SDN) enabling some new controls to
network. When the global or network wide view is correlated with network programmability helps in the Intelligence
collection process based on current Intrusion Detection Systems (IDSs) and Intrusion Prevention Systems (IPSs) and
then analyse them and centrally re-program the network. In contrast to traditional networks, it may also make the SDN
network more resilient towards coping with malicious attacks.

Table 1. Definition of terms

Security Example Application | App- Control Control- Data Layer
Issue / Layer Control Layer Data
Attack Interface Interface
Category
Unauthorized | Unauthorized v v v
Access controller
access
Unauthenticated | v v
application
Data Leakage | Flow rule v

discovery (side-
channel attack
on input buffer)

Forwarding v
policy
discovery
(packet
processing
timing analysis)

Data Flow rule v v v
Modification | modification
affecting packet
forwarding
Malicious Fraudulent rule | v v
Applications | insertion
/ Control
Attacks
Controller v v v
hijacking
Denial of Controller- v v v
Service switch
(DoS) communication
flooding
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Switch flow v
table flooding

Configuration | Lack of TLS (or v v v
& Design weak

Issues authentication
mechanisms)

Policy v v v
enforcement

inconsistency

5. Security challenges in SDN

Wherever “While security is a major positive for Software-Defined Networking, not enough has been done to
address the practical issues associated with SDN systems' security. Because SDN can be programmed, changing the
behavior of the network can be done dynamically and flow based policies can be easily applied. However, this
versatility can also pose potential security threats, particularly in the event that policies are entered and updated
dynamically in numerous gadgets and applications. Therefore, it is highly advised to be aware of the correctness and
consistency of network security policies. For achieving this, formal verification methods such as model checking are
increasingly important components in identifying inconsistencies and conflict in policies. For instance, the
combination of model checking and symbolic execution has been employed for correctness checking of OpenFlow
apps, and, binary decision diagrams have been applied to detect misconfigurations of the flow tables of switches. This
is serious -it can help ensure that SDN systems are not just secure, but functioning as they are supposed to be. In SDN,
policies can be dynamically generated and changed, resulting in inconsistencies and conflicts. This occurs when
policies differ on various devices and/or applications, or the polices change often. To prevent this, formal verification
methods may be employed to verify them and ensure they are correct and consistent. This can be accomplished with
model checking, the idea being to build up a model of the system and test this model against a set of properties/rules.
To improve the security and reliability of SDN systems formal verification techniques can be used. This is particularly
crucial in networks where security plays a crucial role, like in monetary institutions or even authorities networks.
However, it is equally important that, in the interest of security, there are some issues that need to be addressed in the
case of SDN technology, such as formal verification techniques. In conclusion, making SDN infrastructures secure is
a complicated undertaking, and there are certainly hazards and challenges that must be taken under consideration.
However, SDN systems can be made more secure and reliable with formal verification and other security measures to
ensure the widespread adoption of SDN systems.

A tool known as FlowVisor was developed to make better separation of networks and the enforcement of rules.
It pioneered the concept of ‘network slicing' that segment network resources into different, isolated slices which do
not touch each other. Some other tools, such as FlowChecker and Flover, are based on the notion to test whether the
network configuration and set up is accessible or not, and to verify validity of the rules used for controlling flows.
There is another tool, VeriFlow that tests network rules as they are executed by placing an additional layer between
the network controller and network devices handling the data transfer. This layer filters out any rules that are incorrect
before they are applied. VeriFlow has a fast rule checking speed, but it is unable to deal with large and complex
network systems that have a large number of controllers.

Apart from verification-based solutions, some language-based security approaches have been suggested to
enable a safe programming of networks and their enforcement of security policies. For instance, language based-
approaches allow for such a fine-grained access control by incorporating external authentication solutions in SDN
applications [30]. More recently, the idea of “splendour eizolatos” has been put forward to ensure traffic separation,
with the aim of programming-based confidentiality and integrity enforcement [31]. These efforts point us towards an
increased emphasis on the research community to address policy conflicts and secure policy deployment in SDN
environment.
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Over the past few years we have come a long, long way when it comes to software-defined networking (SDN).
Still, however, despite all this progress there is a significant gap in the matter of having a comprehensive framework
and guidelines for designing or implementing secure SDN system. One that is attempting to do this is FRESCO, a
framework for the development of security applications for OpenFlow. Those threats can easily be detected and
mitigated as part of the library of reusable components included in FRESCO. It has a mechanism named “FortNox
enforcement kernel” that helps guarantee security regulations are non-contradictory, uniform and complete. This is
significant because it allows security personnel to rapidly and conveniently install new security services, with no need
to start from scratch. While FRESCO is an important step forward, it is not a complete solution - we still need a more
unified approach to SDN security if we are going to really protect our networks. Operational issues such as auditing
and compliance, as well as network visibility are always at the forefront of the conversation. The accurate inventory
of the network devices, configurations and interconnections required to effectively manage a network is an
increasingly complex challenge in virtualized and dynamic SDN networks. Additionally, virtualization and mobility
are further complicating the mapping and verification of network states. The research reported in this paper aims at
tackling these problems by investigating for advanced verification and debugging techniques. For example, the
scalability and security issues of OpenFlow-based systems on cyber-physical environments have been studied [34]
and tools, like network debuggers, have been suggested to track the execution path to determine the root causes of an
anomaly in SDN applications [35].

Table 2. Categorization of Research on Security in SDN

Research | Security | Enhancement | Solution | Application | App- Control | Control- | Data

Work Analysis Layer Control | Layer Data Layer
Interface Interface

(7], [10], | v v v v v v

[12]

[11] v v v v v v

(5] v v v

[13], v v v v v v v

[14], [21]

[15] v v v v v

[16] v v v v v v

[17], [24] v v v v v v

(18], [19] v v v v v v

[20], [22] v v v v v v

[23] v v v v

[25] v v v v v v

[26], [28] v v v v v v

[30], [32]

[31] v v v v

[33], [34] v v v v v v

[35] v v v v v

When discussing the architecture of Software-Defined Networking (SDN), it is useful to envision it as being
separated into layers, with layers being the application layer, control layer and data layer with well-defined interfaces
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among each layer. However, as we have witnessed previously, every one of these layers and interfaces can boast
security susceptibilities. Therefore, researchers have been developing solutions that focus on specific layers/interface.
Some early design, such as SANE, have provided us with valuable insights as to how to think about security on each
of the layers, but are not complete solutions themselves. Rather, they mark set of ideas that have influenced the notions
of security for SDN. The conclusion here is that the overall research effort is currently a bit piecemeal, and that what
is needed are multi-layered comprehensive security solutions able to cope with the varying SDN challenges.

6. Discussion

The majority of security research that has been performed on networks advantages Software-Defined
Networking (SDN) to increase network security but overall does not actually go anywhere near addressing the security
concerns that SDN poses. Much research effort has been devoted to integrating SDN with a middlebox (via different
methods) or network monitoring system (e.g., Open Network Summary) in order to provide security services or detect
bad traffic in real-time. During the operation of networks, this can be useful in support of their security but is only a
sort of a band-aid. Such solutions are not necessarily effective when it comes to addressing the underlying SDN
security issues. For instance, researchers have been attempting to use SDN to improve the networks' ability to identify
and prevent malicious traffic, but they are not necessarily considering how SDN could make networks vulnerable.
Therefore, if the networks are going to be made secure, it is important to understand and correct these underlying
issues. That has not to say that we cannot make SDN more secure, however, as well as bolting on security, there is
also a need to think carefully about the way it is designed so security is built in. In this way, networks can be developed
that are more secure, more dependable and capable of fending off a variety of threats. It is particularly necessary with
networks becoming increasingly vital to everyday life and risks of cyber-attacks skyrocketing and other security
issues. So, while current research on SDN and network security is a step in the right direction more studies are needed
to really find the answers to why SDN is vulnerable in terms of network security.

Alternate approaches to network protection, such as "moving target defense", are just one example of how
software defined networking (SDN) can be programmed and modified to remain secure. These techniques involve
altering the network configuration such as variable IP addresses, to make it difficult for the attacker to obtain
information and make an effective attack. If the network is continually evolving then it makes it more difficult for
attackers to calculate and execute attacks, improving the overall resiliency of the network. However, all these
approaches impose requirements on the SDN control systems themselves when they come to security, as if they are
not secure enough, they can be compromised.

Based on the work that has been done to date, it is obvious that the majority of companies are building software-
defined networks with OpenFlow to integrate the control plane and data plane. Nevertheless, although OpenFlow has
been key to helping SDN get going, do not get the idea that it is the sole means of achieving it. Other protocols and
frameworks exist such as LISP, NETCONF, ForCES, PCE and I2RS, which could function in a comparable way, but
with differing security concerns. As well, enterprises are developing their own mobile security policies, thereby
complicating security issues. Therefore, we should be mindful of vulnerabilities in OpenFlow when we apply them to
these other interfaces-security issues at the edges of the control and data planes and between applications and the
control plane are likely to be experienced. All these various protocols need to be taken into account and what their
impact might be on security. Therefore, it is not only OpenFlow, it is the other ways for control and data planes to
communicate with each other. Therefore, as companies are devising their own protocols, it is increasingly complex.
It is important to ensure we have an understanding on how all these different protocols are run, and where they could
be attacked. In understanding the security issues of OpenFlow, it may be possible to gain more insight into how to
address similar issues for other protocols. However, it is not the universal remedy; careful consideration needs to be
given to how what has been learnt can be used in each particular circumstance. Need to keep abreast of any new
developments, of course, as security situations never remain the same. The bottom line, then, is that everyone should
learn about all of the various protocols in general, and how they might affect security. We cannot just focus on
OpenFlow - we have to think about the bigger picture, and how all these different pieces fit together. Therefore, when
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we do that, we will have some more complete information about the security issues we are in, and how to address
them.

After reading the headlines, we are not left with the impression that we are seeing as much work being done to
find security solutions as we see to analyse security problems. Much research has been conducted to identify
vulnerabilities and these have largely been contained in the control plane and data planes, but are only concerned with
particular issues. Some, for instance, only consider how to solve the policy conflicts arising between the application
and control interface. This represents a significant research gap, as it would be ideal to have solutions that could deal
with a variety of security challenges simultaneously. There are many potential threats at every layer of SDN; clearly,
there is need for more holistic and integrated security solutions. It is important to come up with strategies which will
take care of all the various security threats rather than tackling each one individually. This will enable us to develop
powerful and effective security solution that can resist against multiple threat.

In Software-Defined Networking (SDN) these days, it is evident that security is a major concern. Various efforts
are being undertaken to solve those security issues, such as the Open Networking Foundation and the European
Telecommunications Standards Institute (ETSI). They have special teams devoted to creating SDN and Network
Functions Virtualization (NFV) more secure. Other organizations (including International Telecommunication Union
and Internet Research Task Force) are performing research into SDN security as well. They all share the concept that
security must be taken into account from the outset of designing SDN systems and not added onto. This will mitigate
a security difficulty and ingest a good deal SDN a lot more reliable. Starting with security in mind can help create
more robust and more trusted networks.

Network security cannot be taken lightly, particularly related to new technology offerings, such as Software-
Defined Networking (SDN). Although SDN is being deployed in various locations, SDN security has not been
adequately considered to protect against large attacks. This is not a good thing particularly of a large network covering
a large area. Developing new strategies, guidelines and policies to proactively and organized address SDN security
issues. By concentrating on security during this early SDN evolution stage, problems such as poor performance,
limited functionality and vulnerabilities to future networks can be avoided. In so doing, we can ensure that SDN is
safe and reliable - a key condition for its success.

7. Conclusion and future work

This paper has discussed in detail the Security Challenges in Software-Defined Networking (SDN) to show its
potential benefits as well as inherent security vulnerabilities. The study reveals that there is a double-edged aspect of
SDN in terms of security. But on the other, since it is centralized and its traffic is easily visible globally, the centralized
features make it incredibly effective for executing advanced security solutions such as real-time threat monitoring,
dynamic policy enforcement, and swift threat remediation. However, these capabilities also create new avenues for
attack: attacks focusing on the controller, flow rule manipulation, and attacks present due to programmable interfaces.

A systematic classification of the SDN security issues, based on the architectural layers and attack surfaces, has
been used to critically review the past research efforts, and to determine the key limitations and shortcomings of
existing attacker solution sets. The findings show that there is a great disparity between how security and defence are
evolving and the ability of the milder measures currently proposed to counter them, with many of the proposed
measures treating individual aspects of security in isolation rather than offering a more comprehensive approach. This
means that even with the advances made, still, it is an open challenge to build a completely secure and resilient SDN
environment.

To elevate, it is necessary to make systems with many layers and systems that are strong. These systems need
to be smartly able to identify threats, and automatically implement policies. This can be achieved with a combination
of several types of encryption, such as a combination of symmetric and asymmetric. This can assist protect interaction
between various areas of a network to make sure safety and security. These hybrid encryption methods can help us
ensure our networks are more secure, and protected against potential cyber-attacks. It is particularly relevant to
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software-defined networks (SDN) where security is a critical issue as it could jeopardize data integrity and security
by allowing breaches.

Some big issues remain needing to be addressed: Some of the issues that need to be addressed are the failures
of the app-level deployment to ensure it is secure; controller scalability; and trust management issues. Nevertheless,
more so, if we look at SDN and new technologies such as NFV, IoT and edge computing, it brings new security
concerns, which have to be studied in detail.

To maximise the utilisation of SDN in the next generation of networks, an optimum balance needs to be
achieved. This will involve exploiting its programmability and its intelligence, but will also have security-related
issues that we must address. New and policy-scale solutions need to be developed to reduce these risks. In so doing,
we will gain the full benefit of SDN, and enjoy more efficient and secure networks.
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