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Abstract: The increasing deployment of Internet of Things (IoT) devices and edge computing services has introduced significant 

cybersecurity challenges due to the distributed nature and resource constraints of edge environments. Conventional intrusion 

detection systems (IDSs), particularly computationally intensive deep learning approaches, may introduce excessive latency and 

memory requirements, limiting their suitability for real-time edge deployment. This study proposes a Lightweight Attention-Based 

Convolutional Neural Network (LA-CNN) for efficient intrusion detection in edge computing environments. The proposed 

framework combines data preprocessing, feature optimization using correlation analysis, Mutual Information (MI), and Recursive 

Feature Elimination (RFE), depthwise separable convolution, and channel-attention-based feature learning to improve detection 

performance while reducing computational requirements. The proposed model is evaluated using the CICIoT2023 dataset under a 

multi-class intrusion detection setting and compared with conventional machine learning and deep learning approaches. 

Experimental results demonstrate that LA-CNN achieves 98.34% accuracy, 98.12% precision, 98.41% recall, and 98.26% F1-

score, with a false alarm rate of 1.59%. Furthermore, the proposed model requires only 8.7 ms inference time and 91 MB memory, 

representing approximately 52.7% lower inference latency and 37.2% lower memory consumption than the conventional CNN 

baseline. These results demonstrate that integrating feature optimization, lightweight convolution, and attention-based feature 

representation can provide an effective balance between intrusion detection performance and computational efficiency. The 

proposed framework therefore offers a promising solution for real-time cybersecurity monitoring in resource-constrained edge 

computing environments. 
Keywords: Edge Computing, Intrusion Detection System, Lightweight Deep Learning, Lightweight Attention-Based CNN, 

Feature Optimization, Channel Attention, CICIoT2023, Edge AI, Cybersecurity 

 

1. INTRODUCTION 

The rapid growth of Internet of Things (IoT) devices, industrial automation, smart healthcare, intelligent 

transportation, smart cities, and other real-time applications has significantly increased the demand for distributed 

computing and communication services. Conventional cloud-centric architectures process a large proportion of data 

at centralized servers, which can introduce communication latency, increased bandwidth requirements, and delays in 

responding to time-sensitive applications. Edge computing addresses these limitations by moving computation, 
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storage, and intelligent processing closer to data-generating devices, thereby supporting low-latency and real-time 

services [1], [2].Despite these advantages, the distributed and heterogeneous nature of edge computing introduces 

substantial cybersecurity challenges. Edge environments typically consist of numerous interconnected devices with 

different hardware capabilities, operating conditions, and security configurations. These characteristics increase the 

overall attack surface and make centralized security management more difficult. Edge and IoT infrastructures may be 

exposed to threats such as Distributed Denial-of-Service (DDoS), Denial-of-Service (DoS), botnet activities, brute-

force attacks, spoofing, reconnaissance, and unauthorized access [3]–[5]. Consequently, effective intrusion detection 

is essential for maintaining the reliability and security of edge-based applications.Intrusion Detection Systems (IDSs) 

are widely used to identify suspicious network activities and protect computing infrastructures from malicious 

behavior. Conventional IDS approaches can generally be categorized as signature-based and anomaly-based systems. 

Signature-based methods are effective for identifying previously known attack patterns but are less effective against 

previously unseen or evolving threats. Anomaly-based approaches, in contrast, analyze deviations from normal 

network behavior and can provide greater flexibility for identifying unknown or emerging attacks [6]. However, 

conventional IDS solutions may require considerable computational, memory, and processing resources, creating 

challenges for deployment on resource-constrained edge devices [7]. 

The application of artificial intelligence (AI) and deep learning has provided new opportunities for developing 

automated intrusion detection systems. Deep learning architectures such as Convolutional Neural Networks (CNNs), 

Recurrent Neural Networks (RNNs), and Long Short-Term Memory (LSTM) networks can learn complex 

representations from network traffic and identify sophisticated attack patterns [8], [9]. Nevertheless, the improved 

representation capability of deep learning models is often accompanied by increased parameter counts, computational 

operations, memory requirements, and inference latency. Such requirements can conflict with the limited 

computational and energy resources available in edge environments, particularly when real-time intrusion detection 

is required [10].To address this limitation, recent research has increasingly focused on lightweight deep learning 

architectures that attempt to maintain high detection performance while reducing computational overhead. Techniques 

such as depthwise separable convolution, feature selection, dimensionality reduction, pruning, quantization, and 

attention mechanisms can reduce model complexity and improve the efficiency of deep learning-based security 

systems [11], [12]. Among these techniques, feature optimization can eliminate redundant network traffic attributes, 

while attention mechanisms can emphasize the most informative features for intrusion classification. Their 

combination therefore provides an opportunity to improve detection performance without introducing the 

computational burden associated with larger deep learning architectures [13].Although existing studies have 

demonstrated the potential of AI-based IDSs for IoT, fog, and edge environments, several challenges remain. Existing 

approaches frequently emphasize classification accuracy without providing sufficient analysis of inference latency, 

memory consumption, and computational requirements. In addition, the use of large feature sets may introduce 

redundant information and unnecessary processing overhead, while relatively limited attention has been given to 

combining feature optimization with lightweight attention-based architectures specifically for resource-constrained 

edge environments. These limitations motivate the development of an IDS that considers both detection effectiveness 

and computational efficiency as simultaneous design objectives.Therefore, this study proposes a Lightweight 

Attention-Based Convolutional Neural Network (LA-CNN) for intrusion detection in edge computing environments. 

The proposed framework combines data preprocessing, feature optimization, depthwise separable convolution, 

channel attention, and Global Average Pooling to develop a computationally efficient intrusion detection model. 

Correlation analysis, Mutual Information (MI), and Recursive Feature Elimination (RFE) are employed to reduce 

redundant and less informative features before classification. The lightweight CNN architecture is then used to extract 

relevant traffic representations, while the attention mechanism assigns greater importance to attack-relevant features. 

The resulting framework is designed to provide accurate multi-class intrusion detection while reducing inference 

latency and memory requirements.The primary objectives of this research are to: (i) develop a lightweight deep 

learning-based IDS for resource-constrained edge computing environments; (ii) reduce feature dimensionality using 

correlation analysis, Mutual Information, and Recursive Feature Elimination; (iii) integrate channel attention with a 

lightweight CNN to improve attack-feature representation; (iv) reduce computational and memory requirements 
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through depthwise separable convolution and Global Average Pooling; and (v) evaluate the proposed framework in 

terms of detection performance, inference latency, memory consumption, and comparative performance against 

existing intrusion detection approaches. 

The major contributions of this study are summarized as follows: 

A. A lightweight intrusion detection framework based on LA-CNN is developed for resource-constrained edge 

computing environments. 

B. A multi-stage feature optimization strategy combining correlation analysis, Mutual Information, and 

Recursive Feature Elimination is incorporated to reduce redundant network traffic features. 

C. A channel-attention mechanism is integrated with a lightweight CNN to improve the representation of 

intrusion-relevant traffic characteristics. 

D. Computational efficiency is explicitly evaluated using inference latency and memory consumption in 

addition to conventional classification metrics. 

E. Comprehensive performance evaluation is conducted using the CICIoT2023 dataset, including accuracy, 

precision, recall, F1-score, detection rate, false alarm rate, and computational-efficiency measures. 

F. Comparative and robustness analyses are performed to examine the effectiveness and generalization 

capability of the proposed LA-CNN framework against alternative intrusion detection approaches. 

The remainder of this paper is organized as follows. Section II presents the related literature and critically 

analyzes existing intrusion detection approaches for edge and IoT environments. Section III defines the research 

problem, identifies the major research gaps, and presents the research objectives. Section IV describes the proposed 

LA-CNN framework and its constituent components. Section V presents the experimental methodology, dataset, 

implementation environment, and evaluation protocol. Section VI discusses the experimental results, including 

classification performance, class-wise analysis, comparative evaluation, and computational efficiency. Finally, 

Section VII concludes the study and discusses directions for future research. 

2. LITERATURE REVIEW 

The increasing adoption of edge computing and Internet of Things (IoT) technologies has created a growing 

need for intrusion detection systems (IDSs) capable of operating under distributed and resource-constrained 

conditions. Unlike centralized cloud environments, edge infrastructures consist of heterogeneous devices with limited 

computational, memory, and energy resources. Consequently, conventional security mechanisms may not provide the 

required level of responsiveness for real-time edge applications. Machine learning (ML) and deep learning (DL) 

techniques have therefore attracted considerable attention because of their ability to automatically learn patterns from 

network traffic and identify malicious activities [1], [2].  

A. Machine Learning and Deep Learning-Based Intrusion Detection  

Early research on intelligent IDSs primarily focused on machine learning techniques for identifying anomalous 

network behavior. Optimized ML-based approaches have demonstrated improved detection efficiency in fog and edge 

environments, although scalability and deployment constraints remain important concerns. Alzubi et al. [2], for 

example, investigated an optimized machine-learning-based IDS for fog and edge computing and demonstrated the 

potential of optimization techniques for improving detection efficiency. However, such approaches still require 

consideration of their scalability when deployed across heterogeneous edge infrastructures. Deep learning has 

subsequently provided more powerful mechanisms for learning complex network traffic representations. CNN-based 

architectures can automatically extract discriminative traffic patterns, while LSTM and other recurrent architectures 

can model sequential dependencies in network activities. Yang and Shami [3] investigated transfer learning and an 

optimized CNN-based IDS and reported improved classification performance, although the associated training 

complexity remains a concern. Similarly, hybrid deep learning approaches such as HDLNIDS have demonstrated 
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strong detection capability but introduce additional computational overhead [6].The use of hybrid architectures has 

also been explored for IoT and network security applications. Yaras and Dener [13] proposed a hybrid deep learning 

approach for IoT-based intrusion detection and demonstrated high detection accuracy. However, the complexity of 

hybrid architectures can limit their suitability for resource-constrained edge devices. Other deep learning-based studies 

have similarly reported improved attack classification but have identified increased memory requirements and 

resource consumption as important limitations [9], [11]. 

B. Lightweight Intrusion Detection for Edge Environments 

The computational limitations of edge devices have motivated research into lightweight intrusion detection 

architectures. Bangui et al. [1] investigated lightweight intrusion detection for edge computing environments with the 

objective of reducing computational complexity. Das and Luo [4] introduced a lightweight anomaly detection 

framework designed to facilitate faster deployment. Hnamte et al. [16] further investigated a lightweight IDS using 

deep convolutional neural networks and demonstrated improved real-time detection capability. Although these studies 

demonstrate the feasibility of lightweight architectures, reducing computational complexity while maintaining high 

detection performance remains challenging. Some approaches concentrate primarily on reducing model complexity, 

whereas others emphasize detection accuracy without sufficiently analyzing memory consumption and inference 

latency. Thus, the design of an IDS for edge environments requires simultaneous consideration of detection 

effectiveness and resource efficiency. 

C. Feature Optimization in Intrusion Detection 

Network traffic datasets typically contain a large number of packet-level and flow-level attributes. Although 

these features can provide useful information for attack classification, redundant, highly correlated, and less 

informative attributes may increase computational requirements and negatively affect model efficiency. Feature 

selection and optimization techniques have therefore been incorporated into several IDS approaches. Kavitha et al. [7] 

investigated feature selection combined with deep learning for intrusion detection and demonstrated the importance 

of feature optimization in improving the learning process. Other studies have similarly explored optimized learning 

strategies to improve detection performance [5], [6]. However, feature optimization is not consistently combined with 

lightweight deep learning architectures specifically designed for edge deployment. This creates an opportunity to 

investigate whether systematic feature reduction can further decrease computational requirements without 

significantly reducing detection capability. 

D. Attention-Based Intrusion Detection 

Attention mechanisms provide another approach for improving feature representation by assigning greater 

importance to informative characteristics while suppressing less relevant information. Attention-based deep learning 

architectures have demonstrated potential for identifying complex patterns in network traffic. However, the integration 

of attention mechanisms with lightweight convolutional architectures for resource-constrained edge intrusion 

detection remains comparatively less explored. The combination of attention-based feature representation and 

lightweight convolution is particularly relevant to edge environments. A lightweight convolutional architecture can 

reduce computational operations, while attention can improve the model's ability to focus on attack-relevant traffic 

characteristics. This combination provides a potential mechanism for achieving a better balance between detection 

accuracy and computational cost. 

E. Critical Analysis of Existing Research 

The literature indicates that existing IDS research has achieved considerable progress in attack detection using 

ML and DL techniques. However, the existing approaches reveal several recurring limitations. First, complex 

architectures such as CNN-LSTM, recurrent networks, and hybrid deep learning models can introduce substantial 

computational overhead. Second, many studies primarily evaluate classification metrics such as accuracy, precision, 

recall, and F1-score, while comparatively less emphasis is placed on inference latency and memory consumption. 
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Third, a large number of network traffic features may increase computational requirements when feature redundancy 

is not adequately addressed. Finally, although lightweight architectures and attention mechanisms have independently 

demonstrated benefits, their combined use for edge-oriented intrusion detection requires further investigation. 

Therefore, the literature suggests that an effective edge-based IDS should simultaneously address detection accuracy, 

feature efficiency, computational complexity, inference latency, and memory consumption. These observations 

motivate the development of a Lightweight Attention-Based Convolutional Neural Network (LA-CNN) that combines 

feature optimization with lightweight convolution and attention-based feature learning. 

Table I. Comparative Summary of Recent Intrusion Detection Studies 

Ref. Year Study Main Approach Major Finding Key Limitation 

[1] 2022 Bangui et al. Lightweight IDS Reduced 

computational 

complexity 

Limited DL integration 

[2] 2022 Alzubi et al. Optimized ML-based 

IDS 
Improved detection 

efficiency 
Scalability concerns 

[3] 2022 Yang and 

Shami 
Transfer Learning + 

CNN 
Improved accuracy High training complexity 

[4] 2023 Das and Luo Lightweight anomaly 

detection 
Faster deployment Limited attack diversity 

[5] 2023 Nakıp et al. Online self-

supervised DL 
Improved anomaly 

detection 
Increased resource usage 

[6] 2023 Qazi et al. Hybrid DL IDS High detection 

performance 
Computational overhead 

[7] 2023 Kavitha et al. Feature Selection + 

DL 
Improved feature 

optimization 
Limited real-time 

evaluation 

[8] 2023 Vinolia et al. ML/DL Review Comprehensive 

comparative analysis 
No specific deployment 

framework 

[9] 2024 Aljuaid et al. Deep Learning IDS Improved attack 

classification 
High memory requirements 

[10] 2024 Altaie and 

Hoomod 
Hybrid Lightweight 

DL 
Efficient detection Inference latency 

[11] 2024 Alsoufi et al. Anomaly-based DL 

IDS 
Improved anomaly 

detection 
Resource-intensive training 

[12] 2024 Sanagana and 

Tummalachervu 
Optimal DL IDS Improved security 

performance 
Limited edge deployment 

[13] 2024 Yaras and 

Dener 
Hybrid DL IDS High detection 

accuracy 
Complex architecture 

[16] 2025 Hnamte et al. Lightweight CNN 

IDS 
Improved real-time 

detection 
Dataset balancing required 

[23] 2025 Baidar et al. Federated Learning 

IDS 
Distributed threat 

detection 
Communication overhead 

The comparative studies indicate that existing approaches generally improve intrusion detection performance 

but continue to face challenges related to computational complexity, scalability, memory requirements, inference 

latency, feature redundancy, and practical edge deployment. These limitations establish the need for an IDS 

architecture that jointly optimizes detection performance and resource efficiency. The proposed LA-CNN addresses 
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this requirement through feature optimization, depthwise separable convolution, and channel-attention-based feature 

learning. 

F. Identified Research Gaps 

Based on the critical analysis of existing studies, five major research gaps are identified. 

1. Computational complexity: 

Many high-performing IDS approaches employ complex CNN, LSTM, hybrid, or other deep learning 

architectures. Although these models can achieve strong classification performance, their computational 

requirements may restrict deployment on resource-constrained edge devices [6], [10]. 

2. Limited resource-aware evaluation: 

Existing studies frequently emphasize classification accuracy while providing limited analysis of inference 

latency, memory consumption, and other deployment-related resource requirements. These factors are 

particularly important for real-time edge security applications [9], [12]. 

3. Feature redundancy and dimensionality: 

Network intrusion datasets can contain numerous correlated, redundant, or less informative features. 

Processing all available attributes increases computational requirements and may introduce unnecessary 

complexity. Although feature-selection approaches have been investigated [7], their systematic integration 

with lightweight attention-based architectures remains limited. 

4. Limited integration of attention with lightweight architectures: 

Attention mechanisms can improve feature representation by emphasizing important characteristics of 

network traffic. However, comparatively limited research has investigated their integration with 

computationally efficient CNN architectures specifically for edge-oriented intrusion detection [13], [18]. 

5. Detection–efficiency trade-off: 

Existing approaches often optimize either detection performance or computational efficiency rather than 

treating both as simultaneous objectives. A practical edge IDS must maintain high precision and recall 

while also achieving low inference latency and reduced memory consumption. 

These research gaps motivate the development of the proposed Lightweight Attention-Based Convolutional 

Neural Network (LA-CNN). The proposed framework combines feature optimization, depthwise separable 

convolution, channel attention, and Global Average Pooling to achieve an improved balance between intrusion 

detection performance and computational efficiency in resource-constrained edge computing environments. 

3. PROPOSED METHODOLOGY 

The proposed methodology aims to develop a lightweight and computationally efficient Intrusion Detection 

System (IDS) for resource-constrained edge computing environments. The framework integrates data preprocessing, 

feature optimization, lightweight convolutional feature extraction, channel-attention-based feature refinement, and 

multi-class intrusion classification. The methodology is organized into five major stages: data acquisition, data 

preprocessing, feature optimization, Lightweight Attention-Based Convolutional Neural Network (LA-CNN) 

processing, and intrusion classification. The overall architecture of the proposed framework is illustrated in Fig. 1.The 

primary design objective is to achieve an effective balance between intrusion detection performance and 

computational efficiency. Unlike conventional deep learning-based IDS architectures that may require considerable 

memory and processing resources, the proposed framework reduces the dimensionality of network traffic features and 

employs computationally efficient convolution operations. The attention mechanism further improves feature 

representation by assigning greater importance to intrusion-relevant characteristics. 

A. Data Acquisition 

The CICIoT2023 dataset is used for experimental validation of the proposed LA-CNN framework. The dataset 

represents network traffic generated in IoT and edge-computing environments and contains both normal and malicious 
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network traffic records. It includes multiple categories of cyberattacks, making it suitable for evaluating multi-class 

intrusion detection. The attack categories considered in the experimental description include DDoS, DoS, Botnet, 

Brute Force, Reconnaissance, Spoofing, and Web Attacks, together with normal traffic. The diversity of traffic 

patterns enables the proposed model to learn characteristics associated with different malicious activities. The dataset 

contains network-flow-related attributes describing traffic behavior and communication characteristics. These 

attributes provide the input representation required for feature optimization and subsequent classification. The use of 

CICIoT2023 provides an appropriate experimental basis for evaluating the proposed framework because the dataset 

reflects IoT-oriented network security conditions and contains multiple attack categories. The resulting multi-class 

classification problem allows the model to distinguish between normal traffic and different forms of malicious activity. 

B. Data Preprocessing 

Raw network traffic data may contain missing values, duplicate observations, noisy records, and features with 

substantially different numerical ranges. These characteristics can negatively affect the training process and increase 

the computational burden of the learning model. Therefore, a systematic preprocessing procedure is applied before 

feature optimization. First, missing or corrupted records are identified and appropriately handled. Duplicate records 

are subsequently removed to reduce redundancy and prevent potential bias during model training. Numerical network 

traffic attributes are then normalized using the Min-Max normalization technique so that feature values are 

transformed into the range [0,1]. 

The Min-Max normalization is expressed as: 

Xₙₒᵣₘ = (X − Xₘᵢₙ) / (Xₘₐₓ − Xₘᵢₙ)       (1) 

where X represents the original feature value, Xₘᵢₙ represents the minimum value of the feature, Xₘₐₓ represents 

the maximum value, and Xₙₒᵣₘ represents the normalized feature value. 

Normalization ensures that features with different numerical scales contribute more consistently during model 

training. It also supports stable optimization and convergence of the neural network. 

The attack labels are converted into numerical representations using label encoding so that they can be 

processed by the classification model. Since intrusion detection datasets may contain imbalanced class distributions, 

a data-balancing procedure is applied to reduce the potential bias toward majority classes and improve the 

representation of minority attack categories. 

Following preprocessing, the dataset is divided into training and testing subsets using an 80:20 ratio. The 

training subset is used to develop the LA-CNN model, while the testing subset is reserved for evaluating its 

generalization performance. 

C. Feature Optimization 

Network intrusion datasets generally contain a large number of traffic attributes, including packet-level 

characteristics, communication statistics, and protocol-related information. However, not all attributes contribute 

equally to intrusion classification. Highly correlated, redundant, or less informative features can increase 

computational requirements and may negatively affect the efficiency of the learning process. To address this problem, 

the proposed framework employs a three-stage feature optimization strategy consisting of Correlation Analysis (CA), 

Mutual Information (MI), and Recursive Feature Elimination (RFE). 

1. Correlation Analysis 

Correlation analysis is initially applied to identify redundant features. Features exhibiting strong correlation 

with other attributes may contain overlapping information. Removing such redundant attributes reduces the 

dimensionality of the input space and minimizes unnecessary computational operations. 

2. Mutual Information 
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After correlation-based filtering, Mutual Information is used to determine the relationship between the 

remaining features and the intrusion class. The Mutual Information between an input feature X and target variable Y 

is expressed as: 

MI(X,Y) = Σₓ∈X Σᵧ∈Y p(x,y) log [p(x,y) / (p(x)p(y))]      (2) 

where p(x,y) represents the joint probability distribution of X and Y, while p(x) and p(y) represent their 

respective marginal probability distributions. Features having greater mutual information with the target class provide 

more information for intrusion classification and are therefore given higher priority during feature selection. 

3. Recursive Feature Elimination 

Recursive Feature Elimination (RFE) is subsequently applied to eliminate less informative attributes and retain 

the most relevant feature subset. The process progressively removes lower-ranked features until the desired feature 

representation is obtained. The combined CA–MI–RFE procedure reduces the dimensionality of the original dataset 

while retaining important intrusion-related information. This reduction is expected to decrease memory requirements, 

training time, and computational overhead while providing an efficient input representation for the proposed deep 

learning model. 

D. Lightweight Attention-Based CNN 

The Lightweight Attention-Based Convolutional Neural Network (LA-CNN) forms the central component of 

the proposed intrusion detection framework. The architecture is designed to extract discriminative traffic patterns 

while minimizing the computational requirements normally associated with conventional convolutional neural 

networks. 

The LA-CNN consists of depthwise separable convolutional operations, Batch Normalization, ReLU activation, 

channel attention, Global Average Pooling, and a final classification layer. 

1. Depthwise Separable Convolution 

Conventional convolutional layers can require a substantial number of multiplication and accumulation 

operations when the number of input and output channels is large. To reduce this computational burden, the proposed 

architecture employs depthwise separable convolution. 

A conventional convolution operation has an approximate computational cost represented by: 

Costₛₜₐₙdₐᵣd = Dₖ² × M × N × D𝒻²         

 (3) 

where Dₖ represents the kernel size, M represents the number of input channels, N represents the number of 

output channels, and D𝒻 represents the feature-map dimension. 

For depthwise separable convolution, the computational cost is represented by: 

Cost_DSC = Dₖ² × M × D𝒻² + M × N × D𝒻²        (4) 

The depthwise operation processes each input channel separately, while the subsequent pointwise convolution 

combines the resulting channel representations. This decomposition considerably reduces the number of 

computational operations compared with a standard convolution and therefore supports deployment in resource-

constrained environments. 

2. Convolutional Feature Extraction 

The convolution operation extracts local patterns from the input feature representation. The resulting feature 

map can be represented as: 

F(i,j) = Σₘ Σₙ X(i+m,j+n)W(m,n) + b         (5) 
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where X represents the input feature matrix, W represents the convolution kernel weights, and b represents the 

bias term. 

The convolution operation enables the network to learn discriminative representations associated with normal 

and malicious network traffic. 

3. Batch Normalization and ReLU Activation 

Batch Normalization is incorporated into the convolutional blocks to stabilize the training process and improve 

convergence. The ReLU activation function is subsequently applied to introduce non-linearity into the network. 

The ReLU function is defined as: 

ReLU(x) = max(0,x)          

 (6) 

The nonlinear activation enables the network to learn complex relationships between optimized traffic features 

and intrusion categories. 

4. Channel Attention Mechanism 

A channel-attention mechanism is incorporated into the LA-CNN architecture to improve the representation of 

intrusion-related features. Instead of assigning equal importance to all extracted feature channels, the attention 

mechanism learns importance weights and emphasizes the channels that contain more relevant information. 

The attention score is represented as: 

A = σ(WₐF + bₐ)          (7) 

where A represents the attention weights, F represents the extracted feature representation, Wₐ represents the 

learnable attention weights, bₐ represents the bias term, and σ represents the activation function. 

The attention-enhanced feature representation is then obtained as: 

Fₐₜₜ = A ⊙ F (8) 

where Fₐₜₜ represents the attention-enhanced feature representation and ⊙ denotes element-wise multiplication. 

The attention mechanism enables the model to focus on traffic characteristics that are more informative for 

identifying malicious activities while reducing the influence of less relevant information. 

5. Global Average Pooling 

Following attention-based feature refinement, Global Average Pooling (GAP) is used to reduce the 

dimensionality of the feature representation before classification. GAP reduces the number of parameters compared 

with large fully connected layers and can help control overfitting. 

The GAP operation is defined as: 

Gₖ = 1/(H × W) Σᵢ₌₁ᴴ Σⱼ₌₁ᵂ Fₐₜₜ(i,j) (9) 

where H and W represent the height and width of the feature map, respectively. 

E. Intrusion Classification 

The feature representation obtained after convolution, attention refinement, and global average pooling is 

supplied to the final classification layer. A Softmax function is used to generate the probability associated with each 

intrusion category. The Softmax probability for class i is expressed as: 

P(yᵢ) = eᶻⁱ / Σⱼ₌₁ᶜ eᶻʲ           (10) 
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where C represents the total number of intrusion classes and zᵢ represents the output logit corresponding to class 

i. The class having the highest predicted probability is selected as the final classification result. 

The proposed architecture can support both binary and multi-class intrusion detection. In binary classification, 

network traffic is categorized as either normal or malicious. In multi-class classification, the model distinguishes 

among the different attack categories represented in the dataset.For the experimental evaluation presented in this study, 

the focus is on multi-class intrusion classification using the selected CICIoT2023 traffic categories. 

F. Model Training 

The LA-CNN model is trained using the Adam optimization algorithm with a learning rate of 0.001. The batch 

size is set to 32, and the model is trained for 50 epochs. ReLU is used as the activation function, while Softmax is 

employed for final class-probability generation. A dropout rate of 0.30 is incorporated to reduce the possibility of 

overfitting. Categorical cross-entropy is used as the loss function. 

The categorical cross-entropy loss is defined as: 

L = −Σᵢ₌₁ᶜ yᵢ log(P(yᵢ))          

 (11) 

where yᵢ represents the actual class label and P(yᵢ) represents the predicted probability for class i. 

During training, the model parameters are iteratively updated to minimize the classification loss and improve 

the ability of the network to distinguish between different network traffic categories. 

G. Intrusion Detection Decision Process 

After model training, previously unseen network traffic is passed through the same preprocessing and feature-

optimization pipeline used during training. The selected features are supplied to the trained LA-CNN model, which 

extracts lightweight feature representations and applies channel attention to emphasize relevant traffic 

characteristics.The final Softmax layer produces a probability distribution over the intrusion categories. The category 

associated with the highest probability is selected as the predicted class. This process enables the system to identify 

normal traffic as well as different categories of malicious activity. 

The complete decision process can therefore be represented as: 

Network Traffic → Preprocessing → Feature Optimization → LA-CNN → Channel Attention → GAP 

→ Softmax → Intrusion Class 

This sequential processing structure enables the proposed IDS to perform automated intrusion classification 

while reducing unnecessary feature processing and computational overhead. 

H. Performance Evaluation 

The proposed framework is evaluated from two complementary perspectives: classification effectiveness and 

computational efficiency. 

1. Classification Metrics 

The primary classification metrics are Accuracy, Precision, Recall, F1-Score, Detection Rate, and False Alarm 

Rate. These metrics provide complementary information about the ability of the model to correctly identify normal 

and malicious network traffic. 

Accuracy is calculated as: 

Accuracy = (TP + TN) / (TP + TN + FP + FN) (12) 

Precision is calculated as: 
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Precision = TP / (TP + FP) (13) 

Recall is calculated as: 

Recall = TP / (TP + FN) (14) 

The F1-score is calculated as: 

F1 = 2 × (Precision × Recall) / (Precision + Recall)       (15) 

where TP represents true positives, TN represents true negatives, FP represents false positives, and FN 

represents false negatives. 

These metrics are used to evaluate the ability of the proposed framework to correctly identify intrusion events 

while minimizing incorrect classifications. 

2. Computational Efficiency Metrics 

Classification performance alone is insufficient for evaluating an IDS intended for edge computing. Therefore, 

the proposed framework is also evaluated using resource-oriented measures, including: 

• Inference Time: time required by the trained model to generate a prediction. 

• Memory Consumption: memory required during model operation. 

• Model Size: storage requirement of the trained model. 

• Computational Complexity: computational requirements associated with model operations. 

Lower inference time and memory consumption indicate better suitability for resource-constrained edge 

devices. These measures are therefore analyzed together with classification performance to determine whether the 

proposed model achieves an effective detection-efficiency trade-off. 

Overall Workflow of the Proposed Framework 

The overall workflow of the proposed LA-CNN framework is presented in Figure. 1. The process begins with 

the acquisition of network traffic from the CICIoT2023 dataset. The raw data are subsequently cleaned, normalized, 

encoded, and balanced before being passed to the feature optimization stage. Correlation analysis removes redundant 

attributes, Mutual Information identifies informative features, and Recursive Feature Elimination further reduces the 

feature space. The optimized feature representation is then supplied to the LA-CNN architecture. Within LA-CNN, 

depthwise separable convolution performs computationally efficient feature extraction. Batch Normalization and 

ReLU support stable nonlinear learning, while the channel-attention mechanism assigns greater importance to 

intrusion-relevant features. Global Average Pooling reduces the feature representation before the final Softmax 

classifier generates the predicted intrusion category. 

The resulting framework is designed to jointly address the major requirements of edge-based intrusion 

detection: high classification performance, reduced feature dimensionality, low computational complexity, low 

inference latency, and reduced memory consumption. Figure 1. Proposed Lightweight Attention-Based Convolutional 

Neural Network (LA-CNN) Framework for Intrusion Detection in Edge Computing Environments. 
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Figure 1. Proposed Lightweight Attention-Based Convolutional Neural Network (LA-CNN) 

Framework for Intrusion Detection in Edge Computing Environments. 

4. Mathematical Formulation of the Model 

The mathematical formulation of the proposed Lightweight Attention-Based Convolutional Neural Network 

(LA-CNN) consists of the principal operations involved in data normalization, feature selection, lightweight 

convolution, feature extraction, nonlinear activation, attention-based feature refinement, global average pooling, 

classification, and model optimization. These formulations describe the transformation of network traffic data from 

the original input representation to the final intrusion classification. 

1. Data Normalization 

Network traffic features may have different numerical ranges. To provide a uniform input representation for 

the proposed model, Min-Max normalization is applied to transform each feature into the range [0,1]. The normalized 

feature value is calculated as: 

Xₙₒᵣₘ = (X − Xₘᵢₙ) / (Xₘₐₓ − Xₘᵢₙ)     (1) 

where X represents the original feature value, Xₘᵢₙ represents the minimum value of the corresponding feature, 

Xₘₐₓ represents the maximum value, and Xₙₒᵣₘ represents the normalized feature value. Normalization provides a 

consistent numerical scale across the input features and supports stable model training. 

2. Feature Selection Using Mutual Information 

Mutual Information (MI) is employed to quantify the dependency between network traffic features and their 

corresponding intrusion classes. The Mutual Information between feature variable X and attack label Y is defined as: 

MI(X,Y) = Σₓ∈X Σᵧ∈Y p(x,y) log [p(x,y) / (p(x)p(y))]       (2) 

where X represents the input feature variable, Y represents the attack-class variable, p(x,y) represents the joint 

probability distribution, and p(x) and p(y) represent the corresponding marginal probability distributions. Features 
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with higher Mutual Information values provide greater information about the target intrusion class and are therefore 

prioritized during feature selection. 

3. Lightweight Convolution Operation 

The proposed LA-CNN uses depthwise separable convolution to reduce computational complexity compared 

with conventional convolution. The approximate computational cost of a standard convolution operation is given by: 

Costₛₜₐₙdₐᵣd = Dₖ² × M × N × D𝒻²         

 (3) 

where Dₖ represents the convolution kernel size, M represents the number of input channels, N represents the 

number of output channels, and D𝒻 represents the feature-map dimension. 

The corresponding computational cost of depthwise separable convolution is expressed as: 

Cost_DSC = Dₖ² × M × D𝒻² + M × N × D𝒻²        

 (4) 

The decomposition of the conventional convolution into depthwise and pointwise operations reduces the 

number of computational operations. This reduction is particularly beneficial for deployment in resource-constrained 

edge environments. 

4. Convolutional Feature Extraction 

The convolution operation extracts local feature representations from the optimized network traffic input. The 

resulting feature map is represented as: 

F(i,j) = Σₘ Σₙ X(i+m,j+n)W(m,n) + b         (5) 

where X represents the input feature matrix, W represents the convolution kernel weights, b represents the bias 

term, and F(i,j) represents the resulting feature-map value at position ((i,j)). 

The convolution operation enables the proposed model to learn discriminative representations associated with 

different network traffic patterns. 

5. ReLU Activation Function 

The Rectified Linear Unit (ReLU) activation function introduces nonlinearity into the convolutional network. 

It is defined as: 

ReLU(x) = max(0,x)          

 (6) 

The ReLU function retains positive activation values while assigning zero to negative values. It enables the 

network to learn nonlinear relationships between network traffic characteristics and intrusion classes. 

6. Channel Attention Mechanism 

The proposed LA-CNN incorporates a channel-attention mechanism to assign different importance levels to 

the extracted feature representations. The attention score is calculated as: 

A = σ(WₐF + bₐ)        (7) 

where A represents the attention-weight vector, F represents the extracted feature representation, Wₐ represents 

the learnable attention parameters, bₐ represents the corresponding bias, and σ represents the activation function. 

The attention-enhanced feature representation is then obtained using element-wise multiplication: 

Fₐₜₜ = A ⊙ F        (8) 
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where Fₐₜₜ represents the attention-enhanced feature representation and ⊙ denotes element-wise multiplication. 

The attention mechanism enables the network to emphasize informative traffic characteristics while reducing 

the contribution of less relevant features. 

7. Global Average Pooling 

Global Average Pooling (GAP) is used to reduce the dimensionality of the attention-enhanced feature maps 

before classification. The output of the GAP operation is calculated as: 

Gₖ = 1/(H × W) Σᵢ₌₁ᴴ Σⱼ₌₁ᵂ Fₐₜₜ(i,j)         

 (9) 

where H and W represent the height and width of the feature map, respectively, and Gₖ represents the resulting 

pooled feature representation. 

GAP reduces the number of parameters required by the subsequent classification stage and contributes to 

controlling model complexity. 

8. Softmax Classification 

The final classification layer uses the Softmax function to calculate the probability associated with each 

intrusion category. For class (i), the predicted probability is calculated as: 

P(yᵢ) = eᶻⁱ / Σⱼ₌₁ᶜ eᶻʲ           (10) 

where C represents the total number of intrusion classes and zᵢ represents the classifier output logit 

corresponding to class (i). The class having the highest predicted probability is selected as the final intrusion category. 

9. Categorical Cross-Entropy Loss 

The LA-CNN model is trained using categorical cross-entropy loss. The loss function is defined as: 

L = −Σᵢ₌₁ᶜ yᵢ log(P(yᵢ))          

 (11) 

where C represents the number of classes, yᵢ represents the actual class indicator for class (i), and P(yᵢ) 

represents the predicted probability for class (i). 

During training, the model parameters are optimized by minimizing the categorical cross-entropy loss. A lower 

loss indicates a closer correspondence between the predicted class probabilities and the actual class labels. 

10. Classification Performance Metrics 

The effectiveness of the proposed intrusion detection framework is evaluated using Accuracy, Precision, Recall, 

and F1-Score. These metrics are calculated from the numbers of true-positive, true-negative, false-positive, and false-

negative predictions. 

Accuracy = (TP + TN) / (TP + TN + FP + FN)        (12) 

Accuracy represents the proportion of correctly classified samples among all evaluated samples. 

Precision = TP / (TP + FP)          (13) 

Precision represents the proportion of correctly identified positive or attack predictions among all samples 

predicted as positive. 

Recall = TP / (TP + FN)          

 (14) 

Recall represents the ability of the model to correctly identify actual attack instances. 
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F1 = 2 × (Precision × Recall) / (Precision + Recall)       

 (15) 

The F1-score provides a combined measure of precision and recall and is particularly useful when the dataset 

contains multiple intrusion categories or imbalanced class distributions.The above mathematical formulations 

collectively describe the processing pipeline of the proposed LA-CNN model, from normalized network traffic and 

optimized feature representation to attention-enhanced feature learning and final intrusion classification. The 

formulation also establishes the mathematical basis for evaluating both the detection capability and learning behavior 

of the proposed framework. 

5. IMPLEMENTATION AND EXPERIMENTAL SETUP 

A. Experimental Environment 

The proposed Lightweight Attention-Based Convolutional Neural Network (LA-CNN) was implemented using 

Python and commonly used machine learning and deep learning libraries. TensorFlow and Keras were used to 

construct, train, and evaluate the proposed neural network architecture. Scikit-learn was employed for data 

preprocessing, feature selection, and performance evaluation, while NumPy and Pandas were used for numerical 

computation and dataset manipulation, respectively. All experiments were conducted on a computing system equipped 

with an Intel Core i7 processor, 16 GB RAM, and NVIDIA GPU support. GPU acceleration was utilized during model 

training to reduce training time and improve computational efficiency. The complete implementation was developed 

and executed using the Jupyter Notebook environment on a Windows 11 operating system.The same experimental 

configuration was maintained throughout the training and testing stages to ensure consistency and facilitate 

reproducibility. The hardware and software configuration provided an appropriate environment for developing and 

evaluating the proposed intrusion detection framework. 

B. Dataset Description 

The CICIoT2023 dataset was used for experimental validation of the proposed Lightweight Attention-Based 

Convolutional Neural Network (LA-CNN). The dataset provides network traffic data relevant to IoT-oriented 

cybersecurity scenarios and contains both normal and malicious traffic records. Its multi-class attack representation 

makes it suitable for evaluating the capability of the proposed model to distinguish between legitimate network activity 

and different categories of malicious behavior. 

The attack categories considered in this study include Distributed Denial-of-Service (DDoS), Denial-of-Service 

(DoS), Botnet, Brute Force, Reconnaissance, Spoofing, and Web Attacks, in addition to normal network traffic. The 

presence of multiple attack categories enables the proposed LA-CNN model to learn different traffic patterns and 

perform multi-class intrusion classification. 

The dataset contains network traffic attributes that can be used to characterize communication and traffic 

behavior. However, directly processing a large number of attributes can increase computational requirements and 

introduce redundant information. Therefore, the proposed framework applies data preprocessing and feature 

optimization before the data are supplied to the LA-CNN model. 

The main characteristics of the CICIoT2023 dataset considered in this study are summarized in Table II. 

Table II. Characteristics of the CICIoT2023 Dataset 

Parameter Description 

Dataset Name CICIoT2023 

Environment IoT and Edge Computing 

Data Type Network Traffic Records 
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Classification Type Multi-Class Classification 

Attack Categories DDoS, DoS, Botnet, Brute Force, Reconnaissance, 

Spoofing, Web Attacks 

Normal Traffic Available 

Feature Type Network Flow Features 

Data Format CSV 

Application Domain IoT and Edge Security 

C. Data Preparation 

Before training the LA-CNN model, the dataset was subjected to a sequence of data-cleaning, transformation, 

and feature-optimization procedures. These preprocessing operations were performed to improve data quality, 

minimize redundancy, and provide a suitable input representation for the proposed model. First, missing values were 

identified and removed to improve data quality. Duplicate records were subsequently removed to reduce redundancy 

and minimize the possibility of bias during model training. Since the network traffic features may have different 

numerical ranges, Min-Max normalization was applied to transform the feature values into the range [0,1]. This 

ensures a consistent scale among the input attributes and supports stable neural network training. After normalization, 

feature optimization was performed using Correlation Analysis (CA), Mutual Information (MI), and Recursive Feature 

Elimination (RFE). Correlation Analysis was used to identify redundant attributes, Mutual Information was employed 

to identify features having strong relationships with the target intrusion classes, and RFE was subsequently applied to 

eliminate less informative attributes and reduce the dimensionality of the feature space. Finally, the processed dataset 

was divided into training and testing subsets using an 80:20 ratio. The training data were used for model development, 

while the testing data were reserved for evaluating the classification and generalization performance of the proposed 

LA-CNN model. 

Table III. Data Preparation Process 

Phase Technique Used Purpose 

Data Cleaning Missing Value Removal Improve data quality 

Data Cleaning Duplicate Record Removal Reduce redundancy and potential 

training bias 

Data Transformation Min-Max Normalization Scale features to [0,1] 

Feature Optimization Correlation Analysis Remove redundant attributes 

Feature Optimization Mutual Information Select relevant features 

Feature Optimization Recursive Feature Elimination 

(RFE) 
Reduce feature dimensionality 

Data Splitting Train-Test Split (80:20) Model training and evaluation 

D. Hyperparameter Configuration 

The hyperparameter configuration used to train the proposed LA-CNN model is presented in Table V. The 

Adam optimizer was selected with a learning rate of 0.001 to provide adaptive parameter updates during model 

training. A batch size of 32 was used to provide a balance between computational requirements and training stability. 

The model was trained for 50 epochs. ReLU was used as the nonlinear activation function, while Softmax was 

employed in the output layer for multi-class probability estimation. A dropout rate of 0.30 was incorporated to reduce 

the likelihood of overfitting. Categorical cross-entropy was selected as the loss function because the proposed model 

performs multi-class intrusion classification. 
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The channel-attention mechanism was incorporated into the architecture to assign greater importance to 

informative feature representations. 

Table IV. Hyperparameter Configuration of Proposed LA-CNN 

Hyperparameter Value Description 

Batch Size 32 Samples processed per iteration 

Learning Rate 0.001 Weight update step size 

Optimizer Adam Adaptive optimization algorithm 

Epochs 50 Training cycles 

Activation Function ReLU Nonlinear activation 

Loss Function Categorical Cross-Entropy Multi-class classification loss 

Output Function Softmax Class probability generation 

Validation Split 20% Validation data ratio 

Dropout Rate 0.30 Overfitting control 

Attention Mechanism Channel Attention Feature importance weighting 

E. Experimental Procedure 

The complete experimental procedure follows a sequential pipeline beginning with the CICIoT2023 dataset and 

ending with intrusion classification and performance evaluation. First, the network traffic data are cleaned by 

removing missing and duplicate records. The numerical attributes are then normalized using Min-Max normalization. 

Following normalization, the CA–MI–RFE feature optimization process is applied to remove redundant and less 

informative features. The optimized feature representation is then provided as input to the LA-CNN model. Depthwise 

separable convolution is used to reduce computational complexity during feature extraction. Batch Normalization and 

ReLU activation are employed to support stable nonlinear learning, while the channel-attention mechanism assigns 

importance weights to the extracted features. The attention-enhanced representation is subsequently processed using 

Global Average Pooling, followed by the final dense and Softmax layers for multi-class intrusion classification. The 

trained model is finally evaluated using classification and computational-efficiency measures. Classification 

performance is assessed using Accuracy, Precision, Recall, F1-Score, Detection Rate, and False Alarm Rate. 

Computational efficiency is evaluated using Inference Time and Memory Consumption. 

The overall experimental pipeline can therefore be represented as: 

CICIoT2023 Dataset → Data Cleaning → Min-Max Normalization → CA–MI–RFE Feature 

Optimization → LA-CNN → Channel Attention → Global Average Pooling → Softmax Classification → 

Performance Evaluation 

F. Experimental Reproducibility 

To support reproducibility, the implementation environment, dataset, preprocessing operations, feature-

optimization techniques, train-test ratio, model architecture, and principal hyperparameters are explicitly defined. The 

same preprocessing and feature-selection procedures are applied consistently during the experimental process. The 

use of a fixed 80:20 train-test partition, Adam optimizer, learning rate of 0.001, batch size of 32, 50 training epochs, 

ReLU activation, Softmax output, and 0.30 dropout rate provide a defined experimental configuration for evaluating 

the proposed LA-CNN framework. The experimental setup is designed to evaluate not only the classification 

capability of LA-CNN but also whether the proposed lightweight architecture can reduce computational requirements 

compared with conventional deep learning-based IDS approaches. 



 

711 

6. RESULTS AND DISCUSSION 

This section presents the experimental results obtained using the proposed Lightweight Attention-Based 

Convolutional Neural Network (LA-CNN) for intrusion detection in edge computing environments. The evaluation 

considers both intrusion detection effectiveness and computational efficiency. Classification performance is 

analyzed using accuracy, precision, recall, F1-score, detection rate, and false alarm rate, while deployment efficiency 

is examined using inference latency and memory consumption. The results are further analyzed through class-wise 

performance, confusion-matrix behavior, comparative evaluation, and robustness analysis. 

A. Training Performance Analysis 

Figure 2 shows the training behavior of the proposed LA-CNN model using training and validation accuracy 

over the training epochs. 

.  

Figure2 Training & Validation Accuracy Curve 

The training and validation accuracy curves should be presented to demonstrate the convergence behavior of 

LA-CNN. A consistent increase in training accuracy accompanied by a similar improvement in validation accuracy 

indicates that the model successfully learns discriminative characteristics from the network traffic. A small difference 

between the training and validation curves indicates limited overfitting and suggests that the learned representation 

generalizes effectively. 
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Figure 3: Training & Validation Loss Curve 

The corresponding training and validation loss curves shown in Figure 3 should be analyzed to determine the 

stability of optimization. A progressive reduction in loss indicates effective learning during training. If the validation 

loss remains close to the training loss during the later epochs, the model demonstrates stable generalization. 

Conversely, a substantial increase in validation loss while training loss continues to decrease would indicate 

overfitting. The training analysis is particularly important because high test accuracy alone does not demonstrate that 

the model has learned a stable representation. Therefore, both accuracy and loss curves should be considered when 

assessing the learning behavior of LA-CNN. 

B. Classification Performance Evaluation 

The overall classification performance of the proposed LA-CNN model is evaluated using Accuracy, 

Precision, Recall, and F1-score. The reported experimental results show that LA-CNN achieves 98.34% accuracy, 

98.12% precision, 98.41% recall, and 98.26% F1-score. 

Table V. Performance Metrics of Proposed LA-CNN 

Metric Value (%) 

Accuracy 98.34 

Precision 98.12 

Recall 98.41 

F1-Score 98.26 

Detection Rate 98.41 

False Alarm Rate 1.59 

The accuracy of 98.34% indicates that the proposed framework correctly classifies the majority of evaluated 

network traffic instances. The precision of 98.12% demonstrates that most traffic instances predicted as attacks 

correspond to actual attack instances, indicating a low proportion of false-positive predictions. The recall of 98.41% 

is particularly important for an intrusion detection system because it indicates that the model successfully identifies a 

high proportion of malicious activities. The F1-score of 98.26% demonstrates a strong balance between precision and 
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recall. The reported false alarm rate of 1.59% further indicates that the proposed system maintains a relatively low 

rate of incorrectly identifying normal traffic as malicious. Overall, the results indicate in Figure 4 shows that LA-CNN 

achieves strong detection performance while using a lightweight architecture designed for edge-oriented deployment. 

 

Fig. 4. Component-wise accuracy comparison of the proposed LA-CNN with baseline architectures. 

C. Confusion Matrix Analysis 

Overall accuracy alone cannot fully describe the performance of a multi-class intrusion detection system. 

Therefore, class-wise analysis is required to determine whether the model performs consistently across different attack 

categories. 

Table VI. Attack-Wise Classification Accuracy 

Traffic Type Accuracy (%) 

Normal Traffic 98.7 

DDoS Attack 99.1 

DoS Attack 98.4 

Botnet Attack 97.9 

Brute Force Attack 98.0 

Reconnaissance Attack 96.8 

Spoofing Attack 97.6 

Web Attack 97.8 

Theclass-wise results show relatively consistent performance across the evaluated traffic categories. DDoS 

Attack achieves the highest classification accuracy of 99.10%, followed by DoS Attack at 98.40% and Normal Traffic 

at 98.70%. Reconnaissance Attack records the lowest classification accuracy of 96.80%, followed by Spoofing Attack 

at 97.60%. The results indicate that the proposed LA-CNN model maintains strong classification performance across 

all evaluated traffic categories. The relatively lower accuracy for Reconnaissance and Spoofing attacks may indicate 

greater similarity between their traffic characteristics and other attack categories. 
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Figure. 5 – Confusion matrix of the proposed LA-CNN framework on the CICIoT2023 test dataset. 

Figure 5 presents the confusion matrix of the proposed LA-CNN model, providing a detailed representation of 

its classification performance across different traffic categories. The high concentration of values along the main 

diagonal indicates that most traffic instances were correctly classified into their respective categories. In contrast, the 

off-diagonal values represent misclassified instances and highlight the attack categories that are comparatively more 

difficult to distinguish. Overall, the confusion matrix demonstrates strong class-wise classification performance, with 

the majority of predictions correctly assigned to their corresponding traffic categories. 

D. Comparative Analysis with State-of-the-Art Methods 

In order to prove the superiority of the proposed structure, a comparison of its performance was made with 

that of a number of well-known machine learning and deep learning-based intrusion detection methods. To prove the 

superiority of the proposed setup, a comparison of its performance was made with that of a number of well-known 

machine learning and deep learning-based intrusion detection methods. 

Table VII. Comparison with Recent State-of-the-Art Studies 

Author Year Method Accuracy (%) 

Yang and Shami 2022 Transfer Learning CNN 95.60 

Qazi et al. 2023 HDLNIDS 96.80 

Aljuaid et al. 2024 Deep Learning IDS 97.10 

Altaie and Hoomod 2024 Hybrid Lightweight DL 97.50 

Hnamte et al. 2025 Lightweight CNN IDS 97.80 

Proposed LA-CNN 2026 Attention-Based 

Lightweight CNN 
98.34 

The proposed LA-CNN achieved the highest classification accuracy among the compared methods. Compared 

with the Lightweight CNN model of Hnamte et al. (2025), the proposed framework improved accuracy by 0.54%. The 

improvement can be attributed to the integration of feature optimization and channel attention mechanisms, which 



 

715 

enhance feature representation while maintaining low computational complexity. These results demonstrate the 

effectiveness of the proposed framework for edge-based intrusion detection applications. 

Table VIII. Performance Improvement over Existing Methods 

Compared Method Accuracy (%) Improvement (%) 

CNN 96.85 1.49 

CNN-LSTM 97.42 0.92 

Lightweight CNN 97.80 0.54 

Proposed LA-CNN 98.34 — 

The performance comparison presented in Table VIII demonstrates the effectiveness of the proposed LA-CNN 

framework in detecting cyberattacks within edge computing environments. Compared with the conventional CNN 

model, the proposed approach achieved an improvement of 1.49% in classification accuracy, while outperforming the 

CNN-LSTM model by 0.92%. Furthermore, the proposed framework surpassed the lightweight CNN-based approach 

by 0.54%, highlighting the benefits of integrating feature optimization and channel attention mechanisms. The 

improved performance can be attributed to the ability of the attention module to emphasize attack-relevant features 

while suppressing redundant information, thereby enhancing feature representation and classification capability. In 

addition, the use of depthwise separable convolutions significantly reduces computational complexity without 

compromising detection accuracy. These findings indicate that the proposed LA-CNN framework provides a balanced 

solution that achieves both high detection performance and computational efficiency, making it highly suitable for 

real-time intrusion detection in resource-constrained edge computing environments. Figure 6 presents the 

classification accuracy of different intrusion detection methods. The proposed LA-CNN model obtained the highest 

overall performance. 

 

Figure 6 – Accuracy Comparison with State-of-the-Art Methods 

E. Cross-Validation Analysis 

To evaluate the robustness and generalization capability of the proposed LA-CNN framework, a five-fold cross-

validation strategy was employed. In this approach, the dataset was divided into five equal subsets, where four subsets 

were used for training and the remaining subset was used for testing. This process was repeated five times, ensuring 

that each subset was utilized once as the testing set. 
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The cross-validation results presented in Table IX indicate that the proposed model consistently achieved high 

classification accuracy across different data partitions. The obtained accuracies ranged from 98.10% to 98.52%, with 

a mean accuracy of 98.34% and a low standard deviation of ±0.16. The small variation among folds demonstrates the 

stability and reliability of the proposed framework. These findings confirm that the LA-CNN model is not overly 

dependent on a specific training dataset and can effectively generalize to unseen network traffic data, making it 

suitable for real-world intrusion detection applications in edge computing environments. 

Table IX. Five-Fold Cross Validation Results 

Fold Accuracy (%) 

Fold 1 98.10 

Fold 2 98.41 

Fold 3 98.29 

Fold 4 98.52 

Fold 5 98.38 

Mean Accuracy 98.34 ± 0.16 

The cross-validation results illustrated in Fig. 7 demonstrate the consistency and robustness of the proposed 

LA-CNN model across different data partitions. The classification accuracy remained stable, ranging from 98.10% to 

98.52%, with an average accuracy of 98.34%. The small variation among folds indicates that the model generalizes 

well to unseen data and is not significantly influenced by the selection of training and testing samples. This stability 

confirms the reliability of the proposed framework for real-world intrusion detection applications in edge computing 

environments. 

 

Fig. 7. Five-fold cross-validation accuracy of the proposed LA-CNN framework. 

F. Computational Efficiency Analysis 

Since edge computing devices operate under limited computational resources, evaluating computational 

efficiency is essential for determining the practical feasibility of intrusion detection systems. Therefore, the proposed 

LA-CNN framework was assessed using two important resource-efficiency metrics: inference time and memory 

consumption. Lower inference latency enables faster threat detection and response, while reduced memory usage 

facilitates deployment on resource-constrained edge devices. The results presented in Table X indicate that the 

proposed LA-CNN framework achieved the lowest inference time and memory consumption among the evaluated 

methods. Compared with conventional CNN and CNN-LSTM models, the proposed approach significantly reduced 
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computational overhead while maintaining superior detection performance. These improvements can be attributed to 

the use of depthwise separable convolutions and attention-based feature learning, which effectively minimize model 

complexity without sacrificing classification accuracy. Consequently, the proposed framework demonstrates strong 

suitability for real-time intrusion detection in edge computing environments. 

Table X. Computational Performance Comparison 

Method Inference Time (ms) Memory Usage (MB) 

CNN 18.4 145 

CNN-LSTM 22.7 172 

Random Forest 12.5 118 

Proposed LA-CNN 8.7 91 

The results show that the presented model were much faster to run and lighter in memory usage than other 

methods tested. One of the main reasons for this enhancement could be that the system was based on depthwise 

separable convolutions which not only drastically reduce the computational complexity but also keep the feature 

extraction capabilities intact. 

 

Fig. 8 – Computational Efficiency Comparison 

Figure 8 illustrates comparison of computational cost of the tested models. The proposed LA-CNN has optimal 

resource consumption and is well-equipped to be implemented on edge devices. 

6. DISCUSSION 

The experimental results demonstrate that the proposed LA-CNN framework provides a strong balance between 

intrusion detection performance and computational efficiency. The overall accuracy of 98.34%, together with 

precision of 98.12%, recall of 98.41%, and F1-score of 98.26%, indicates that the model can effectively distinguish 

different network traffic categories. The performance can be attributed to the complementary roles of the principal 

components of the proposed framework. Feature optimization reduces redundant and less informative network traffic 

attributes, thereby providing a more compact input representation. Depthwise separable convolution reduces the 

computational requirements of feature extraction compared with conventional convolution. Channel attention 

improves feature representation by emphasizing informative traffic characteristics, while Global Average Pooling 

reduces the dimensionality of the representation before classification. The computational results further demonstrate 
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the practical relevance of the architecture. The reduction from 18.4 ms to 8.7 ms in inference time and from 145 MB 

to 91 MB in memory consumption indicates that the proposed framework can provide substantial efficiency 

improvements over the conventional CNN baseline. Therefore, the principal contribution of LA-CNN is not simply 

the achievement of high classification accuracy. Rather, the results indicate an improved accuracy–efficiency trade-

off, which is particularly important for real-time intrusion detection in resource-constrained edge computing 

environments. 

7. CONCLUSION AND FUTURE SCOPE 

This paper presented an efficient and reliable optimization system called Lightweight Attention-Based CNN 

(LA-CNN) for intrusion detection in edge computing environments. This setup integrated data preprocessing, feature 

optimization, lightweight convolution and attention network, to provide fast and accurate attack detection. 

Experiments were conducted based on CICIoT2023 dataset, and the results showed that this model has high 

classification effectiveness with a classification accuracy of 98.34%, precision of 98.12%, recall of 98.41% andF1-

Score of 98.26%.In terms of inference time and memory consumption, our network model still remains the least 

amongst that of others. The performance results prove that the LA-CNN model we introduced can act as a security 

feature for resource management edge servers. Other possibilities for the future include federated learning and 

explainable AI as ways to enhance privacy and visibility of the model. Also, the proposed work can be tested with 

other intrusion detection databases and be extended by deploying on edge devices like Raspberry Pi, NVIDIA Jetson 

series etc. to meet the ever-increasing cybersecurity threats in edge environments. Some of the future works will look 

into better attention learning, model compression techniques and attention-based learning. 
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