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Abstract: The rapid proliferation of malware presents serious challenges to digital security, especially for resource constrained
devices where efficiency and memory usage are critical. This study proposes an efficient machine learning based malware detection
framework using the Kaggle Malware Detection dataset. Preprocessing includes missing value handling, categorical label encoding,
numeric feature standardization, and five fold cross validation. Feature selection is performed using the Extra Trees Classifier based
on Gini impurity, followed by data balancing through under sampling and over sampling techniques. A wide range of algorithms
is evaluated, including Logistic Regression, Support Vector Machine, K Nearest Neighbors, Gaussian and Bernoulli Naive Bayes,
Decision Tree, Random Forest, XGBoost, Gradient Boosting, LightGBM, AdaBoost, CatBoost, Histogram based Gradient
Boosting, and Extra Trees. Ensemble strategies such as Voting and Stacking classifiers are also explored. Experimental results
show Random Forest achieves 98.97% accuracy without feature selection, while the balanced Stacking Classifier attains 99.90%
accuracy. Explainable Al techniques, LIME and SHAP, provide feature level insights. A Flask based web application enables
secure user interaction, real time preprocessing, prediction visualization, and classification of inputs as legitimate or malware.
Keywords: Malware detection, random forest classifier, feature selection, extra tree classifier, resource constrained device,
execution time”

1. Introduction

Malware, also known as the short term of malicious software (M) refers to software designed to attack, interrupt
or unlawfully acquire access to computer networks, systems, and interconnected computers, networks, and other
devices. The rapid growth of the Internet of Things (IoT) and ubiquitous digital networks have led to the systems
receiving increasingly complex cyber threats [2]. Common malware types—viruses, trojans, spyware, adware,
ransomware, and fileless malware—exploit system vulnerabilities and evade conventional defenses [3], causing data
breaches, service interruptions, and unauthorized system control [4].

Traditional malware detection methods, which include signature-based malware detection systems, behavioral-
based, and heuristic systems have been applied widely [5]. The signature-based methods are good at detecting familiar
malware, but are often ineffective when met with new or polymorphic ones [6]. Behavioral methodologies improve
the process of identifying unknown threats however it can consume considerable computing power, so it cannot be
implemented on low resource devices [7]. Heuristic methods are flexible however complex or zero-day attacks are
challenging [8]. These limitations highlight a major failure in achieving rapid, accurate and comprehensive malware
detection in modern network systems.

This research work gives a comprehensive approach to enhance malware detection and protection in various
systems including IoT systems with limited resources. It prioritizes continuous monitoring, improving the level of
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transparency about network utilization, and helping to quickly identify suspicious activities. The approach targets high
frequency and major types of malware to offer adaptive security to improve system resilience and reduce risks of
breaches without necessarily relying on stagnant or narrowly defined security solutions [9].

It is important as this approach could help to improve cybersecurity in complex digital ecosystems. An effective
malware detection can prevent disruptions in its operations, secure sensitive information, and ease financial and
reputational losses [10]. Immediate and dynamic security measures are essential in [oT and edge environments, where
the huge number of interconnected devices and vulnerability to attack threats make significant contributions to
unstable reliability, trust, and service availability. This approach makes modern networked infrastructures stronger
and more reliable by transcending the boundaries of older solutions and delivering scalable security.

2. Related Work

Approaches to malware detection based on heuristics have been read into extensively to identify known and
unfamiliar threats. Bazrafshan et al. [11] reviewed heuristic detection methods, focusing on their ability to detect zero-
day malware based on behavioral analyses of programs and not based on the reliance on signatures. Being effective
against new variations, these strategies can often require considerable computer resources, and can have problems
with complex obfuscation. Alzarooni [12] highlighted the importance of prioritizing flexibility in detecting malware
variants, but the studies have mostly focused on desktop and server environments, thus ignoring the problem of
resource-constrained IoT devices.

Virus uniqueness to the Internet of Things has become an area of increased attention. Ngo et al. [13] also
investigated the detection of IoT malware with the use of the static features and provided a categorization of resource-
constrained devices, but did not focus on dynamic and real-time malware detection that is necessary in cases of new
threats. Sasi et al. [14] took this further to categorize the threats of the IoT and study the detection systems and
highlighted the limitations regarding scalability and flexibility. Such studies demonstrate that solutions tailored to a
variety of low-resource based IoT environments are required.

Malware detection by machine learning techniques has proven to be possible. Azeem et al. [15] benchmarked
a number of techniques and found that there were improved detection rates on complex data; however, handling
obfuscated malware or malware residing in memory remained a challenge. Open data such as Sys4 VPN, Meraz’18
[16], or others used to benchmark, often do not include real-time or moving malware examples. Hossain and Islam
[17] studied the obfuscated malware in memory dumps and showed promising detection but appreciating the trade-
off between accuracy and processing efficiency.

Behavioral and dynamic analysis has been used to enhance detection of malware. Dynamic Scan Bhatia et al.
[18] used the methods of forensic analysis of dynamism to reveal attack patterns and malware presence, but they can
be time-consuming and potentially unscalable to large IoT networks. Mohd et al. [19] and Kumar et al. [20] focussed
on hybrid and monitored machine learning-based intrusion detection systems, achieving high detection accuracy in
different cases in a network. However, there are challenges still to finding flexible, zero-day malware as well as
incorporating lightweight monitoring that may be suitable in [oT devices.

3. Materials And Methods

The proposed system develops an efficient malware detection framework tailored for resource-constrained
devices using a comprehensive set of [21] machine learning algorithms, including Logistic Regression (LR), Support
Vector Machine (SVM), K-Nearest Neighbors (KNN), Gaussian Naive Bayes (GNB), Bernoulli Naive Bayes (BNB),
Decision Tree (DT), Random Forest (RF), Extreme Gradient Boosting (XGB), Gradient Boosting (GB), LightGBM
(LGBM), AdaBoost (AB), CatBoost (CB), Histogram-based Gradient Boosting (HGB), and Extra Trees (ET). The
Extra Trees Classifier is used to perform feature selection in order to decrease the aspects of classification, and class
imbalances are eliminated using the methods of data balancing (under-sampling and over-sampling). Cross-validation
is rigorously measured by using a quintuple cross-validation. The interpretability is provided by ensemble-based
learning methods, e.g., Voting Classifier and Stacking Classifier, and explainable Al methods, e.g., LIME and SHAP.
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The solution applies a real time, intuitively designed interface which has been written in Flask alongside utilizing
malware datasets to comprehensively evaluate in a variety of contexts.
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Fig. 1. System Architecture

Fig. 1 illustrates a comprehensive machine learning pipeline for malware detection. The technique begins with
pre-processing of data and selecting features using Extra Trees Classifier and data balancing is the next step. After
splitting into train and test sets, multiple algorithms—including ensemble methods like XGBoost and LightGBM—
build the models. The most suitable model is evaluated and tested with the visualization of XAl (LIME/SHAP), and
the model is deployed in the form of a Flask web application.

A) Data Set Collection

This collection contains 216352 executable files with 58 attributes, containing header data, data section
attributes, imports, exports, resources, and version information. Structural and behavioral attributes are included
(SizeOfCode, SectionsMeanEntropy and ResourcesMeanSize) and the files are classified as valid (benign) or
malignant (valid column). It is a set of numerical and categorical data types with low rates of missing values. It
provides a comprehensive description of executable features, which enables strict training and evaluation of malware
detection models that are resource-constrained.
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Fig. 2. Malware Detection Dataset
B) Pre-Processing

The preparation pipeline ensures quality and consistency of data sets by applying cleaning, missing value
imputation, scaling, feature selection and class balance provision, hence supplying data to be efficiently and quickly
analyzed malware detection models.

Data Pre-Processing: Pre-processing involves purifying and manipulating the data-set to model with. Columns
that were not considered necessary such as ID, mdS, Machine and Unnamed: 57 have been removed. The median
method is used to fill in the missing values to ensure that all the values are complete. Duplicates are identified and
eliminated and the index of the data set is restored. MinMaxScaler is applied to numerical features to normalize them
(between 0 and 1), improving machine learning models convergence and learning efficiency.

Feature Selection: In order to enhance the model efficacy, feature selection identifies and maintains the most
significant properties. Techniques, such as the Extra Trees Classifier, are used to estimate the value of the features,

1104



thereby reducing the dimensionality and the number of computations. Selecting the relevant features the system
eliminates redundant or less relevant features thereby improving model generalization, interpretability and training
performance. This ensures accurate malware detection and is also suitable in resource constrained environments as
well as developing higher prediction effectiveness in the different executable samples.

Data Balancing: Data balancing corrects class imbalances in either pernicious or benign data to prevent bias
training of a model. The use of techniques such as under-sampling and over-sampling is used to assure the equal
representation of the two classes. Fair datasets enhance generalization of models, reduce false negatives and false
positives and enhance robustness. The method reduces biased distributions, allowing machine learning classifiers to
reliably detect the patterns of malware, particularly when they occur in the minority-class, with its computational
efficiency while maintaining resource constraints in resource-constrained equipment.

C) Training and Testing:

The data is split into the training ratios of 70:30 and the even-numbered testing ratio. Naked features are
preprocessed, then balanced, and models are evaluated based on accuracy, precision, recall, F1-score, ROC-AUC,
Cohen-Kappa, execution and memory usage. Cross-validation ensures stability and reduced over-fitting, which
provide a valid measure of malware detection.

D) Algorithms

Logistic Regression (LR): Preprocessed information was then processed to give an approximation of what the
probability of malware being either dangerous or benign is, which is an easy to interpret and compute, and
computationally efficient method of classification suitable on resource constrained devices, and provides a reasonable
level of detection, and a significant level of false positives [24].

1

V. = T =
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1)

Support Vector Machine (SVM): Learns harmful and innocent examples, discovers optimal decision boundary
in high dimensional feature space, non-linear interactions, and provides accurate and robust classification to devices
with limited memory and processing capacities.

n
1
minimize > [|IW1)? + CZ )
i=1

K-Nearest Neighbors (KNN): Categorizes samples based on their proximity to closest neighbors in feature space
offering flexible and simple malware pattern identifiers with minimum preprocessing and high efficiency on a wide
range of feature spaces.

d
distance(x,X;) = Z (xj—Xl-j)2 3

j=1

Gaussian Naive Bayes (GNB): Assesses the likelihood of malware or benign classification by the use of feature
statistics, which is a fast and highly efficient, and interpretable probabilistic classifier suitable where processing
resources are limited.

Bernoulli Naive Bayes (BNB): Analyzes types of binary features to label samples as hazardous or harmless,
offers rapid prediction, and minimal memory usage, [28] can be used on the devices which require efficient but
lightweight detectors.
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Decision Tree (DT): Builds hierarchical judgments of feature values to categorize malware, which offers
interpretable and computationally efficient and effective in capturing the complex relationships, at the same time being
acceptable to devices with constrained resources.

k
IO=1-) pF @
i=1

Random Forest (RF): Brings some decision trees together to classify and make the data more accurate and
reduce overfitting, therefore, provides a robust and high performance method that can work well even in resource-
limited environments.

c
Gini=1-— Z (P)? (5)
i=1
Extreme Gradient Boosting (XGB): Builds sequential trees to improve malware vs benign sample predictions,
get more accurate, less overfitting, and good interactions of the features in resource-limited settings.

Gradient Boosting (GB): Progressively corrects weak learners to improve classification accuracy and better
understanding between feature linkages and efficiency in limited devices computing.

9= fWEf(WEt - fFWIX + b)) + D) + L) (6)
LightGBM (LGBM): Scales tree based learning to feature sets of large size, reducing treatment of resources and
accelerating training, therefore providing fast scaled and accurate detection on resource restricted systems.

AdaBoost (AB): Combines numerous weak classifiers to focus on hard data, improving the overall detection
accuracy, as well as provides a robust, computationally low enough solution that can be used in resource-limited
environments.

T

H(x) = sign Z o he(x) | (7)

t=1

CatBoost (CB). Streamlines numeric and categorical data processing based on ordered boosting and symmetric
tree construction to accurately classify malware, with minimum memory consumption and time.

m=1 1=

M N
FO) = Fo@+ ). fm(x) (8)
=1

Histogram-based Gradient Boosting (HGB): Maps features to bins to make them easier to train and build
sequential trees as well as trade off prediction accuracy against computational economy under limited contexts.

Extra Trees (ET): establishes a number of randomized decision trees and unites predictions, enhancing
resistance, precision and efficiency in handling high-dimensional data groups in a memory limited setting.

Voting Classifier: Majority voting (which combines predictions made by a large number of models) can help
improve the classification strength and accuracy, as well as, minimize the processing needs in small contexts.

n

y = argmax, Z 1@ =c)] 9

i=1
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Stacking Classifier: Combines the output of basic models with a meta-classifier to enhance accuracy and
reliability by identifying the relationship between predictions hence making possible to effectively detect malware in
resource-constrained environments.

y* = g(Vpase) = g(fl(x);fz(x)v ---rfm(x)) (10)

Stacking Classifier Balanced Data: Utilizes equal datasets and simplistic classes and a meta classifier to reduce
bias, and increases the detection of both majority and minority classes without compromising computing efficiency in
small scope situations.

E) Integration of XAI and Flask Framework:

The system is based on Explainable Artificial Intelligence (XAI) practices, including LIME and SHAP, to
provide clear and interpretable data on malware detection predictions. LIME offers more localized explanations
through focusing on feature contributions to the instance, whereas SHAP offers a broader level of interpretability
globally through measuring feature relevance on the many samples and illustrates how their contribution provides
changes to the model outputs, thereby augmenting confidence and reliability.

An interface based on Flask will be used to easily deploy the model and explainable artificial intelligence
capabilities. Users can feed in feature values, make real-time predictions and have interpretations offered by LIME
and SHAP. This incorporation ensures actual practicality and deficiency strained resources such as devices are capable
of achieving interpretable, efficient and actionable malicious detectives.

4. Experimental Results

Accuracy: Accuracy of a test is the ability of a test to distinguish correctly between sick and healthy cases. In
order to evaluate the validity of a test, it is necessary to calculate the true positives and true negatives proportion in all
the tests conducted. This could be mathematically stated as:

TP+TN
TP+ FP+TN+FEN

Accuracy = (11
Precision: Precision is a measure of the proportion of the correctly identified cases out of the total positive
cases. As such, with this formula of calculating the accuracy:
True Positive

Precision = 12
recision True Positive + False Positive( )

Recall: The recall of machine learning is a statistic that determines the ability of a model to identify all the
relevant examples of a particular type. The ratio of correct predictions of positive observations as compared to the
total actual positives, it provides an idea about the effectiveness of a model identifying occasionalities of a particular
class.

Recall = —F (13
ecall = 75—y (13)

F1-Score: The F1 score is a statistic of assessing machine learning model accuracy. It combines precision and
recall of a model. The measure of accuracy was a way of measuring the number of correct predictions produced by a
model on the entire dataset.
Recall X Precision

F1S =2 100(14
core * Recall + Precision * (14)
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AUC-ROC Curve: AUC-ROC Curve is a dimensional measurement of the performance of classification at
varied levels of threshold. ROC plots the False Positive vs True Positive. The AUC is used to evaluate the average
ability of the model to discriminate between classes and a larger AUC indicates a better model.

n-1
TPR;,, + TPR;
AUC = Z (FPR;+1 — FPR)) % (15)
i=1

Cohen Kappa: The Kappa (k) provided by Cohen is a statistical measure used to evaluate the extent of
agreement between two raters (or judges, observers, and so on), who classify things into separate sets. It is especially
beneficial when decisions are subjective, and the classes are not ordered in nature (are not nominal).

bl 16

Kappa(k) = .
e

Table.1 Performance Evaluation — With FS

Model Accuracy Precision Recall F1-Score ROC-AUC Cohen-
Kappa

LR With FS | 0.919514 0.912591 0.850868 0.880649 0.965814 0.820046

SVM  With | 0.920007 0.913387 0.851530 0.881375 NaN 0.821145

FS

KNN  With | 0.971235 0.957999 0.959649 0.958823 0.989887 0.936721

FS

GNB  With | 0.863680 0.727554 0.974173 0.832994 0.962115 0.721861

FS

BNB  With | 0.594953 0.426860 0.468809 0.446852 0.658044 0.128453

FS

DT With FS | 0.975950 0.965029 0.966094 0.965561 0.974350 0.947085

RF With FS 0.983253 0.975732 0.976292 0.976012 0.998002 0.963148

XGB  With | 0.979524 0.971559 0.969714 0.970636 0.997722 0.954918

FS

GB With FS | 0.964687 0.950959 0.947684 0.949319 0.992612 0.922223

LGBM With | 0.975734 0.967649 0.962651 0.965143 0.996837 0.946532

FS

AB With FS | 0.955228 0.938797 0.932497 0.935637 0.990076 0.901313

CB With FS | 0.980556 0.973480 0.970730 0.972103 0.997729 0.957181

HGB  With | 0.975626 0.967307 0.962695 0.964995 0.996766 0.946300

FS

ET With FS 0.982667 0.974475 0.975895 0.975185 0.996755 0.961868

Voting 0.983761 0.976734 0.976734 0.976734 0.998550 0.964262

Classifier

Sacking 0.984162 0.976131 0.978544 0.977336 0.998642 0.965164

Classifier
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Stacking 0.999026 0.998770 0.999286 0.999028 0.999989 0.998053
Classifier Bal
Data

Table 1 evaluates models using accuracy, precision, recall, Fl1-score, ROC-AUC, Cohen-Kappa, cross-
validation mean, execution time, and memory usage. The Stacking Classifier with balanced data uniquely achieves
superior performance across all metrics.

Fig. 3. Comparison Graph— With FS
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As can be clearly seen in Figure 3, Stacking Classifier using balanced data achieves the highest accuracy,
precision, recall, and Fl-score which is better than any other model, measured against the performance metrics

evaluated.
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Fig. 4. Enter Input Data

In Fig. 4, the input screenshot displays a user interface where malware feature values are entered for model-
based classification and analysis.

omren
@

Legitimate
100.0%

Confidence Score

© Analysis Complete: This file has been analyzed and appears to be legitimate
based on machine learning feature influence techniques.

100.0% N 0.0%
Confidence Uncertainty 0
Fig. 5. Predicted Result

A snapshot of the output, as shown in Figure 5, shows that the result to be expected is the identity of the
legitimate file, which is represented in this case as legitimate.

£ Major Subsystem Version 22 Sections Max Entropy
0.6000000000000001 0.7733206872870517
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Q Analyze fc‘rh Malware

Fig. 6. Enter Input Data

In Fig. 6, the input screenshot illustrates a user interface where users enter malware feature parameters for
prediction and classification purposes.
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The screenshot in figure 7 depicts an output that shows a projected output of malware which means the
appearance of the harmful activity given the input data.

5. Conclusion

The study confirms that machine learning methods can perform very high levels of detection and still be
resource efficient when faced with resource constraints. The careful preprocessing, the Extra Trees-based feature
selection, and the effective data balancing were used to enable strict evaluation of numerous classifiers. Random
Forest model was able to achieve excellent results with no feature selection with 98.97, 98.61, 98.43 and 98.52
accuracies, precisions, recalls and F1 scores, respectively. After the feature selection was implemented, the balanced
Stacking Classifier experienced a significant improvement in terms of the accuracy 99.90%, the precision 99.88%, the
recall 99.92 and an F1 score of 99.90, as support of the benefits of lower dimensionality ensemble learning.
Explainable Al algorithms in the form of LIME and SHAP further increased transparency, namely with prominent
features clearly demonstrated and useful decision-making. The developed trained models were deployed in a Flask
web application, which ensures a safe interaction, pre-processing of real-time inputs, and the prediction was displayed
to make use of it practically. The mechanism gives specific system identifications as true or malware, enabling the
speedy, understandable, and scalable malware discovery suited to restricted computer systems and requiring rapid
response to threats and small operating overhead throughout the world.

Future studies can focus on the lightweight deep learning models, including CNNs and recurrent networks
which can be utilized on the embedded systems. Online and incremental learning assists immediate response to new
viruses. Forming bigger datasets of various types of malware and zero-day exploits will enhance the resilience. By
improving hybrid ensemble frameworks and integrating models that include edge computing and IoT systems, it may
be easy to identify malware fast and accurately with a minimum of computation and memory requirements.
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