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Abstract: The rapid growth of artificial intelligence (AI) and deep learning techniques leads to their extensive use in fields like 

audio-visual recognition and natural language processing. But there have been recently found some security threats concerning the 

currently existing mainstream AI models, which might prevent further development of these technologies. In this connection, the 

problems of data security and privacy protection have become topical for studying. The issues of data leakage and privacy are 

examined mainly from two points of view: data leakage via model outputs and data leakage via model updates. As for data leakage 

via model outputs, the article considers principles and state-of-the-art of model theft attacks, model inversion attacks, and 

membership inference attacks. Data leakage via model updates is considered within the framework of the research of ways to steal 

private data while performing distributed training. Concerning data and privacy protection, three common ways of defending are 

considered: model structure defense, information obfuscation defense, and query control defense. In this article, the up-to-date 

research in the field of data security and privacy protection in AI deep learning models is reviewed. It concentrates on the theoretical 

background, research results, and practical applications of data theft and defense technologies in AI deep learning models. 
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1. Introduction 

Artificial Intelligence (AI) technology is advancing rapidly, driven by three key factors: breakthrough progress 

in deep neural networks (DNN) across various classical machine learning tasks, the maturation of big data processing 

technologies coupled with the accumulation of vast amounts of data, and significant improvements in hardware 

computational capabilities. These factors have accelerated the adoption of AI applications in domains such as 

autonomous driving, image recognition, and speech recognition, thereby facilitating the intelligent transformation of 

traditional industries. AI technology has already been widely adopted across various sectors in India. In the e-

commerce sector, AI is employed for user behavior analysis and network traffic analysis, enabling organizations to 

efficiently manage high-concurrency tasks while enhancing the robustness of overall systems. In the intelligent 

transportation sector, AI supports path planning and driver–passenger behavior detection, contributing to improved 

traffic management and transportation safety. In the financial sector, AI is extensively utilized for high-frequency 

trading, fraud detection, and anomaly detection, thereby improving operational efficiency and strengthening risk 

management. In the field of network security, AI facilitates automation testing, significantly enhancing the ability of 

security personnel to identify anomalies within large-scale datasets. Recognizing the transformative potential of AI, 

governments worldwide have increasingly incorporated AI into their national development strategies. For instance, in 

2017, the Chinese government's work report referenced AI for the first time, elevating its development to the level of 

a national strategic priority [1]. 
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In most cases, most applications of machine learning require intensive resources. As such, providers of cloud-

based services such as Amazon, Google, and Microsoft have introduced machine learning services that cater for the 

storage and computation needs. The providers provide platforms for training and querying by the service user at the 

specific instance. Normally, the providers charge the service users according to the number of queries made [2]. 

However, although the progress in AI technology is very fast, there are still many risks of data leakage in the 

AI. The parameter of the AI model needs to be guaranteed, because any leakage will bring huge economic loss for 

model owners. Besides, the sample data for AI usually involves personal privacy, and the leakage will lead to serious 

economic and legal loss for model owners. The "Cybersecurity Law of the People's Republic of India" was passed in 

2017, which stresses the protection of personal privacy information. Hence, to avoid data leakage risk in AI application 

has become one of the biggest challenges in the development and deployment of AI technology. To guarantee the 

privacy of the AI model, the cloud service provider keeps the confidentiality of their model by only providing an 

interface for user access, and thus avoiding user accessing the data of the model directly. However, in recent years, 

there have been many efforts to compromise the data privacy of AI models. It has been found that when using deep 

learning models, the computational data of the model, including output vectors, model parameters, and gradients, will 

leak information about the training data or the attribute of the model. Unfortunately, this data can be inevitably leaked 

to attackers, especially output vector of the certain models [3]. 

This creates difficulties when it comes to preventing the data leakage issue in deep learning models. In model 

inversion attacks, an attacker can discover private data of users from the model output in the reverse engineering 

process without having access to the data itself. In membership inference attacks, attackers can infer if a certain data 

sample belongs to the training dataset on the basis of the model output. These attacks can be conducted using the 

interaction with the cloud service interface only. In practice, such data theft leads to privacy issues including, for 

instance, recovery of facial images from the output vectors of the face recognition model, which results in leakage of 

the facial information of users. Model parameter theft from the output results causes great financial damage for the 

model owner [4].  

Also, along with the development of federated learning methods, the attackers may become participants in the 

process of model training. Although participants in federated learning do not usually have the access to input data 

from each other, the attackers are able to have access to the output data of models, as well as to the parameters and 

gradients during the training process. This provides huge opportunities for the attackers to steal the private data of 

other participants, which makes distributed machine learning a dangerous area. There are many ways which have 

recently been suggested by many researchers to provide security from privacy attacks on AI technologies. The 

modification of model structure, special addition of noise to the output vector and using the concept of differential 

privacy helps to protect models from certain attacks. In this paper, we will consider data inference attacks, which have 

been broadly studied by researchers: model stealing attack, model inversion attack, and membership inference attack. 

2. Data and Privacy Leaks in Artificial Intelligence Systems  

The data used in the training and deployment process of the deep learning models is vulnerable to being leaked 

out. Depending on the model output information that the attackers use to conduct their attack, the attacks may be 

classified into two categories: model output-based data leakage and gradient update-based data leakage.     

2.1. Data Leakage via AI Model Outputs 

Model output is defined as the expected outcome obtained by the user after training and deploying the model. 

For instance, in case of a classification task, the model output will be the expected class or probability vector for each 

sample. Recent studies have indicated that there is always some data information in the model output results. The 

model output can be exploited to some extent to obtain the data. There are two main types of data that can be stolen, 

namely model parameters and training/test data [2]. 

2.1.1. AI Model Theft  
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Model theft or extraction refers to a malevolent process whereby the attacker interrogates a black box model to 

generate outputs, thereby achieving the same functionalities and replicating decision boundaries of the target model. 

This model has often been built by the owner with huge efforts and investments and is highly valued. When the details 

of the model have been leaked, the attackers get the chance to use their services for free or avoid paying third-party 

service fees for commercial gains. However, in an even worse scenario, the attackers would deploy white box 

adversarial attacks on the online model, making it easy for them to execute a successful attack. This is because when 

the online AI model has been compromised through model theft attack, white box adversarial examples could be easily 

created and used to misclassify them. As reported in a study on black-box adversarial attack of online AI classification 

tasks of Amazon and Google, the success rate of misclassifications was achieved to be 96.19% and 88.94%, 

respectively [4]. 

Today, almost all AI service providers provide services where the model is hosted on secure cloud servers, 

offering paid query services via API interface. Only query samples can be provided through APIs to the model and 

the results of predictions will be obtained. But even if attackers try to obtain the information from the predicted results, 

they can steal the model from the server under some conditions by asking queries to the server. Model theft attacks 

are classified into three categories: Equation solving attack, Meta-model-based model theft, Substitute-model based 

model theft. 

2.1.2. Equation-Solving Attacks on AI Models 

Equation Solving Attacks are specifically aimed at classical machine learning algorithms such as SVM. The 

attacker obtains information about the model, like the type and structure of the algorithm, and creates formulae that 

can solve for parameters of the model using query responses [5]. Moreover, attackers can steal hyperparameters used 

in classical algorithms, like loss function weights and regularization factors [6], or parameters like K in K nearest 

neighbors (KNN) algorithms. This technique needs the attacker to know about the type, structure, and training data of 

the target algorithm and cannot be used on neural networks. 

2.1.3. Meta-Model-Driven Model Extraction Attacks  

Model stealing attacks based on the meta-model require training another meta-model Φ (·) in order to predict 

certain attributes of the target model. This model accepts the result of processing the task data ‘x’ by the attacked 

model and produces predicted attributes such as neural network layers, type of activation functions, etc. In order to 

train the meta-model, it is required to gather different models with the same functionality of the attacked model, 

receive the results of their processing of the same datasets, and prepare the training set for the meta-model. However, 

the preparation of such a dataset is computationally heavy, thus, the attack is quite impractical. For instance, the related 

experiments were done only on the MNIST digit classification task [7]. 

2.1.4. Substitute Model-Based Model Theft   

The model stealing based on the substitute model is the most feasible attack method at present time. The attacker 

first asks the target model for a set of samples, gets the predictions, labels the query set by the predictions to generate 

the training set, and trains a local substitute model with the same task as the target model. Through a long period of 

training, the substitute model imitates the property of the target model. The attackers prefer to use the deep learning 

models such as VGG [8] and [9] which are powerful in terms of approximation. 

Substitute-model-based model theft is currently the most practical form of attack. The attacker queries the target  

model with samples, obtains the prediction results, and uses them to label the query data to create a training 

dataset.  

They then train a substitute model locally with the same task as the target model. After extensive training, the 

substitute model approximates the target model's characteristics. Attackers often select deep learning models like  

VGG [8] and [9] as substitute models with strong fitting capabilities. Unlike Equation-solving Attacks,  
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substitute-model theft does not require knowledge of the target model's structure; the goal is not to steal the 

exact parameters but to approximate the target model's functionality. This is possible through querying the model with 

many samples, although they do not have enough data. Too many queries are costly and might cause the target model 

owner to suspect the attackers. For this reason, some researchers have suggested using data augmentation methods to 

improve the query dataset and allow samples to reflect the nature of the target model [4]. The adversarial examples 

can be used for data augmentation, and this type of sample usually falls around the decision boundary of the model, 

thus improving the substitute model’s performance to mimic the target model [11, 12]. Besides data augmentation, 

research has shown that using unrelated data to create the dataset leads to attacks with significant impacts, and ways 

of combining task related and unrelated data have been suggested [2-10]. 

2.1.5. Privacy Leakage Attacks  

However, the results of predictions in machine learning model prediction contain plenty of inference 

information  

about the sample. In different learning tasks, these results have different interpretations. In the case of image  

classification tasks, the output of the model is a vector, in which each element stands for the probability of the 

sample belonging to some class. Recently, it was shown that the results of black-box models can be used to steal 

information about the training set of the model. [13] proposed the model inversion attack. This method allows us to 

restore facial images from the training set by using confidence information in the output of the model. The authors 

used model inversion attacks to analyze common facial recognition models such as softmax regression [14], multilayer 

perceptron, and autoencoders. The approach demonstrated that confidence information in model outputs contains the 

information about inputs and can be considered as a criterion for data recovery attacks. Model inversion can be 

considered as an optimization problem when one tries to minimize the difference between the output vectors of reverse 

and target data. When the attacker gets the output vector for the particular class, he can apply gradient descent to get 

the appropriate reverse data. 

Membership inference attacks are a more implementable type of attack. Here, the attacker tries to find out if a 

specific sample belongs to the training data set of the target machine learning model. For instance, an attacker may 

wish to find out if the data related to a person's health are included in the training data set of the diagnostic machine 

learning model of some firm. The inclusion of such data may help in determining private details of the person. Data 

related to the training set of the target machine learning model is known as member data and data not related to the 

training set is known as non-member data. As the attackers usually do not have access to the target machine learning 

model, they cannot use these attacks other than in a black-box environment. Membership inference attacks have been 

very widely studied in literature [15-20]. They have emerged as a main research area in fields such as medical 

diagnostics and genetic testing. 

In 2017, the research work carried out by [15] first introduced membership inference attack techniques. After 

conducting several experiments, they developed a mechanism for carrying out membership inference attacks in a 

black-box environment. Membership inference attack works on the principle that the prediction vector for the member 

samples and the non-member samples are very much different. If the attacker manages to detect this difference, he/she 

will be able to conduct a membership inference attack. However, when working in a black box environment, only the 

prediction vectors of the target model are present. In reality, due to certain usage constraints, it is difficult to collect a 

variety of prediction vectors. Moreover, because the distribution of prediction vectors is inconsistent for the different 

samples, training with prediction vectors may not yield good attack results. To solve this problem, Shokri et al. used 

shadow datasets which have a similar distribution as that of the target data set and trained several shadow models for 

each type of data. By using the prediction vectors, they built an attack model to capture the difference in prediction 

vectors between member and non-member data, successfully performing membership inference attacks in black-box 

settings. 

2.2. Gradient Leakage Attacks  
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Gradient updates are referred to as a scenario where the optimization of the model parameters is done through 

the computation of the gradients during the training process. The gradients, which are computed during training, also 

tend to possess some information that is privacy-sensitive. Gradient updates usually happen in scenarios of distributed 

training, where several parties with different datasets each train the model using their own data in each round. The 

updates are then aggregated for training a common model. In this process, no party, whether it is the central server or 

any other training party, gets access to the data of other training parties. Yet, while protecting the original data, there 

may be privacy leakage from gradient updates. 

Despite the fact that many approaches have been used in order to ensure the safety of raw data in the training 

process, during multi-party distributed AI model training, each person uses his or her own data in order to train the 

current model and sends model parameter updates to other people or a central server. Some of the most recent works 

that were presented at machine learning and information security conferences have pointed out attacks on model 

parameter updates that allow getting the information about other parties' training data. For example, [29] used model 

parameters updated by other users as input features in order to train an attack model that can infer attributes of other 

users' datasets. Other authors [30,31] used Generative Adversarial Networks (GANs) in order to generate attacks that 

recover training data of other users. In the case of multi-party collaborative training, a common model is used as a 

discriminator, and model parameter updates are used as inputs in order to train the generator and extract some training 

data from a victim's dataset. In the last study [32], the authors did not use GANs; rather, they simply optimized the 

pixels of simulated images in order to make their gradients similar to gradients obtained during backpropagation in 

the common model. 

3. Data Security and Privacy Protection in Artificial Intelligence 

In order to reduce the risks that may be involved in the privacy of model and data leakage during AI training 

and testing, which may include the leakage of training data caused by parameter update, leakage of model data due to 

query responses during testing and indirect privacy breach during the normal use of AI models, both academicians 

and practitioners have tried to find out several solutions from different angles. Without any attack, the information 

that may be formed through the use of AI models could still result in indirect data privacy leakage. In order to solve 

the problems of data leakage, the key is to reduce or make obscure the information that could be used without changing 

the function of the model. The solutions that could be taken include: 

• Model Structure Defense: This method entails purposefully tuning the model during training in order to  

make the model’s output less sensitive to different samples. 

• Information Obfuscation Defense: This technique entails the obfuscation of information in the interaction  

data such as the model’s output or parameter updates in a manner that preserves model efficiency. 

• Query Control Defense: This defense entails monitoring the query operations and rejecting any malicious  

queries. 

3.1. Model Architecture-Based Defense  

The model-based defense methods alter the structure of the model to minimize the amount of information 

leakage or to minimize the model overfitting in order to protect the model and the data leakage. In their research work, 

[33] found out that when the target model is a decision tree, CART decision tree variations could be used to modify 

the priority of sensitive features. From their experiments, they realized that placing sensitive attributes at the root or 

leaf nodes provided significant protection against the attack. When sensitive attributes are placed at the root node, the 

maximum protection is achieved. 

In their studies, [15] and [17] proposed introducing Dropout layer to the target model, model stacking for 

combining several meta-learners, and addition of regularization terms. From their experiments, they confirmed that 

these techniques minimized the attack accuracy in member inference attacks. [34] proposed a method of defense that 
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uses adversarial learning where once the success rate of resistance to member inference attacks is estimated and added 

to the loss function as an adversarial regularization term, then adversarial training with MIN-MAX approach could 

yield a model that minimizes the success rate of the attacks while maximizing the accuracy of classification. 

Moreover, [35] proposed MIASec, which changes the properties of the training data in the target model to make 

it difficult to differentiate between prediction vectors of member and non-member data. As described earlier, the basis 

of model inversion attacks is the information present in the output vectors, while the member inference attacks depend 

on the uneven distribution of prediction vectors in training and test samples.  

Thus, to protect the model from model inversion attacks, it is necessary to minimize the relationship between 

output and input vectors, while member inference attack protection requires minimization of distribution differences 

of output vectors. In model-based protection, the goal is to change the architecture and loss function of the model to 

minimize the information in output vectors, which provides strong protection of the model.  

However, this technique is not without flaws since it can significantly affect the work of the model, leading to 

classification accuracy fluctuations. In this case, the defender needs to find the right balance between the performance 

and robustness of the model.  

Recently, researchers began combining machine learning and cryptographic approaches to ensure model 

privacy. [36] suggested using techniques of differential privacy to change gradients in distributed training in order to 

protect the privacy of the training dataset. While it can lead to reduction in performance of the model in the end, it 

greatly increases the privacy of the training dataset. [37] used secure multi-party computation technology to implement 

encrypted matrix multiplication and activation functions, thereby protecting the privacy of the training dataset during 

training. These techniques of machine learning for data privacy protection can also be used to defend against data 

leakage, increasing privacy of training datasets of models. 

3.2. Information Obfuscation-Based Defense 

Defenses oriented towards data include obfuscation strategies that apply to either the input data set or the 

predicted output of the model. These obfuscations seek to interfere with the informative nature of the output generated 

by the AI model without compromising the correctness of the output. The main types of data obfuscations include 

truncation obfuscation and noise obfuscation. 

The approach to truncation obfuscation was presented by [15], where the idea was that the output vector can be 

truncated based on the target model’s generation, such as showing only the results for the categories with higher 

probability values or decreasing the number of decimal places in the output vector. The approach to rounding the 

output vector was introduced by [33], providing a similar result. Mem-Guard uses the idea of adversarial samples for 

noise obfuscation proposed by [38]. They found out that attacks based on member inference are highly vulnerable to 

modifications of the prediction vector provided by the target model. It is possible to add some special noise to the 

prediction vector to confuse the distribution of difference between the prediction vectors of member and non-member 

data; as a result, a "noise obfuscation sample" is created which does not impact the actual result and protects from the 

attacks. The differential privacy method was used for obfuscation in the paper [39]; it was proposed to add some noise 

to the output vector. It was suggested that using the differential privacy algorithm will allow removing the features 

from the output vector while keeping the classification information. Moreover, it was proposed to add some noise to 

the loss function; as a result, some decrease in classification accuracy occurs but the output vector becomes more 

private and the attack can be prevented. Both the mentioned types of attacks (model inversion and member inference) 

use the output vector of the target model. Thus, if it is possible to change the output vector explicitly without changing 

the result, it is possible to disrupt the effective information stored there and protect from these attacks. But this method 

is limited. Minimal changes in the output vector do not provide high protection, and extensive changes make the vector 

unusable for classification. Thus, some compromise between privacy and usability should be reached. 

3.3. Query Control-Based Defense  
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Query control defense can be understood as a scenario in which the defender derives features from user query 

behavior to protect themselves from the privacy leakage attack. In order to launch a privacy leakage attack, the attacker 

will have to ask many queries on the target model and in some cases manipulate their input vectors for faster attack. 

Studying the user query behavior features allows you to detect attackers and block their queries to prevent the attack. 

In the process of anomaly sample detection, attackers have to ask many questions in order to acquire the black-

box online model. In order to improve efficiency, attackers will deliberately change normal samples. In response to 

the attack on model leakage, defenders try to detect anomalies in queries about anomalous samples in order to detect 

theft behavior in the model. PRADA [2] is a defense technology for detecting model theft attacks. It determines if the 

user is trying to steal the model according to the distribution of the distance between multi-sample features. The study 

has found that the distribution of the distance between the features of randomly selected normal samples approximates 

a normal distribution. On the contrary, samples that are queried for model theft will be deliberately changed, so the 

distribution of the distance between their features will be quite different from the normal distribution. Multiple queries 

can be tested for abnormalities in users. Feature distribution of query samples can be used for detection.[40] registered 

users’ query samples and analyzed their feature distribution in order to determine the possibility of model theft. [12] 

pointed out that the feature distribution of normal samples and artificially modified samples is quite different. 

Due to the large numbers of queries performed by attackers when performing the attack in the query behavior 

detection, their query behavior would differ significantly from the regular users. This can help defend against model 

and data leakage attacks to a certain extent. [39] proposed defending against member inference attacks through the 

characteristic of user query behavior during the sample input process to defend against data leakage attacks. When the 

attackers perform the member inference attacks, they might need to perform multiple queries to the target model. 

Model providers could limit the number of queries according to the frequency of the user queries, making it more 

expensive for attackers to carry out member inference attacks.  

As discussed above, defenders could defend against model and data leakage attacks through detecting the 

anomalous samples and queries. However, this type of defense is not very precise and would lead to a relatively high 

misclassification rate. Query control defense mainly functions when the attack model is being trained and cannot 

function against the pre-trained attack models. Also, if the attackers know that the target model utilizes the query 

control defense, they can use various ways to bypass this defense mechanism, including constructing harder-to-detect 

anomalous samples and using virtual IP addresses. 

4. Future Research Directions  

4.1. Development of Efficient Data Leakage Attack Techniques  

The fundamental principle of data leakage attacks is that model parameters, prediction outputs, and intermediate 

representations are generated from input data. Consequently, these artifacts inherently encode information about the 

original training samples, making all artificial intelligence (AI) models susceptible to some degree of data leakage. As 

a result, completely eliminating the risk of data leakage remains a significant challenge. Future research on data 

leakage attacks is expected to focus on two primary directions. First, researchers will continue to optimize attack 

models to improve their capability to infer and reconstruct sensitive information from model outputs. Second, data 

leakage techniques will be extended to emerging AI paradigms, including transfer learning, reinforcement learning, 

federated learning, and other collaborative learning environments, where new attack surfaces continue to emerge. 

In addition, privacy theft attacks based on model outputs typically require a large number of interactions with 

the target model. For example, model extraction attacks often require thousands of queries to train an effective 

substitute model because of the high-dimensional parameter space, nonlinear behavior, and non-convex optimization 

characteristics of deep neural networks (DNNs) [10]. Such extensive querying not only increases the computational 

cost of the attack but also raises the likelihood of detection by defense mechanisms. Consequently, improving the 

efficiency of privacy theft attacks has become a major research objective. Recent studies have proposed various sample 

selection strategies that utilize highly informative and representative queries to maximize information extraction while 
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minimizing the number of model interactions [41,42]. These strategies include active learning techniques [43,44], 

natural evolution strategies, and other query optimization approaches. Although these advances enhance the 

effectiveness of adversarial attacks, they also provide valuable insights for designing stronger privacy-preserving 

mechanisms. Ultimately, continued research into data leakage attacks and corresponding defense techniques will 

contribute to the development of more secure, robust, and privacy-aware AI systems capable of resisting increasingly 

sophisticated threats.  

4.2. Development of Effective Defense Mechanisms Against Data Leakage Attacks From the above 

discussion, data leakage attacks occur as a result of construction or inference results from the output of a model which 

inherently carries specific private data. Defenses against data leakage attacks therefore can mainly evolve in the 

following three aspects:  

• Obfuscate the output vector by minimizing the information that it contains.  

• Obfuscate the private data by adding specific noise in the private data so as to minimize the information that 

the inference results of the model carry.  

• Obfuscate the parameters of the model through privacy preserving machine learning techniques where the 

internal parameters, intermediary results, and output vectors are encrypted to minimize the information leakage. It is 

however important to consider the extent of the obfuscation of different pieces of information in building up defenses 

against data leakage attacks. Failure to obfuscate sufficiently will mean that the attackers can still obtain private 

information. Too much obfuscation will also affect the usability of the model and damage its fundamental operation. 

Similar problems also come out in implementing other defense technologies such as query control defenses where 

stringent query control rules will effectively stop privacy data leaks but make it difficult for the regular user and might 

end up wrongly labeling the legitimate user as an attacker. In order to ensure privacy data obfuscation while making 

sure the model provides its fundamental services, privacy data leakage defense technologies need to have an effective 

balance between security and model usability. 

5. Conclusion 

Artificial intelligence (AI) is widely used in healthcare, finance, transportation, education, and other critical 

sectors, making data security and privacy major research concerns. This paper reviewed recent advances in AI data 

security, focusing on data leakage attacks and corresponding defense mechanisms. Common attacks include model 

inversion, membership inference, model extraction, and gradient-based attacks in federated learning, all of which can 

expose sensitive training data even without direct dataset access. 

To counter these threats, researchers have proposed model structure defenses, information obfuscation 

techniques such as differential privacy and encryption, and query control mechanisms that limit malicious access. 

Emerging approaches also incorporate adversarial training, secure aggregation, homomorphic encryption, and secure 

multi-party computation to strengthen privacy protection. 

Despite these advances, significant challenges remain. The black-box nature of deep learning limits model 

interpretability, making it difficult to identify and prevent information leakage. Additionally, many defense methods 

introduce trade-offs between privacy, computational efficiency, and model accuracy, particularly in resource-

constrained environments. The rise of large language models (LLMs) and multimodal AI has further introduced new 

privacy risks, including prompt leakage, training data memorization, and advanced model extraction attacks. 

Future research should focus on developing interpretable AI models, adaptive defense mechanisms, efficient 

privacy-preserving learning methods, and standardized evaluation frameworks. Integrating explainable AI, zero-trust 

architectures, blockchain auditing, confidential computing, and advanced cryptographic techniques can further 

enhance AI security. Overall, ensuring secure, trustworthy, and privacy-preserving AI systems remains an open 

challenge that requires interdisciplinary collaboration to support the safe deployment of AI across critical applications. 
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