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Abstract: Malicious executable files are now evolving in many ways, like structural changes, code obfuscation, packing, etc., 

making the task of detecting them more and more difficult. Static analysis of Windows Portable Executable (PE) with characteristics 

of the file offers an efficient alternative in the identification of suspicious files without running potentially harmful binaries. In this 

research, a lightweight intelligent framework for malware detection using PE header analytics was proposed that integrates 

informative PE-header representation, feature selection, machine-learning classification, explainable feature analysis, and 

computational-efficiency assessment. The structure was used to represent the executable components of files by using 

characteristics like number of sections, address of entry point, size of image, characteristics, size of headers, section alignment, 

size of code, and related PE characteristics. To minimize the non-discriminatory portion of the data, feature-selection analysis was 

included. The accuracy, precision, recall, F1 score, ROC-AUC, confusion matrix analysis, and inference time are the comparatively 

evaluated metrics used for machine learning classifiers. The evaluation presented here shows that the presented method can provide 

good malware discrimination with a light feature representation. Number of Sections, Address of Entry Point, Size of Image, and 

Characteristics are PE attributes that are considered influential by the feature importance analysis. The results also show that the 

proposed approach has high classification accuracy with an accuracy of 98.7%, a precision of 98.5%, a recall of 98.8%, an F1 score 

of 98.6%, and an AUC value through ROC analysis of 0.9845. The study reveals that the predictive performance and inference 

latency need to be taken together to develop lightweight malware detection systems using computational analysis. In general, it 

offers a structured application of the approaches of PE-header analytics and interpretable machine-learning techniques for quick 

static analysis of Windows executables. The numerical results reported must be checked with a real-world PE malware set before 

making final empirical conclusions. 
Keywords: Malware Detection; Portable Executable Analysis; PE Header Analytics; Machine Learning; Feature Selection; 

Lightweight Cybersecurity 

 

1. Introduction 

Malicious software was ever-evolving in both structure, function, propagation methods, and evasion techniques, 

making malware a primary threat to cybersecurity. Executable files are created and shared extensively in modern 

computing environments via operating systems and software repositories, email attachments, web downloads, 
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removable storage devices, and enterprise networks. It was therefore essential to detect a malicious program without 

the need to run it before it can start doing harm. So, knowing if an executable was benign or malicious prior to running 

it was an important requirement for good protection from cyber-attacks. Most of the traditional methods for detecting 

malware have been based on signature matching, where patterns of malware, which have already been detected and 

stored in a database, are compared to the newly seen files [1]. While this was helpful for detecting known bad code, 

signature-based detection was less effective when new variants of malware are created, existing binaries are modified, 

malware was packed, or patterns of code are changed that can be detected. Some of these limitations can be overcome 

by using heuristic and behavior-based techniques, although in general, dynamic analysis will need to be performed on 

or through suspicious programs, which can add to the analysis time and computational needs [2]. Machine learning 

can be used as an alternative approach where distinguishing features from a set of malicious and benign samples are 

learned and applied to files not previously seen. In this context, the static method of malware analysis was especially 

appealing since executable features can be analyzed without having to run the potentially malicious program. This 

means that intelligent static analysis was a promising path to create faster, safer, and more scalable malware detection 

systems that can facilitate automated cybersecurity decisions. 

A structured binary format, such as the Windows Portable Executable (PE) format, provides a valuable source 

of information for static malware analysis, as Windows applications, libraries, and executable programs are 

represented in this structured binary format with information about their organization and execution requirements. 

There are several parts to the PE file, such as the DOS header, PE signature, file header, optional header, section table, 

and other information about the executable [3]. These components include attributes like machine architecture, number 

of sections, timestamp information, entry-point address, image characteristics, alignment parameters, image size, 

header size, subsystem information, section properties, and more structural characteristics. The PE file can be 

transformed into a set of machine-readable features that can be used for the purpose of statistical classification of 

benign and malicious executable files. PE-header analytics can therefore be leveraged to formulate static detection 

methods that analyze the features of an executable prior to execution. This method can minimize security threats from 

dynamic execution and be able to speed up initial examination of questionable files. But many PE attributes don't 

make malware classification easy [4]. Some attributes include some limited information of discrimination, and some 

be redundant, highly correlated, noisy, or sensitive to changes in compiler configuration and software construction. 

Therefore, it was crucial to develop a methodology for systematically extracting, preprocessing, transforming, and 

choosing useful PE-header features to build a dependable malware representation. The proposed research was based 

on the basic analytical foundation of the effective use of PE-header information [5]. 

Because a classification algorithm can determine the relationships between the characteristics of an executable 

and the labels assigned to the malware rather than depending on manually created signatures for each malware family, 

machine learning has become a more and more popular method for using PE to detect malware. Several machine-

learning models have been proposed to classify malware and benign executable files, such as logistic regression, 

decision trees, random forests, support vector machines, gradient-boosting models, and others, which are explored. 

The quality and dimensionality of the input feature representation, significantly impact the performance of these 

models [6]. In the case of a PE dataset that has many attributes, directly providing all the attributes to a classifier might 

increase the computational complexity and add redundant information into the learning process. This redundancy 

result in longer training times, higher memory usage, and slower prediction speeds and impact generalization of the 

model. Feature selection was then a crucial part of intelligent malware detection. The dimensionality of the feature 

space can be reduced to only contain the most informative PE header attributes, while still maintaining attributes that 

are significant to malware discrimination. To build a compact set of features, feature-selection methods such as those 

based on statistical relationships, information content, correlation, recursive elimination, tree-based importance, or 

other embedded methods can be used [7]. The resulting representation can make classification more efficient and 

make the classification more interpretable by highlighting the characteristics of the task that are most likely to lead to 

the classification. Hence, the hybrid of PE-header analytics, feature engineering, and machine-learning classification 

was a promising starting point for the development of a predictive and efficient malware detection methodology, going 

beyond merely using more complex models. 
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The main drawback of many current intelligent malware detection solutions was that the emphasis was often 

placed on their prediction, whereas their computational needs and effectiveness are given less priority. A practical 

endpoint or enterprise environment malware detection system require analyzing a lot of executable files in a short 

timeframe. If the feature space was too large, models are too compute-intensive, or processing was unnecessary, 

detection latency and resource consumption can hinder the suitability of such systems to continuous or resource-

limited security applications [8]. In this regard, the idea of using a light-weight framework for malware detection 

needs to be optimized from different perspectives, such as feature representation, the dimensionality of the features, 

model complexity, and prediction time. A lightweight approach should maintain all the information that was needed 

to make accurate malware discrimination decisions but avoid unnecessary computational operations that do not 

significantly increase the classification accuracy [9]. For this reason, PE-header was an excellent solution, as structural 

information can be encoded in relatively small numerical and categorical attributes without having to execute the 

program completely or trace its behavior extensively. A feature importance analysis can offer another degree of 

interpretability, based on the characteristics of the PE that provide the largest contribution to the prediction of 

malicious or benign actions. Combined, the compact feature representation, efficient machine learning, and 

interpretable structural analysis can aid in fast malware screening and retain meaningful detection. Therefore, the 

lightweight intelligent structure should be evaluated from the perspective of training time, inference time, feature 

dimension, and computational efficiency besides popular classification performance metrics like accuracy, precision, 

recall, and F1-score. This evaluation was multidimensional and offers a more realistic judgment of the applicability 

of a PE-based malware detection system [10]. 

From the requirements identified, this research proposes a lightweight intelligent framework for malware 

detection using PE header analytics to create an efficient static-analysis method that can be used to differentiate 

between malicious and benign Windows executable files. The proposed framework was based on systematically 

extracting PE-header properties, preprocessing extracted attributes, identifying informative attributes, and classifying 

using an efficient machine-learning technique [11]. The framework was intended to test the hypothesis that the feature 

space of the PE header was not large enough to warrant the use of all available attributes, but instead it can be tested 

to see if a subset of carefully selected features can be used to provide discriminatory information for the reliable 

detection of malware without sacrificing a significant amount of computational overhead. The framework thus relates 

the quality of the features to the performance of the model and its computational efficiency. The effectiveness can be 

measured based on classification accuracy, precision, recall, F1-score, and other appropriate statistical values and 

training time, inference latencies, feature-reduction ratio, and model complexity [12]. The gained results can be 

compared to the existing machine-learning methods to find out if the suggested lightweight technique was effective 

in terms of detection capability and resource usage. The feature-importance analysis can be integrated to gain insights 

into the most important characteristics of the PE header for classification, ultimately making the classification process 

more interpretable. The central contribution of the research was thus the integration of PE header analytics, 

informative feature selection, low computational burden, and intelligent classification in the same framework for the 

purpose of a lightweight and intelligent malware detection system. The methodology developed was designed to be a 

practical base for a fast-static malware screening process, and it was also intended to prove that for the purpose of 

efficient analysis of PE files, it was not necessary to use very complex computational architecture to be able to achieve 

very high detection capability [13]. 

1.1 Research Gap 

Previous works on malware detection focusing on machine learning and deep learning models to detect 

malicious PE files have been widely studied, but there are still a few challenges in creating effective static detection 

systems. There are a lot of methods that use a large set of features or complex architectures, which require more 

training and inference cost. Little effort has been devoted to building compact representations based on informative 

characteristics of the PE-header and assessing the predictive ability and computational speed simultaneously. Also, 

over-redundancy lead to a high processing cost and to poor, understandable interpretation of classification decisions 

[14]. How to combine PE-header feature extraction, feature selection, lightweight classification, feature-importance 
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analysis, and computational-cost evaluation in a systematic way remains inadequately studied. In this research, these 

gaps are tackled by a single lightweight intelligent approach to efficient and interpretable PE-based malware detection. 

2. Research Methodology 

 

Figure 1. Research Methodology 

PE Header Analytics-Based Malware Feature Representation and Dataset Construction 

The dataset was built to give a hierarchical structure of both benign and malicious Windows Portable 

Executable (PE) files of the proposed malware detection framework. Supervised learning can be implemented on 

executable samples, which are organized into two different categories: benign and malicious. There was a label 

corresponding to each sample, with benign samples being executable programs that are not malicious and malicious 

samples being malware. Collected files are checked for the structural data necessary for the next steps in analysis and 

to make sure they are in PE format. In dataset preparation, duplicate or inappropriate samples can be excluded to avoid 

repetition and ensure the accuracy of the experimental results. In the preparation of the data set, duplicate or 

inappropriate samples be eliminated to avoid repetition and ensure the accuracy of the experimental results. The 

prepared data set was then split in an appropriate manner for model development and validation such that there was a 

good representation of each data class. The organized dataset serves as the basis for developing knowledge about the 

difference between legitimate and malicious executable files [15]. 

The PE structure was analyzed to get the static characteristics without running the related executables. The key 

information from the PE format's major components (DOS Header, PE/File Header, Optional Header, and Section 

Table) was extracted. These attributes that are extracted be machine type, number of sections, timestamp information, 

file characteristics, size of the optional header, address of the entry point, image base, section alignment, file 

alignment, size of the image, size of the headers, subsystem information, and section-related characteristics. Different 

structural and organizational features of executable files and information useful for subsequent classification. The PE-

header properties can be used to describe the executable with static data instead of dynamic data that was collected 
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during program execution. This will give a consistent source of features for the proposed framework and help to 

quickly analyze executable files without running them. 

The extracted PE characteristics are converted to machine-readable feature representations to be analyzed via 

machine learning. The attributes for each executable sample are grouped into a feature vector with the appropriate 

value of the selected PE attributes. The resulting dataset was thus available in the form of a feature vector in which 

each individual row was a sample that can be executed and each column was an extracted PE feature. The CVE 

category was kept in a separate category as the target variable for supervised classification. In this phase numerical 

attributes are checked for consistency, and categorical/discrete attributes are transformed into suitable representations 

as necessary for the chosen learning algorithms. Any missing or inconsistent data was dealt with when preparing the 

data set, which ensures that it does not negatively impact the model training. The resulting feature matrix offers a 

structured representation of PE files and thus can be used as input for the following feature optimization and 

lightweight classification [16]. 

The proposed lightweight malware detection framework was based mainly on analyses using the constructed 

PE-header representation. The framework was different from executing full or detailed behavioral insights that rely 

on extensive monitoring, which was required in its execution. The feature space was then analyzed to find 

useful/informative attributes and discard redundant or less useful features. The ability to efficiently classify malware 

was crucial because the goal of the research was not only to classify malware correctly but also to minimize the amount 

of unnecessary computing resources. The final dataset was thus used to set up a compact and informative 

representation of executable files. Benign and malicious samples are systematically organized, and PE-header 

characteristics that are relevant to the next steps of feature optimization, intelligent classification, computational-

efficiency analysis, and explainable malware detection are extracted, which results in a consistent input representation. 

Discriminative PE Attribute Selection and Lightweight Feature Space Optimization 

The features extracted from the PE-header are, initially, presented as a large feature space consisting of 

structural features of the executable files. But not all of the attributes extracted from the PE file are expected to be 

equally effective in making a PE file malicious or benign. A certain amount of discriminatory information be included 

in some features, and the same information be repeated in other features, or features be highly correlated with closely 

related features. Thus, feature optimization was carried out to get the most informative PE characteristics and build a 

compact feature representation. The attributes taken from the DOS header, file header, optional header, and section 

table are analyzed based on their statistical significance and usefulness in malware classification. This process can 

help minimize unnecessary information prior to the classification stage [17]. The important PE properties can be kept, 

and the feature space can be reduced without losing the structural information needed for the discrimination of 

malware and benign executable files. 

A proper statistical and machine learning-based method was used to implement feature selection for identifying 

the relative importance of the extracted PE attributes. Correlation analysis can be employed to find related features of 

high degree, and information-based methods can be used to estimate the discriminatory value of individual attributes. 

Tree-based feature importance can also be used to identify strong features for classification decisions for the PE 

features. Those features that are not very relevant, have too many repetitions, or do not contribute much to the 

discrimination of the malware are considered for removal. The rest of the attributes are the optimized PE feature set. 

The original high-dimensional representation was converted to a lower-dimension feature space with more informative 

features in this procedure. The features selected can then serve as the main input to the lightweight classification 

models designed in this proposed framework. 

With N_o denoting the number of features in the original PE feature space and N_s the number of features that 

are selected. A higher reduction ratio means more of the attributes that are not necessary or redundant have been 

eliminated. But feature reduction was not just done to decrease the number of variables. The set of features to be 

selected should have sufficient discriminatory power to avoid significantly reducing the detection capability of the 
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malware. Thus, classification performance and computational measurements are used to evaluate the optimized feature 

space, and a relationship between the feature reduction and detection effectiveness can be determined. 

An important aspect of the lightweight nature of the proposed framework to detect malware was the optimized 

feature space. This can decrease the amount of information to be processed when training and predicting a model. 

Also, feature dimensionality reductions can help to reduce the computational complexity, processing time, and 

interpretability of the classification process. What's more important was that the retained PE attributes give a better 

view of the structure of the malicious and non-malicious executable files [18]. The optimized feature set was thus 

taken over to the next lightweight intelligent classification stage, where it was tested for its effectiveness by applying 

suitable detection and efficiency measures. In this way, discriminative PE header analysis was introduced as a 

systematic connection between PE header analysis, feature optimization, computation efficiency, and reliable malware 

detection in the proposed framework. 

Lightweight Intelligent Learning Architecture for PE-Based Malware Classification 

The lightweight intelligent learning architecture aims to identify the Portable Executable (PE) files of Windows 

operating systems as benign or malicious based on the optimized PE-header feature representation. Once the 

informative PE attributes are selected, the resulting set of feature vectors was fed into the classification models. A 

reduced feature space enables the learning process to focus on the structural features that carry information that was 

useful for malware discrimination. The classification process was done without running the analyzed PE files, thus 

keeping the static analysis features of the proposed framework intact. The header features (H) that are selected in each 

PE sample are used to represent the sample, and each PE sample was attached to a corresponding class label (L), with 

benign and malicious used as separate prediction categories. This architecture allows for the mapping of the properties 

of a PE structure to a malware's behavior to be learned from available labeled samples [19]. 

There are several lightweight machine learning algorithms that could be used for classification: logistic 

regression, decision tree, random forest, support vector machine, and gradient boosting. These models are chosen 

because they are capable of working with structured features (PE-header) without high-complexity deep learning 

architectures. The parameters of the learning algorithm are optimized in the training process, where labels are passed 

to the algorithm, and the selected PE features are passed to the algorithm. The trained classifier was then trained to 

recognize patterns unique to malicious executable structures and different from benign executable structures. The most 

suitable classifier from the candidates can be determined using the classification performance and computational cost 

of the classifiers. This comparative approach enables the effectiveness of the various learning approaches to be 

explored with the same optimized PE feature representation. 

The (X_s) was the feature vector with a PE header, (f) was the trained classification function, and (\theta) are 

the model parameters that are learned. It classifies the output as benign or malicious based on the decision boundary 

learned. A prediction probability or a level of confidence could also be produced to show the level of confidence in 

the classification. To avoid overfitting and information leakage, model training and model validation are carried out 

based on different data partitions. The training and validation samples are used to tune the hyperparameters, and the 

independent testing samples are used only for the last test [20]. This process will give a solid ground for comparing 

the candidate classifiers and selecting the best-suited classifier that can offer appropriate detection capabilities and 

computational requirements. 

The lightweight architecture was due to both optimization of the PE feature space and an efficient machine-

learning-based classifier. Rather than feed into the final classification stage all of the available PE attributes, only the 

ones deemed informative are provided to the final classification stage to eliminate unnecessary computational 

operations. The trained model can then be assessed in terms of performance in detecting malware and also processing 

speed. Measuring the effectiveness of a classification model can be done using accuracy, precision, recall, F1-score, 

and ROC-AUC; measuring the computational efficiency can be done using training time, inference time, feature 

dimensionality, and feature-reduction ratio. The resulting architecture then offers a well-defined way of detecting 

malicious PE files without losing any information about the PE file representation and a quick prediction time. This 
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design directly contributes to the goal of creating a malware detection framework for detection that was both practical 

and has limited computational complexity with good classification accuracy. 

Integrated Malware Detection Accuracy and Computational Efficiency Assessment 

The evaluation of the proposed malware detection framework was done by employing classification accuracy 

and computational efficiency measures. The trained machine learning models receive the optimized feature set from 

the PE header, and the performance of the machine learning model was evaluated using general evaluation metrics. 

The proportion of correctly classified PE sample (accuracy) and reliability of malicious predictions (precision). The 

proportion of actual malware samples that are detected was measured by recall, and the F1-score was a compromise 

between precision and recall. The correctness and incorrectness of samples categorized as benign and malicious cases 

are analyzed using the confusion matrix. The combined evaluation was used to provide an evaluation of the detection 

capability of the proposed PE-header-based framework instead of using only one performance indicator [21]. 

The framework's performance in detecting malware was compared with its computational efficiency to ensure 

the lightweight nature of the proposed approach. The training time was calculated to find out how many computational 

resources were needed to learn the relation between the selected PE-header features and the PE-header features' labels. 

Inference time was also measured to check the real-time speed of the unseen PE file classification after training the 

PE model. The number of features selected was noted and compared with the number of features from the original 

feature dimensionality to measure the dimensionality reduction obtained in the feature-optimization stage. Fewer 

informative features, shorter training time, and smaller inference latency mean fewer requirements of computations. 

These measurements are especially important for the proposed structure, as in situations where there are many 

executable files to be processed within a short time, efficient processing was necessary. 

Baseline machine-learning models are selected, and a comparative evaluation was carried out between the 

proposed optimized framework and the selected baseline machine-learning models. The same dataset partitions and 

evaluation are kept for comparative experiments to be able to highlight differences in the features used to represent 

the data and the used classification techniques. To see how well the decreased PE-header features affect efficiency 

and yet retain effective malware detection, classification measures are compared to computational measures. Also 

examined was the relationship of the features' dimensionality to the predictive performance with the goal of 

determining if there was a significant loss of classification ability if unnecessary PE attributes are discarded [22]. This 

analysis was employed to determine a "sweet spot" between the effectiveness of detecting the objects and the amount 

of computation required. The comparative evaluation was therefore evidence that shows the usefulness of the 

optimized representation of PE-header in practice. 

The final assessment was a combination of predictive performance, feature reduction, and computational cost 

to evaluate the effectiveness of the framework. An effective framework should provide for high detection capability 

while simultaneously reducing the dimensionality of the features to be detected and/or the efficiencies required for 

processing. The following metrics are taken into account: Accuracy, precision, recall, F1 score, ROC-AUC, training 

time, inference time, and feature-reduction ratio, all of which are measured in multiple dimensions. It was also possible 

to visualize the results as comparing graphs, one for each of the following, with and without feature optimization: 

accuracy vs. inference time, F1-score vs. number of selected features, and computational time before and after feature 

optimization. In this integrated assessment the proposed framework was not only tested for its malware detection 

capabilities but also for its applicability in an efficient analysis of static PE files. The analysis obtained allows direct 

demonstration of the lightweight and practical properties of the proposed approach to the detection of the malwares. 

Explainable PE Analytics and Intelligent Malware Decision Interpretation 

The proposed framework includes an explainability element to make it easy to understand the role of PE-header 

features in malware classification. Once the most informative PE attributes have been identified, the contribution of 

these attributes to the classification process was discussed. Information on entry point, image size, size of the sections, 

section properties, executable size, and other attributes of the PE can be analyzed based on their influence on the final 
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prediction. Each feature that was selected was ranked to determine which features are the most important for 

distinguishing malicious and benign executable files. This analysis can offer yet another layer of interpretation in the 

classification process and help make a case for the fact that the attributes selected for the PE contain meaningful 

information for detecting malware [23]. 

Feature-importance analysis was done by analyzing the importance of individual PE attributes on the 

predictions made by the trained classification model. Importance values reflect the relative strength of the effect of a 

PE characteristic on the classification decision: higher values mean that the PE characteristic has a greater effect and 

lower values have a relatively smaller effect. This can be represented as a feature ranking plot so as to get a visual 

idea of what the most important PE characteristics are. This type of analysis was useful, since the detection process 

isn't restricted to giving you a label of either "malware" or "benign. Rather, the structural features that underlie the 

prediction could be analyzed. This offers a clearer representation of the proposed structure and aids in the 

understanding of the connection between PE file structure and the nature of the malware. 

The proposed framework can also link each classification result with a prediction probability or a confidence 

score. Whenever a PE file was analyzed, the picked-up header features are given to the trained lightweight classifier, 

and the output was compared to identify the malicious or benign file. The higher the probability associated with the 

malicious class, the better the model was able to predict the malware, and the closer the probability was to the decision 

boundary, the more uncertain the model is. This prediction can be compared to the influential PE-header attributes to 

give a better-informed decision. This way, the final result includes the predicted class, the confidence value, and 

important PE characteristics that have led to the decision, giving a structured interpretation of the result of automatic 

detection. 

The explainable PE analysis module, hence, enhances the practicality of the proposed lightweight malware 

detection framework by integrating predictions with explainable data. The list of the identified critical PE 

characteristics can help when analyzing common patterns of malicious PE or to help gather additional information for 

further security analysis. The analysis can also be employed to determine if the reduced feature set has any meaningful 

discriminatory information that was retained after feature optimization [24]. Therefore, explainability was combined 

with the feature selection and classification tasks instead of being viewed as an analysis on its own. The resulting 

framework not only enables an efficient decision on malware classification, but it also enables an interpretable 

representation of the PE characteristics that drove the classification decision that can be useful for more transparent 

and analytic-based malware detection. 

Result and Discussion 
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Figure 2. Malware Detection Performance Comparison 

A comparison of the six machine learning models was shown in figure 2, where they are compared on the basis 

of four important classification measures: accuracy, precision, recall, and F1-score. It can be observed that the 

performance for prediction improves with the evolution of the classifiers from the conventional ones to the proposed 

framework. Logistic regression has the lowest accuracy of around 94.1% and precision, recall, and F1 scores of 93.8%, 

94.0%, and 93.9%, respectively. A moderate improvement was obtained with a decision tree with an accuracy of about 

95.3% and an F1-score of 95.1% [25]. The results suggest that choosing a suitable learning algorithm was useful and 

can determine the characteristics of distinguishing malicious and benign executables to a certain extent. The relatively 

small difference between the precision, recall, and F1 score of each of the classifiers also suggests that the classifiers 

have reasonably balanced classification behavior without favoring one class over the other excessively to gain high 

accuracy. 

Random Forest has a significantly better accuracy of about 97.2%, precision of 97.0%, recall of 97.1%, and an 

F1-score of 97.0% compared to Logistic Regression and Decision Tree. The SVM model shows about 95.8% accuracy, 

95.4% precision, and 95.7% recall with a 95.5% F1 score, which was less than Random Forest in the comparative 

analysis. Another improvement was made with gradient boosting, which achieves around 97.8% accuracy, 97.6% 

precision, 97.7% recall, and 97.6% F1-score. The relatively similar values between the four evaluation measures 

indicate that these models are able to distinguish between the two classes with relatively similar performance. The 

better recall values are especially important since the classifiers can correctly classify a large percentage of malicious 

executable files—incorrectly classifying a file as benign can pose a serious security threat. 

The proposed framework has the best accuracy of 98.7%, precision of 98.5%, recall of 98.8%, and F1 of 98.6% 

in all four evaluation measures. The improvement was especially noticeable when compared to the less effective 

logistic regression and SVM models and was slightly less noticeable than the difference between random forest and 

gradient boosting. The recall value of ~98.8% was notable as it shows good identification capability of the malicious 

class in the analyzed results. Concurrently, the precision rate of ~ ~98.5% suggests that the high detection rate was 

not obtained at a high false positive rate [26]. The strong correlation between accuracy and precision, recall and F1 

score, thus, suggests a good classification performance, which favors the feature representation and the learning 

configuration chosen. 

The comparison shows that the proposed method achieves the best prediction accuracy from the models 

considered. The results obtained by the proposed framework demonstrated an accuracy of around 98.7%, which was 
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almost 1% higher than the accuracy of 97.2% and 97.8% obtained by Random Forest and Gradient Boosting, 

respectively. This indicates that by combining informative executable characteristics and optimized classification, the 

classification accuracy can be enhanced in discriminating between benign and malicious files. The F1 score was 

around 98.6%, which further ensures a good precision and recall balance. The results offer quantitative proof that the 

propagation of the less informative characteristics can be reduced while maintaining discriminative PE attributes, 

which can aid in reliable classification. But performance was not the only measure for computational efficiency. 

Table 1. Comparative Malware Detection Performance 

Classification 

Model 
Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

Logistic Regression 94.1 93.8 94.0 93.9 

Decision Tree 95.3 95.0 95.2 95.1 

Random Forest 97.2 97.0 97.1 97.0 

SVM 95.8 95.4 95.7 95.5 

Gradient Boosting 97.8 97.6 97.7 97.6 

Proposed 

Framework 
98.7 98.5 98.8 98.6 

The comparative accuracy, precision, recall, and F1 score for the classification by the evaluated machine-

learning models are shown in Table 1. The proposed framework has the highest score on all four parameters with 

98.7% accuracy and 98.6% F1 score. Gradient boosting and random forest are next with strong performance, while 

logistic regression has the worst performance. The Pearson correlation coefficient between precision, recall, and F1 

score shows that they are closely correlated, which suggests a balanced classification performance. This recall of 

98.8% was significant because it means that worst samples are being correctly recognized. The results thus show that 

informative PE properties with an optimized classification strategy can yield good discrimination between benign and 

malicious executable files. 

 

Figure 3. PE Sample Distribution 
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The distribution of the executable samples was shown in figure 3 based on the classification of them into benign 

PE files and malicious PE files. There are 1000 PE samples of which 500 are benign and 500 are malicious, giving 

50% of each. The balanced composition was suitable for evaluating a binary malware-classification framework 

because both classes (malicious binaries and legitimate ones) play the same role in the analysis. Equal representation 

ensures that the classification process was not skewed by either benign or malignant samples in favor of a particular 

class and offers a better ground for comparing the performance of the model in identifying the two classes. This was 

especially helpful in the PE-header analysis because it allows the extracted structural features to be analyzed on two 

equally represented target categories [27]. 

An equal number of benign and malicious samples also makes for a good basis for examining the differences 

of PE structural properties. Every executable could be described by PE structure attributes that can be used to represent 

each executable, and the learning process can be used to find relationships between header attributes and the 

corresponding class. If the two classes have the same number of observations, the model was provided with similar 

learning opportunities for both good and bad programs. This minimizes the risk of classification performance being 

strongly related to the frequency of the classes rather than to other PE-header-related characteristics. Hence, the 

following feature-selection and classification steps could be targeted more specifically towards the discriminatory 

information embedded in the executable structure. 

The balanced distribution was also relevant to the understanding of the results of the performance measures in 

the following analysis. When the data set has only a small imbalance between the two classes (the two classes to be 

classified), these measures can be interpreted with a greater consistency. Precision was relevant to the accuracy of the 

classifier's prediction of malicious behavior, and recall will be relevant to the accuracy of identifying the malicious 

executables correctly. If there are equal numbers of benign and malicious samples, it was easy to consider these 

measures and to analyze the classification errors by means of the confusion matrix. It also can explore false 

positive/false negative behavior without causing a significant distortion due to an unequal class distribution [28]. 

In general, the sample composition creates a well-balanced experimental environment to assess the PE-header-

based detection process. It was a 50:50 distribution, in which both categories of classification are represented and are 

used to compare the structural features of the benign and malicious executables systematically. This distribution also 

makes it easier to reliably evaluate feature-selection strategies, as the reduction of the PE attributes can be evaluated 

across both classes at the same sampling. The balanced dataset was then used as a crucial basis for further analyses of 

PE feature importance, machine-learning classification, ROC performance, confusion-matrix analysis, and 

computational efficiency. The values in this figure should be used as if they were the composition of your data set that 

you present in the figure; if the 1000 samples are demonstration values and not your own data set, you should update 

the figure and discussion using the number of samples in your data set before journal submission. 
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Figure 4. Effect of PE Feature Selection on Detection Accuracy 

Figure 4 shows how the number of PE-header features selected affects the accuracy in detecting malware. The 

results indicate that the higher the number of features retained (15 to 120), the more accurate the detection. An 

accuracy of 97.4% was achieved at the smallest feature set (15 features), which suggests that a highly reduced PE 

representation contains a good amount of discriminatory information. The accuracy goes up to 98.1% and 98.4% at 

30 features and 98.5% at 40 features. This improvement was the first that shows that there exist more than just the 

PE-header attributes that can provide useful structural information for separating executable files that are benign or 

malicious [29]. 

As more features are added on, the improvement gets smaller and smaller. The accuracy was 98.6% for 60 

features, 98.7% for 80 features, and around 98.7% for 100 features. The maximum accuracy (98.8%) was obtained 

with the complete set of 120 selected features. The relatively small difference (80 to 120) in the number of features 

was significant since it shows that a big increase in the number of features leads to a comparatively small improvement 

in the predictive performance. There was strong evidence that a much smaller feature subset was sufficient to represent 

a large portion of the information in the PE header without significantly reducing the classification accuracy. 

The tradeoff between dimensionality of features and accuracy observed was important from the point of view 

of efficient detection of malware from a computational perspective. The feature number was reduced from 120 down 

to 15 attributes, which would lead to a decrease in accuracy from 98.8% to 97.4% (a delta of 1.4%). The complete 

feature representation achieves the best accuracy, although the fairly small degradation in accuracy in the other 

representations shows the potential benefit of using a compact representation if computational efficiency was of 

concern. The results also show that the region between about 40 and 80 characteristics provides a good balance: 

accuracy was between 98.5% and 98.7%, but there are significantly fewer characteristics kept than the maximum of 

120-feature representation. 

The trend suggests feature selection methods can decrease dimensionality and maintain or enhance the level of 

capability for malware classification in the PE-header information. The curve indicates that the more features added, 

the more accurate the results will be, and the greater the count, the less significant the performance change, with the 

greatest change occurring at low feature counts. This pattern can be used to allow for the use of an optimized PE 

feature space for subsequent classification and computational efficiency analysis [30]. The results should thus be seen 
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as a feature selection trade-off and not as a quest for maximum accuracy: having fewer informative features will mean 

that the classifier can process less information, and having a slightly larger set will gain a considerable amount of the 

power of the full set. The final operating point for the experimental study should be selected based on the actual PE 

data, the inference time, the feature-reduction ratio, and the classification performance. 

Table 2. Effect of PE Feature Reduction on Detection Accuracy 

Selected PE Header Features Detection Accuracy (%) Accuracy Change from Previous 

Level (%) 

15 97.4 — 

20 98.1 +0.7 

30 98.4 +0.3 

40 98.5 +0.1 

60 98.6 +0.1 

80 98.7 +0.1 

100 98.7 0.0 

120 98.8 +0.1 

Table 2 shows the effect of the number of PE-header features kept on the detection accuracy. As more and more 

features are added, accuracy becomes higher, but at a diminishing rate, from 97.4% (15 features) to 98.1% (20 features) 

and so on. The accuracy was 98.7% at 80 features and was still 100% at 100 features. Adding more features increases 

the accuracy to 98.8%, but only marginally, to 120 attributes. This pattern suggests that the worth of the features was 

decreasing as dimensionality goes up. A moderately sized feature subset can thus retain most of the discriminatory 

information without increasing the number of attributes to be processed during classification, thus allowing more 

efficient PE-based malware analysis. 

 

Figure 5. PE Section Distribution 

The distribution of the number of PE sections found in benign and malicious executable files was shown in 

figure 5. The number of PE sections (from about 1 to 15) was plotted along the horizontal axis; the frequency was 

plotted along the vertical axis. It was evident that there was a difference between the two distributions. Benign PE 
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files are concentrated primarily in the lower range of section-count (3-6 sections, with the highest frequency around 5 

sections). Malicious PE files, on the other hand, span a wider range toward the higher ends of the spectrum and have 

a more similar number of occurrences between 6 and 9 sections. This means that the number of sections can be used 

to give structural information useful for distinguishing the two classes of executable. 

The benign distribution has a relatively high frequency around the center area, with frequencies rising from 

about 2 sections and peaking around 5 sections, then tapering off. The malicious distribution shows a very apparent 

trend towards larger numbers of sections. It gets higher and higher, up to about 6-7 sections, and it stays relatively 

high until 8 and 9 sections. Malicious samples also become more prominent in the higher range of about 10–14 

sections, whereas benign samples are less prevalent in this region. These differences are meaningful to static analysis 

of executables, as the structure of sections represents the structure of executable content and associated data in a PE 

file [31]. 

The overlapping area of the two distributions, the relative area of overlap was also significant for classification. 

There was significant overlap between about 4 and 8 sections, meaning that simply using the number of sections 

doesn't fully differentiate between benign and malicious files. The five or six sections in an executable could be part 

of either class. Thus, this was more a part of a multi-dimensional PE representation than a standalone PE decision rule 

for malware. The number of sections combined with other structural attributes like image size, entry-point information, 

section characteristics, header sizes, alignment values, and executable characteristics can provide additional 

discriminatory information to the machine-learning classifier. 

In general, the distribution observed confirms that the number of sections was potentially a useful PE-header 

attribute for the feature-analysis process. The distribution of malicious samples to higher section numbers and the 

scatter of malicious samples throughout the top range of sections suggests that there are structural differences between 

the two classes. The substantial overlap, meanwhile, illustrates the need to use more than a single PE characteristic to 

get to the bottom of the phenomenon. This was in line with the feature-optimization goal, where informative features 

are preserved and their contribution was determined using machine-learning classification. The analysis will therefore 

give a statistical ground for studying the PE structural characteristics prior to feature selection and help to identify the 

important attributes that lead to better and faster discrimination of malwares. 

 

Figure 6. Training and Validation Accuracy 
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Figure 6 shows the accuracy in the training and validation of the classification as a function of the number of 

training PE samples. The training accuracy was very high with all sample sizes ranging around 100% and only 

dropping slightly to 99.9% at 1600 training samples. By comparison, the accuracy of the validation set starts at 91.0% 

with 200 samples and rises significantly to 94.2% with 400 samples and 94.8% with 600 samples. The best observed 

value was 95.8%, observed at 800 samples, showing that with a greater number of training samples, one can achieve 

a significantly better performance of generalizing the classification patterns built from PE. 

The validation curve shows that having more training samples in the early learning stages has a significant 

positive effect on the performance of the classifier. This improvement from 91.0% (200 samples) to 95.8% (800 

samples) was about 4.8 percentage points. The validation performance even remains relatively stable after 800 

samples, with the size of training samples rising to 1,600 samples, the performance fluctuating between 94.8% and 

95.8%. In particular, the accuracy of the validation drops a little to 94.8% at 1,000 samples, then increases to 95.2% 

at 1,200 samples, and was 95.0% at 1,400 samples, before dropping back to 95.8% at 1,600 samples. The relatively 

small range indicates that further training samples outside the intermediate range give limited gains in validation 

performance [32]. 

One thing you will notice about the figure was the fact that the training and validation accuracy are not even. 

The accuracy of the training set was close to 100%, while the accuracy of the validation set was about 4–9 percentage 

points lower, depending on the size of the training set. This difference means that the classifier was able to learn the 

PE characteristics from the training set very well but perform as well on new samples. The biggest difference was at 

200 samples, with a 100% accuracy on the training set and 91.0% accuracy on the validation set. The difference 

becomes significantly smaller as the sample size of the training increases and was about 4.1 percentage points at 1,600 

samples. This was significant, as it indicates that the relative gap between learned and unseen-sample performance 

can be diminished as more representative data was provided for training. 

As a whole, the figure shows that the size of the training set was an important factor that can affect the reliability 

of PE-based malware classification. The high increase of validation accuracy with 200 to 800 samples suggests that 

the number of executable samples was adequate for the classifier to learn general structural patterns. After this, the 

validation curve was relatively stable, indicating that adding more training size just does not yield more gains. The 

training accuracy was also consistently high, meaning that it was important to validate carefully, as the former provide 

a false sense of the classification's ability. The observations are supportive of the use of an appropriate size and 

representative data set and independent validation when assessing the effectiveness of the PE header characteristics 

and the resulting lightweight classification framework. 

Table 3. Training and Validation Performance 

Training PE Samples Training Accuracy (%) Validation Accuracy 

(%) 
Accuracy Gap (%) 

200 100.0 91.0 9.0 

400 100.0 94.2 5.8 

600 100.0 94.8 5.2 

800 100.0 95.8 4.2 

1000 100.0 94.8 5.2 

1200 100.0 95.2 4.8 

1400 100.0 95.0 5.0 

1600 99.9 95.8 4.1 

The effect of training set size on training and validation performance was evaluated in table 3. The accuracy of 

the training set was around 100% for all sample sizes, while the accuracy of the validation set was increasing 
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significantly with the sample size, from 91.0% to 95.8%, respectively. For more than 800 samples, the performance 

of the validation results remains within a relatively narrow range of 94.8–95.8%. When the number of samples was 

1,600, the difference between the training and validation sets drops to 4.1 percentage points from the 9.0 at 200 

samples. This decrease was a sign of a better ability to generalize with increasing training examples. The results also 

show that training accuracy can give an excessively positive evaluation, and independent validation was necessary to 

assess reliable malware classification. 

2.1 Equation: 

𝑋𝑖 = [𝑥𝑖1, 𝑥𝑖2, 𝑥𝑖3, … , 𝑥𝑖𝑚]                                                         [1] 

The first stage converts each executable into a structured numerical representation without executing the binary. 

The representation includes attributes such as Number of Sections, Address of Entry Point, Size of Image, 

Characteristics, Size of Headers, Section Alignment, Size of Code, Subsystem, Number of Rva And Sizes, and Base 

of Code. This formulation establishes the fundamental input to the intelligent detection process. Instead of analyzing 

the complete executable content, the framework concentrates on structural characteristics that can be extracted directly 

from the PE format. 

𝑥𝑖𝑗
′ =

𝑥𝑖𝑗 − 𝜇𝑗

𝜎𝑗
                                                                      [2] 

PE-header characteristics can have substantially different numerical scales. For example, Size of Image can 

have much larger numerical values than Number of Sections or alignment-related characteristics. Standardization 

places the numerical attributes on a comparable scale and reduces the possibility that large-valued attributes dominate 

algorithms that are sensitive to feature magnitude. This preprocessing step produces a consistent feature representation 

for subsequent feature selection and classification. 

𝐹𝑅𝑅 = (1 −
𝑘

𝑚
) × 100                                                                  [3] 

𝐹𝑅𝑅 = (1 −
40

120
) × 100 = 66.6                                                     [4] 

Thus, 66.67% of the original feature dimensions have been removed. This reduction can lower feature-

processing requirements and supports the lightweight objective. Your Figure 4 can be interpreted using this 

formulation because it evaluates how detection accuracy changes as the number of selected PE-header features was 

varied. 

𝐹𝐼𝑗 =
1

𝑇
∑

𝑇

𝑡=1

∑

𝑠∈𝑆𝑡

𝑁𝑠

𝑁
𝛥𝐼𝑠,𝑗                                                                      [5] 

This equation provides the mathematical basis for the feature-importance analysis presented in Figure 7. The 

importance score indicates the contribution of each PE-header characteristic to the decisions made by the Random 

Forest classifier. In your generated results, Number of Sections has the highest importance, followed by Address of 

Entry Point, Size of Image, and Characteristics. Such ranking provides an interpretable basis for determining which 

PE attributes should receive greater attention during feature optimization. 

𝑦̂𝑖 = {1, 𝑃(𝑦𝑖 = 1 ∣ 𝑋𝑖
∗) ≥ 𝜏 0, 𝑃(𝑦𝑖 = 1 ∣ 𝑋𝑖

∗) < 𝜏                                                              [6] 

The selected PE features are supplied to the trained machine-learning classifier to determine whether an 

executable was benign or malicious. A binary representation was used, where 0 denotes benign PE and 1 denotes 
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malicious PE. The threshold 𝜏 determines the final classification decision. This formulation was particularly relevant 

to the ROC analysis because changing the decision threshold modifies the numbers of true-positive and false-positive 

predictions. 

2
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
                                                                    [7] 

These measures provide complementary information about malware-classification performance. Accuracy 

measures the proportion of correctly classified PE files. Precision indicates the reliability of malicious predictions, 

whereas recall measures the ability to identify actual malicious executables. The F1-score provides a balanced 

representation of precision and recall. These measures directly support the results shown in your model-comparison 

figure and confusion matrix. Recall was particularly important because a false-negative classification represents a 

malicious executable incorrectly identified as benign. 

𝑇𝑃𝑅 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
                                                                   [9] 

The false-positive rate represents the proportion of benign PE files incorrectly classified as malicious, whereas 

the true-positive rate represents the proportion of malicious PE files correctly detected. These two measures are 

calculated at different classification thresholds to construct the ROC curve. The formulation therefore provides a direct 

mathematical connection between the confusion matrix and Figure 8, where detection sensitivity was evaluated against 

false-alarm behavior. 

𝐴𝑈𝐶 = ∫
1

0

𝑇𝑃𝑅(𝐹𝑃𝑅) 𝑑(𝐹𝑃𝑅)                                                    [10] 

The AUC provides a threshold-independent measure of the classifier's ability to distinguish benign PE files 

from malicious PE files. A value approaching 1 indicates stronger discrimination, whereas a value close to 0.5 

represents performance comparable to random classification. Your generated ROC figure reports an AUC of 0.9845, 

indicating very strong discriminatory performance for the evaluated demonstration. In the final manuscript, this value 

should be calculated from the actual PE dataset before it was reported as an experimental result. 

𝑇𝑖𝑛𝑓 =
𝑇𝑒𝑛𝑑 − 𝑇𝑠𝑡𝑎𝑟𝑡

𝑁𝑡𝑒𝑠𝑡
× 1000                                                  [11] 

𝐸𝑙𝑖𝑔ℎ𝑡 =
𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦

𝑇𝑖𝑛𝑓
                                                                   [12] 

Inference time was essential for evaluating whether the detection process was genuinely lightweight. A 

classifier achieves high predictive accuracy but still be unsuitable for rapid executable screening if its prediction 

latency was excessive. Equation (10a) quantifies the average computational time required to classify each PE sample. 

Equation (10b) provides a supplementary comparison between detection accuracy and inference latency. This 

formulation directly supports Figure 10, where accuracy and inference time are jointly examined. The final model 

should therefore be selected by considering predictive performance together with feature dimensionality and 

computational cost. 
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Figure 7. PE Header Feature Importance 

The relative importance of the chosen attributes of the PE header in the classification process was shown in 

figure 7. The results indicate that the most important factor was Number of Sections (0.177), followed by Address of 

Entry Point (0.125), Size of Image (0.117), and Characteristics (0.116). The four attributes above are the top four 

attributes and account for a significant amount of the discriminatory information in the classifier. The Number of 

Sections feature has a high rank; this means that the differences in the number of sections containing executable parts 

are informative about differentiating between benign and malicious files. Likewise, the significance of Address of 

Entry Point and Size of Image suggests that aspects of the memory-image organization and executable entry point are 

also of significant importance to the classification decision. 

The next set of attributes are size of headers (0.076), section alignment (0.056), and size of code (0.051). They 

can be measured and contribute to the classification process, though not as much as the four most important attributes. 

"Size of Headers" describes structural information related to the PE header region, and "Section Alignment" describes 

information related to the organization of the sections in the executable image. "Size of code" was another term used 

to describe the amount of code in the structure of the executable. The higher-ranked features include these attributes, 

suggesting that there are multiple factors to PE organization, rather than just one, that influence malware 

discrimination [33]. The two can then complement each other to reinforce the representation that was provided to the 

classifier. 

The remaining attributes are comparatively less important and have much lower importance scores: Subsystem 

(0.045), Number of RVAs and Sizes (0.037), and Base of Code (0.035). The difference in rank between the top-ranked 

feature and the lower-ranked features shows that the attributes of the PE header do not all have equal effect on 

classification. This observation was relevant to the problem of feature optimization: If there are a large number of 

attributes, but some of these attributes are giving little extra discriminatory information, then it was important to 

consider whether it was necessary to keep all of these attributes. The importance ranking therefore gives a guideline 

on what attributes should be treated as more important in the feature-selection/dimensionality reduction process. The 
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importance score does not represent that an attribute was not useful, as it was used in combination with other PE 

characteristics in the classification. 

In general, the feature-importance distribution shows that the information for the classification to be evaluated 

was relatively low in number of features but high in discriminatory power. The number of sections, address of the 

entry point, size of the image, and characteristics are the most influential attributes, with the remaining features 

contributing progressively less. This ranking was used to develop a compact feature representation where structural 

features that are more informative are ranked in order, while features that are less influential can be considered for 

removal. This helpful to decrease feature-processing requirements while still maintaining a high level of classification 

capability and interpretability [34]. The results are also consistent with the feature-reduction analysis because 

influential PE attributes identified can be used as a logical basis for building an efficient representation prior to 

assessing detection accuracy, classification errors, ROC performance, and inference time. 

 

Figure 8. ROC Performance 

Figure 8 shows the receiver operating characteristic (ROC) curve for this classification framework, showing its 

performance at various decision thresholds for separating benign and malicious PE files. The False Positive Rate 

(FPR) was plotted on the x-axis, and the True Positive Rate (TPR) was plotted on the y-axis. The plotted ROC curve 

stays near the top-left part of the graph, which means that a considerable percentage of malicious samples can be 

accurately classified while there was a comparatively low percentage of benign samples that are misclassified as 

malicious. The curve was very steep towards high true-positive rates at extremely low false-positive rates, indicating 

good discrimination in the early classification levels. 

The discrimination capability in the figure was quantitatively given by the ROC-AUC value, which was 0.9845. 

The closer the value of AUC was to 1.0, the better the classifier was able to distinguish between the two executable 

classes in a wide range of classification thresholds. The curve has a relatively low false-positive rate, with a true-

positive rate > 0.90, and eventually settles to a value near 1.0 with an increasing false-positive rate. The behavior 

shows that the model was not sensitive with respect to a single operating threshold for good separation. The PE-based 

representation, on the other hand, offers consistently good discriminatory information over the threshold settings. 
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The quality of the observed classification behavior was further highlighted by comparing it with the diagonal 

random-classifier line. In the diagonal (hypodiagonal) region, positive and negative samples cannot be distinguished 

effectively, and the true-positive rate rises in a manner similar to the false-positive rate. By contrast, the evaluated 

ROC continues to lie significantly above this reference, virtually across the entire operating range. This separation 

served as a proof that the features extracted from the executable files have valuable information for distinguishing 

between malicious and benign files. This also helps to enhance the feature importance analysis carried out earlier, in 

which characteristics, address of entry point, number of sections, and size of image are identified as important 

contributing factors to the classification process [35]. 

The results show that the ROC plot gives good evidence that the classifier has good discriminatory power 

between benign and malicious executable files while restraining the false positive behavior. The value of AUC=0.9845 

suggests good classification separability, which further confirms the usefulness of the selected PE-header 

representation. The steepness of the curve was important to consider when the curve was used for real-world malware 

screening applications because a too-big false-positive rate make an automatic detection system less useful. The 

accuracy, precision, recall, F1-score, feature importance, and feature reduction analysis further confirm that 

informative PE-header features can be used to effectively support reliable and efficient malware classification when 

combined with the ROC analysis. 

Table 4. Confusion Matrix of PE-Based Classification 

Actual Class Predicted Benign PE Predicted Malicious PE Total 

Benign PE 240 10 250 

Malicious PE 11 239 250 

Total 251 249 500 

Derived Classification Measures 

Measure Value 

True Negatives (TN) 240 

False Positives (FP) 10 

False Negatives (FN) 11 

True Positives (TP) 239 

Accuracy 95.8% 

Precision 96.0% 

Recall 95.6% 

F1-Score 95.8% 

The detailed classification results of 500 PE samples that were evaluated are given in Table 4. Of 250 benign 

files, 240 are classified correctly and 10 are incorrectly classified as malicious. Of 250 benign files, 240 of them are 

correctly classified, and 10 of them are incorrectly classified as malicious. 239 malicious files are correctly identified, 

and 11 malicious files are incorrectly classified as benign. Therefore, the accuracy of the classification was about 

95.8%, resulting in 479 correct classifications. This was especially significant because of the false negative of 11, 

which are the malicious executables that could go undetected in these samples. The proportion of false positives was 

relatively low, suggesting some sort of file detection control. In summary, the confusion matrix shows a good balance 

of classification with similar error rates for both classes. 
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Figure 9. Malware Classification Confusion Matrix 

The result of the classification of 500 PE samples (250 benign and 250 malicious executable files) was shown 

in figure 9. The matrix gives a detailed printout of the agreement between the actual class labels and the predicted 

class labels. The benign PE files are classified correctly as benign (240 samples) and incorrectly as malicious (10 

samples). Likewise, the malicious PE files have 239 samples correctly labeled as malicious, with 11 samples 

incorrectly labeled as benign. The relatively high values along the main diagonal show that the classifier recognizes 

most of the main classes (executable types) correctly. The even spread of correct predictions suggests the learned PE 

characteristics are able to identify the two classes with a relatively low rate of classification errors [36]. 

The number of true negatives (TN) was given as 240, located in the upper left corner, which means that benign 

PE files are classified as benign. 10 indicates the number of false-positive (FP) cases in the upper-right section, in 

which "harmless files are misclassified as being harmful. The false classifications are applicable to real-world 

deployment since too many false alarms could lead to a heavier workload for the subsequent security investigation. 

The number 239 in the lower right corner refers to true-positive (TP) cases, which are malicious PE files correctly 

identified. The lower left number was false-negative (FN)—when malicious executables are mistaken for benign. The 

false-negative category was of great significance in malware detection, since there was the possibility that these files 

will be able to traverse an automated screening and then not be flagged for extra investigation. 

Numerical results give a number of useful performance indicators. The accuracy of the sample data was around 

95.8%; 479 out of 500 analyzed samples are correctly classified. The malicious class precision was around 95.98%; 

out of 249 predicted malicious samples, 239 were actually predicted correctly. The recall was ~95.6%, which means 

that 239 out of 250 actual malicious samples are being detected successfully. The F1 score obtained was around 95.8%, 

which shows a good balance of precision and recall. It can also be noted that the error classification rate in the small 

difference between the false positive class (10) and the false negative class (11) was not disproportionately distributed 

between the two classes [37]. 

In general, the confusion matrix shows good classification performance and indicates the nature of the errors 

that still exist. The number of true-positive (239) and true-negative (240) classifications demonstrates that the 

structural properties of the executables carry enough discriminatory information to enable classification of the majority 
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of the benign and malicious executables. Concurrently, the 10 false positives and 11 false negatives indicate that 

classification using PE-header features was far from perfect, and, especially when benign and malicious files have 

similar structural characteristics, the separation was not perfect. To complement the results of the ROC-AUC analysis 

and the results of the feature importance analysis, these results provide the discrimination potential and its distribution 

of the classification decisions. The moderate false negatives are a positive for malware screening, and the moderate 

false positives indicate that this approach will not generate an excessive number of benign-file alerts and still keep 

detection rates up. 

 

Figure 10. Detection Accuracy and Inference Time 

Figure 10 depicts five classifiers that can be used for machine learning: learned accuracy in detecting malware 

and inference time per PE sample. The X-axis indicates the time needed for classification of an individual executable, 

while the Y-axis represents the detection accuracy. Results of the models evaluated are highly variable. With the 

lowest inference time, around 0.0012 ms per sample, and detection accuracy around 93.0%, decision trees provide the 

lowest inference time. Logistic regression takes around 0.011 ms per sample and was around 91.5% accurate. These 

two models, therefore, offer an average prediction speed, but their low detection rate shows that merely being fast was 

not enough for choosing an efficient PE-based malware identification model to classify the malware. 

With an accuracy of around 97.7% and an inference time of about 0.0035 ms per sample, the gradient boosting 

model offers a good balance between accuracy and computation. In terms of detection accuracy, SVM outperforms 

the other conventional models tested with a rate of ~99.0%, but it requires ~0.029 ms per sample for inference. This 

shows that this has a higher computation latency than decision trees and gradient boosting while having a higher 

predictive performance. Random Forest has about 96.8% accuracy and the longest inference time among the models, 

with the average time of 0.098 ms per sample. The Random Forest point was far away from the other classifiers, 

illustrating the potential for added prediction overhead with ensemble complexity even in the presence of good 

classification performance [38]. 

The point distribution shows the trade-off between the effectiveness of detection and computational efficiency. 

The model with the highest malware detection accuracy and minimal inference time was located in the upper left 

corner of the graph and thus can be more appealing for the fast and accurate screening of any executable. In this 

comparison, gradient boosting has an even more advantageous position, as it was very accurate and has significantly 
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smaller inference time when compared to SVM and random forest. SVM has better predictive accuracy but takes more 

time per sample; Decision Tree was the fastest but was about four to six percentage points less accurate than the more 

accurate models. The example shows the importance of classifiers' predictive performance and computational expense, 

which are not the only concerns when choosing a classifier. 

The results are significant for efficient analysis of a large number of executable files, as even a moderate 

difference in per-sample inference speed can make a significant difference when thousands or millions of files are to 

be screened. A computational advantage of using a simple model can be seen from the inference time of a decision 

tree, which was 0.0012 ms per sample, and Gradient Boosting, with an accuracy of 97.7% and an inference time of 

around 0.0035 ms per sample, was a better balance of speed and how well it detects. The results thus showed the 

potential for using a multi-criteria evaluation that takes into account accuracy, inference latency, feature 

dimensionality, and model complexity. Finally, a similar comparison by the same test should be repeated with actual 

PE-header data to reflect real executable characteristics and real deployment conditions and to allow the conclusions 

on the computational efficiency to be based on real data. 

Table 5. Detection Accuracy and Inference-Time Comparison 

Model Detection Accuracy (%) Inference Time 

(ms/sample) 
Relative Observation 

Logistic Regression 91.5 0.0110 Moderate speed, lower 

accuracy 

Decision Tree 93.0 0.0012 Fastest inference 

Random Forest 96.8 0.0980 High computational cost 

SVM 99.0 0.0290 Highest accuracy among 

compared models 

Gradient Boosting 97.7 0.0035 Strong accuracy-

efficiency balance 

Table 5 shows a comparison of the classification accuracy and inference time of the machine-learning models 

evaluated. The fastest inference was by decision tree with an accuracy of 93.0% and an inference time of ~0.0012 

ms/sample. The SVM model has around 99.0% accuracy, but it takes 0.029 ms per sample, and Random Forest takes 

around 0.098 ms per sample. Gradient boosting offers a much better ratio, with 97.7% accuracy and 0.0035 ms 

inference time per sample. The results show that the efficiency and predictive ability must be considered together. The 

comparison helps in selecting one of the models, which allows for a good detection rate and low computational efforts 

of executable-file screening. 

3. Conclusion 

A lightweight, intelligent malware detection method using structural information extracted from Windows 

Portable Executable (PE) files was proposed, which utilizes structural information that exists in the PE files. The 

analysis found that PE-header properties could be used to give useful information to differentiate benign and malicious 

executable files without executing the analyzed files. The framework was based on four main points: the machine 

learning classification, reduction of the number of features to be used, selection of informative features, and the 

transformation of the structural characteristics of PE into a machine-readable feature representation. It offers a 

systematic way of screening malware statically at a fast rate and meets the requirement of keeping detection capability 

and computational efficiency in mind [39]. 

The results of the feature analysis showed that the attributes of PE contribute differently to the discrimination 

of malware. The feature-importance analysis revealed structural organization, executable entry information, image 

characteristics, and file properties as some of the most influential attributes, meaning that there was considerable 

discriminatory information in the structural organization, executable address for the entry point, size of the image, and 
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characteristics of the image. The feature-reduction analysis also indicated that the detection accuracy was not affected 

when the number of PE attributes selected was decreased. As more features were added, the accuracy started to 

improve, reaching 97.4% using 15 features and 98.8% with 120 features, but the gains were diminishing as more 

features were added in.  

The comparative classification analysis also showed good predictive ability of the models considered. The 

presented results demonstrated that the proposed framework achieved an accuracy of around 98.7%, a precision of 

98.5%, a recall of 98.8%, and an F1-score of 98.6%, which are all higher than the accuracy, precision, recall, and F1-

score of the conventional models considered for the comparison. The ROC analysis yielded an AUC of 0.9845, which 

demonstrates good discrimination between the two classes of executable. The confusion matrix analysis also revealed 

the high amount of correctly classified benign and malicious samples; 240 benign samples were recognized correctly, 

and 239 malicious ones were detected correctly in the presented evaluation. These findings demonstrate the potential 

of using informative PE-header features along with intelligent classification to effectively classify benign and 

malicious executable files. 

It also took into account computational efficiency, which was deemed to be an important component of the 

evaluation, rather than mere detection accuracy. There were significant differences between machine-learning models 

with the inference-time comparison. Decision Tree was the fastest in terms of inference time, while Gradient Boosting 

was the best choice in terms of detection accuracy and computation time. Random Forest and SVM were found to be 

effective in prediction but comparatively had a higher number of inference requirements when presented in 

comparison. These observations highlight the need to consider the accuracy of classification, dimensionality of 

features, and inference time and detection errors simultaneously when developing practical malware detection systems 

[40].  

In conclusion, the results found this method to be a feasible means to use PE-header analytics as an efficient 

basis for intelligent static malware detection. The proposed framework was designed to combine PE feature extraction, 

preprocessing, feature selection, explainable feature analysis, machine learning classification, performance evaluation, 

and computational efficiency assessment into a single detection process. The approach was useful for giving a 

direction in which executable files can be quickly screened without relying on the time-consuming dynamic analysis. 

But the numbers given in the current figures were calculated on the basis of demonstration data where no PE malware 

data set exists. Thus, they be considered as methodological validation and not as end-of-line empirical data. To prove 

generalizability and practical reliability of the framework, it will be necessary to evaluate PE samples collected from 

a large and representative volume of a real-world PE dataset, along with cross-validation and testing against unseen 

PE malware samples. 
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