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Abstract: Salesforce Headless 360 represents a shift from interface-centric enterprise application design toward capability-centric
architecture. Instead of treating Salesforce primarily as a browser application, a headless approach exposes trusted data, business
logic, workflows, identity, authorization, and operational capabilities to external applications, Al agents, and user experiences
through APIs, Model Context Protocol (MCP) tools, skills, command-line interfaces, and headless experience layers. Salesforce
describes Headless 360 as a broad architectural transformation rather than a single product or SKU, with the browser becoming
optional while existing governance and business logic remain central. [1], [2]

This article proposes a reference architecture for applying Headless 360 principles to enterprise Salesforce environments. The
architecture separates the system of record, trusted data, integration services, agent/tool access, experience channels, and
governance controls while preserving Salesforce as the authoritative business platform. It introduces design principles for security,
idempotency, deterministic business services, observability, data minimization, API lifecycle management, and human approval.
Particular attention is given to the implications of non-deterministic agent callers: unlike traditional applications that execute a
predefined sequence, an Al agent may choose tools dynamically and retry actions. Salesforce guidance therefore emphasizes
preserving existing integration patterns while adding safeguards such as idempotent actions and stronger authorization controls.
[10]

The proposed architecture is intended to help organizations modernize Customer 360 without replacing core Salesforce
investments. It also provides a practical framework for evaluating where to use APIs, MCP, headless experiences, Data 360,
MuleSoft, and Agentforce. The article identifies an evaluation model spanning security, business continuity, integration
correctness, observability, and user experience. The paper is architectural and design-oriented; it does not claim empirical
performance superiority without benchmark evidence.

Keywords: Salesforce architecture; Headless 360; Customer 360; Data 360; Model Context Protocol; MCP; Agentforce; enterprise
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1. Introduction

Enterprise CRM architectures historically optimized for human interaction with a browser-based application.
A Salesforce org encapsulates customer records, metadata, permissions, workflows, automation, approvals, and
integrations behind a consistent platform. That model remains valuable, but the primary caller is changing. Employees
increasingly work through Slack, mobile applications, custom portals, copilots, and Al agents rather than navigating
a single system of record. Headless 360 addresses this change by making Salesforce capabilities reusable outside the
traditional interface. [1], [3]

2. From Salesforce Application to Enterprise Capability Platform

A conventional Salesforce architecture can be described as UI -> application services -> data and automation.
In that model, the user experience is tightly associated with the platform. Headless architecture inverts the relationship:
business capabilities become reusable services, while the channel becomes replaceable. Salesforce describes Headless
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360 as decoupling platform capabilities from the browser interface so that authorized agents, applications, and tools
can consume them through APIs, MCP, or other interfaces. [1], [7]

The important architectural distinction is that “headless” does not mean “without governance.” The objective
is not to create a parallel, weakly controlled integration surface. The objective is to carry the established identity,
permissions, business rules, compliance controls, and observability into new channels. Salesforce explicitly frames
Headless 360 around inherited trust and security. [1]

2.1 Architectural layers

Layer

Primary responsibility

Representative capabilities

Experience layer

Deliver task-specific experiences
where users work

Web, mobile, Slack, custom apps,
conversational interfaces

Agent/tool layer

Expose discoverable, bounded
actions to Al agents and tools

MCP servers, skills, agent tools,
tool policies

API/service layer

Provide deterministic enterprise
operations

REST, GraphQL, Apex services,
platform APIs, business services

Integration layer

Connect Salesforce with systems of
record and SaaS

MuleSoft, event-driven integration,
APIs, data federation

Data & intelligence

Unify, enrich, analyze, and activate
customer context

Data 360, identity resolution,
semantic models, real-time data

Governance & security

Control who can see and do what

Identity, authorization, audit,

compliance, observability

2.2 Headless 360 versus headless commerce

The term “headless” has multiple meanings in the Salesforce ecosystem. In B2C Commerce, headless
commerce is an implementation pattern that decouples the storefront front end from commerce back-end services,
commonly using APIs and composable storefront technologies. [5], [13] Headless 360 is broader. It describes a
platform-wide architectural direction in which Salesforce capabilities can be consumed by agents, applications,
experiences, and development tools. A sound enterprise architecture must keep these concepts separate: a headless
commerce storefront may be one consumer of Salesforce capabilities, while Headless 360 can govern the wider
enterprise capability model.

2.3 Why the architecture changes

The most important change is the caller. Traditional integrations are deterministic: the consuming application
decides which endpoint to call, in which order, and with which parameters. An autonomous or semi-autonomous agent
reasons about the task and selects tools at runtime. Salesforce identifies this as a material architectural change even
though the underlying integration patterns remain familiar. [10] The architecture therefore has to account for tool

discovery, ambiguous intent, retries, dynamic execution order, prompt manipulation, stale context, and authorization
drift.

3. Proposed Reference Architecture

The proposed Headless 360 reference architecture uses Salesforce as the system of record and separates five
planes: experience, agent/tool access, enterprise services, data/integration, and governance. The separation reduces
coupling and makes it possible to introduce Al agents without moving authoritative business logic into prompt text or
client-side code.

Plane Key components Architectural objective
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Experience LWC, React, mobile, Slack, Meet users in the channel that best

portals, conversational Ul fits the task

Agent & MCP Agentforce, external Al agents, Discover and invoke bounded
MCEP servers, governed skills enterprise capabilities

Business services Apex, Flow, Salesforce APIs, Keep business rules deterministic

Platform Events, approval services | and reusable

Data & integration Data 360, MuleSoft, external data, Provide trusted context and connect
event streams, APIs enterprise systems

Governance Identity, OAuth, permission sets, Enforce least privilege, traceability,
policy checks, audit, monitoring and operational control

Figure 1. Logical Headless 360 request path

User / Agent / Application -> Experience or Agent Layer -> Identity & Policy -> MCP/API Tool ->
Salesforce Business Capability -> Data / Automation / External System -> Response + Audit Event

In this model, the agent is never treated as a privileged substitute for the platform security model. The agent
requests an action; the platform determines whether that action is authorized and valid for the identity and context
under which it executes. This preserves a key enterprise architecture principle: policy belongs in enforceable platform
controls, not solely in model instructions.

3.1 System of record and system of agency

A useful conceptual distinction is between the System of Record and the System of Agency. Salesforce
Customer 360 remains the authoritative environment for records, metadata, workflows, and business state. Agents
form a System of Agency that interprets goals, selects tools, gathers context, and initiates work. The agency layer
should not become an uncontrolled second CRM. Instead, it should coordinate actions against governed capabilities
exposed by the system of record.

3.2 Data 360 as the context layer

Data 360 extends the architecture beyond CRM object data. Salesforce describes it as a cloud-native, metadata-
driven platform for ingesting, processing, unifying, and activating customer data, with connectors, APIs, SDKs, and
integration capabilities. [4], [8] In a headless architecture, Data 360 can serve as a context plane that provides unified
customer information to applications and agents without requiring every consumer to build its own customer data
integration. The architectural goal is not simply “more data”; it is trusted, semantically meaningful, governable
context.

4. API, MCP, SKkills, and Experience Design
4.1 When to use APIs

APIs remain the preferred abstraction when the consumer needs deterministic programmatic behavior. A REST
or GraphQL API is appropriate when a calling system knows the operation it wants, owns the execution flow, and
requires stable machine-to-machine contracts. API contracts should specify authentication, authorization, schemas,
error semantics, rate limits, idempotency, versioning, and observability.

4.2 When to use MCP

MCP becomes valuable when an Al agent needs to discover and invoke tools based on a user or business goal.
Rather than hard-coding every integration path into an agent, MCP can expose a structured set of tools that an Al
model can reason about. Salesforce currently positions native MCP capabilities as a way to connect coding agents and
Al platforms to Salesforce while carrying inherited governance and security. [1], [6]
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The key architectural warning is that tool discoverability must not be confused with unrestricted authority. A
tool catalog should be intentionally designed. Tool names, descriptions, input schemas, preconditions, side effects,
and authorization boundaries should communicate exactly what an agent is allowed to request. High-impact operations
should be separately protected and, where appropriate, require a human approval checkpoint.

4.3 Skills as reusable business capability packages

Skills can package orchestration, validation, resources, and business logic into reusable capabilities. Salesforce
reports an expanded ecosystem of reusable skills and plugins as part of its broader Headless 360 direction. [2]
Architecturally, skills should be treated as governed capability bundles rather than arbitrary prompts. A skill should
define inputs, expected outputs, tools it may invoke, data classes it can access, business constraints, and failure
behavior.

4.4 Experience layer

The Headless Experience Layer is important because API access alone does not provide a complete product
experience. A production architecture needs consistent session management, user context, error handling, loading
states, accessibility, localization, telemetry, and user-visible confirmation for high-impact operations. Salesforce has
announced a Headless Experience Layer aimed at web, mobile, embedded, and conversational experiences. [2]

4.5 Decision matrix

Need Preferred mechanism Why

Deterministic business transaction API / service Stable contract and explicit
execution order

Al-driven tool discovery MCP Structured tools suitable for model
reasoning
Reusable multi-step capability Skill / service orchestration Encapsulates validation and

business logic

Rich human experience Headless experience / Ul layer Provides user interaction without
forcing the CRM UI

Enterprise customer context Data 360 / APIs Unifies trusted data and semantic
context

5. Security and Governance Architecture

Headless architecture expands the number of places from which Salesforce can be accessed. That makes
security architecture more—not less—important. The core principle is to preserve platform-enforced authorization at
every boundary while applying additional controls where Al introduces uncertainty.

5.1 Identity and delegated authority

Every request should resolve to an identifiable principal. Human-driven actions should retain the user identity
and appropriate delegated authority; machine-to-machine workloads should use dedicated integration identities with
narrowly scoped permissions. Salesforce guidance for hosted MCP emphasizes secure authentication and
authorization controls, including the use of External Client Apps and per-user access patterns where appropriate. [6]

5.2 Least privilege

Least privilege should apply at multiple levels: object access, field access, record access, Apex permissions,
Flow access, API scopes, MCP tool exposure, and business operation level. An agent that can read opportunities does
not automatically need permission to update them. An agent that can update a single record should not automatically
receive bulk-update authority.
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5.3 Policy enforcement

Control Question to answer Example

Identity Who is making the request? End user, service principal, agent runtime
Authorization Is this principal allowed? Permission set + record/field access

Tool policy Is this operation available to the agent? Read tools enabled; destructive tools restricted
Business policy | Is the action valid? Opportunity stage rules, approval requirements
Risk policy Is the action safe to execute automatically? | Bulk changes require approval

Audit Can we reconstruct what happened? User, agent, tool, inputs, result, timestamp

5.4 Prompt and tool abuse

Agentic systems introduce risks that are not solved by traditional API authorization alone. A malicious or
misleading document can attempt to manipulate an agent into invoking a tool. A prompt can also contain instructions
that conflict with enterprise policy. The architecture should therefore separate untrusted content from executable
authority. Retrieved data is context; it is not permission. Tool invocation must still pass platform authorization and
policy validation.

5.5 Data minimization

A headless architecture should expose the minimum data required for the task. Broad CRM exports undermine
the security model and increase privacy exposure. Data 360 and related unification capabilities should be used to make
context trustworthy and relevant rather than to create unrestricted context windows. The principle is simple: provide
enough context to complete the job, not enough data to reconstruct the enterprise.

6. Integration Architecture and Reliability

6.1 Non-deterministic callers

Traditional enterprise integrations assume that the calling application determines execution sequence. Agentic
callers challenge this assumption because the model may choose different tools, change order, or retry. Salesforce
explicitly notes that existing integration patterns remain valid but that the caller is now non-deterministic. A direct
architectural consequence is that exposed actions should be idempotent wherever feasible. [10]

6.2 Idempotency

Consider an agent instructed to create a follow-up task. If the model retries after a network timeout, a non-
idempotent operation may create two tasks. An idempotent design uses a business key or idempotency key so that
repeating the request produces the same effective result. The principle applies to record creation, payment-like actions,
notifications, provisioning, and external system updates.

6.3 Transaction boundaries

Headless architectures should identify where a business transaction begins and ends. Multi-system workflows
may require saga-style compensation rather than a distributed transaction. For example, creating a Salesforce order,
reserving inventory, and requesting fulfillment should be represented as explicit states with compensating actions and
observable checkpoints.

6.4 Event-driven patterns

Event-driven integration is useful where downstream systems need to react to Salesforce changes without
requiring the caller to coordinate every step. Platform Events, Change Data Capture, middleware eventing, and
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external event buses can decouple workloads. However, events do not remove the need for deduplication, ordering
assumptions, replay handling, and dead-letter processing.

6.5 API lifecycle
Concern Recommended architecture practice
Versioning Maintain explicit API versions and compatibility policies

Rate management | Use quotas, backoff, concurrency controls, and workload isolation

Failure handling Classify transient vs permanent errors and expose actionable error semantics

Retry Retry only safe/idempotent actions; avoid blind duplicate execution
Observability Trace request ID across agent, MCP/API, Salesforce, and downstream systems
Change control Treat tools and schemas as managed enterprise contracts

6.6 MuleSoft and enterprise integration

MuleSoft remains valuable where the enterprise needs orchestration, APl management, protocol translation,
policy enforcement, and connectivity beyond Salesforce. Headless 360 should not be interpreted as eliminating
middleware. Instead, the architecture should place middleware where it adds durable enterprise value: cross-system
orchestration, canonical interfaces, transformation, traffic management, and legacy-system isolation.

7. Agentic Use Cases for Salesforce Architecture

7.1 Sales operations agent

A sales agent can retrieve opportunity context, summarize recent activity, identify missing fields, recommend
next steps, and update selected fields. The architecture should distinguish read operations from write operations.
Recommendation generation can be low risk; changing forecast categories or committing commercial terms may
require validation and human approval.

7.2 Service resolution agent

A service agent can retrieve case history, entitlement information, knowledge, and related customer context. It
can propose a response and, under governed conditions, update case fields. High-impact actions—refunds, entitlement
changes, contract modifications, or sensitive-data disclosure—should pass explicit policy checks.

7.3 Marketing and segmentation

Data 360 enables a broader context model in which customer data from multiple systems can be unified and
activated. Salesforce describes Data 360 capabilities for ingesting data, unifying customer profiles, and supporting
real-time activation. [4], [8] A headless agent can use these capabilities to create segments or prepare campaign actions
while keeping segmentation logic and access policies under platform governance.

7.4 Developer and architecture assistant

Coding agents are an important Headless 360 use case. Salesforce describes native MCP connectivity for coding
agents such as Cursor and Claude Code. [1] A governed developer agent can inspect metadata, explain dependencies,
validate configuration, and propose changes. Production modification should remain gated by deployment controls
and human review. This is particularly important because technical permissions can indirectly affect data and security.

7.5 Operations and incident response

An operations agent can inspect failed jobs, integration health, deployment events, and configuration metadata.
It can classify incidents, propose remediation, and execute low-risk recovery actions. Destructive or broad remediation
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should require explicit approval. This pattern creates a path from observability to controlled remediation without

turning the agent into an unrestricted administrator.

7.6 Use-case risk model

Use case

Typical automation level

Primary risk

Read / summarize customer data

High automation

Data exposure

Create draft recommendation

High automation

Incorrect recommendation

Update single business record

Conditional automation

Incorrect state change

Bulk update / mass action

Human approval preferred

Scale and reversibility

Delete / destructive change

Strong approval or block

Irreversible impact

Cross-system transaction Controlled orchestration Partial failure and duplication

8. Deployment, Operations, and Observability

8.1 Environment strategy

A headless architecture should use the same environment discipline as a mature Salesforce implementation:
isolated development, integration testing, user acceptance testing, staging, and controlled production release. MCP
tools, skills, API contracts, permissions, and prompts should be versioned artifacts rather than manually configured
production objects.

8.2 Deployment pipeline

A practical pipeline is: source control -> static analysis -> Salesforce validation -> integration tests -> agent/tool
contract tests -> security tests -> business acceptance -> controlled deployment -> post-release monitoring. The
pipeline should test not only whether a tool is callable, but whether it is callable by the correct identity, with the correct
data visibility and allowed side effects.

8.3 Observability model

Agentic observability requires more than conventional API logs. The organization should be able to answer:
what did the user ask; what did the model interpret; which tools did it select; what inputs were sent; what Salesforce
permissions applied; what records changed; what external systems were called; and what final outcome occurred. Full
prompt retention may introduce privacy and security issues, so organizations should define a defensible logging policy
rather than capture everything indiscriminately.

8.4 Suggested telemetry model

Telemetry field Purpose

Correlation ID Connects agent, tool, Salesforce, and integration events

Principal ID Identifies the effective human or service identity

Tool name/version Determines the capability invoked

Policy decision Shows why execution was allowed, denied, or escalated

Target records Supports impact analysis and audit

Result state Captures success, validation failure, timeout, or compensation

Approval evidence Records human approval for sensitive operations

8.5 Operational controls
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Operational readiness should include health checks, rate monitoring, failed-job visibility, dead-letter handling,
timeout policies, circuit breakers, and kill switches for agent capabilities. A capability can be disabled independently
from the underlying Salesforce application. This provides a safer mechanism for responding to model failures or
emerging abuse without shutting down the entire CRM.

8.6 Business continuity

The headless layer should degrade gracefully. If the Al agent is unavailable, deterministic application paths
should continue for critical processes. If a downstream integration fails, the architecture should preserve transaction
state and surface a recoverable status. Al should enhance the operating model rather than become a single point of
failure for core business processes.

9. Evaluation Framework and Architectural Recommendations

Because Headless 360 is an architectural approach rather than a single isolated component, evaluation should
occur at the solution level. The following framework can be used for architecture reviews and pilot assessments. It is
a proposed evaluation model, not a claim of measured benchmark results.

Dimension Key measures Target characteristic

Security Unauthorized action rate; policy coverage; audit Explicit, enforceable, traceable
completeness

Correctness Successful transaction rate; duplicate rate; Deterministic business outcomes
validation failures

Reliability Retry success; timeout rate; recovery time Graceful failure and recovery

Latency Tool discovery + execution latency Predictable enough for the user journey

Governance | % capabilities with owners, risk class, and controls | Managed lifecycle

Operability MTTR; alert quality; incident traceability Fast diagnosis and controlled remediation

User Task completion; context switches; human Useful without unnecessary friction

experience approval burden

9.1 Five-factor action risk model

A useful control for agent-initiated Salesforce changes is a five-factor risk model: Data Impact + Security
Impact + Automation Impact + Integration Impact + Reversibility. Each factor can be scored from 1 (low) to 3 (high).
A score of 5—7 can be treated as low risk, 8—11 as medium risk, and 12—15 as high risk. These thresholds are proposed
governance defaults and should be calibrated to organizational risk appetite.

Factor

Low

Medium

High

Data impact

No meaningful data
change

Limited business records

Mass change, migration,
or data loss potential

Security impact

No access-model change

Limited access change

Sensitive or broad
permission impact

Automation impact

No automation

Limited workflow impact

Triggers, flows, batches,
or scheduled actions

Integration impact

No external effect

Non-critical integration

Critical
APl/event/identity
dependency

Reversibility

Easy to undo

Manual recovery needed

Difficult or irreversible

9.2 Architecture recommendations
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First, keep business rules in enforceable platform services rather than prompts. Second, expose the smallest
useful tool surface. Third, make state-changing operations idempotent. Fourth, require approval for actions whose
impact is large, irreversible, or commercially sensitive. Fifth, maintain end-to-end traceability across agent, tool,
Salesforce, and external systems. Sixth, treat skills, MCP tools, and APIs as versioned products with owners and
retirement policies. Finally, preserve conventional deterministic paths for critical business processes so that Al can
fail safely.

10. Conclusion

Salesforce Headless 360 provides a useful architectural lens for the next stage of enterprise CRM. The central
idea is not to replace Salesforce’s interface but to decouple trusted business capabilities from a single interface so they
can be delivered through APIs, MCP tools, skills, applications, and experiences. Salesforce’s current materials
describe Headless 360 as a broad platform architecture and emphasize that capabilities can be surfaced across agents,
applications, and channels while retaining identity, permissions, compliance, and governance. [1], [7]

For enterprise architects, the practical implication is that headless modernization should start from existing
investments rather than from a blank slate. Salesforce remains the system of record for customer and business state;
Data 360 can provide unified context; MuleSoft and event-driven integration can connect enterprise systems; APIs
provide deterministic contracts; MCP can provide discoverable agent tools; and a headless experience layer can bring
Salesforce-backed capabilities into the places where users and agents already work. The key is to choose the
mechanism according to the problem rather than treating every interaction as an Al problem.

The most important architectural risk is uncontrolled agency. A model that can reason over business context
and invoke enterprise tools is fundamentally different from a conventional user interface. It can choose actions
dynamically, retry after ambiguity, encounter adversarial content, and execute at machine speed. Therefore,
authorization, policy enforcement, idempotency, observability, and human approval must be first-class architecture
components. In a mature implementation, the agent is powerful because the platform is well governed—not because
governance has been bypassed.

Future research should validate the proposed architecture experimentally across representative workloads.
Useful studies include comparisons of API-only and MCP-enabled agent architectures, measurements of tool
discovery and execution latency, evaluation of duplicate-prevention techniques, security testing against prompt/tool
injection, and human-factors studies measuring approval burden. Such research would help move Headless 360 from
an architectural concept to a quantitatively evaluated enterprise reference model.

Author Note

This manuscript is designed as a technical architecture paper. Product names and platform capabilities are
described using publicly available Salesforce documentation current to September 2026. Specific commercial
availability, licensing, beta status, and feature limits should be confirmed for the target Salesforce release and org
before publication or implementation.
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