International Journal of Computer Information Systems and Industrial Management Applications.

ISSN 2150-7988 Volume 16 (2024) pp. 030-039
© MIR Labs, www.mirlabs.net/ijcisim/index.html

Received: 08 July 2022; Accepted: 05 September 2023; Published: 24 April 2024

Integration of Practices for Information Security
Policy Compliance

Norman Fong'! and Sussy Bayona-Oré&
1 Unidad de Posgrado de la Facultad de Ingenier & de Sistemas e Informéica, Universidad Nacional Mayor de San Marcos
Calle Germ& Ame&aga s/n — Lima, Lima-Pera
norman.fong@unmsm.edu.pe

2Vicerrectorado de Investigacién, Universidad Autéhoma del Per(j
Panamericana Sur, Km. 16.3, Villa El Salvador, Lima-Peri
sbayonao@hotmail.com

Abstract: With the incorporation of Information and
Communication Technologies in organizations, Information
Security is key to protect the organization's information
assets. The purposes and objectives of the organization
related to Information Security are set out in the Information
Security Policy document, which are mandatory for the
employee to comply with. However, despite the efforts made
by the organizations to comply with them, this objective is not
always achieved. In response, several authors have proposed
practices to be followed in order to ensure compliance with
Information Security Policies. This article presents a proposal
for the integration of the practices identified in the literature
review. These practices have been structured in four phases
related to: the establishment of the Information Security
Committee, considerations in the elaboration of an
Information Security Policy, on the communication of
information security policies and the evaluation of security
performance. Also, a survey was conducted to evaluate the
compliance of ISP. A total of 108 security professional
participated in the survey. Consideration of good practices
supports the deployment and monitoring of Information
Security Policy compliance.
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I. Introduction

Information Security (IS) is one of the most important
issues to be addressed in the current information
technology landscape [1] [2] since it has been shown that
companies and organizations in general, that manage their
information assets more efficiently, are the ones that will
more easily achieve financial and commercial success. For
this reason, multiple actions and measures have been
carried out in order to achieve and ensure information
security, and one of these actions is the establishment of
Information Security Policies (ISP) [1].

ISP is an important security measure in organizations
since it establishes the guidelines that all personnel of an
organization, without exception, must follow in order to
ensure the confidentiality, integrity and availability of the
information used in the organizations [3]. However, despite
the expectation of employee awareness of and compliance
with ISP, in many cases compliance with the policies has

been found to be ineffective, resulting in serious breaches
of many companies' data.

Several research studies have been conducted in
different countries to analyze and determine the set of
factors that determine the success or, as a countermeasure,
the failure, of compliance with the ISP implemented in a
company. There are several researchers that propose
models based on theories about the nature of people's
behavior and motivation (TPB, TRA, PMT among others)
for ISP compliance [4]. Likewise, these researchers
propose good practices to achieve the purpose. However,
these practices are distributed in the scientific literature
related to compliance with ISP. The good practices must be
organized and shared to be useful [5].

This article presents a set of practices that contribute to
the compliance of ISP as a result of the literature review.
The most important steps and decisions to be taken into
account are indicated. Also, presents the results of a survey
related to compliance of ISP according to the perception of
security staff.

The results of this work are a contribution to the body of
knowledge of ISP compliance and are aimed at IS
professionals responsible for outlining the organization's
ISP.

This article has been structured in five sections including
the introduction. In Section Il on related works,
Information Security concepts, Information Security
Policies, and security standards extracted from previous
research are mentioned. Section Il presents the
methodology used. Section IV presents the collection of
practices in the implementation of ISP. Section V presents
the results of a survey to evaluate the compliance of ISP
and Section V1 presents the Conclusions.

I1. Related Work

A. Information Security (IS)

The concept of Information Security (IS) comprises the
protection of information against unauthorized access, use,
disclosure, interruption, modification or destruction in
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order to safeguard its confidentiality, integrity, and
availability [6]. Then, IS is a "natural aspect of the daily
activities of all members of an organization" [7]. Thus, the
effective implementation of IS controls is important since it
aims to protect an organization's information assets, and by
extension, its reputation, legal position, personnel, and
other tangible or intangible assets [6]. Current information
security standards include the 1SO 27000 family of
standards.

B. Information Security Policies (ISP)

There is a growing consensus within the literature that the
ISP is a business document of increasing importance,
which is uniquely positioned to proactively safeguard the
availability, confidentiality, and integrity of corporate
resources [8]. More specifically, it has been argued that this
document should establish the organization's approach to
information security management. To this end, a good ISP
should specify individual responsibilities, define
authorized and unauthorized uses of systems, provide
venues for employee reporting of identified and suspected
system threats, define penalties for violations, and provide
a mechanism for updating the policy [9]

Perhaps the most critical role of the ISP is to explicitly
define the specific rights and responsibilities of individual
users, and to communicate these successfully to each and
every employee, so that a uniform, consistent and effective
approach is adopted throughout the organization [9]. Thus,
employees should have no excuse for not being able to
apply defined security practices in accordance with the
established ISP. Consequently, the policy should act as the
starting point for employees with respect to all information
security issues to achieve successful security management
[10].

According to the international standard 1SO 27001, the
first purpose of an ISP is to convey the objectives that top
management intends to achieve with the implementation of
the system, while the second purpose of the document is to
construct it in a way that is easy for stakeholders to
understand [11]. While ISO 27002 states that the ISP is
"that document that expresses a general intention and
instruction in the way that has been expressed by the
company's management” [12]. All of the above, under a
framework of Governance of Information and
Communications Technologies (GTIC). COBIT 5, in
Chapter 2, states the importance of a Governance
framework in organizations. "The Board of Directors
should mandate the adoption and adaptation of an
enterprise IT governance (GEIT) framework, such as
COBIT 5, as an integral part of the development of
corporate governance [13].

C. Theories on Attitude Towards ISP Compliance

The main theories identified in studies on attitude towards
ISP compliance comprise: Theory of Planned Behavior
(TPB), General Deterrence Theory (GDT), Protective
Motivation Theory (PMT) [5], Rational Decision Theory
(RCT), Habit Theory (HT), and Theory of Reasoned
Action (TRA). The Theory of Planned Behavior (TPB)
states that attitude toward compliance with ISP is a strong

predictor of an individual's intention to engage in such
behavior, where such intention is a tendency of compliance
action [14] [15] [16]. The General Deterrence Theory
(GDT) argues that sanctions should be severe enough to
deter employees from violating ISP [1]. Protective
Motivation Theory (PMT) argues that, if the benefit of
violating a security policy is not comparable to the severity
of the penalties, employees will be effectively deterred
from violating policies [7]. Rational Decision Theory
(RCT) indicates that the perceived degree of punishment or
sanction influences employees' decisions about ISP
compliance through the balance of costs and benefits [17].

The Habit Theory (HT) argues about habit generated
because of a strong safety culture, that many actions occur
without a conscious decision to act and are performed
because individuals are accustomed to carrying them out,
and repeated behavior is often controlled more by
situational cues than by conscious decision making [18].
The Theory of Reasoned Action (TRA) argues that "an
employee’s attitude toward compliance with these policies,
combined with social norms, will cause the employee to
intend to comply with security policies, leading to actual
compliance with policies [19].

1. Methodology

To identify practices, a literature review of scientific
articles on Information Security Policy compliance was
conducted. The literature review found a number of
contributions by authors detailing important activities in
the implementation of ISP.

To find articles to review, the following question was
posed: “What factors influence the adoption of information
security policies?” In addition, the keywords “information
security policies” AND “factors” were used. Finally, to
exclude the articles of little use for research, it was
necessary, by reading them, to determine if the research
topics specifically involved information security policies,
rather than information security in general.

In total, a review covered 63 articles on research carried
out between 2012 and 2020. For each selected article, the
most relevant practices related to ISP compliance were
identified and organized as a proposal of four phases. This
proposal is described in Section V.

To determine the status of the practices related to
compliance with the ISP, a quantitative and cross-sectional
investigation was conducted. A questionnaire was designed
as an instrument, with questions distributed in three
modules. A module to collect sociodemographic
information and another module for questions related to
practices related to compliance with the ISP. The sample
was not probabilistic. A total of 108 security professionals
participated in the survey. The result of the survey is
described in Section V.

IV. ldentified Practices

The practices identified have been organized into four
phases. (1) Phase | Establishment of the Information
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Security Committee, (2) Phase Il Development of
Information ~ Security  Policies, (3) Phase Il
Communication of Information Security Policies and (4)
Phase IV Security Performance Evaluation. The proposed
outline for the integration of ISP practices oriented to the
fulfillment of the ISP is presented in Table I.

Each of the Phases is described below. Activities are
described for each of the phases. For each activity, tasks are
described as a result of practices identified in the literature.

A. Phase I: Establishment of the Information Security
Committee

The purpose is to establish a committee of specialists
responsible for safeguarding the organization's information
security, including among its responsibilities the
preparation of the information security policy document.

As an input, there is a need for the organization to have
Information Security Policies. It is important that the
Committee has the support of Senior Management.

The practices identified by activities and/or tasks are as
follows.

1) Activity 1.01: Manage and count on the support of
Senior Management:

The 1SO 27001 standard establishes that senior
management must express its total commitment to the
security system and its intention to comply with the
security requirements of the interested parties.

The following are the practices identified.

Table 1. Organization of security practices.

Phases Description
Input Necessity of Implementing Information Security Policies.
Activity 1.01: Manage and count on the support of Senior Management.
Phase I: Activity 1.02: Assess the current information security situation in the organization.
Establishment of the Activities Activity 1.03: Evaluate and select security specialists.
Information Security Activity 1.04: Definition of roles and activities of the members of the Information
Committee Security Committee.
Output Id_entification of critical informatio_n _security points of th_e organizetion. _
List of the members, roles, and activities of the Information Security Committee
Input Results of Phase I.
ﬁctivity %8% é\nalysis_ of c?itir::al poli_nts_ of inlfglr:’néation security.
) o ctivity 2.02: Preparation of the preliminar ocument.
Phase 1. Activities Activitz 2.03: Re\?iew and develgpment of t¥1e ISP document.
Development of the L : . . .
Information Security Actl_v[ty 2.04._ Development of t_he communication and_ information plan.
- Definition of information security objectives and metrics.
Policy L
Output Defm!tlon _of ISP scope. _
Security Violation Penalty Regulations.
Official ISP document.
Input Results of Phase II.
Activity 3.01: Execution of the communication plan.
Phase Il1: Activities Activity 3.02: Publication of the official ISP document.
Communication of Activity 3.03: Safety training and coaching for individuals in the organization.
Information Security Activity 3.04: Generation of an organizational safety culture.
Policies List of trained individuals.
Output Training program report.
Security incidents report.
Input Results of Phase III.
Activity 4.01: Evaluation of security metrics.
Phase IV: Safety Activities Activity 4.02: ISP document review.
Performance Activity 4.03: Review of sanctions for security violations.
Evaluation Evaluation report.
Output New version of the official ISP document.

New version of the ISP non-compliance sanction regulation.

e Recognize the importance of ongoing coordination
activities: such as assessing the risk related to information
systems and business process and evaluating the

prior to implementing ISP [21].

respective sectors: the culture for instilling trust in the
organization must be embedded within the organization

performance and impact of the implemented controls e Senior management and other key individuals in the
organization must articulate a clear vision for ISP:

[19].
e Promote

e Strengthen trust

support

for the

establishment  and
implementation of ISP to increase the effectiveness of
Information Management Systems [20].

between professionals and their

formulate a clear strategy to achieve effective policy
setting and establish clear goals and objectives to generate
effective ISP that builds on the requirements of ISP
compliance to protect the organization's assets against
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security threats [22].

2) Activity 1.02: Assess the current situation of information
security in the organization.

According to 1SO 27001, the ISP must be adapted to the
requirements of the organization, among which is the need to
protect the organization's assets. This implies that senior
management and those responsible for security must identify
the possible risks to these assets and the degree of severity of
a security threat resulting from a policy violation, in order to
reflect these points in the I1SP.

The following practice has been identified.

e Select the tools for diagnosing the current security
situation. The Independent Information Security Culture
Assessment (ISCA) tool has proven to be effective and
practically implementable, yielding results over a period
of time related to an information security culture when
implementing action plans. This analysis allows: (1) the
results to identify specific focus areas such as training and
change management that require further development, (2)
identify specific groups (e.g., work levels, business units,
regions, or generation groups) that require improvement,
and (3) achieve continuous improvement of an
information security culture [23] [24].

3) Activity 1.03: Evaluate and select security specialists.
Although 1SO 27001 establishes the need for the total
commitment of top management to compliance with security
policies, all individuals in the organization are expected to be
committed to such compliance. Therefore, in the process of
evaluating and selecting security specialists, the organization
should take into account, apart from the security expertise
required to carry out such responsibilities, that individuals
with a strong belief in the organization's information security
values and goals will be the most committed to ISP
compliance.

The following are the practices identified.

e Determine the positions that make up the Information
Security Committee, with the approval of Senior
Management: to this end, special departments for ISP
should be established and ISP specialists should be
recruited [20].

e Carry out the process of calling and evaluating personnel
to fill positions on the Information Security Committee: it
should be taken into account that the ethical value and
practices exhibited by those in positions of power are
fundamental in setting the tone and providing employees
with a model of acceptable behavior in the organization
[25].

4) Activity 1.04: Definition of roles and activities of the
members of the Information Security Committee

As part of Senior Management's commitment to information
security, the security officers appointed by Senior
Management: (1) must be uncompromising and sanction ISP
violations, (2) must promote effective communication of ISP
scopes so that they constitute a noticeable influence on the
norms of individuals in the organization as stakeholders, (3)
as well as construct and communicate policies so that they are

understandable by all individuals in the organization and (4)
implement education, training and security awareness
programs.

The following are the practices identified.

e List the key information security activities to be carried
out, and assign roles to committee members based on
these activities: Organizations should design the roles in
such a way that this responsibility is built into them. They
can do this by letting the employee know their
responsibility for consequences of their ISP-related
actions [26].

e Appoint the personnel according to the roles in the
positions that make up the Information Security
Committee.

e Establish a support team, identifying experts in the area,
human resources, and technical support personnel.

The outputs of Phase 1 are: (1) Identification of critical
information security points of the organization and (2) List of
members, roles, and activities of the Information Security
Committee.

B. Phase I1: Development of Information Security Policy

The purpose is the construction of the official ISP document
by the organization's Information Security Committee. The
Input to Phase 11 is the Output of Phase 1. We will mention the
practices identified by activities and / or tasks.

1) Activity 2.01: Analysis of critical information security
points

According to 1SO 27001 and 1SO 27002 standards, policies
must be built in accordance with the organization's
requirements to protect the organization's assets and be
communicated efficiently. This implies that senior
management and security managers must identify the
possible risks to those assets and the degree of severity of a
security threat resulting from a policy violation. Once these
two aspects have been identified, they must be reflected in the
security policies, since they constitute the scope and
objectives of the policies.

The following are the practices identified.

e Analyze the impact of security threats on the
organization's information assets: In this respect,
organizations operating in a global environment need to
understand how behaviors and decision making are
affected [19].

e Analyze changes in the organizations' information
security strategies and practices: Typically, security
management strategies and practices place a dominant
emphasis on sanctioning and facilitating conditions such
as training and providing assistance [25].

e Promote information security culture: organizations
require more knowledge in information security than
other aspects such as ISP or monitoring to establish an
information security culture [27] from the highest level.

e Thinking more strategically and organizationally about
security, so that cultures of goal-oriented plans are created
for ISP compliance [16].
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2) Activity 2.02: Preparation of the preliminary ISP
document

These should be constructed considering that they should be
easy to understand for all individuals in the organization,
using simple language, and easy to put into practice [22].
Another element to take into account is the internalization of
the policies, which can be achieved by reducing the possible
benefits that a violation of security policies can mean for the
individual, compared to the severity of the sanctions that such
aviolation implies. The following practices were considered.

e Collect the data obtained in the analysis of the
organization's safety critical points, such as the scope of
application, in order to define the objectives of the
organization.

e Constructing the first version of the security document,
which involves the development of the objectives, scope,
principles, responsibilities, key objectives and related
policies and use simple language when drafting the ISP:
the ISP should be easy to understand so that employees
feel confident with the safety guidelines, so that they can
be practiced [21-22].

e Pay attention in the drafting of the ISP: according to the
results of the ISP assessment and before any anticipated
information security problems [20].

e Adapt the ISP in case of evidence of negative attitudinal
response, in order to mitigate daily events that impede
work, to the contextual aspects of the employees'
positions, organization or industry [15].

e Consider having larger organizations adopt a
comprehensive ISP framework for developing,
implementing and enforcing ISP aimed at systematically
and effectively alleviating ISP non-compliance [28].

¢ Building a better infrastructure around cyber security may
decrease the complexity of the task but not at the expense
of autonomy and competence, which are the primary
motivators of human performance [29].

3) Activity 2.03: Review and elaboration of the ISP
document.

In case deficiencies such as wording, reading comprehension
or clarity are found by the Safety Committee to obtain a
version to be approved by management.

The following are the practices identified.

¢ Review the draft document by senior management and the
other members of the safety committee. In addition, the
organization must impose written and approved ISP [20].

e Translating best practices that need to be applied means
giving meaning to best practices and boundaries in the
context of an organization because universal and general
best practice procedures are not likely to be directly
applicable as such and trying to implement them without a
translation is likely to result in practices that employees
cannot and therefore will not carry out in their work [30].

e Take organizational practice as the starting point and
source of information for translation, so that the valuable
advice of IS and other external consultants cannot
substitute for local understanding and appreciation of
local practices. A policy that is formulated largely or
solely by external consultants may be inconsistent with

organizational practice. In other words, knowing how
employees should work in theory cannot substitute for
contextual knowledge of how they work in practice [30].

e Encouraging a participatory approach during the ISP
formulation process allows for the identification of
possible inconsistencies and requirements that employees
may not regularly carry out in their work. Thus, if those
who have to comply with the policies cannot actively
participate in policy development and if organizational
practices are not understood, turning policy into action is,
at best, a difficult task [30].

e Train employees after designing ISP to increase their
awareness by paying attention to whether employees are
more receptive to a deterrence message or a sense of
responsibility message: The key implication is that
actions taken to increase compliance with ISP should pay
attention to the different ways in which employees are
inclined or disinclined to comply [31].

e Develop ISP using both top-down and bottom-up
approaches, seeking input from all levels in the
organization so that all organizational actors take
ownership of ISP and foster compliance with ISP [32].

e  Support the alignment of personal standards with ISP and
overcome discrepancies between policies and personal
standards by forming close links between ISP's objectives
and the internal values of its employees to encourage
compliance [31].

4) Activity 2.04: Development of the communication and
information plan.

The Safety Committee must establish an ISP communication
and information plan aimed at all individuals in the
organization. In this way, the Top Management must ensure
that employees perceive that complying with ISP is not a
purely formal obligation.

The following are the practices identified.

e The change of personal norms related to ISP must be
accomplished through a restructuring of social norms
related to ISP, as well as the generation of awareness of
the consequences and ascription of personal
responsibility, as such, instead of appealing directly to the
moral obligation of employees, an organization can,
through social norms, persuade its employees to behave in
a consistent manner [26].

e Conduct regular communications on ISP matters, formal
and informal rewards, and recognition of those who
perform [33].

e Promote that end users have a clear understanding of their
organization's ISP and a high level of confidence in their
management's ability to identify security breaches [34].

e Design formal policies and communications to clarify
which specific knowledge and skills are important and
improve knowledge and attitude sharing in order to
increase control of employees' perceived behavior [35].
The outputs of Phase Il are: (1) Definition of information

security objectives and metrics, (2) Definition of ISP scope,

(3) Security violation penalty regulations, and (4) Official

ISP document.
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C. Phase Ill: Communication of Information Security
Policies.

The purpose of this phase is the effective communication of
the ISP to all individuals in the organization in order to ensure
its adoption and effective compliance.

The entry is the Result of Phase 1l. We will mention the
practices identified by activities and/or tasks.

1) Activity 3.01: Execution of the communication plan.

As established by the 1SO 27001 standard, Senior
Management must support employees in understanding and
complying with the policies, in order to achieve the objectives
mentioned in the document and facilitate compliance by all
the people in the organization.

The following are the practices identified.

e Establish different communication channels available in
the organization [36].

e Proactively communicate to workers about the
importance of adhering to information security [37].

e Provide a platform for soliciting end-user feedback on
existing security policies and during the drafting of new
policies [36].

e Discuss in workshops or seminars the rules and
procedures for safeguarding information assets with the
objective of ensuring the participation of users [36].

o Allow employees to report challenges with existing ISP
and possible solutions to circumvent the challenge while
protecting information assets [36].

e Sensitize employees to the effect of non-compliance with
the ISP and remind them that severe penalties will be
strictly enforced for non-compliance [38].

¢ Induce a sense of responsibility on the part of employees
by emphasizing that an employee has sufficient authority
to comply with ISP, and that the organization relies on
employee compliance to keep its information assets
secure [26].

e To keep ISP non-compliance to a minimum,
organizations should take steps to increase employee
awareness of the cost of non-compliance [25].

e Effectively communicate rules, policies, codes and
professional behaviors with the same rigor as the
organization's financial priorities [25].

e Communicate to generate employee awareness of the
benefits of ISP compliance emphasizing the moral
relevance of compliance with security policies [15].

e Considering the potential value of moral suasion,
appealing to shame to improve employees' ISP-violating
behavior should be done carefully in practice because of
the ethical issues that could arise [39].

e Complying with information security procedures keeps
information security breaches down [40].

e Convey that not only employees, but the entire
organization could be subject to an information security
threat if employees do not comply with ISP [40].

¢ Understanding employees' perception of injustice enables
the definition of mitigation strategies through
communication [41].

e Managerial communication, including security awareness

training, should be designed to discourage employees
from using neutralization techniques that serve to
stimulate thoughts of employee retaliation against unfair
actions [41].

e Promote familiarity with ISP by communicating key
aspects of compliance, such as ISP objectives, the
importance of ISP compliance and information security
threats [28].

2) Activity 3.02: Publication of the official ISP document.
Following the conventions established by ISO 27001, the ISP
must be communicated in a way that is understandable to all
individuals in the organization.

The following are the practices identified.

e Publish the security policy document on the transparency
portal on the organizations official website by the
committee responsible for this task. Management should
ensure that the ISP is effectively documented and
distributed to all employees [21]. Likewise, individuals
within the organization should be notified of the
publication of the document by the responsible.

e Open ISP referral sources for availability to individuals in
the organization by those in charge. In a complementary
way the stories of employees who received organizational
punishment for non-compliance can be disseminated
through blogs, newsletters and emails, so that others
become aware of the consequences of non-compliance
[42].

3) Activity 3.03: Security education and training for
individuals in the organization.

A useful way to express senior management's commitment to
information security is the implementation of education,
training and security awareness programs to train employees
to obtain the necessary skills to meet security requirements.

The practices identified are listed below.

e Training in ISP compliance should be adopted and
promoted by leaders and should be a required part of the
organization's activities [22].

e Develop content related to hazards, their impact and the
effectiveness of recommended protective actions to
eliminate the hazard, in training programs and minimize
resistance [40].

e Developing generic courses that do not attempt to
influence attitude and instead simply lecture on policy and
procedural knowledge will be much less effective. Instead,
training should be contextualized and use case studies to
improve both the knowledge of what is expected and also
the understanding of why IS is important [43].

e The organization could design intervention programs
promoting the doctrine that rules and standards are
organizational values, and these values are appreciated
and respected by all employees. Such interventions may
eventually build the shared perception of employees
toward rule-following and, therefore, shape social norms
toward compliance with ISP [26].

e Take into account the vulnerability of information
security, since, if employees feel that they have no control
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over their information infrastructure, together with the
perception that such infrastructures are a target and are
under daily attack, they will be more likely to comply
with the ISP [44].

e Encourage employees to share knowledge, as well as to
collaborate in projects related to information security and
the exchange of skills and experiences [35].

e Execute training programs and demonstrate the
importance of data protection to the organization's
existence and, therefore, its job security, along with
proving that these policies also serve to protect
employees' personal data. Additionally, organizations can
use ethics training to increase employee morale levels
[31].

e Implement security education, training and awareness
programs, emphasizing the negative effects of ISP
violations on employees, the organization and society as a
whole [15].

e Organizations should provide employees with the
knowledge and technical skills necessary to comply with
ISP, effectively enriching their self-efficacy in this
domain [15].

o Consider that expert, reward and legitimate power
positively influence the relationship between SETA
programs and ISP compliance intentions, while coercive
power and referral power do not [45].

e Increasing security awareness outside the workplace
allows high levels of interest in information security and
significantly reduces the effort and time spent on training
activities [46].

4) Activity 3.04: Generating an organizational safety
culture.

According to the literature, there are many angles to be
addressed in order to generate a strong safety culture. Many
of these approaches relate to Phase I, 11 and 11 activities. The
following are the practices identified.

e Encourage compliance by all personnel in the
organization by identifying and assigning tasks to all
managers or department heads in order to demonstrate
ISP-compliant behavioral intentions and thus motivate
their colleagues [36].

e Compliance with ISP must be integrated into the
organizational culture of the organization's Senior
Management: Such leaders must promote the
organizational culture through influence, empowerment,
motivation and effective communication [22].

e Provide an environment where people can learn the values
and importance of such policies through socialization
with co-workers. Thus, managers could proactively
promote the development of collaborative attributes
among workers, especially those who are focused on
information security issues [32].

o Fostering climates where employee commitment to ISP is
linked to some form of motivation, whether intrinsic or
extrinsic [32].

e Leverage social bonding information to foster compliance
intentions. For example, influential personalities in
organizations capable of motivating or shaping the

opinions of others in their work groups or units could be
tasked with "championing"” the cause of ISP compliance
in their context [32].

e Recognize that setting quality expectations for
information security would make employees less
motivated to consider noncompliance with the ISP [47].

e Effectively controlling or managing employee behavior,
to some extent, would contribute significantly to solving
the human vulnerability problem experienced, as
employees will be equipped with the necessary behavioral
attributes to defend against social engineering attacks
[48].

o Determine whether, in general terms, people’s anticipated
regret and threat assessment are important to their
behavioral intentions. Such consideration should be made
when compliance with the ISP is explained or influenced
[49].

o Identify, with a multilevel analysis, that groups influence
opinions on the variables that determine ISP compliance
intentions. Thus, if culture is viewed as more than a
shared understanding of context, information security
culture is formed and maintained primarily among
employees in the same worksite [50].

e Measure homogeneity in beliefs, opinions and values that
can be expressed in a survey; in fact, the norms that
people perceive and can articulate in a questionnaire are
much better predictors of intentions than the classification
of the work-related groups to which they belong [50].

e Supporting end-users to truly understand the benefits of
ISP compliance rather than educating them on security
duties [51].

e Continuously reinforce employees' safety attitude and
accountability. Regarding the mechanisms for sharing
safety tips, which can take place as a result of work and
trust relationships, there are different options [51].

e Consider implementing job rotation, mentoring or team
building to increase the sharing of work tips and the
development of a relationship between employees, which
may subsequently lead to increased sharing of safety tips
[51].

e Compliance should not be enforced solely from the top
down through formal sanctions, but rather modeled on a
daily basis by employees at all levels, including
supervisors and the IT department [31].

Phase 11l outputs are: (1) List of trained individuals, (2)

Training program report, and (3) Security incidents report.

D. Phase IV: Safety performance evaluation.

The purpose of this phase is to evaluate the results of the ISP
implementation with respect to its metrics, in order to
determine the necessary actions and corrections to be taken.

The input is the result of Phase I1l. We will mention the
practices identified by activities and/or tasks.

1) Activity 4.01: Evaluation of security metrics.

As stated in ISO 27001, the first purpose of an ISP is to
convey the objectives that senior management intends to
achieve with the implementation of policies, while the second
purpose is to construct the document in such a way that it is
easy to understand for stakeholders. Therefore, the



37

Information Security Committee must periodically evaluate
whether the metrics and objectives established in the ISP
document have been fully or partially met, in order to take the
necessary actions if the latter is the case.

The following are the practices identified.

e Execute the evaluation by the Information Security
Committee. In order to carry out the measurement of
metrics, it is possible to use the instrument generated in
the research of Hanus et al [46]. The study proposed and
developed a comprehensive instrument that allows a
quick assessment of security awareness in individuals.
The instrument was also designed to facilitate the
construction of an effective training program [46].

e Adjust the instrument to obtain a customized approach
and levels of granularity [46], since it allows for a quick
identification of potential weaknesses in information
security awareness and, therefore, will facilitate the
design of a reinforcement activity or training program to
address such deficiencies.

2) Activity 4.02: ISP document review.

According to 1SO 27001 and 1SO 27002, policies should be
elaborated according to the requirements of the organization,
communicated efficiently, and if poor security performance
occurs in the organization, these policies should be revised, as
well as redefining and clarifying the responsibilities of certain
individuals in certain aspects of the policies.

The following are the practices identified.

Review and approve the new version of the security
document by the Information Security Committee and
Senior Management. This review can be carried out under
other important criteria [20].

e Continuously and periodically improve policies to
anticipate the dangers and threats that may be encountered
in relation to the organization's information and data, thus
facilitating the taking of measures when necessary [20].

e From the ISP decisions of the organization's personnel,
management can determine the type of security policy
that intensifies the intent to breach ISP [28], and thus,
should prioritize the most frequently chosen policies, and
subsequently, review those policies to increase their
usability and effectiveness.

e Management should regularly discuss with users to

understand their perceptions of ISP, working together to

address ISP-related problems [28].

3) Activity 4.03: Review of sanctions for security violations.
Given that the 1SO 27001 standard mentions among the
critical success factors of the implementation of the ISP, the
aligned objectives and activities and an effective SETA
program where employees and other interested parties are
informed of their obligations mentioned in the ISP and
security standards, the new sanctions to be applied in the
event of a violation of the ISP should be considered based on
these factors and as part of the continuous improvement
process, as part of the review of the policy document.

The most important tasks to be performed are:

e Evaluate the impact of the current sanctions for
information security violations with respect to the metrics
established in the security document.

e Review the sanctions for security violations with respect
to the results of the evaluation by the committee, and their
approval by Senior Management. It should be taken into
account that increasing effort, risk and reducing rewards
significantly influences employees' attitudes towards the
prevention of information security misbehaviour [52].

e Publish the sanctions regulations in official and reference
sources available to staff.

e Foster a climate in which appropriate sanctions and
penalties are instituted, in the sense that any sanctions
imposed on offending employees must be measured, since
recent research has shown that the application of
sanctions without such considerations can lead to
counterproductive results [37].

The outputs of Phase IV are: (1) Evaluation report, (2) New
version of the official ISP document and (3) New version of
the ISP non-compliance sanction regulation.

V. Practices and ISP compliance

The practices related to Organizational commitment, Attitude
towards ISP, ISP Awareness, Security Education Training
and Awareness Program (SETA), and Organizational
security culture were evaluated. Next, the results of practices
related to ISP compliance [53].

e Organizational commitment: The commitment of
individuals to the organization implies adopting and
complying with the ISP used in it to save the well-being of
its organizational assets and its stability. The average
answers to the questions of the Organizational
Commitment factor were: 92% answered between
“Always” and “Almost Always”, 6% answered
“Sometimes” and 2% answered “Almost Never”.

o Attitude towards ISP: The attitude towards ISP allows
employees to feel more inclined to adopt and comply with
the policies. The average answers to the questions of the
Attitude factor towards ISP were: 68% answered "Almost
Always", 26% answered "Sometimes" and 6% "Almost
Never".

e ISP Awareness: Information security awareness in ISP
compliance plays a vital role in mitigating the risk of IS
breaches. The average answers to the questions of the
ISP Awareness factor were: 90% answered between
“Always” and “Almost Always”, while 10% answered
“Sometimes”.

Security Education and Training Awareness (SETA)

The SETA program is important for training employees
and has shown consistent effects on the perceived
benefits of ISP compliance. The average answers to the
questions of the Education Program factor were: 67%
answered between “Always” and “Almost Always”, 26%
answered “Sometimes” and 7% answered “Almost
Never”.

e Organizational security culture: The organizational
security culture in compliance with the ISP must be
promoted by supporting the IT staff, providing the
necessary IT resources and information. The average
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answers to the questions of the Organizational Safety
Culture factor were: 73% answered between "Always"
and "Almost Always", 20% answered "Sometimes" and
7% answered between "Almost Never" and " Never".
The results of this study show the importance of promoting
practices related to ISP compliance. The prime concern in the
digital world are the security measures []. to ensure the data
integrity, data safety, and security of the digital infrastructure.

V1. Conclusions

The scientific literature on ISP compliance is extensive and
presents different proposals based on different theories with
the purpose of determining the most common causes of poor
ISP compliance. Most of the theories are related to the human
factor, which despite the efforts made by organizations has
not achieved its objectives. A set of practices resulting from
the literature review have been integrated into the four-phase
proposal presented in this article. The practices involve
supporting the process of deployment and monitoring of ISP
compliance by the organizations' personnel, since employees
are the target audience of the organizations, so it is necessary
to understand the human aspect of information security. At
the same time, the top management of the organizations must
be the main architect of the improvement of the ISP
compliance culture since they must make the relevant
decisions to ensure the transition to an optimal information
security culture. To evaluate the practices related to ISP
compliance a survey was conducted with the participation of
108 security professionals. The results show that it is
important to develop strategies to improve the security
culture, training activities, improve la culture of security and
the attitude.
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