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Abstract: The Internet of Health Things (IoHT) refers to an interconnected network of healthcare devices, software,
and systems that facilitate remote healthcare services. While beneficial, IoHT devices often have insufficient
processing power and security, creating significant vulnerabilities. Blockchain has been proposed as a solution, but
its resource-intensive nature can hinder the scalability and time efficiency required for large-scale IoHT systems. To
address these challenges, this study introduces a novel authentication framework specifically for [oHT environments.
Our proposed scheme integrates a 3D chaotic-based public key cryptosystem with blockchain-enabled fog
computing to enhance both security and performance. Therefore, these issues pose obstacles to achieving optimal
scalability and time efficiency, which are essential factors for the effective operation of vast, time-sensitive [oHT
systems. To achieve this objective, the present study introduces an authentication technique that is specifically
designed for IoHT systems. Our authentication scheme consists of three phases: setup, registration, single sign-on
(SSO), and login and authentication. To enhance efficiency and scalability, the proposed scheme employs a
combination of 3D chaotic-based public key cryptosystems and blockchain-based fog computing technologies.
Formal security verification using the Scyther tool confirms that the protocol is robust and finds no attack
vulnerabilities within the specified bounds. Furthermore, our analysis demonstrates that the scheme is secure against
a range of critical threats, including Man-in-the-Middle (MITM), replay, Sybil, and 51% attacks. Crucially, the
performance results show that our approach achieves superior scalability and security. These findings establish our
framework as a practical and secure solution for deploying strong, efficient single sign-on systems in time-sensitive
IoHT environments.

Keywords: Internet of Health Things (IoHT); blockchain technology; single sign-on (SSO); fog computing;chaotic
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1. Introduction

As the digital world grows and more companies and healthcare facilities use online services, the use
of effective and secure identification procedures has increasingly become a necessity. Managing
usernames and passwords can be difficult for users, as this can cause weariness and loss. In turn, such a
behavior results in decreased productivity and increased security threats because users frequently use
weak or repeated passwords [1]. The sharp increase in cybercrimes, which are predicted to result in losses
and material damage over the next few years, emphasizes the significance of creating robust
authentication procedures [2]. With the single sign-on (SSO) option, users may now access various
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applications with just one set of login credentials, making it a workable alternative. Consequently, the
user experience is improved, and authentication procedures are made simpler. However, traditional SSO
solutions may have built-in drawbacks, such as dependency on centralized identity providers and certain
security vulnerabilities [3]. The primary advantage of SSO lies in its ability to improve customer
satisfaction. In particular, SSO effectively eliminates the need for multiple logins, thus reducing user
frustration and minimizing the time spent on authentication processes by allowing users to log in once
and access various applications. Research suggests that SSO’s capability to facilitate cross-platform
access can boost productivity by up to 30% [4]. Additionally, SSO contributes to enhanced security by
alleviating password fatigue, which often leads to poor password practices. With fewer credentials to
remember, users are less likely to create weak passwords [5]. Another advantage of using SSO is that it
simplifies the user access control procedure for IT departments. Organizations may better manage user
permissions, track access, and enforce security regulations by offering a single point of authentication.
This centralized approach helps firms maintain a clearer audit trail of user access, which enhances
operational efficiency and helps them comply with rules and regulations [6,7].

Yet, even with their benefits, classic SSO solutions also have multiple drawbacks. One major concern
are the security hazards connected to a central identity provider. An attacker could cause significant data
breaches by gaining access to all related applications if their SSO credentials are compromised. For
instance, the Okta hack of 2020 highlights the need for stronger security measures by underscoring the
inherent vulnerabilities of centralized authentication systems [8,9]. Furthermore, adding SSO to already
complicated IT infrastructures may make them more complex. Considerable work and experience are
also required to integrate SSO with various apps and systems, especially in businesses that still use
outdated technologies. Concerns regarding control over their credentials and privacy may also cause
users to avoid adopting new authentication techniques; nonetheless, these issues need to be resolved for
successful adoption [10-12].

Blockchain technology, first created as an underpinning structure for cryptocurrencies, has developed
into a potent instrument for boosting security in a variety of applications, including digital identity
management. Fundamentally, blockchain functions as a decentralized ledger that logs transactions across
several computers and prevents data from being altered after the fact [13]. Owing to its immutability,
blockchain is a desirable option for authentication systems, where maintaining data integrity is crucial
[14]. The hazards associated with single points of failure that are characteristic of conventional
authentication techniques are eliminated by the decentralized structure of blockchain [15]. User
credentials can also be maintained in a blockchain-based SSO system, enabling users to authenticate
independently of a central authority. With the help of this paradigm change, users can now regulate who
has access to their credentials and exercise more control over their online identities [14,16].

Integrating blockchain into SSO frameworks has numerous noteworthy benefits.

e First, decentralization leads to increased security. Blockchain reduces the dangers of data
breaches connected to centralized identity providers by dispersing user credentials among a
network of nodes [17, 18].

e  The bulk of nodes will continue to maintain accurate data, so even if one node is compromised,
the system’s overall integrity is preserved. Users can also maintain control over who they are
because of blockchain technology.

e  Users can also maintain the security of their own credentials with self-sovereign identity models,
allowing access to only the applications that they select.

e By granting consumers ownership of their identity data, this method improves privacy and
gives them more power against potential attacks [19].

e  Furthermore, blockchain-based solutions can simplify identity verification on many platforms,
which in turn lowers friction in user communications. Third, a safe audit trail for authentication
events is offered by the incommensurability of blockchain data [20].

In this way, companies can quickly monitor and confirm user access, which enhances regulatory
compliance and speeds up incident response. Given that users are assured that their data are maintained
properly and are not tampered with, transparency can increase user trust [21].

Indeed, SSO and blockchain technology integration have provided new opportunities for improving
security and user experience. By using blockchain technology and addressing the shortcomings of
conventional SSO systems, enterprises can develop more adaptable and user-centered authentication
solutions. Furthermore, recognizing the advantages and difficulties of this integration is essential for
businesses hoping to prosper amid more complicated digital environments. Finally, our approach
combines immutable blockchain technology and fog computing with an SSO authentication scheme to
ensure the security of participants communicating through public channels in a decentralized
environment. Blockchain technology also supports the identification of decentralized nodes.

Based on the information presented above, our work makes the following contributions:
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e  Use of multifactor authentication that includes several factors.

e Introduction of an SSO authentication scheme based on blockchain and fog computing.

e Use of a 3D map chaotic key cryptosystem to ensure scalability and efficiency while minimizing
communication overhead during authentication; and

e Confirmation of the robustness of the proposed approach against well-known threats and
modern cybersecurity attacks, such as 51%, hijacking, and Sybil, by conducting a thorough
security analysis using the Scythe tool.

The remainder of the paper is organized as follows: a summary of related works is presented in
Section 2; Section 3 discusses primitive tools; Section 4 describes the system model; Section 5 provides
an explanation of the proposed scheme and its phases; Section 6 thoroughly discusses the performance
analysis, simulation, and assessment metrics; Section 7 presents the formal security analyses; and Section
8 presents the conclusion.

2. Related Works

In 2018, Almadhoun et al. [22] proposed an authentication system using blockchain-enabled fog
nodes and Ethereum smart contracts to mitigate the capacity limitations of the IoT, facilitate access to
IoT devices, and authenticate users. This approach allows the system to augment its capability by using
fog nodes for computing tasks. However, the system exhibited low time efficiency in authenticating loT
devices. Furthermore, despite providing robust security, the scheme failed to meet the demands of the
majority of IoT connection situations. This approach also has drawbacks, including computational
expense, because the integration of blockchain with a smart contract may not be appropriate for all IoT
devices, particularly those with constrained processing capabilities. Furthermore, regarding scalability
and security flaws, it is not completely impervious to assaults; possible weaknesses still exist inside smart
contracts [23].

In 2020, Yang et al. [24] proposed a blockchain-based access control architecture named
AuthPrivacyChain, focusing on privacy protection in cloud environments. In this system, all transaction-
related authorizations are recorded on the blockchain by users. Furthermore, the framework was
developed using an enterprise operating system (EOS) blockchain to provide access to permissions and
information, serving as an additional elucidation of blockchain transactions. AuthPrivacyChain also
provides access control, authorization revocation, and authorization management. However, the
experimental findings indicate that only authorized users may access resources and that
AuthPrivacyChain is ineffective in thwarting assaults from external users [25].

In 2022, Umoren et al. [26] used blockchain smart contracts to resolve challenges associated with
user authentication and other limitations in fog and IoT technology. The decentralized fog computing
architecture incorporated secure authentication, immutability, and scalability, as well as addressed issues
of scalability and immutability associated with fog computing. Despite providing robust security, the
proposal failed to meet the demands of typical IoT networking situations. The paper not only
inadequately addressed the implementation of the suggested system but also provided ambiguous
explanations for the data format and code, thus hindering other researchers’ ability to replicate and
enhance the study. Moreover, the information addressing the trial design and performance indicators is
insufficient. Comprehensive elucidations of the simulation model and its results are necessary to
adequately validate the findings.

In 2022, Manoj et al. [27] used the Hyperledger Indy public permissioned blockchain architecture to
handle patients’ self-sovereign identification by storing their decentralized IDs and schemas for each
form of credential. The credentials were maintained “off-ledger” in digital wallets owned by patients.
Hyperledger Aries functioned as a middleware layer (API) that facilitated the connection between
Hyperledger Indy and digital wallets. Hyperledger Indy and Aries, both created by the Hyperledger
Foundation, have been used in prior studies to incorporate blockchain technology with electronic health
records.

In 2023, Fugkeaw et al. [28] suggested a blockchain-based system for identity verification and access
management tailored for SSO data access. In this system, smart contracts govern access control for cloud
resources by data users, thus ensuring traceability throughout the access process. Furthermore, the SSO
authentication uses a hash-based token management system to accurately validate identities.
Notwithstanding these developments, the storage of access control rules in cloud storage continues to
pose a danger of data leakage.

In 2024, Asaeed et al. [29] introduced a group authentication method using the SSS algorithm, ECC,
fog computing, and multilevel blockchain to provide a lightweight and scalable solution for group
authentication in the Internet of Medical Things (IoMT), thus addressing challenges such as scalability
and time efficiency. The assessment exam exhibited commendable scalability and temporal efficiency.
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However, the ECC algorithm had difficulties in managing the substantial number of devices and sensors
due to its restricted key size. Therefore, in the current study, we used the chaotic method of 3D maps to
solve this problem. Table 1 shows a comparison of the related works.

Table 1. Comparison feature summary of the related work.
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Some of the concerns mentioned above have been solved in our previous studies [30], and this paper
came as an extension to address the remaining ones by focusing on merging SSO technology with
blockchain.

3. Preliminaries

3.1.Blockchain Technology

In 2008, Satoshi Nakamoto introduced blockchain technology [31], a decentralized network that
manages chronologically recorded documents. The system, which is based on transparency,
decentralization, and immutability, ensures secure data sharing in the IoT [14]. It is also widely used in
mutual authentication and secure storage. Meanwhile, the healthcare industry places high importance on
patient data protection due to technological advancements. Thus, many experts believe that integrating
blockchain technology into the healthcare sector is a viable option to improve data protection. In the
current study, the Ethereum blockchain was chosen for its superior performance in managing large
transactions [32].

3.2. 880 Technology

The SSO system allows users to access numerous apps, services, or websites using a single set of
credentials. This is advantageous because it eliminates the need for several passwords and mitigates the
risk of intrusions. SSO solutions enhance user control by enabling IT managers to efficiently monitor
and manage user permissions, thus mitigating the risk of unauthorized access. Streamlined login
procedures are implemented, particularly in sectors such as healthcare and law enforcement, where rapid
access is essential. SSO also improves security by enabling users to select more intricate passwords,
safeguarding them against cyber threats through a unified access point. Organizations may also use
supplementary security protocols, such as multifactor authentication, to augment their system security
[33,34].

3.3. Chaotic Cryptography

This study employed chaos-based key management and a public key cryptosystem developed by
Mohammed [1]. The cryptosystem has been used to provide features of a public-key cryptosystem,
including key exchange, administration, and encryption/decryption of the designated information.
Moreover, the cryptographic protocol of the system adeptly mitigates the threat of man-in-the-middle
(MITM) assaults by employing chaotic management systems as its underpinning element. The provided
key management system is founded on the beta-transformation mapping. In this study, an evaluation was
performed to contrast the novel chaotic key exchange protocol with the Diffie-Hellman elliptic curve
cryptosystem (DHECC). Figure 1 illustrates the key generation duration for the ECC and chaotic-based
systems.
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Figure 1. Key generation time in each ECC and chaotic-based system [1].

3.4. Fog Computing

Cisco launched fog computing in 2012 to mitigate network congestion and latency problems
associated with traditional cloud services. Fog computing extends computational functions to the
periphery, including terminal nodes within its scope. The implementation of intermediary infrastructure,
referred to as fog nodes, occurs between the cloud’s virtualized environment and end-users at terminal
nodes. These nodes function as immediate centers for data processing and storage prior to transmission
to the cloud. Two principal fog computing topologies can be found in IoT systems: a tri-tiered
architecture that includes a cloud tier and a fog layer [35]. The cloud layer offers extensive computational
and storage capabilities, while the fog tier provides near-real-time storage and computing services for
IoT devices. The fog tier directly supports IoT devices by using localized tiny cloud infrastructures, thus
eliminating the need for external cloud hosting [36]. The rest of the section describes the proposed
scheme’s network and security models.

4. Network Model

It is crucial to understand the fundamental ideas that enable our proposed scheme before diving into
its deep specifics. These fundamental principles are of great importance in blockchain-based
authentication systems as they serve as crucial points of reference [26,37]:

e  Fog computing - The ecosystem encompasses a diverse array of mobile and stationary devices,
including smartphones, sensors, embedded systems, and stationary edge servers. These devices are
closely linked through numerous communication networks.

e  The device employed by registered users effectively integrates and uses blockchain technology,
hence improving the functionality of the system.

e  To efficiently carry out its designated tasks, a fog server must satisfy certain specific requirements,
such as the ability to serve as a host for the blockchain and operate as a server or node within the
network structure.

The network model comprises four layers, which are illustrated in Figure 2 and explained below.

A) User Layer (U): A system user is an individual who possesses the knowledge and skills to
efficiently utilize system resources. Users possess unique roles and characteristics within the system,
which enable their identification. The system is interacted with by patients, doctors, nurses,
administrators, and other individuals, whose main duty is to engage with the system to carry out
vital tasks, such as producing, reading, updating, deleting, accessing, and managing medical records.

B) Fog Computing Layer (FCS): This layer comprises several fog servers that function as blockchain
nodes, along with dedicated servers to uphold the decentralized blockchain system. These devices
guarantee the secure and efficient transfer of data from [oHT devices and provide various services,
while also maintaining synchronized copies of the blockchain, ledger, and smart contracts.
Furthermore, fog servers are responsible for registering and authenticating the users.

C) Healthcare Server Provider Layer (HCS): This server is in charge of initiating the blockchain
network and registering all fog servers. It is also responsible for generating all required parameters
such as private, public, and shared keys for fog services, users, and the HCS itself.
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D) Blockchain Layer (BC): This serves as a decentralized entity responsible for the identification and
registration of all FCS, users, and IoHT devices. Smart contracts embedded into the blockchain
architecture handle the management of authentication and identity operations. Every fog server
verifies the identity of IoHT devices and users within its designated region using blockchain
technology. Importantly, the blockchain is accessible at all levels of the system architecture.
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Figure 2. Proposed System Model.

5. Threat Model

Security is the primary concern in the healthcare sector, greatly impacting the dependability and
privacy of devices and services. Therefore, it is crucial to proactively design comprehensive solutions to
strengthen these systems against various potential threats [38]. Thus, our next focus is on analyzing
common attacks that target IoHT systems. Doing so will help us gain better knowledge of the security
concerns that exist in the healthcare systems.

A) Mutual Authentication: To protect sensitive information from potential interception by malicious
individuals, all parties involved must verify their identities before any data transfer takes place [39].

B) User’s Identity Anomaly and Untraceability: Anonymity is achieved by securely combining a
legitimate user’s personal information in a way that precludes unauthorized individuals from
discovering or identifying the user. Several variables are used to retrieve user information from the
database, including encryption, cryptographic hash functions applied to decryption keys, passwords,
and extra factors intended to distinguish a user’s identity [40].

C) Forward Secrecy: This ensures that the cryptographic key used for the current session is unique
and cannot be compromised by unauthorized individuals. Furthermore, it forbids the use of a
primary session key to start a new session [21].

D) Unlikability: This is a characteristic of privacy that occurs when an attacker is unable to distinguish
between two or more components of a system. As a result, the attacker is unable to penetrate the
system or exploit it incorrectly. This feature is essential for identifying systems. For instance, a
perpetrator might find it difficult to demonstrate a correlation between the content of several
communications, multiple sets of login passwords, or many bank withdrawal activities [24].

E) Scalability: This refers to the ability of the components of an authentication system to adjust and
develop in response to changes in the surrounding environments [29].

6. Proposed Scheme

Our work focuses on three main phases: setup, registration, SSO/login, and authentication.
Furthermore, the environment of the proposed scheme consists of four main components: health server
provider (HCS), fog service provider (FCP), blockchain (BC), and users (U), including admin (Adm;),
patient (P;), and doctor (Dr;). Our goal is to establish a secure environment for data exchange between
its components based on blockchain. Moreover, we employ fog computing to reduce the load on
healthcare server providers and to bring the services provided by the system to the end user. This study
uses SSO technology to enable users to access all services provided by the system with one login. Our
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work also provides other benefits, such as mutual authentication, streamlined key management, password
anonymity, and robust protection against a range of malicious attacks, including insider threats, MITM
attacks, replay attacks, 51%, Sybil, and hijacking attacks.

6.1. Setup Phase

In this phase, HCS is in charge of handling the initialization of system components, including the BC
network, fog node, and IoHT device registration, as well as the generation of essential parameters, such
as private, public, and shared keys (Pr, Pu, and Sk) for the server itself and the fog servers.

6.2. Registration Phase

Here, a user (U;) who wishes to register in the system must perform the following steps of the patient
registration (Figure 3):
Step 1: U; registers their information, such as username (Uny,), address (Ady,), phone number (Pny;),
password (Pwy;), wallet address (Way,), and computed HPy; anomaly by calculating HPy; = h (Uny, ||
Pwy;|| Way, ) and then sends it to FCS.
Step 2: FCS checks if the user is present or not in the system. If a user is already registered, then the
phase is terminated; otherwise, it proceeds to Step 3.
Step 3: FCS generates the private key (Uipr) and public key (Uipu)-
Step 4: FCS computes a shared key (SKy,), ensuring that the encryption (Enc(.)) and decryption (Dec(.))
processes for safeguarding S; sensitive health information data are carried out with a robust key.
Step 5: FSPcreate encrypts an electronic health record (HERp;) with all of the aforementioned medical
information and lists of doctors associated with a new patient. The information is then saved.
Step 6: FSP sends the (Pr, Pu, and SK) to the user via a secure path.

Users FCS BC
1- User Sends Registration Request x Step2

- Check if user present then
encrypt request with FCS!
shared key

Step 3 | Decrypts the request using
FCS shared key then save the:
user Authentication
Parameter in BC

4- Sends to store in BC

Step 5

- Generates Pr, Pu, Sk, for
new user
- Generate EHR for new
patient 6- Sends Pr,Pu,Sk to
7- Sends Pr,Pu,Sk to store in BC
user

Registration Successful

Figure 3. User Registration.

6.3. SSO Login and Authentication Phase

In this scenario, a user (U;) wants to gain access to the system’s services, and resources must provide
valid parameters to the system. The following process steps, also shown in Figures 4(a) and (b), are
described below:

Step 1: U; enters their Uny, and Pwy,and then chooses a random number r; € Z;, . Furthermore, U;
calculates 4 = h(Uny,) and HUy, = H (Pwy, || Uny,[| h(7;)).

Step 2: U; encrypts (r;) with the shared keySKy,, E =E NCsky, 1).

Step 3: U; sends the login request {HAy, , E, A} to the FCS as a first authentication factor.
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Step 4: When FCS receives the login request from U; , FCS verifies it as follows:
a. FCS checks A = Un’UL.; if there is a match, FCS restores the random number by decryption r'; =

DecSKUi (E).

b. FCP retrieves Pw'y, and computes HA'y; =h ( Pw'y, || H (r';)) and then compares HAy, £ HA'y; .If
true, then the user is accepted; FCS sends the challenge verification code (VC) to U;.

Step 5: When U; receives VC' from the FCS, L =h Way,® VC' @ h( 1)) is computed, after which L is
sent to the FCS.

Step 6: When FCS receives the L form U;, FCS retrieves Way, from BC and calculates L'=h( Way, ©

VC @ h(r';)). Then, it compares L = L'. In this case, the U;is allowed to login and is authenticated
successfully. Otherwise, the login process is terminated.

In case the user wants to access a service provided by the system but this service is provided by other
fog servers, then the following steps are implemented:
Step 7: The user sends a request asking for services to FCS.
Step 8: FCS receives the request from the user and checks whether it has the requested service. If not,
FCS encrypts the user credential and makes a request using the FCS shared key (Sk) and sends it to HCS.
Step 9: HCS decrypts the message using FCS (Sk), and then redirects the request to the right FCS server
after encrypting the message with the destination FCS shared key (Sk).
Step 10: FCS decrypts the message with (Sk), retrieves the user authentication parameter from BC, and
checks if true. If it is true, then the user is given access to the requested services.

Fes FCS

8- FCS Check if the user is authorized,
fo Access by check the receving
parameter form HCS with parameters:
are retrives form BC

(2)
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- Retrieves

v

parameters HA'
- Computes L' =h (HA'll ') BC response
- Compare L == L' haa

Step 6

Authentication Successfully

User Serveice Request

- Check if has the request sarvice if not
- Add user authentication parameters (HA) with request
- Ecrypts User request R with SK
3
Step 7 (R, HA} Step 8
-Decrypts R

- Redirect the user request to the right fog server
- Enc R,HA with Sk

{R HA} Retrieves authentication

> P

- Decrypted R,HA with SK
-Compare HA == HA'
BC

i ‘ Step 9 43

<

<
User gain Access to services

(b)
Figure 4. Overview of SSO login and authentication shown in (a), Sequence diagram of SSO login and
authentication shown in (b).

7. Security Analysis

This section explains the security analysis and presents the experimental results. The security analysis
is presented in two ways: the initial approach involves a rigorous examination utilizing Scyther, while
the subsequent approach involves a less structured evaluation employing the CK threat model [41].
Subsequently, we ascertained that the suggested protocol attains superior levels of privacy and security
in comparison to the other options.

The graphical user interface (GUI) is designed for individuals seeking to validate or understand a
protocol. In this study, we implemented the proposed system without employing security features used
in conventional systems. The diagram pertains to the conventional system and elucidates its limitations.

7.1. Formal Analysis

In this part, we discuss the thorough examination of the proposed system and present evidence of its
ability to protect data against different types of assaults. To provide security, our proposed solution uses
symmetric key encryption, a crypto-hash function, and encryption and decryption functions based on a
chaotic system. As shown by the results, this approach effectively addresses the limitations of
conventional approaches. In addition, as presented in Figures 5(a) and (b), the outcomes of the suggested
system exhibit resilience against widely recognized malicious attacks.
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Figure 5. Weaknesses of the traditional system of the users shown in (a), User Verify Protocol, and
Automatic Climes are shown in (b).

7.2. Informal Analysis

This section assesses the security needs of the proposed architecture to illustrate its resilience against
prevalent network threats in the IoHT system.

Decentralization: A unique identity, including its ID, is associated with every Node; together with
its public and private keys (Pr and Pu). This identification signifies the public address of the Node;. The
amalgamated architecture of chaotic and blockchain alleviates the necessity for key distribution, enabling
instantaneous key assignment to any i-node with little collision risk.

Integrity: Given that all registration and building transactions are hashed and recorded on local and
global blockchains, data alteration is impossible. The suggested architecture maintains all actions as
unchangeable transaction records, as it makes use of tamper-proof blockchain technology.

Mutual Authentication: This safety measure indicates that an attacker should be unable to
impersonate components of the legal system, such as U; (Admin, Patient, and Doctor). The following six
steps were used in this work to perform the authentication:

Step 1: U; enters their Uny,, Pwy,, then chooses a random number r; € Z, . Furthermore, U; calculates
A=H (Uny,) and HUy, =H (Pwy, || Uny, [| H(7; ).

Step 2: U; encrypts (1;) with the shared key SKy, , E = EncSKUi (1;) using the symmetric key.

Step 3: U; sends the login request < HAy,, E, A> to the FCS as a first authentication factor.

Step 4: When FCS receives the login request from U;, FCS verifies it as follows:

a. FCS checks A £ Un'y, if there is a match, then FCS restores the random number by decrypting r'; =

DecSKUi(E).
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b. FCS retrieves Pw'y, from BC, computes HA'y; =H ( Pw'y, || H (")), and compares HAy, = HA'y; .
If true, it then accepts; FCS sends the challenge as a VC to U; in the form of an SMS message.

Step 5: When U; receives VC' from the FCS, it computes L = H Way,® VC' ® H(1;)) and then sends
L to the FCS.

Step 6: At the time FCS receives L from U;, FCS retrieves Way, from BC, calculates L'=H Way, ®

VC @ H(r';)), and compares L = L'. In this case, FCS confirms the U; login and authenticates it
successfully. As a result, our proposed scheme accomplishes mutual authentication between the two
entities (U; and FCS). Otherwise, the current phase is rejected.

Anonymity: Using the adversary’s perspective, an adversary has difficulty revealing the user’s
identity/password. To reflect anonymity, the identity of login information transmitted among system
components must be verified. As the crypto hash function is integrated with r; , which the attacker cannot
identify, he cannot decipher the user’s identity if he eavesdrops on the login request. Furthermore, the
system generates a unique hash for every login request made by a user depending on the random number
7;. During the period of login and authentication phase, U; sends the login request {HAy,, E, A} to FCS
as a first authentication factor. Thus, it has been encrypted using a shared key that is known only by U;
and FCS.

An attacker finds it challenging to identify the user and is unable to recover the shared key, which is
created just once for each login attempt. This suggests that our proposed scheme can support user
anonymity.

Unlikability: This feature confirms that an individual can make many logins attempts to the FCS to
access resources and services without anybody else being able to link the logins together and identify the
individual. Under the suggested plan, whenever a user wants to access the system, they send {HAy,, E,

A} to FCS. Thus, the basic elements of {HAy, , E, A} are constructed once using the following set of
points:

A) FCS checks A = Un'Ul. if match; FCP restores the random number by decrypting r'; = DecSKUi (E).
B) FCS retrieves Pw'y, from BC, computes HA'y; = H (Pw'y, || H (")), and compares HAy, £ HA'y; .
If true, it then accepts; FCS sends the challenge as VC to U; in the form of an SMS message

C) U; receives VC' from the FCS , computes L = H Way,® VC' ® H(ry)), then sends L to the FCS.

D) FCS receives L from U;; FCS retrieves Way, from BC, calculates L'=H Way, ®VC® H(r';)), and
compares L = L'. In this case, FCS confirms the U; login and authenticates successfully. Otherwise, it
refuses the login process.

Consequently, the primitive parameters {HAy,, E, A} are only generated once, making it impossible
to connect many logins with the same U;. Therefore, our proposed scheme can support unlikability.

Forward Secrecy: During the login and authentication phase, the widely used session key relies on
SKy,. Even if the shared key is revealed or leaked, our proposed system protects the password.
Furthermore, the shared key SKy, is only generated once based on VC; thus, even if an attacker discloses
it, the system’s authentication remains secure during subsequent login attempts. It is very difficult for an
opponent to determine the random number and password, as well as the characteristic of the crypto one-
way hash function HUy, = H (Pwy, || Uny, || H(r;)). Furthermore, if a malicious party intercepts all
messages that are sent { HAy, , E, A}, that attacker won’t be able to use them again to log into the system
because these parameters are created just once for each user login request. Consequently, absolute
forward secrecy is guaranteed by our suggested scheme.

Confidentiality: Strong authentication and encryption/decryption techniques allow for authorized
access to medical data. The recipient’s public key is used to encrypt all communications, preventing
unauthorized i-nodes from decrypting or representing the data.

MITM Attack: An MITM attacker intercepts, alters, and resends all information during a
conversation without the knowledge of the participants. We presume that the attacker has obtained
{ HAy,;, E, A} and changed itto {HAy, , E*, A*}. The modified settings, however, are rendered ineffective
because the FSP verifies A and finds (A # A*), where A represents user identity. Additionally, the request
{HAy,, E, A} is generated just once for each login. Thus, our proposed system does not allow MITM
attacks.

Replay Attacks: As per our recommended plan, any new login attempt must precisely match the FSP
parameters {HAy,, E, A}. However, these parameters are generated only once for every user login request
1; and cannot be obtained by the user again. Therefore, it prevents any replayed message from being sent
for verification, making it impossible for an attacker to launch such an attack. Hence, this technique
ensures that the enemy cannot use this type of attack.

Insider Attack: Here, instead of sending these parameters (Pwy,, Uny,), users provide {HAy,, E, A}
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when they register with FSP, where HUy, = H (Pwy, || Uny,), E = Encgg,, (;), A= H (Uny,). It is

difficult for an attacker to use a one-way hash function to obtain the user’s password from the hashed
result. Furthermore, to pretend to be a real user, the attacker must create a genuine login request parameter.
However, the attacker will be unable to obtain the user’s shared key (SKy,) or forge such a parameter;
thus, the attempt will not succeed.

Hijacking Attack: Blockchain technology protects data and transactions with strong cryptographic
techniques. Digital signatures and encryption are two techniques used to verify the authenticity of the
user and the data. It employs multifactor authentication to resist any attempts at hijacking. This adds
another layer of protection by requiring users to provide several means of verification, including
passwords, biometrics, and one-time passwords (OTPs), to access the system, making it more difficult
for attackers attempting to take over user accounts.

51% Attack: A 51% assault occurs when attackers gain control over more than half of a network’s
mining power, giving them the ability to change transactions on a blockchain network. A distributed
network, in which no single authority controls the network’s computing capacity, is maintained to fend
off such attacks. The computation of the resistance attack is as follows: Let N be the network’s total
hashing capacity and H be the attacker’s hashing power required to successfully carry out a 51% assault.
An attacker has to control over 50% of the total hashing power; that is, H must be more than or equal to
0.5 times N to execute such an assault. As a result, the degree of decentralization in the network (i.e., the
absence of a single organization holding the bulk of the hashing power) determines the capacity to
prevent a 51% assault.

Sybil Attack: To carry out a Sybil attack, attackers try to imitate identities that send false signals to
i-nodes. Each i-node in the suggested architecture has a unique identity, and each identity has a unique
pair of public and private keys. The private key associated with such an identity Node; is used to sign
all communications. Furthermore, the identities are saved on the global blockchain and authorized only
by the cloud server. As a result, a hacker cannot mimic authorized identities.

Spoofing attack: The person who attacks strives to create several virtual identities. To perpetrate
identity spoofing, the attacker must obtain an Node; ID associated with its public key. However, this
cannot be done via blockchain. Furthermore, the private key of the Node; is challenging for an attacker
to determine due to the 3D map chaotic cryptography.

8. Conclusion

This paper focuses on significant concerns about privacy and security within healthcare systems. Our
approach integrates fog computing to offer reliable computational support for IoHT devices. Then, we
use a key cryptosystem that incorporates chaotic keys to reduce the amount of communication required
for authentication. As these keys are tiny, they help minimize communication overhead, and their size is
suitable for the restricted processing capabilities of IoHT devices and users. Furthermore, our research
integrates an authentication mechanism that uses unchangeable blockchain technology to ensure the
security of individuals engaging in communication across public channels within a decentralized setting.
The use of blockchain technology also provides support for decentralized node identification.

The evaluation result demonstrates that our suggested work has excellent scalability and
dependability, as well as strong security and resistance against well-known threats. Additionally, our
proposed system exhibits decreased latency compared to contemporary blockchain-based authentication
techniques. Apart from using SSO technology to enable users to access all services provided by the
system with one login, our work also provides other benefits, such as mutual authentication, streamlined
key management, password anonymity, and robust protection against a range of malicious attacks,
including insider threats, MITM attacks, replay attacks, 51%, and impersonation.

Finally, the security analysis of the proposed scheme was conducted using the Scyther tool. The
formal and informal security analysis results show that the proposed scheme is secure and resistant to
potential attacks. Overall, our work supports the scalability of the IoHT system.
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